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A Sealed-Bid Auction with Publicly Verifiable Bid Validity

Student: Pei-Lin Huang Advisor: Dr. Wen-Guey Tzeng

Department of Computer and Information Science

National Chiao Tung University

Abstract

We proposed a sealed-bid auction with publicly verifiable bid validity, which is
based on verifiable encryption of signature of knowledge and 1-out-of-P re-encryption
proof of encryption keys. In our‘scheme, we have two semi-trusted managers, the
registration manager RM and the auction manager AM. The registration manager RM
guarantees the relationship between :a bidderrand his corresponding public key. The
auction manager AM holds an auction-and manages operations in an auction. Bid
validity in our scheme contains the validity of both bidding price and the bidder. In
our scheme, every one can verify the validity of the bid, but he can not get any
information about the relation of the bidder’s identity and his bidding price. If there
are invalid bids, anyone can ask the auction manager AM to revoke them. Hence, our
scheme can prevent malicious bidders to disturb the auction.

Besides, in our scheme, we combine the bidder’s signature and his bidding price
as the bid. The signature we use here needs the bidder’s password memorized in his
mind and the corresponding partial secret stored in his mobile device to increase the
security.

Keywords: Sealed-Bid Auction, Publicly Verifiable, Bid Validity
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Chapter 1

Introduction

Electronic commerce has made a rapid progress in recent years. We can find out
that more and more economic transactions are conducted through auctions. As we
know, there are many famous auction websites, such as Yahoo!, eBay, and so on.

In this thesis, we propose a sealed-bid auction with publicly verifiable bid
validity. Our scheme is one of the first-price sealed-bid auctions. It has the properties
of correctness, confidentiality, fairness, privacy, public verifiability, and robustness.
Most important of all, our scheme can®publicly:verify the validity of the bids such that
the invalid bids sent by malicious bidders:can not disturb the auction.

In our scheme, we combine the bidder’s signature and his bidding price as the
bid using verifiable encryption of.signature of knowledge, i.e. the bidder encrypts his
signature using the encryption key corresponding to his bidding price, to let the others
can verify the validity of the bidder, and then use 1-out-of-P re-encryption proof of
encryption keys to make the others can not distinguish which encryption key the
bidder uses. The signature we use here needs the bidder’s password memorized in his
mind and the corresponding partial secret stored in his mobile device to increase the
security. We use the idea proposed in [15] that use both password and partial secret to
achieve strong security. It prevents the dictionary attack that if only the password is
used. It also provides basic security that the attacker need guess the password if the
mobile device is lost.

Besides, similar to [6], in our scheme, we use two kinds of semi-trusted



managers, the registration manager RM and the auction manager AM, to avoid
concentration of all power in a single manager. The registration manager RM
guarantees the relationship between a bidder and his corresponding public key. The
auction manager AM holds auctions and manages operations in an auction. Bid
validity in our scheme contains not only the validity of bidding price but also the
validity of the bidder. In our scheme, every one can verify the bid validity but he can
not get any information about the relation of the bidder’s identity and his bidding
prices. If there exist some invalid bids, anyone can ask the auction manager AM to
revoke those invalid bids. Hence, our protocol can prevent malicious bidders to

disturb the auction.

1.1Auction Types

There are many different types of auctions..From [10], we can find out four basic
types of auctions that are widely considered and analyzed: the increasing-price
auction (also called English auction), the first-price sealed-bid auction, and the
second-price sealed-bid auction (also called the Vickery auction), the decreasing-price
auction (also called the Dutch auction). In the following, we describe their rules on
the sale of a single item for simplicity.

1. The increasing-price auction

In this type of auction, an item is offered at increasing prices. At the

beginning, it may be offered at K tokens, and then at successive points of time i,

it is bid at K + i * A tokens (4 may be a function of previous bids and other

factors). At each time period, one or more bidders can bid for the item. At the end



of the auction, the highest bidder takes the item and pays the price he bids. This
type of auction has many disadvantages such as that the time needed to conduct
the auction is potentially proportional to the price which the item is sold. Besides,
this type of auction leaks a lot of information such that a careful observer will be
able to conclude information about the price that each bidder is willing to pay for
the auctioned item. However, the auction does have a very desirable feature: in
economic terms, it allocates the item to the bidder with the highest valuation,
since the bidder with the highest valuation will be willing to outbid all other
bidders.

2. The first-price sealed-bid auction

In this type of auction, each bidder sends. a sealed bid to an auctioneer who
opens all bids. The auctioneer.determines the.highest bid and sells the item to the
highest bidder for his bidding price-Theugh, this type of auction can be executed
in a single round of communication between the bidders and the auctioneer, it
has some disadvantages. For example, the auctioneer will know the exact price
that each bidder is willing to pay. Moreover, it does not support the optimal
distribution of the item.

In a sealed bid auction, bidders have beliefs about what others will bid. If a
bidder believes that he has the highest bid and the second highest bid will
substantially beneath that, then he has an incentive to lower his bid. For example,
if he values an item at $1000, but he believes that the second highest bidder
values the item at $500, then he is likely to place a bid slightly higher than $500.
If the bidder is wrong about the distribution of other bids, then the final item will

not be sold to him and the seller will be given a lower price than he would be



given in the increasing-price auction.
3. The second-price sealed-bid auction
It is a type of auction that combines the best features of the increasing-price

bid and the sealed-bid auction. In this type of auction, each bidder submits a
single bid to the auctioneer respectively, without seeing others’ bids, and the
object is sold to the bidder who makes the highest bid. However, the price he
pays is the second-highest bidder’s bid, or “second price”. This auction is
sometimes called a Vickery auction after William Vickery, who wrote the
seminal (1961) paper on auctions.
4. The decreasing-price auction

This type of auction is similar to the ‘increasing-price auction in which the
bidding price varies over-time. However, .in-this type of auction, the price
decreases and at time i is K - i*.4A-tokens. The first bidder will take the item.
This type of auction has the advantage of preserving maximum privacy, i.e. no
information is revealed except the winning bid and bidder. However, like the
increasing-price auction, it may be time consuming, and like the sealed-bid

auction, it is not economically efficient.

1.2 The Properties of Sealed-Bid Auctions

After introducing the auction types, we present the properties of sealed-bid
actions we concern.
1. Correctness

If all parties act honestly, the winning price and the winner(s) are determined



according to the auction rules correctly.
2. Confidentiality (of sealed bids)
No bid information is revealed to any party (including the auctioneer) until
the bid opening phase.
3. Fairness
® All bidders can look a proper polling on Internet.
®  After a bidder submits his bid, the bid cannot be modified
® No bidder can deny his bid after he submits it. This is sometimes called
non-deniability.
4. Privacy (of losing bids)
The losing bids remain confidential until.the end of the auction even to the
auctioneer. Differences-between privacy and-confidentiality of bids include
® Privacy only deals with-losing-bids;
® Privacy is the confidentiality-of ‘the losing bids even after the bid
opening phase.
5. Public Verifiability
The validity of the result of the auction can be publicly verified by every one.
6. Robustness
Even if malicious bidders send invalid bids, the auction process is unaffected.
In other words, the result of the auction is still correct even under the attack

of malicious bidders.

1.3 Thesis organization



The remainder of his thesis is organized as follows: In Chapter 2, we shall briefly
introduce the related theories and schemes. Then, we propose a sealed-bid auction
with publicly verifiable bid validity and analyze its properties in Chapter 3. Finally, in

Chapter 4, we conclude this thesis and indicate some future directions.



Chapter 2

Preliminaries

In this chapter, we will introduce some important theories and schemes that are
involved in our scheme. In section 2.1, we will give the introduction about interactive
zero-knowledge proof system of knowledge. In section 2.2, we will give basic idea of
signature of knowledge. In section 2.3, we will introduce the definition of verifiable
encryption of signature of knowledge. In section 2.4, we will state what 1-out-of-P
re-encryption of encryption keys is and the difference between 1-out-of-P
re-encryption proof and 1-out-of-P rezencryption. proof of encryption keys. In section

2.5, we will introduce other auction schemes.

2.1 Interactive Zero-Knowledge Proof System of

Knowledge

An interactive proof system <P,V> consists of two Turning machines P and V,

called “Prover” and “Verifier”, respectively.

A typical interactive proof system has three rounds (commit-challenge-response).
P first commits to a value. V then challenges on of two things: either the commitment
has the right form or P knows the witness. P then responds to the challenge, while
reveals no information about the witness. The real witness is randomized by the
committed value in the first step.

Consider the problem that the prover wants to prove that he knows the discrete



logarithm x =log, y mod pof (p, g, y) where p = 2q+1, p, q are primes, geG,-{1},

and geG,. We want to show that P really know the value x. We call this type of proof
“proof of knowledge”.

In the setting of proof of knowledge, we require that the prover P be a
polynomial-time probabilistic Turing machine (PTM) with a private input (witness).
We consider the binary predicate O such that for an input instance x of the right form,
there is a corresponding secret p such that Qx, p) = 1. The proof system of

knowledge for Q is to show that the prover P knows a witness p for an input instance

x. We use (P(p),V)(x) to denote the interactive proof system of P and V such that x

is the public common input and p is'the proverP’s private input. If (P(p),V)(x)=1,

it means that the verifier V accepts that the prover P really knows the witness;
otherwise, it means that the verifier rejects.

Moreover, if we want to show-that the interactive proof system of knowledge is
zero-knowledge, we require that the interaction of the prover and the verifier can be

simulated.
Definition 2.1(Interactive Zero-Knowledge Proof System of Knowledge)
Let P and V be both polynomial-time PTM’s. An interactive zero-knowledge

proof system of knowledge <P,V> for the binary predicate Q satisfies the following

three conditions:

1. Completeness
vx and Vp with Q(x, p) =1, Prl(P(p)V)(x)=1]=1.

2. Soundness



There is a probabilistic (expected) polynomial-time knowledge extractor E

such that YxeDom(Q), VP
Pr[<P*(p),V>(x)=1]Z ml;D = Pr[E(P*, V,x)= p*,Q(x,p*)=l]21—5Qx|)
where Dom(Q) means the domain of Q, p(:) is a polynomial, and &(:) is
negligible.

3. Zero-knowledge

For each verifier V', there is a simulator My~ such that the following two

distributions are polynomially indistinguishable:
¢ {<P(p), V >(x)}xeDom(

o {MV* (x)}xeDom(Q) )

0).0(x.p)A’

Notice in the definition 2.1, we have “for each verifier V', there is a simulator”,
while in reality, we usually use a strongér-statement “there is a universal simulator M”
for every verifier”.

To be proof-oriented, the (universal) simulator simulates the “view” of the
verifier V" interacting with P on common public input x and P’s private input is p.
Here, “view” means the transcript (messages) exchanged by P and V",

Combining the universal simulator and the view concept, we have an alternative

definition for zero-knowledge.
Definition 2.2(Zero-Knowledge based on view and universal simulator)
An interactive proof system of knowledge (P(p)¥)(x) is (computational)

zero-knowledge if there is a universal simulator M~ such that for every possible

verifier V', the following two distributions are polynomially indistinguishable, where



M’ runs in expected polynomial time depending on the run time of VV".

¢ {VieW(P (P) Ve, x)}XGoonz(Q),Q(x, )11

i {M *(V*’x)}xeDom(Q)'

Furthermore, if the real transcript View(P(p),7",x) and the simulated one
M *(V*,x) are identical, the system is called a perfect zero-knowledge interactive
proof system of knowledge.

From the above, we know that if we want to show that the interactive poof
system of knowledge is zero-knowledge, we have to ensure the distributions of the
simulated one and the real transcript are polynomially indistinguishable.

For simplicity, we allow the simuilator‘NM’»to output L, denoting a failure round

of simulation. We have another alternative definition-for zero-knowledge.
Definition 2.3(Zero-Knowledge-failure)
An interactive proof system’ofknowledge (P(p)¥)(x) is (computational)

zero-knowledge if for every possible verifier V', the following two distributions are

polynomially indistinguishable:

o ielP(0) V" 3 comortenrss

o o
where m’(V",x) the random valuable M (7",x) conditioned on M (V" x)=L,
that is, for all z, Pr[m” (/" ,x)=z]=Prlst " (7", x) = 2p" (7" %) =L and

PrlM (7", x)=L| is non-negligible.

In the following, we will give some basic idea of non-interactive proof system.

10



In non-interactive proof system, the prover P produces a string of showing all the
properties of an interactive proof system without interacting with the verifier. Hence,
we need a random source to replace the verifier’s role in the interactive system. The
more realistic is to use a secure (collision-resistant) hash function H in place of the

verifier.

2.2 Signature of Knowledge

Signature of knowledge is a non-interactive zero-knowledge proof of knowledge,
but being dependent on message m.

For example, if the system’s public parameters are a large prime p where p=2¢ +
1, q is also a large prime, a generator g of Gy, and a secure (collision resistant) hash
function H(-):{O,l}*—>Zq. A user, said Bob, whose secret key is x and public key is
y=g"mod p. Now, if Bob wants to sign for a message m, the pair (c,w) that

satisfies c:H(m,p,g,y,g" mod p) and w=r—cx where rerZq is the signature
of knowledge x =log, y mod p on message m. By checking ¢ = c’, we can verify
the signature on m where (¢'= H(m,p,y,gwy" mod p) . This is because
g"y“ mod p =g"_°’x(g'”)c mod p=g" mod p.

Besides, in the above example, we can find out that we can also use the pair (a, w)

to be the signature of knowledge x=log, y mod p for Bob on message m. The
verifier can first compute ¢ :H(m,p,g,y,a) and then verify if a=g"y“ mod p.
This is because g"y° mod p = g”’"(g*’)c mod p=g" mod p=a.

Similar to our scheme, the system’s public parameters are a large prime p where

11



p =2q + 1, qis a large prime, two generator g and % of G,, and a collision resistant
hash function H(.):{O,l}*—>Zq. A user, said Bob, whose secret key contains the
password 7 memorized in his mind and the corresponding partial secret « stored in his
mobile device and public key is y=g“h" mod p. Now, if Bob wants to sign on
message m, he first computes a=g'h? modp , c=H(m p,ghya),
w,=r,—ca, and w, =r, —cz where r;r,erZq, and then publishes (a,w,,w,) as
his signature of knowledge of « and 7 such that y=g“A” mod p on message m.
The verifier can verify by first computing ¢ = H(m, P, g hy, a) and then verifying if

a=g"h"y° mod p. This is because

g"h™y“  mod p = g’l’c"h’ﬂ”(g“h”)c mod p=g"h"”> mod p =a

2.3 Verifiable Encryption of Signature of Knowledge

Verifiable encryption is an ‘encryption-scheme where one can prove some
property of data S, which is given in encrypted form. When the encryption scheme is
secure, the encrypted data should reveal no information regard S.

The setting of a verifiable encryption scheme is a two-party protocol between a
prover P and a verifier V. Their common inputs are a public key Y, public value m, and
a binary predicate Q. As a result of the protocol, V either rejects, or being convinced
that the encryption of some value S under Y satisfies (m, S)eQ. For example, QO is
defined such that (m, S) €Q if and only if S is a signature of on message m with
respect to some fixed public key Y. In other word, P convinces V that the encrypted
data is a valid signature on m.

The two-party protocol should ensure that V accepts an encryption of an invalid

12



S with only negligible probability. Moreover, V should learn nothing except the fact
that S is a valid signature with respect to m.

The encryption key can belong to P, but typically belongs to a third party, and
even in this case the third party should not need to take part in the protocol. In other
words, P does not need to know the secret key (decryption key) X corresponding to
public key (encryption key) Y.

We find a definition of a secure verifiable scheme for a relation following [5].

Definition 2.4(Secure Verifiable Encryption)

Let O be a binary predicate and let L, = {m[3S: (m,S)e O}. A secure verifiable

encryption scheme for a binary predicate Q consists of a two party protocol and a
recovery algorithm R. We let 7, (¥, m, k). denote the output of VV when interacting
with P on input Y, m, and k, where & is @ security; parameter. We require that the
following three properties hold:

1. Completeness

V(Y, X)eG(1" and Vm e L,,ifPandV are honest then V,(Y,m,k)=L.

2. Validity
For all prover P* and all (Y, X)eG(1%), for every polynomials p(-) and all

sufficiently large &, we have

Prim R(X.b)) ¢ Q and b #1:b:= ¥, (V.. k)< ﬁ

3. Computational Zero-Knowledge
For every V' there exists a expected polynomial-time simulator My« with

black-box access to V" such that for all distinguishers 4, all polynomials p,

13



all me L,,and all sufficiently large &, we have

Prla(v,m,b,)=i: (Y, X)= G@* }by = M . (Y, m k)b, =V, (Y, m,k) i {01)]

AL, 1
2 plk)
In our scheme, P wants to convince the verifier V that he really knows the
signature of knowledge, but V can not get any information about P’s secret.
Hence, we give a modified definition of secure verifiable encryption of signature

of knowledge in the version of interactive zero-knowledge proof system of knowledge

introduced in section 2.1.

Definition 2.5(Secure Verifiable Encryption.of Signature of Knowledge)

Let O be the binary predicate such,that for. each instance x = (Y, m, Ex(S)) of the
right form, there is a corresponding secret p such that O(x, p) = 1, where S is a valid
signature with respect to m and Ey(S)-means-the encryption of signature on message m
with respect to some fixed public key ¥."We require that the following three properties
hold:

1. Completeness

vxand Vpwith O(x, p) =1, Pr{(P(p)V)(x)=1]=1
2. Validity
There is a probabilistic (expected) polynomial-time knowledge extractor E

such that VxeDom(Q), VP~
Prl(P" (), V>(x)=1]2ﬂ1;|):> PrlE(P* 1, x) = p,0lx, p)=1]21- &(x])
where Dom(Q) means the domain of Q, p(-) is a polynomial, and () is

negligible.

14



3. Computational Zero-Knowledge
If there is a universal simulator M” such that for every possible verifier V",

the following two distributions are polynomially indistinguishable:

¢ {VieW(P (P) v, x)}xeDom(Q),Q(x, p)L

° {m* (V* 1 X )}xeDom(Q) :
where m'(V",x) the random valuable M"(v",x) conditioned on

M (V" x)#L, thatis, for all z,
Pr[m*(V*,x): z]: PrlM*(V*,x): Z‘M*(V*,x) ;tJ_J and PI’[M*(V*,x) ;tJ_] is

non-negligible.

2.4 1l-out-of-P Re-encryption ‘Proof of Encryption
Keys

In order to have a witness indistinguishable protocol, we require an algorithm for
random re-encryption of a bid, such as ElIGamal encryption algorithm.

Generally speaking, 1-out-of-P re-encryption proof defined in [11] means an
efficient witness indistinguishable protocol, which a prover can prove that a given
encrypted bid 7, a encrypted list #;, .., tp, and a witness that # is a re-encryption of ¢ for
je{1,...,P}, proves that indeed ¢ is a re-encryption of 7 without revealing index ;.

In most common electronic voting system, 1-out-of-P re-encryption proof is used
for different messages. In our thesis, we use it for different encryption keys.

We show the general 1-out-of-P re-encryption proof and the 1-out-of-P

re-encryption proof of encryption keys in non-interactive form in the following.

15



General 1-out-of-P re-encryption proof*
1. The prover generates a list {ty, ..., t-} and publishes it

L= (T111T21): (ler1 mod p, g" mod p)
I, = (le’Tzz): (mzyrz mod p,g" mod P)

Ip :(Tn’TzP):(mPYrP mod p,g" mod p)

2. Suppose tj (1< j <P) is the re-encryption of ¢ =(7},T,)= (ij" mod p,g" mod p)

i.e.(le,sz):(TlY‘g mod p,T,g“ mod p).

3. The prover computes

d d;
T, T, .
(1)(ui,vi)[(%J Y’ mod p,(TZ'j ¢’ mod p}Vj,1<i¢j<P, d,, f, e Z,

1 2
u,v.)=Y" mod p,g” modpli=j, f e Z
i it q

(Z)d = H((Tl’Tz)'(Tll’Tzl)’---!(T1P'sz)1(”1"’1)'---'(”P’VP))
(3)d, =d—Zdi mod ¢

w, = f,—demodg,i=j
w o= f,Vj,1<i=j<P
and publishes (d,,....d,),(w;,....w,)

4. The verifier verifies the proof as the follows
(1) compute d =) d, mod g =d, +..d, mod g

(2) check if
(.7, (T T ) (T T )

d—Hl((1 iz 7o\ Y
- 0 ymodp,| 22| e mod pl...|| 22| Y mod p,| —2& *» mod
&T] p(njg p] [(T] p(nj ¢ ”J

1 T L, J
The basic ideais log, —~=¢=Ilog, —~
I T
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1-out-of-P re-encryption proof of encryption keys?
1. The prover generates a list {ty, ..., t-} and publishes it

L= (T11!T21): (merl mod p,g" mod P)
4 :(T127T22): (myzr1 mod p,g" mod P)

l, = (Tll’TZP): (mY}:P mod p,g" mod p)

2. Suppose tj (1< j <P) is the re-encryption of ¢ =(7},T,)= (mY] mod p,g" mod p)

i.e.(le,sz):(TlYf mod p,7,g° mod p)

3. The prover computes
7.\ 7.\
(1)(”,""1‘)[[%} Y. mod p,(%) g’ mod p}, Vi, 1<i#j<P/d, f € Z,
1 2
(ul.,vl.)=(Yif" mod p,g” mod p),i:j,fl. = 4
(Z)d :H((Tl’Tz)'(Tll'Tzl)’---!(T1P'T2P)1(ullvl)'---'(”P’vP))
(3)d, =d->d, mod g

i)
w, = f,—demodg,i=j
w = f,Vj,1<i# j<P

and publishes (d,,....d,),(w;,....w,)

4. The verifier verifies the proof as the follows
(1) compute d =) d, =d, +..d, mod g

(2) check if
(.7 (T T ) (T T )

d—Hl((1 iz 7o\ I\
- 2 ymmodp| 22| e mod p ..., || 22| Y mod p,| =2& *» mod
{(Tl] ) p(njg p] [(Tl] ; p(sz g pJ

2 .. - T;l.;
The basic idea islog, T ¢ log, —
1

J
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2.5 Previous Electronic Auction Schemes

We can find out that in most auctions, the validity of the bids is not verified or
only verified by the auctioneer.
® The validity of the bids is not verified.

Cachin [1] proposed a private bidding and auction scheme using the millionaire’s
protocol to determine who is richer without disclosing anything else about their
wealth between two parties. This protocol employs two semi-trusted parties, T and V,
as auction servers. All bidders and T are connected to V in secure channel. The server
V chooses the random values for n instances of private bidding protocol. The bidders
encrypt their bids, send them to the:server-\, but not involve further. The server V
determines the highest bid through n successive queries to the server T who oblivious
compares two bids, but who does not learn anything about the bids. At the end, V
leans partial order of the bids, but'net more.

Noar[13] introduced a simple architecture for preserving the privacy of the bids
of losing bidders while maintaining communication and computational efficiency.
They employ an additional third party auction issuer that generate the programs for
computing the auctions but does not take an active part in the protocol. Their protocol
ensures that except collaboration of the auctioneer and the auction issuer, neither party
gains any information about the bids, even after the auction is terminated. Moreover,
bidders can verify the correctness of the auction.

In [2], Kikuchi presented a new protocol for (M + 1)st-price auction, a style of
auction in which the highest M bidders win and pay a uniform price, determined by

(M + 1)st price. The scheme uses the verifiable secret sharing technique, where the
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bidding point is represented by the degree of a polynomial shared by the number of
the auctioneers. In this scheme, there exist some drawbacks. For example, this scheme
has an undesirable condition that the number of the auctioneers must be larger than
the number of the bidding points, so it is difficult to set bidding points. Moreover,
every one can anonymously disturb an auction by submitting an invalid bid.
® The validity of the bids is verified by the auctioneer before the opening phase.

In this kind of auctions, the auctioneer often just verifies the bidding value

(bidding format).

Harkavy, Tygar and Kikuchi [10] described an auction service for secure
sealed-bid auctions, in which only the winning bid is disclosed. Both first-price and
second-price auctions are supported. It is based.on general techniques for secure

multiparty computation and <tan« tolerant-<up to tsrT_lJ corrupted servers.

However, the protocol is practical only:for-small value of s.

In [9], Abe and Suzuli proposed the (M:+ 1)st-price auction using homomorphic
encryption and mix and match technique. Their scheme realizes public verifiability of
a winner and the wining bid. However, each bidder must compute K+1
zero-knowledge proofs in bidding, where K is the number of bidding points. Besides,
in this protocol, the bidding price (bidding format) can be verified by every one.

In [6], Omote and Miyaji proposed a second-price sealed-bid auction with public
verifiability. In their scheme, they use the verifiable discriminant function of the
po-root to achieve public verifiability.
® The validity of the bids is verified by the auctioneer in the opening phase.

In this kind of auctions, the auctioneer often just concern the validity of the
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winner.

In [12], Franklin and Reiter use a set of distributed auctioneers and feature an
innovative primitive called verifiable secret-sharing. Their protocol can also
successfully prevent a single auctioneer altering a bid or throwing an auction to a
single bidder. However, the confidentiality of bids of the bidders is not achieved, since
the confidentiality is as essential as fairness. Besides, their protocol will result in all
auctioneers knowing all bids after the auction is decided.

The problem on privacy of losers is firstly point out by Kikuchi, Harkavy and
Tyger[3]. The basic idea of the scheme is “secure addition”. However, the proposed
scheme has a problem that the process of determining the winner does not work
successfully when the winners with-the same bidding price are multiple in the auction.
In other words, this protocol can not work when two-or more bidders bid at the same
highest price.

In [14], Liu, Wang and Wang; proposed-a new multi-round sealed-bid auction
scheme based on Shamir’s (t, n)-threshold secret sharing scheme. The protocol
guarantees that no information about the losing bidders is leaked, and that the seller
can collect the digital money from the winning bidder. In addition, the protocol
support both first-price and second-price sealed-bid auction.

In [4], Kikuchi, Hotta, Abe and Nakanishi modified [3] in which “mask” step are
added to keep all bids private and only the winning bid and winner are determined by
the collaboration of distributed servers. They improve the security of the protocol in
[3] such that the second highest must be not known even by the winner.

Watanabe and Imai [16] introduced a totally different trust third party, the

off-line trusted third party (TTP), to achieve the universally verifiable auction scheme.
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They make use of a TTP in optimistic sense, i.e. the TTP takes part in the protocol
only if one bidder cheats or simply crashes. However, this protocol has a disadvantage
that all bidders have to participate in the auction at the beginning in the opening
phase.

In [8], Suzuki, Kobayashi and Morita presented the first sealed-bid auction
scheme, which is only using multiple hash functions. This method drastically reduces
the time taken for bidding and opening bids. However, it is not practical for opening
all the bids if one of the auctioneers is distrust or can not release his secret seed.

In [7], Peng, Boyd, Dawson and K. Viswanathan classified the published
sealed-bid auction into four models according to how they deal with bid privacy and
proposed a new model. Then give.acomparison-about the five models. In their model,
they give another solution for bid privacy recovery, i.. the registration authority an all
the losing bidders cooperate to identify-the-dishonest winners by publishing their
secrets, instead of a trust third party.only being used. However, the drawback is that
when the number of bidders involved is large, it is quite efficient to recover bid
privacy.

Hence, we propose a sealed-bid auction protocol with public verifiable bid
validity. Every one in our protocol can verify the validity of the bid which contains
the validity of the bidder and the validity of the bidding price. If anyone finds some
invalid bids from malicious bidders, he can ask the auction manager AM to revoke

them before the opening phase.
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Chapter 3
A Sealed-Bid Auction with Publicly Verifiable
Bid Validity

In this chapter, we propose a sealed-bid auction with publicly verifiable bid
validity and analyze its security and properties. Here, bid validity contains not only
the validity of the bidder but also the validity of the bidder’s bidding price. In our
scheme, we combine the signature and the bidding price as the bid. The bidder
generates his signature on message m using the signature of knowledge technique.
The idea of our scheme is based on verifiable encryption of signature of knowledge
and 1-out-of-P re-encryption proof.of encryption keys,

Our scheme uses two managers, the fegistration manager RM and the auction
manager AM. RM is the registration. manager who guarantees the relationship
between a bidder and his corresponding public key. AM is the auction manager who
holds auctions and manages operations in an auction.

In our scheme, every one can verify the bidder’ s bid to check the bid validity,
but can not get any information about the identities and bidding price of the bidders. If
there exist some invalid bids, anyone can indicate them and ask the auction manager
AM to revoke the invalid bids. The scheme can prevent some malicious bidders who

send invalid bids to disturb the auction.
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3.1 Notations

Main notations used in our scheme are described as follows:

RM

AM

D q
gh

T, O

Vi

: the registration manager:

® handle the bidder’s registration;
® manage RM’s bulletin board system (BBS) which publishes a
list of public keys;

® declare the winner.

: the auction manager:

® manage the bidding phase;
® manage AM’s bulletin-board system (BBS) which publishes the
computing process of bids;

® declare the'winning.price.

: the unique message of the good;(e:q. the auction identity of the good)
: the number of bidders;

: the index of bidders;

- a bidder whose index isi (i=1,..,7);

- large primes such that p = 2¢g + I;

: generators of G;

. B/’s private key where 7 is the password memorized in the bidder’s

mind and «; is the corresponding partial secret stored in the bidder’s

mobile device.

: Bi’s public key where y, = g“A™ mod p;

: the number of prices;
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j : the index of prices;

o) : the j-th price (j = 1,...,P);
X : the decryption key corresponding to the j-th price;
Y; : the encryption key corresponding to the j-th price where

Y, =g’ mod p forl<;<P;

Signi() : asignature of knowledge signed by key £;

Ex() : EIGamal encryption with public key Y such that
Ev(W) = (G =g 'mod p, M = WY"mod p)

D.() : EIGamal decryption with private key X such that

Dx(G, M) = M/G" mod p

H() - a secure (collision-resistant) hash function : {0,1}*—Z,
(a il ) . the 'signature of the bidder B; on message m;
(10, 19) : the bid of the'bidder B:;

(9, 79).....(1,0, 70} - the bid listof the bidder B; used for 1-out-of-P

re-encryption proof of encryption keys;

3.2 Our Basic Scheme

Our scheme has six main phases and their procedure is as follows:
1. Initialization.

2. Bidder registration.

3. Auction preparation.

4. Bidding.

5. Bid verification.
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6. Opening.

We describe them in detail in the following:

® Initialization
The registration manager RM selects large primes p and ¢ such that p = 2¢
+ 1 and picks up g and 4 which are two generators of G,. Besides, the
registration manager RM chooses a collision-resistant hash function
H(-):{0,1}*—Z,. Then the registration manager RM publishes p, g, 4, and H on

the RM’s BBS as system public parameters.

® Bidder registration

When a bidder whose identity is Bob'participates in an auction, he sends his

identity and public key y With the signature Sign, . (v) signed by signature of

knowledge, using his password w-memorized inhis mind and the partial secret a
stored in his mobile device; to. the registration manager RM as a bidder
registration. After all bidders finished their registrations, the registration manager
RM publishes those public keys and their corresponding indexes on the RM’s
bulletin boards system (BBS) but keeps the relation of the bidders’ identities and
their public keys in secret.

After the registration manager RM publishes the list of pairs of public keys
and indexes, each bidder searches his corresponding index from the RM’s BBS

using his public key.

® Auction preparation

The auction manager AM publishes the price list {5},.. , op} and the unique
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message m of the good on the AM’s BBS. Then the auction manager AM

generates a pair of decryption key X; and encryption key Y; corresponding to the
price jwhere X, e, Z and Y,=g" mod p for 1< j <P. Here, we have to

note that in order to stand for distinct price, so the decryption keys selected by
the auction manager AM should be distinct. The auction manager AM holds the
decryption keys and publishes the encryption keys on the AM’s BBS.

After all those public keys are published, each bidder B; (1< i <I) sends his
index i and a list {7.0),7.9)....(5"), 7))} where (Tl(jf),Tzfé)):EY] (Sign, . (m))

for 1< j <P to the AM’s BBS.

In order to get the list {7 T9) A5, 7.2 )}, each bidder B; has to follow
the two steps described in Figure 3.1, First; each bidder has to make a signature
on the unique message nz of the good using signature of knowledge with his
secrets which are the password z; memorized.in his mind and the partial secret o;
stored in his mobile device. After the generation of the signature, we can get

(a”,w?, w{) to be the signature of knowledge of password 7z and the partial

secret ¢; such that y, = g“A™ mod p on message m for the bidder B;. Second,

he encrypts his signature using all the encryption keys published.

Besides, it is worthy of remark that the generation of the signature of each
bidder B; only need to be done once. In other words, the signature of the bidder
B; used in an auction would be the same.

Moreover, our encryption function only deals with the elements (wl(i),wgi))
of the signature of the bidder B;. We encrypt (w{”,w’) but let ® be public.

The bidder B; will publish the element " of his signature in the bidding phase.
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Step 1: Each bidder B; signs for the unique message m of the good to get a signature

Sign,, . (m):

1750/ e, z

a(’i) grl(’)lhrz(‘) mod p
2. c(’? Hgm,p,_g,h,yi,a(’))
3. Wifl) = r]((f —c"a;, mod g
wi) =0 —C(l)ﬂ'i mod ¢

Step 2: Each bidder B; encrypts his signature P times using different encryption keys

Ey (Signa[ﬁ[ (m)) Vj,1<j<P

1. eﬁi) e 2

q
f W) o i) oli)
Tl(]):glh 2 (Yj)/ mOdp

: o
Tz(_;.) =g’ mod p

Figure 3.1: Generation of the list of 1-out-0f-P re-encryption proof of encryption keys
® Bidding
Each bidder B; selects his encryption key Y, corresponding to his bidding

price . B; then encrypts part of the signature (w{”,wy)) generated in the

auction preparation phase using the encryption key Y, described in Figure 3.2.

EY./ (Wl(i)’wg)):
1.e" € Z,

; w{i) wgi) o)
Tl()zg h (Yj) mod p

9 = ¢ mod p

Figure 3.2: Generation of B;’s bid
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After the encryption done, each bidder B; sends his index i and (a",7,,7") to
the AM’s BBS. Besides, B; also has to provide two kinds of proofs (P+1 proofs) as
showed in Figure 3.3. There are P proofs for the first kind proof and 1 proof for the
second proof. The two kinds of proofs are described as follows:

1. P proofs for verifiable encryption of signature of knowledge of

()", r9, e, and 7 such that
wi =1 — V. (mod ¢), wi) = 1) =¥z (mod ¢)
to show that (), w”,w{") is valid signature.

(ii)eﬁ") such that (Tlf),T(i)) is the correct ciphertext of w{" and w{’.

2

The bidder B; has to send (cl] Sl,) sg},sgl),sgj),séj)) Vj,1<j<P, to AM’s
BBS.

2. 1-out-of-P re-encryption: proof-of.encryption-keys such that no one except B;

can distinguish which encryption key-is.used. The bidder B; has to show that

for the encrypted bid (7,),7/7), there is a re-encryption in the
(.70} (0, 70 - ie.
(19, 12)= (r¢ mod p, T{'¢® mod p), (7", 7,) is the re-encryption of
(£, 79).

The bidder B; has to send (c!?),...,c) ) (z",..., z¥)) to AM’s BBS.
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1. verifiable encryption of signature of knowledge of 7,7, a;, m;, and e!”

Vj,l<j<P
0 KKK KD <, 7,
k)

dl(}) =g mod p,

k3,

d{) =g “ 1% mod p,
dy) = 1™ mod p,

KD k)il hk3 k)

dz(x? =Y"g mod p
2).¢) =H(p.gha",y, T, 1), df) d}),d5), d}]))
@). 58 = k) e mod g,

U = k)~ mod g,

S:gij) _ k() Cl(,) mod ¢,

o) k8 el mod g

Sé[j) - ks(;) —cl(j)c([)ﬁi mod ¢

Sends (clj ,sl(]),sgj),sgj),sgj),séj)) to AM’s BBS

2. 1-out-of-P re-encryption proof of encryption keys

@.vel<t=j<Pcy) Ve, Z,
0\ 0\
i) (i T, l 7 L)\ Al .
()= (ﬁj (¥,)" mod p(ﬁj g" modp|;

(W)= ()" mod p,g"" mod p)

(2).cl = H(p,q gh T T (Y Y0 70 (1), T e 00 ) )
3). cgj ZCb mod ¢

1%
t:j,Zt(i):‘f;() glngdq,

Vt,1<t# j<P, zt() ft
sends (c¥),...c9)(z"....z%) to AM’s BBS

Figure 3.3: Two kinds of proofs for the bid of the bidder B;
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® Bid verification
This can be done by every one. If anyone finds invalid bids, then he can ask
the auction manager AM to revoke them. If we want to verify the bid validity of

the bidder B;, we can do as follows:
1. Compute ¢)=H(m,p,g.h,y,,a")

2. Vj,1<j<P,compute

plglhla(i)lyivz—;_(;)sz(;)v
~ DYl DY
cl(j):H (Tz(j)) g mod p,(a()) g% h™ mod p,
i ‘1(,) POREN| i Sl(i») s§) sl s$) sl
b g mod p (R0 )Y () g0 1 g n Y mod p

and verify if El(jf) = c}?. The’idea of the'verification is as Figure 3.4.

(@) check e(.i )

A\l 0 )(l) 1) (1)) () -
(Tz(;))clf g 1) :g g 1 g 1 dl(;) mod p

(2) check 1, 7}

. (i) (1) (1) (i),.(i) (),.(1) (i) _(i),.(0) (1) _i),.) (1) (i) .
C; Sy 7 4 S37 a'/n o'ir, ky'!—c'/n ky'!—c"/r, ky'! 5 k3
(1(1))1./ g. 2j h 3/ — g 11 h 172 g. 2j "1 h 3 "tz g Z/h 3 = dél].) mOd p

(3) check a; and r,

A o |
(U SY; S('-) S('-) c(’.)c(’)av c(‘.)c(‘)n'. k(')—C(‘_)C(‘)a. k(’)—c(’)c(’)n. k(’_) k(') ()
c J 4 5/ __ 1 i 1 i 4 1, i 5, 1 i ) 5] i
(i ) g h =g” h g’ h™ Y =8 jhl—de mod p
(4) check wl = () —cl )a wg) = rz(i) —c(i)nl.

) e R e

k)l | k)l

“h

f

i (1)
2"01 ”1 ks ‘c1 ’2
g h /g

1j J
_ gc{f})rl(')—cif})c(’)aihc{ )rz(')—cl V! Ytl eY 1] —c{ (]) k( J-a )r )hké .)—c£ )rz / ].)—c{’j)c(')a,- hké;)—cff)c(‘)ni

_ Yk{j) g k) —k{) i k) -kli)

J

= dﬁf/.) mod p

Figure 3.4: The idea of verifying the first proof in the bidding phase
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3. (1) Compute ¢ =c +..+¢\) mod g and

p.gh Tl( L\ P (( Iy T, )’ ’( lP)’TZ(;J)))’
(i)

— 7™ ™
cz(l) - H 1_1,] Yzl mod p, [T—l) g + mod D s

(i)
2P

(i)
TN 70)\° .
LJ Y;ﬁﬂ mod p,(TZ_I; gzp mod p

(2) Verify if &) =¢V)

® Opening
Starting from the highest {price, the auction manager AM decrypts those
ciphertexts starting on the downward prices:as the follows:
For X = Xp, Xp.y,...
1.Vi, 1<i<I, check if
a" = D, (Eylm (Sig”a‘.,m (m))) in(i)
_ X(Tl("),Tz("))- pe!
= W : in(i) (mod p)

If the bid of the bidder B; satisfies the equation, the auction manager AM
publish the winning price is & corresponding to the decryption key X and
send the winner index i to the registration manager RM and then RM
publishes the identity of the winner.

2. The AM publishes the decryption key X on AM’s BBS. If the winner’s identity

is published, then the auction is terminated.
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3.3 Analysis

We shall analyze the security and the properties of our proposed scheme. We first
describe the verifiable encryption of signature of knowledge is perfect zero
knowledge and then state what properties our scheme has.

3.3.1 Security

In our scheme, we use verifiable encryption of signature of knowledge to
confirm the validity of the bidders. Every one can verify the bids but can not get any
information about the signature of knowledge of the bidders. Every one can be
convinced that not only the signature of knowledge is of the right form but also the
encrypted signature of knowledge is of the right form. We prove that the encryption
used in our protocol is secure verifiable encryption of signature of knowledge in the

following theorem.

Theorem 3.1. The verifiable encryption of signature of knowledge used in
our scheme is secure with perfect zero-knowledge.
Proof.

We will prove that our protocol has the properties defined in definition 2.5 with
perfect zero-knowledge.

We first convert our verifiable encryption of signature of knowledge into
interactive proof system instead of non-interactive proof system where V’s challenge
is constant size. For simplicity, we remove the index i of the bidder and the index ; for
encryption keys. We describe the system as the follows and figure it out, then show

the system IP-yesk is perfect zero-knowledge.
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Protocol IP-veEsk

Input: (p, g, h, T4, T, a, y);
P’s private input: (r;, 2, a, 7, e);
I.  The following steps are run for g(r) times

1. P>V :d;, d,, d3, d4
ki ky ky by ko e Z
d,=g" mod p

q

d,=g"h" mod p
d,=g"h" mod p
d, =Y"g"* " p*" mod p
2. V—-P: Cy
c;€{0,1}
3. P—->Visy, 28384, S5
s, =k, —c,emod ¢
s, =k, —c;r,; mod g
§3 =ky —c,r, mod g
s, =k, —c,ca mod ¢
ss = ks —c,cr mod g
4.V verifies whether
(1) check e = d, =T, g™ mod p
Tzqgsl :gclegkl—qe — gkl — dl
(2) checkr,r,=d,=a"g"h*™ mod p
a‘lgsz h' = gc1"1h01”2gk2—51’1hk3‘c1r2 — gkz hks — d2
(3) check a, m = dy =(yv°)* g’ h™ mod p
O;C)clgs4hss — gclcahclcirgk4—clcahks—clcn' — gk4 hk5 — d3
(4) checkw, =1, —co,w, =1, —ct=d, =T"Y"g"?h*/g**h* mod p
7161 Yslgsz hs3 /gs4 h55 — gclwl hclwz YcleYkl—clegkz —cn hk3 —cily /gk4 —clc(xhkS —ccm
— gclrlfclc(xhclrz —clcnYcleykl —clegkz —cn hk3 —cily /gk4 —clc(xhkS —ccm
— Yklgkz —ky hk3_k5

=d,

Il. 'V accepts if and only if all the above checks are correct
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p.&hT,T,, v
p < -
a=g"h" mod p,

(e rnrya ) y=g“h" mod p

I. The following steps are run for g(n) times
by kg ke ky ks g Z,
d,=g" mod p
1. d, =g"h* mod p
d,=g"h" mod p
d, =Y"g" " p* mod p

d,d, d,d,

v

2.c;{0,1}

C]

A

s, =k, —c,emod g
s, =k, —c;r; mod ¢
3. s;=k;—c,r, mod g
s, =k, —c,ca mod g
ss = ks —c,cr mod g

81,85, 83,5, 8s

(1) checke=d, =T,*g" mod p g
]wzclgsl — gclegkl—cle — gkl — dl
(2) checkr,r,=>d,=a“g"h™ mod p

aflgszh% — gflflhfl"zgszcl”lhks—clrz — gkz hks — d2
(3) check a, m = d, = )*g**h*™ mod p
4. (yc’)clgs4 hss — gclcahclcngh, —clcahks —aem gk4 hk5 — d3

(4) checkw, =1, —ca,w, =1, —ct =d, =T"Y"g"*h"™/g**h’™ mod p

]1c1 Ys1gsz hs3 /gs4 hS5 — ngl hc1w2 YcleYkl—qegkz -y hk3—c1r2 /gk4 —clcahks —cicm
— gclrl—clcahclrz —clcnYcleykl—clegkz -y hk3—clr2 /gkA —clcahks —cicm
— Y’Hgkz —ky hka —ks
=d,

I1. V accepts if and only if all the above checks are correct.
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Completeness

If P has the knowledge of e, ry, 2, ., and m, then

PI’[<P(e, ., Q, 7[), V>(p, ghayTl, T2)=1]=1

Validity

For any P, the view of <P(e, 1,1, a, 7[), V>(p, ghayl, Tz) is

(Dll,Dé,Dé,Dj,Cll,Sll,Sé,Sgl,Sj,Sé,..., j

s DI DI DIV DIV CaW g9 ga) gat g am Gt
where (D{,Dé,Dé,Dj,Cl’,Sf,Sé,Sé,Sj,Sé) is the view of /th iteration.

Consider the extractor E(<P*(e, F 73806 ), V>(p, ghayT, Tz)) to compute the
secrets e, r;, 2, a, and

L Run  (P(enram) V) (peghayT, ) 1t get an instance

1 1 1 1 1 1 1 T #54 1 i i i i i i i i i i
(di, dy, d;, dy, ci, 81,85, 83, 84, Sewandy, dy, dy, dy, ¢p, Sy, S5, S5, 84, Se,

W gat) gt gam) a0 ca) cat) a) cat) g
wn d™ A3, di" di”, ™, s s3I, 1 53

2. Randomly select /, 1</ <q(n) and rewind to the point (in /th iteration) where
di, d,, d;, d;, ci,s;, 53, 53, 8%, Se,..., di, dy, di, d; is produced. Continue to
run <P*(e, 1y Ty, @, ) V>(p, g hoa y T,T,) from the rewinding point, set
=1 : i i i i i
¢, and obtain the rest s;’ s,’, 55’ s, s¢5...

Note that it is important to randomly select / in step 2, we describe the reason as

follows.

Let T be the computation tree of E(<P*(e, rorya,7) V) p.g ha v T, T, )) and /th
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level correspond to (D!, D), D, D), C.,S! 5. 8. s, s!). There are total q(n) levels.
Nodes in the g(n)th level are accepting nodes. Let N; be the number of nodes in the ith

level of T. There must be i such that N,-+12%N,- since otherwise the accepting

probability of <P*(e, ) V>(p, g hayT,T,) is negligible. We call this

level heavy. For this i, at least a third of N, nodes have two children, i.e. for each such
node, ¢; and ¢ leads to acceptance. We figure out the computation tree T roughly
as Figure 3.5.

Now we consider the success probability of

E((P*(e, ity a,7)V)(p g hayT,T, )). The success probability of step 1 is 1/p(n).

The probability that / (in step 2) hits-a heavy level is at least //g(n). The probability
that we choose the rewinding point. ¢ (in step 2) is 1/3. Overall, the probability of

getting the knowledge from

1 1 1 1 1 1 1 1 1 1 l l 1 /! 1 1 l 1 /
(di,d,, d3, d,, cp, 81,85, 83, Sy, Sgoene, Oy s @opdzyd,, 0, 51, 55, 83, 8, Se,

qn) gqm) gqm) g9 _qm) qm) Lqm) q0)  qm) q(n)
e d™,d3", di™, di", e, si", 37, si, 51, sd™)

1 1 1 1 1 1 1 1 1 1 I ! i Il I /] I I Xl
and (d}, d,, ds, d,, c;, s;, 55, 83,84, Ss,...,dy,dy, dy, dy, 0,80, 5,83, 8, 85',...)

is 1/(3p(n)q(n)). Thus, we can first compute ¢ = H(m, p, g, h, y, a) and then compute

_ 1 ! _ ! 1 1 / —_ 1 / 1 — 1 / 1 H
e=s, =8, r=8,—8, , r=s5,-5;, 0= Z(s4 —s4’) , and m= —(s5 —55') with

probability 1/(3p(n)q(n)) for each execution E(<P*(e, ) V>(p, gha yT,T, )).

If we repeated 3np(n)q(n) times, the success probability is at least 1-2™".
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1st | level

q(n)

Ith | level

qgmith |level §

Figure 3.5: The computation tree of E(<P*(e, oy a,7)V)(p g hayT,T, )
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Perfect Zero-knowledge
Let » be the ¢(n)-bit random string used by V", V™*s view of interaction with P on
(p, ghayT, Tz) is (I’, d;, d>, ds, ds, c;, 51, $2, 83, S4, S5), where (p, ghayTl, Tz) is

discarded for notational simplicity. We observe that ¢; depends on (p, g, 4,4, 1,7, T, ),

r, d;, do, ds, and dy, that is, V' ((p. g h.a, v, T, T,) r.d, d,, ds d,)=c,. Therefore,

for any fixed r,d,,d, d;,d,, ¢, 5, S,, 55, 5,,55 With constraints

‘?1 =Tjighmodp , d, =a%g“h" mod p 53 =0 ) ig“h*modp , and
d, =T,"Y*g"h*/g*h™ mod p, we have

PI|(R.Dy D, D, D, C1,81,5,,85,8 085 ) = Fudun dy s iy B, 5y, 5y, 530 540 5 )|

WV (pghay.T,T,)7, d,, d, dy,d )= @l
- 24l '(]3

The simulator M simulates:the view

~
~ o~ o~ A e~ o~

((p, g haylT, Tz)v r, ‘71’ Jz’ ‘73’ dy; €, 81787835 Sy 55) of
<P(e, 1, Ty O, TT), V*>(p, g ha yT,T,) asfollows.

1. Randomly select a bit string r’.

2. Randomly select a bit ¢, and si’, Sp’, S3’, Sa’, Ss’€Zg, and compute

d/ =T g" mod p, d,’ =a*" g"*h** mod p,
dsl — (yC)ci"gm'hss' mod D, d4r — ncl"YAvi’gsz'hsg’/gsé(hss’ mod p

3. M runs Vip.ghavT,T,)rd.d,),d.d)=c . If ¢’ = ¢;”, output
(' d' dy,,d' d,' ¢ s s, s s, s ); otherwise, output L.

In step 2, V* does not know A’s selection ¢; ”, which means
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- g hayT,T,)r,
L .

c S. C S S. C S, S, C S S S. S S
CG1".81,57,853,.54,55 TZ1 g Lat g *h S’O/C) ' g ‘h 5’Tl vy 1g *h 3/g ‘h™

- ((nghayT,T,)r
V{(pg ay,T,T,) J:O

TZOgS1 aO k7Y hsg O}C)Ogs‘;’hsg’ 7110Ys1’gsz’h.s3'/gs4’hs5'

_LS. 3

2 o sisgsgsgss + f* (p,g,h,a,y,T T. ) f
Tzlgsl 1 sz hs3 (yc‘) gs4 hss Ysl sy h\3 /gS4 h\5
1 ) HT;*((P,g)h,a,y,TpTz )”’”dlgdzl’dsgdl = OH
— q . _
2-q° di'dydgdy'| + HV*((p,g,h,a,y,Tl,Tz )’r"dly’dz"dsl:d4’) = 1”
1
277
_1
2

~ o~ o~ o~~~

Hence, for 7,d,, d,, d3, d4, Coy SIS S5, S

(R, D/, D), D ,D,,C,,S,, S8, 8., S¢

Pr 6 M(P*(prg ha y T, T,)) =L

~ o~~~ T~ o~

67 d,, d, 34,cl,s1,sz,s3,s4,ss)

(R, D, D,, D/ ,D,,C,,S,, S8, S, S')
Prl = (7, dy d,, dyy d,, G, 5,0 50 530 500 53
and M (V*,(p, ghayl, Tz));tJ_
Pr(M(V%(p, g h.a,y, T, T,))#L]

PrR =7, 8/=5.8,=5,8,=5,8,/=5,8'=5.C"=¢"]

c? :Tz‘lgs1 mod p, d =a“g"h™ mod p,
; d, =) g"h"™ mod p,d, =T>Y*g%h"/g%h" mod p,
v’ (p,g,h,a,y,Tl,Tz),r, d,, dz, 6?3, cL)z ¢ ¢ =¢
- Prlf*((p,g,h,a,y,ﬂ,Tz ),17, Jl, 672, 53, 474)= o' e = ElJ
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6;;1 :Tzzlg;1 mod p, 672 =a%g™h"™ mod p,
&-3 — O}C)Elg§4h§5 mOd p’ 54 — ];-Elyglg§2h§3/g§4h§5 mOd p’
V*((p,g,h,a,y,Tl,Tz),F, d,d,,d,, d4):gl

2. 2q(n) . q3
1

2

7V (pghay,1,)7 4y dy, dy, d, )=,
24 _qS

ford, =T g™ mod p,d, =a®g™h* mod p,

d,=()%g"h* mod p,d, =T,°Y" g™ h"™ /g"h" mod p
The expected run time of M(V*(p, g ha, »,T,T,)) is 2:timey<(p, g, h, a, y, Ta, T2),
which is polynomial bounded. Therefore, the protocol is secure with perfect

zero-knowledge.

3.3.2 Properties

We can find out that our scheme has the properties of correctness, confidentiality,
fairness, privacy, public verifiability, and robustness. And most important of all, our
scheme has the property of publicly verifiable bid validity. We describe them more
detail in the following.
® Correctness

If all parties act honestly, the winning price and the winner (s) are determined

according to our auction rule correctly.
® Confidentiality

We use the registration manager RM to hold the relationship between the

bidder’s identity and his public key and the auction manager AM to hold the
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decryption keys for all bidding prices. Hence, even every one can verify the
validity of the bids, but no one can get any information about the bidder’s
identity and his bidding price.

Fairness

All bidders can look a proper polling on Internet and after each bidder submits
his bid, he can not modify it. Besides, each bid contains the bidder’s signature
and no bidder can deny.

Privacy

In our scheme, even after the opening phase, the bidding prices of the losing
bidders can be kept secret since the remainders of the decryption keys are not
published by the auction manager AM.

Public Verifiability

In the opening phase, the-auction-manager AM would publish the decryption
keys corresponding to the ‘bidding prices downwards until the winner is
published. Every one can verify the result of the auction with those decryption
keys published. Hence, the validity of the result in our auction can be publicly
verified by every one.

Robustness

In our scheme, every one can verify the validity of the bid. If there exist some
invalid bids, anyone can ask the auction manager AM to revoke those invalid
bids. Hence, our scheme can prevent malicious bidder sending invalid bids to
disturb the auction. In other word, even there are invalid bids from malicious
bidders, the result of our scheme is correct.

Public Verifiable Bid Validity

4



In our scheme, every one can verify the validity of the bidder and the validity of
the bidder’s bidding price with the proofs for verifiable encryption of signature

of knowledge.
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Chapter 4

Conclusion

In this thesis, we have proposed a sealed-bid auction with publicly verifiable bid
validity. Our scheme is one of the first-price sealed-bid auctions. It has the properties
of correctness, confidentiality, fairness, privacy, public verifiability, and robustness.
Most important of all, in our scheme, every one can publicly verify the validity of the
bid such that malicious bidders can not send invalid bids to disturb the auction.

In our scheme, we combine the bidder’s signature and his bidding price as the
bids using verifiable encryption of signature of, knowledge and then use 1-out-of-P
re-encryption proof of encryption keys. The signature we use here needs the bidder’s
password memorized in bidder’s mind and the corresponding partial secret stored in
his mobile devices to increase the'security.

Bid-validity in our scheme contains not only the validity of bidding price but also
the validity of the bidder. In our scheme, every one can verify the bid validity but he
can not get any information about the bidder’s identity and his bidding price. If there
exist some invalid bids, anyone can ask the auction manager AM to revoke those
invalid bids. Hence, our protocol can prevent malicious bidder sending invalid bids to
disturb the auction.

In our scheme, if the registration manager RM is attacked, only the information
about the relation of the bidder’s identity and his public key is leaked, no one can
have the idea about the bidding price that the bidder bids. If the auction manager AM

is attacked, only the information about the bidding price of the bidder is leaked, no
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one can get the idea about the relation between the bidder’s identity and his public key.
In other words, in our scheme, if one manager is attacked, our scheme can achieve
weak confidentiality. But if two managers collaborate, they can know the relation of
the bidding price and the corresponding bidder’s identity. Besides, in the bidding
phase of our scheme, each bidder has to send his bid with (P+1) proofs. The number
of proofs needs to depend on the size of the price list. Hence, in future work, we hope

to avoid the collaboration attack of the managers and reduce the number of proofs.
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