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SUMMARY

Petri nets are useful for modelling a variety of asynchronous and concurrent systems, such as automated
manufacturing, computer fault tolerant systems, and communication networks. This study employs an
airbag inflator system as an example to demonstrate a Petri net approach to failure analysis. This paper
uses Petri nets to study minimum cut sets finding, marking transfer, and dynamic behaviour of system
failure. For Petri net models incorporating sensors, fault detection and higher-level fault avoidance is
dealt with. Compared with fault trees that present only static logic relations between events, Petri nets
indeed offer more capabilities in the scope of failure analySis1997 by John Wiley & Sons, Ltd.
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INTRODUCTION severity of occupants can be reduced under airbag
protectio¥'* when an automotive collision occurs.
A failure is defined as any change in the shape, The fault tree analysis for detecting possible failures

size, or material properties of a structure, machine, of an inflator has been prégelmethis study,

or component that renders it unfit to carry out its the proposed fault tree will be transformed to a

specified function adequatelyFor the purpose of Petri net model in order to illustrate the present
reliability assurance, failures of a system need to be failure analysis method and to show the superiority

traced and analysed, especially for safety devices of Petri nets over fault trees.

such as airbag systems in vehicles. The correlations between fault trees and Petri nets

There have been many methods proposed for will be presented first in this study. Two methods
failure analysi€, among which fault tree analysis for obtaining minimum cut sets then follow. The
(FTA) is well known. It is a graphical method that third issue is the discussion of marking transfer
presents relationships between basic events and theby using a reorganized incidence matrix. Dynamic
top event by logic gates and a tree construction. behaviour of Petri nets with failure rates formulation
Compared with fault trees, Petri net analysis is also will be investigated. Finally, Petri nets endowed
a graphical approach that performs not only the with sensors for fault detection are described.
static logic relations revealed in FTA, but also
dynamlp behaviour whlch.greatly helps fault tracing TRANSEORMATION BETWEEN EAULT TREE
and failure state analysis. Moreover, the system

. . : AND PETRI NET
behaviour accounted for by Petri nets can improve

the dialogue between analysts and designers of a The basic symbols of Petri nets tihclude:

systentt O : Place drawn as a circle, denotes event
Nowadays, deaths and injuries resulting from the — : Transition drawn as a bar, denotes

use of motor vehicles are at a terribly high level event transfer

worldwide. Available statistics report that over 1 : Arc, drawn as an arrow, between places

154,000 deaths and 5,000,000 injuries occur each and transitions

year all over the world.As a result, airbag systems ® . Token drawn as a dot, contained in

used for passengers’ protection are fitted on modern places, denotes the data.

vehicles in rapidly increasing numbérs? An airbag The transition is said to fire if input places satisfy

system is also called a supplemental inflatable an enabled condition. Transition firing will remove

restraint or supplemental restraint systgmand is one token from all of its input places and put one

composed of three major subsystems: inflator and token into all of its output placés. Figure 1 is a

bag assembly, diagnostic module, and crash sen- fault tree example in which events A, B, C, D, and

sors!® The inflator and bag assembly is used to E are basic causes of event 0. The logic relations

inflate an airbag so that the head and chest injury between the events are described as well. The corre-
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Figure 2. Correlations between fault tree and Petri net

lations between fault tree and Petri net are shown
in Figure 2. Figure 3 is the Petri net transformed
from Figure 1.

One potential problem in the deployment of an
automobile airbag is an inadequate inflator system
output that may be caused by delayed output,
reduced output or no output, for which an inadequate
inflator output in airbags has been investigatéd.
Figure 4 shows its proposed fault tree. As an illus-
trating example, based on the above statement, it can
be tranformed into Petri net as shown in Figure 5.

Its sequence numbers of places and transitions are

prescribed, starting from basic events to the top
event from the left side to the right side in the
Petri net.

MINIMUM CUT SETS

There have been quite a few methods used to gener
ate minimum cut sets for fault treé%:*® By contrast,
a matrix method for finding minimum cut sets

Figure 3. The Petri net of Figure 1

T. S. LIU

based on Petri nets is carried out in the current
study. The rules are stated as follows:

1. Put down the numbers of the input places in

a row if the output place is connected by

multi-arcs from transitions. This accounts for

OR-models.

If the output place is connected by one arc

from a transition then the numbers of the input

places should be put down in a column. This
accounts for AND-models.

The common entry located in rows is the entry

shared by each row.

. Starting from the top event down to the basic
events until all places are replaced by basic
events, a matrix is thus formed, called the
basic event matrix. The column vectors of the
matrix constitute cut sets.

. Remove the supersets from the basic event
matrix and the remaining column vectors
become minimum cut sets.

This top-down fashion facilitates obtaining minimum
cut sets logically. The differences between the
present
include:

method and the MOCUYS algorithm

1. The present method is based on Petri net mod-
els, whereas the MOCUS algorithm is based
on fault trees.

Events in fault trees correspond to places in

Petri nets. Using Petri nets, logic gates do not

appear in the matrix, in which only places are

dealt with, whereas by MOCUS all logic gates
in addition to events are processed in the
generating steps.

. The structure of the matrix looks like that of
the Petri net itself such that it is amenable to
constructing the matrix; however, tables com-
posed of generating steps using MOCUS look
unlike structures of fault trees.

2.

Figure 6 illustrates minimum cut sets used to search

the inadequate output for an inflator system, depicted

in Figure 4, by the matrix method.

Minimum cut sets can be derived in an opposite
direction, i.e. from basic places to the top place.
Transitions withT=0 are called immediate tran-
sitions* If a Petri net has immediate transitions,

i.e. the token transfer between places does not take
time, then it can be abosrbed to a simplified form
called the equivalent Petri net. Figure 7 shows the
principle of absorption, by which Figure 8 is the
equivalent Petri net resulting from Figure 5. After
absorption, all the remaining places are basic events.
The equivalent Petri net exactly constitutes the mini-
mum cut sets, i.e. the input of each transition rep-
resents a minimum cut set. This method is in bot-
tom-up fashion.

Therefore, both top-down and bottom-up methods
have been proposed in this work to find minimum
cut sets using the Petri net approach.
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Figure 5. Petri net of an inadequate output inflator system
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Figure 6. Minimum cut sets of

Figure 7. The absorption principle of equivalent Petri nets

MARKING TRANSFER

A marking of a Petri net is defined as the total
number of tokens at each platedenoted by a
column vectorM. Thus the vectoM,=(n, n,, .. .,
n,)" represents that token numbers of plaégsP,,
, P, at statek are n;, n,, ..., n, respectively.

Consequently, Petri nets can be expressed in state

space form, which gives the next stdt,,, from
its previous stateM ;13

Mk+1=AMk+BUk,k=1,2,... (1)
whereM is the marking at statk, anmx 1 column

an inadequate output inflator

vector, U, is an input vector at statk, and A and
B are coefficient matrices.

Combining all the marking transformation from
an initial markingM, to final markingM,, (1) can
be rewritten as

M,=My+C3 (2)

or

M,-My=CZX (3)

where C is an mxn matrix called the incidence
matrix, m and n being the total numbers of places
and transitions, respectively. In addition, entries of
C are

¢; = 1, if transitionj has an outgoing

arc to placd

c; = —1, if transitionj has an incoming
arc from place

c; =0, if there is no arc between them

Moreover, ¢; =1 (-1) means place gains (loses)
one token if transitiorj fired. In (3), X denotes a
column vector, called the firing-count vecfdr,
whose entryi denotes the number of times that
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Figure 8. Equivalent Petri net of Figure 5

transitioni fires in a firing sequence such thist, Since the sequence numbers of places and tran-
is transformed intdM,. sitions are the same];, may fire whenP; holds
To renumber transitions, a mettfos employed tokens. Suppose the initial marking for the inad-

to establish a reorganized incidence maitix that equate output inflator (Figure 9) is
provides marking transfer steps frol, up 10 Mn, M, = [0000010000010000000000000000000000000000]
The rules for transition renumbering are:
i.e. each ofPs and P, possesses a token, which
from Figures4 and 5 represent ball weld rupture
and failure of the low pressure sensor (LPS) switch
in the airbag inflator. Sincé’; holds a token,Tg
fires. Note that in theTy column in Cg, only the
entry Cr,7 6= 1, which means tha®,, gains a token
when Ty fires. Consequently, a token moves from
Ps to P,,. However, T,, will not fire, since the entry
As a result, the renumbered Petri net for Figure 5 Crsg1, is underlined, which means it cannot fire
is shown in Figure 9. unless both,, and Ps, hold tokens at the same
The rules for constructing the reorganized inci- time. Thus, the marking becomes
dence matrix are:

1. Let the number assigned to each transition be
the same number of the input place in this
transition, no matter whether the input is mul-
tiple or not.

2. If the transition has multiple inputs, then the
number of this transition includes every input
number.

M, = [0000000000010000000000000010000000000000]

1. Assign each entry of the incidence matfg
in a manner similar toC as described pre-
viously, but append one column @x. Accord-
ingly, it becomes anmxm square matrix
wherem is the total number of places. Besides, M, = [0000000000010000000000000000000001000D00]
let entry Cqmm be —1.

2. Underline all the entries that consititute mul-
tiple incoming transitions.

In a similar manner, Cgss7,=1, as shown in
Figure 10, andT,, fires such that the token moves
from P,, to P,, Therefore,

Since Cgrag 12 = Crasas=1 according to Figure 10
and bothP;, and P,, hold a token,T,,T;, fires so
as to providePsg a token. Accordingly,

Once the reorganized incidence matrix is done, the

. . . M ; = [00000000000000000000000000000000000001.00]
upper-left g x g elements form a negative identity

square matrix and there is @x (m—q) null matrix Note thatCrso3s=1 and Tsg fires. A token hence
at the upper-right, wherg is the total number of moves toP,, i.e. the top event of this airbag inflator
basic places. The incidence matfx resulting from system occurs, with marking

Figure 9 is shown in Figure 10, wherg is 22,
m is 40 and Crsg1a Craszs Cragpr @Nd Cragso
are underlined. The associated reorganized incidence n@friand

= [0000000000000000000000000000000000000001 ]

P11 = P19
P12 = P21
P13 = P20

Figure 9. Renumbered Petri net of Figure 5



144 S. K. YANG AND T. S. LIU
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Figure 10. Marking transfer stepd, up to M, observed from the reorganized incidence mati

the marking transfer steps based on the reorganized behaviour of system failure is defined as the system
incidence matrix are illustrated in Figure 10. This failure state with time varied, and is determined by
method enables deriving marking transfer by direct the movement of tokens in a Petri net model. A
observation without calculation, which is different merit of the approach is that the dynamic behaviour

from (2) and (3) that were proposed by Hura and of a system failure can be investigated by Petri
Atwood.!® Failure state evolution can be observed, nets?® whereas it cannot be done by fault trees.
as illustrated in the inflator example. This is one of Defingt) as the marking ofP,, i.e. the token
the advantages for failure analysis of using the Petri quantity at timet for place i, and assume that a
net approach. basic place generates a token at every time period
of T, i.e. the time between failures 1§ Accordingly,
DYNAMIC BEHAVIOUR the timed marking ofP; performs like a stair func-

tion. It is equal to zero during the first period, one
Since the vectorM represents the marking in a during the second period, two during the third per-
Petri net at statek, the failure state of a system jod, etc. Hence, a timed marking for a place can
may vary with time. Hence, the markings of a pe written a&

Petri net depend on time dynamically. The dynamic m(t) = O[u(t)-u(t=T)] + L[u(t-=T)-u(t-2T)]
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m: m: mn
m 1 Figure 13. Single level transition with multi-inputs for the OR-
model
Figure 11. Single transition with single input
m ., = > u(t-KT-d;=d,~. . —~Chgp)
l k=1
diop =S u(t-kT-D) )

k=1

top
where D = > d, denotes the total delay time due

s=1
to transitions.
d2
m 2. Transition with multinputs
\2 (A) ORmodel According to the property of
‘ Petri nets' the output marking of an OR-model
dl is the summation of input markings with delay
times; i.e.
m, Me(t) = [Mu(D)gy + M), + . M(D)g] (8)

Figure 12. Hierarchial transition with single input

4 2[U(t=2T)=u(t=3T)] + . .. = u(t=T) (a) Single level transition (Figure 13)

From (4), let basic place markings be

+u(t-2T) + u(t=3T) + . .. (4)
=S u(t—kT) my(t) = k21 u(t=kr,T)
k=1 o
where u(t) is a unit step function. my(t) = >, u(t—kr,T)
The timed marking transfer of places can be 1

described as follows:

o0

1. Transition with single input my(t) = E u(t—kr,T) (9)
In this case, the marking for an output place is k=1
the input marking with delay timel involved. wherer; to r, denote factors to account for different
periods among events. Hengagl, i=1,2,3,...n,
(A) Single transition(Figure11). According to  represent the token generation period at pl&ge
(4), let Substituting (9) into (8) yields the top place marking
my(t) = > u(t=kT) (5) Mgg(t) = D) u(t—kr,T=d;) + >} u(t-kr,T-d,)
k=1 k=1 k=1
Hence, <
+.. .+ > u(tkr,T-d,) (10)

my(t) =My = S, ut-kT-d)  (6) -
= = > [ u(t—krT—dy)]

where d denotes the delay time due to transition. 1 el

(B) Hierarchial transition (Figurel12). The . ) . i
marking of the top place in this construction is (P) Hierarchical transition (Figure 14)

derived as From (8) and in accordance with Figure 14,
Miop(t) = Mu(t)a, d.. . .chop Mop(t) = [ . .({L Mu(t)a, + Ma(t)a]a, + Ma(t)a,} ag
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m top

T{op%\»d top-1

m top-2 m top-1

&m

ns m
T{\sz

m: m:

Figure 14. Hierarchical transition with multi-inputs for the OR-
model

+ Mg(ge)a, +- - -+ rntop-3(t)dtop_3]dtop_2 + rn(op-l(t)dtopl

=[..{ i u(t—kr,T-d,) + i u(t=kr,T—d,)] 4,

k=1

k=1

+ E U(t—kl'4T—d4)} ds + Z u(t—kI’GT—de))d7

k=1 k=1

+. ..+ 2 U(t_krtop—3T_d10p-3)]dmp2

k=1

+ E u(t_krtoplT_dtop—l)

k=1

= > u(t—kr,T—d;~ds—ds—. .

k=1

+ > u(t—kr,T-d,~dy—ds—. .

k=1

+ > u(t—kr,T-d,~de—d,—.

k=1

+ > u(t—kreT—de—d,~do~. .

k=1

-_dtop-z)

-_dtop—z)

. -_dtop—z)

Giop-2)

Tt 2 u(t_krtop—3T_dtop—3_dtop—2)

k=1

o © R
+ z u(t_krtop-lT_dtop-l) = E u(t_krlT_z d2$—1)(ll)
k=1 k=1 s=1

R-1 © R-1
+ z [2 u(t_erST_dZS_z d2u+1)]

s=1 k=1 u=s

+ 2 u(t_krtop—lT_dtop-l)

k=1

where R = [(top-2) + 1]/2

M top
¥
/N

/ i
M1 M2 " "Mna

Figure 15. Single transition with multi-inputs for the AND-model

(B) AND-model The output marking of an
AND-model is the minimal number among input
markings* with time delay; i.e.

Myop(t) = mMin [My(t)g, Ma(t)g, - . . . My(t)d]

(12)

(a) Single transition (Figure 15)

From (9) and (12), the top place marking of
Figure 15 is

Miop(t) = min[i u(t—kr,T—-d),

= o

> u(t—kr,T=d), . . ., > u(t—kr,T-d)]

k=1 k=1

=min [i u(t=kr,T=d)], (i = 1,2,3,.. .n) (13)

k=1

= > u(t—kr,T—d)
k=1
where r, is the largest number of all,. In other
words, the token generation period & is the
longest one among all input places.

(b) Hierarchical transition (Figure 16)

From (12) and Figure 16, the top place marking
of this construction is expressed by

M top

i

e .

m top-2 m top-1

ms
A

\
d
/ZS\2

ms ma«

%dl
\

/
/ \

m: m:2

Figure 16. Hierarchical transition with multi-inputs for the AND-
model
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First from (8), one has marking for place 37 of
the form

T MeAt) = Mgg(t)q,, + Mog(t)a,,
%\_TZ From (8) and (6) this equation becomes

o MeAt) = [Mas(t)a,, + Maa(t)a,,) s,
/ cessed + Mg() gy 0,5 = [Mu(V) ), ag

+ Mo() ay,dpal s + Ma() agns

L Tonineaines Finally, employing (7) that deals with delay time

o~
mnn / % A at transitions leads to
L
) MeAt) = My (Vg 0,500 T Me(Daydygdes T Ma(tagas
\\SIGNAL . ssing (15)

In a similar fashion,
Mag(t) = Mpg(t)a,, + Me(t)g, + MIN
[Maa() gy, Max(t)a,,] + Moot g,y + Mes(t)a,,
= My(t)g, . + Ms(t)gg + MIN ({[ Me(t) g dprcias
+ MoV azdrn050 T Me(t)dgarnaaa
+ My(t) dg 7134 T Mol ey dzrdsal (16)
+ [Ma(t)a, gz ]t Maxt)a,,)

+ Mya(V)ay 5o + Mia(V)d, paspass + Mus(t)dy s

Figure 17. Fault detection arrangement

Miee(t) = min ([. . .min {[min ({min Besides,
[ml(t)dl’ mZ(t)dl]} dp m4(t)d2)]d3' m39(t) = mss(t)d35 + min [msz(t)dg,za I’T121(t)d21]
me(t)d3} dg - - ']dR’ rntOP-l(t)dR) + rT]ZZ(t)dzz = mlG(t)dle,d31,d36 + rnl7(t)d17,d31,d3e
- + t + min {[ myo(t 17
= min [ u(t—kr,T-d,=d,~. . ~dg), Moo * MM (L MisDoso, - (17)
k=1 + Mao( Dy daols [Mea(Da,, I} + Moa(t)a,,
i As a consequence, the marking of the top place is
>, u(t—krT—0i—do—. . ~dk), written as
k=1
- Myo(t) = Ma{(t)g,, + Mag(t)a,, + Mao(t)a,,
D u(t=kr, T-dp=ds—. . —0R), =
k=1 = E u(t—kr,T—d;—d,5—055-d3,)
3 k=1
D u(t-krgT-dy—=d,—. . —dg), -
k=1 + E u(t_krzT_dz_d24_d33_d37)
3 k=1
> u(t-krsT-dy—ds—. . ~d), . . ., -
k=1 8 ° R + 2 U(t_kr3T_d3_d25_d37)
53 k=1
D u(t=Krop1T-0R)] (14) S
= Pt T TR + > u(t—kr,T=0,;~0,6-0sg)
k=1

o R
=min [ >, u(t-kr,T- >, d,), =
2 ! z + > u(t-KrsT—ds—0sg)

k=1

k=1

o R

D u(t—kr,T- >, ds) L&

purt = +min ({2 [ 2 u(t-krT-Os=tprdas-0s)]

- R s=6 k=1

E AT 2 ) (v=2:34. ) + 2 U(tokry; =0y, =0g= =),

- = k=1

Based on (4) to (14), the marking transfer for -
inadequate system output of the inflator, as depicted 2 U(t=kr15T—dy505))

in Figure 9, can be derived as follows: Py
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(2)

Plrunsil ion

Pprocessing

i

A @

Tninllined

Plransiliun

Tninlailed

Plramilinn

Figure 18. Token transfer in different situations

+ 2 U(t—kry3T—d;3-0bg—03s)

k=1

+ E u(t—krysT—d;4—0Osp—0z5—0ss)

k=1
+ E u(t—kr;sT—d;5~0z5~03g) (18)
k=1
18
+ E [ 2 U(t—krsT—ds—d3;—d3s—030) ]
s=16 k=1
20
+min {D) [ D u(t-krT—deds—dso)],
s=19 k=1

©

2 U(t—Kry, T—d,;—ds)}

k=1

+ E U(t—Kr2T—0ps—0Os)

k=1

Moreover, the failure raté F(t) of this system can
be written as

F(t) = mu(t)/t (19)

Failure rates derivation using the marking transfer
calculation has been illustrated. Since the dynamic
behaviour of a system failure can be investigated
by Petri net$€® whereas it cannot be done by fault

trees, it is also one of the advantages for failure
analysis gained from the Petri net approach over
FTA.

FAULT DETECTION AND REPAIR RATE

Once a token appears in a place of a Petri net, it
represents that failure occurs in the system. If failure
can be detected by sensors and properly processed
in the early stage, the undesired and more serious
faults of the system can be avoided. Therefore,
sensors play an important role in fault detection. By
suitable selection and proper installation, sensors
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offer a warning signal that may be a light indi- Petri nets. Renumbering transitions of a Petri net
cation® a beep sound or some other form to remind generates an incidence matrix which directly pro-
that this situation be processed. The subsequent vides marking transfer without calculation. Dynamic
action may be either repair or replacement of faulty behaviour of a timed Petri net has been investigated
components. Since the dynamic characteristcs of a as well, from which the token transfer for various
system failure can be observed by tracing token constructions of Petri nets and their failure rates can
transfer?® the current study proposes an arrange- be derived. In addition, the scheme that avoids
ment, with a concept of conditional transition as higher-level faults by incorporating sensors into a
shown in Figure 17, which is endowed with sensors Petri net has been described in this study. All the
to achieve fault detection and higher-level fault above methods have been applied to an airbag
avoidance. In this arrangemer®, .siion r€presents inflator system, with inadequate output as the top

a ftransitional state inserted betwedéh and P, event.

which is the original path fronP; to P, without The transformation between fault trees and Petri
sensors installed, and its duration 1§ plus T.. nets is always achievable. However, in contrast to
Figure 18(a) shows a Petri net whereHf holds a fault trees that only present static logic relations
token, i.e. P, failure occurs,P, will take place between events, the Petri net approach not only

through the transition TA which represents the tran- contains the capability of FTA, but also facilitates
sitional time betweerP; and P, failures. However,  direct observation of marking transfer, analysing

in the fault detection arrangement depicted in dynamic behaviour of system failure, fault detection
Figure 18(b), P, failure fires TAl to put a token arrangements, and repair rate calculations for failure

into a transitional place that represents the tran- analysis. It is worth constructing Petri net models
sitional state. In addition, a token is put into the rather than establishing fault trees at the outset of
detection sensor that enables the warning signal, i.e. system failure analysis in order to gain the above-

P, fault is detected. As soon as a processing action mentioned advantages.
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