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Abstract

Mobile Ad Hoc Network (MANET), an independent transmission mode, is
a temporary network that is composed-by wireless device for targeted
destination. It provides highmobility and advantage of operating without
hardware deployment. Network security relies on authentication and
encryption methods between ad hoc nodes ’ and efficient intrusion
detections and response mechanisms.

In this research, we propose a union-defense-based intrusion
detection mechanism for ad hoc networks. The system implementation is
based on distributed intrusion system with intrusion response, message
exchange, and union defense scheme to enhance network security and system

stability and protect MANET from malice attack and DoS attack.

Keywords: Mobile ad hoc network > Wireless network > Intrusion detection -

Intrusion response ° union defense
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