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ABSTRACT

The swift development and innovation of digital science not only lead to
incalculable benefits, but also has influenced the whole copyright world without
limitation. On the one hand, it creates circulating digital content which makes
public use af information more convenient; on theother hand, it establishes all
kinds of firm protections-for-the digital content owners to.enhance their control
over those digital content, These shelters, generally called “Technological
Protection Measures (TPMs)”,In accordance with the protection of copyright in
digital~world land the synthesis of digital protections in the world, WIPO
enacted WIPO Copyright Treaty(WCT). and® WIPO Performances and
Phonograms Treaty(WPPT) on December 1996. The United States also
enacted the Digital Millennium Copyright Act In 1998, which prohibits the
circumvention of technology- protection measures built into these objects
protected by copyright. In the wake ofthese legislations; the ROC Legislative
Yuan added ithe amendment;about anti-circumvention to copyright law on
2004. In" practice, the anti-circumvention provisions of .the DMCA have
developed®into a serious threat to several important public pelicy priorities,
such as free expression and scientific research, fair use and the competition in
industry. How to reach the balance between the rights of the owners and the
accessibility of the publi¢ is an issue worth discussing.

The research in this thesis combines methods of literature review and
guestionnaire survey. This thesis begins with an introduction of the origin,
definition, scope of the TPMs. This thesis goes on to refer WCT, WPPT,
DMCA. EU Directives and the related legislations of TPMs in Germany and
Japan. Then refers some relative cases and discusses the impact of the
regulations of TPMs, the relative comments and resolutions. Finally,
introduces the related regulatory issues under the ROC Copyright Act and
provides several comments and some suggestions.
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Obligations concer ning Technological M easures

Contracting Parties shall provide adequate legal protection and effective legad
remedies against the circumvention of effective technological measures that are used
by authors in connection with the exercise of their rights under this Treaty or the
Berne Convention and tha ict acts, in respect”of their works, which are not
authorized by the authdrs cc i
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8 1201. Circumvention of copyright protection systems

(a) Violations regarding circumvention of technological measures.--(1)(A)No person shall
circumvent a technological measure that effectively controls access to a work protected
under this title. The prohibition contained in the preceding sentence shall take effect at the
end of the 2-year period beginning on the date of the enactment of this chapter.

(B) The prohibition contained:nSubparagraph (A) shall A6t apply to persons who are users
of a copyrighted work which 1s in a particular-class of works, if such persons are, or are
likely to be in«the succeeding 3-year period, adversely affected by virtue of such
prohibition in ftheir ability to make noninfringing uses of that -particuldr ¢lass of works
under this title,as determined under subparagraph (C).

(C) During the 2-year period described'in _subparagraph “(A); and during each succeeding
3-year period, the Librarian of Congress, upon:the recommendation of the Register of
Copyrights, who shall consult with the Assistant Secretary for Communications and
Information of the Department of Commerce and.reportrand comment on his or her views
in making such recommendation, shall makesthe determination in a rulemaking proceeding
for purposes of subparagraph (B) of whether persons who are users of a copyrighted work
are, or are 'likely to be in/thessucceeding 3-year period,.adversely affected by the
prohibition under subparagraph (A)sin theirability tormake noninfringing uses under this
title of " particular class of copyrighted works. !In- conducting such gulemaking, the
Librarian shall'examine--

(1) the availability for use-of-copyrighted works;

(i1) the availability for use of works for nonprofit.archival, preservation, and educational
purposes;

(ii1) the impact that the prohibition on the circumvention of technological measures applied
to copyrighted works has on criticism, comment, news reporting, teaching, scholarship, or
research;

(1v) the effect of circumvention of technological measures on the market for or value of
copyrighted works; and

(v) such other factors as the Librarian considers appropriate.

(D) The Librarian shall publish any class of copyrighted works for which the Librarian has
determined, pursuant to the rulemaking conducted under subparagraph (C), that
noninfringing uses by persons who are users of a copyrighted work are, or are likely to be,
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adversely affected, and the prohibition contained in subparagraph (A) shall not apply to
such users with respect to such class of works for the ensuing 3-year period.

(E) Neither the exception under subparagraph (B) from the applicability of the prohibition
contained in subparagraph (A), nor any determination made in a rulemaking conducted
under subparagraph (C), may be used as a defense in any action to enforce any provision of
this title other than this paragraph.

(2) No person shall manufacture, import, offer to the public, provide, or otherwise traffic in

any technology, product, service} device, component, or part thereof, that--

(A) is primarily designed oduced for the purpose o umyer ing a technological

measure that eff
(B) has only limited
technological meas

: ircumvent a
det-this title:
or
(©) is'm
pErso:
contr

(3) As

(A) to.
decrypt an :
technologie _I L
B) a - :
ordinary cour

sure, in the
ol

eration, requires the application of informa 8 Process or a
gL_¥ u l
to the ' work.

treatment, with the au of the copyright owner, to gain

(b) Additional violations.-- 0 person shall manufact re, import, offer to the public,
provide, or otherwise traffic in any technology, product, service, device, component, or
part thereof, that--

(A) 1s primarily designed or produced for the purpose of circumventing protection afforded
by a technological measure that effectively protects a right of a copyright owner under this
title in a work or a portion thereof;

(B) has only limited commercially significant purpose or use other than to circumvent
protection afforded by a technological measure that effectively protects a right of a
copyright owner under this title in a work or a portion thereof; or
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(©) 1s marketed by that person or another acting in concert with that person with that
person's knowledge for use in circumventing protection afforded by a technological
measure that effectively protects a right of a copyright owner under this title in a work or a
portion thereof.

(2) As used in this subsection--

(A) to "circumvent protection afforded by a technological measure" means avoiding,
bypassing, removing, deactivating, or otherwise impairing a technological measure; and

(B) a technological measure "effectively protects a right.of a copyright owner under this

title" if the measure, in the ordina ), prevents, restricts, or otherwise

limits the exercise;of @ right of a opyrigﬁt owner under

(c) Other rights . Nothing in thi idh shall afl T , remedies,
limitationdy ' | ! isy

(2) Nofhi

COpyr
comr

3) D

and cor

oduct
1 n part or
compongiit, or. th ct in Wi T d, does not

provide'f
otherwise

(4) Nothing 1 _
for activities using consu

or the press

tronics, telecommunicatic uting products.

id ‘educational institutions.--(1) A
nonprofit library, archives, or educational institution which gains access to a commercially

(d) Exemption for nonprofit Yibraries, ar 1Ve

exploited copyrighted work solely in order to make a good faith determination of whether
to acquire a copy of that work for the sole purpose of engaging in conduct permitted under
this title shall not be in violation of subsection (a)(1)(A). A copy of a work to which access
has been gained under this paragraph--

(A) may not be retained longer than necessary to make such good faith determination; and
(B) may not be used for any other purpose.
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(2) The exemption made available under paragraph (1) shall only apply with respect to a
work when an identical copy of that work is not reasonably available in another form.

(3) A nonprofit library, archives, or educational institution that willfully for the purpose of
commercial advantage or financial gain violates paragraph (1)--

(A) shall, for the first offense, be subject to the civil remedies under section 1203; and
(B) shall, for repeated or subsequent offenses, in addition to the civil remedies under
section 1203, forfeit the exemption providedfundet'p rgiaph (1).

(4) This subsection n ubsection (@)(2) or (b),
nor may this subsection tional institution to
manufacture, imj | Wise traffic 1 a technology,
product, service, compone 't thert . : nological Mmeasure.

(S)Inh_' P | N A - xemptic P ."' _. n,the
collections of ' : ; ' : ' -

(A) gper
(B) ayai

ith the
scialized

rary or =itrchives r

field. "

(e) Law - j

: does not
prohibit a rogation: Security, or
intelligence -. - ited States; a State, or a
political subdivision ¢ ate O & person acting pursuan ontra "with the United

States, a State, or a l' ica oses-of this subsection, the

term "information security" means activities carried out in‘order to identify and address the
vulnerabilities of a government computer, computer system, or computer network.

() Reverse engineering.--(1) Notwithstanding the provisions of subsection (a)(1)(A), a
person who has lawfully obtained the right to use a copy of a computer program may
circumvent a technological measure that effectively controls access to a particular portion
of that program for the sole purpose of identifying and analyzing those elements of the
program that are necessary to achieve interoperability of an independently created
computer program with other programs, and that have not previously been readily available
to the person engaging in the circumvention, to the extent any such acts of identification
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and analysis do not constitute infringement under this title.

(2) Notwithstanding the provisions of subsections (a)(2) and (b), a person may develop and
employ technological means to circumvent a technological measure, or to circumvent
protection afforded by a technological measure, in order to enable the identification and
analysis under paragraph (1), or for the purpose of enabling interoperability of an
independently created computer program with other programs, if such means are necessary
to achieve such interoperability, to the extent that doing so does not constitute infringement
under this title.

(3) The information .acquire paragraph (1), and the

means permittedunde ) others if the person

referred to in_ parag (1) or (2), as the case may be, providé?' S| fofnfation or means
solely for the ; )€ of enabling inte ’ an inde cre ed computer
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activities are "¢o

=

o

technology or to assist ir

(B) the term "encryptio ram ! ¢ and descrambling of

information using mathematical formulas or algot \

(2) Permissible acts of encryption research.--NotWithstanding the provisions of subsection
(a)(1)(A), 1t 1s not a violation of that subsection for a person to circumvent a technological
measure as applied to a copy, phonorecord, performance, or display of a published work in
the course of an act of good faith encryption research if--

(A) the person lawfully obtained the encrypted copy, phonorecord, performance, or display
of the published work;

(B) such act 1s necessary to conduct such encryption research;

(C) the person made a good faith effort to obtain authorization before the circumvention;

and
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(D) such act does not constitute infringement under this title or a violation of applicable
law other than this section, including section 1030 of title 18 and those provisions of title
18 amended by the Computer Fraud and Abuse Act of 1986.

(3) Factors in determining exemption.--In determining whether a person qualifies for the

exemption under paragraph (2), the factors to be considered shall include--

(A) whether the information derived from the encryption research was disseminated, and if
so, whether it was disseminated in a manner reasonably calculated to advance the state of
knowledge or development of encryption technology, versus whether it was disseminated
in a manner that facilitates infringement under this title or a violation of applicable law
other than this section [17 U.S.CIA.'§ 1 &t seq.], including a yiolation of privacy or breach
of security;

(B) whether the.person 1S engaged in a legitimate course of study, s employed, or is
appropriately tfaihed or experienced, in the field of encryption technologys; and

(C) whether. the person provides the copyright owner of the” work to which the
technological measure 1S applied with notice of the findings and documentation of the
research, and the time when such notice1s provided.

(4) Use of technological means for research activities.--Notwithstanding the provisions of
subsection (a)(2), it 18 not a violation of that subsection for a person to--

(A) develop and employ technological means to.circumvent a technological measure for
the sole purpose of that person performing the dcts of good faith encryption research
described 1n paragraph (2); and

(B) provide the technological means tosanother person with whom he or she 18 working
collaboratively for the purpese of .conducting the actsrofrgoodfaith encryption research
described in'patagraph (2) or for the purpose of having that-other person werify his or her
acts of good faith encryption research described in paragraph (2).

(5) Report to Congress.--Not later than 1 year after the date of the enactment of this
chapter [17 U.S.C: 1201 et'seq.], the Register of Copyrights and'the Assistant Secretary for
Communications and. Information of the Department of Commerce shall jointly report to
the Congress on the effect this subsection has had on--

(A) encryption research and the development of encryption technology;

(B) the adequacy and effectiveness of technological measures designed to protect
copyrighted works; and

(C) protection of copyright owners against the unauthorized access to their encrypted
copyrighted works.

The report shall include legislative recommendations, if any.

(h) Exceptions regarding minors.--In applying subsection (a) to a component or part, the
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court may consider the necessity for its intended and actual incorporation in a technology,
product, service, or device, which--

(1) does not itself violate the provisions of this title; and
(2) has the sole purpose to prevent the access of minors to material on the Internet.

(1) Protection of personally identifying information.--

(1) Circumvention permitted.--Notwithstanding the provisions of subsection (a)(1)(A), it 18
not a violation of that subsection for.a persen to.cireumvent a technological measure that
effectively controls access to.a work protected under this titlejif--

(A) the technological'measure, or the work 1t protects, contains the €apability of collecting
or disseminating ‘personally .identifying information reflecting the online activities of a
natural person who seeks to gain access to the work protected;

(B) in the mormal course of its operation, the technological measure, or the worksit protects,
collects por. disseminates personally 1déntifying information about the person whosseeks to
gain ageess to the work protected,-withoutsproviding conspictous notice of such collection
or dissemination to such person,-and without providing such person with the capability to
prevent or restrict such collection or dissemination;

(C) the act of circumvention has the sole effectiof 1dentifying and disabling the capability
described in subparagraph (A), and has no.other.effect on the ability of any person.to, gain
access.to any work; and

(D) the.act of circumvention g8 earried out solely for the purpose of preventing the
collection. or dissemination of personally identifying information about a natural person
who seeks:to gain access to the work protected,-and is-net in-violation of any other law.

(2) Inapplicability to certain technological measures.--This subsectionsdoes not apply to a
technologicai measure, or a work it protects, that does not collect or disseminate personally
identifying information andwthat.is disclosed to a user as'not having or using such
capability.

() Security testing.--

(1) Definition.--For purposes of this subsection, the term "security testing" means
accessing a computer, computer system, or computer network, solely for the purpose of
good faith testing, investigating, or correcting, a security flaw or vulnerability, with the
authorization of the owner or operator of such computer, computer system, or computer
network.

(2) Permissible acts of security testing.--Notwithstanding the provisions of subsection
(a)(1)(A), 1t 1s not a violation of that subsection for a person to engage in an act of security
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testing, 1f such act does not constitute infringement under this title or a violation of
applicable law other than this section, including section 1030 of title 18 and those

provisions of title 18 amended by the Computer Fraud and Abuse Act of 1986.

(3) Factors in determining exemption.--In determining whether a person qualifies for the
exemption under paragraph (2), the factors to be considered shall include--

(A) whether the information derived from the security testing was used solely to promote
the security of the owner or operator of such computer, computer system or computer
network, or shared directly with the developer of such computer, computer system, or
computer network; and

(B) whether the information.derived from the security teSting. was used or maintained in a
manner that does not facilitate infringement under this title-or a violation of applicable law
other than this seetion, includmg a violation of privacy or breach of Secugity.

(4) Use of technological means for security testing.--Notwithstanding the provisions of
subsection (a)(2), 1t 18 not a violation of that subsectionfor a person to dévelop, produce,
distribute or employ technological meansfor the sole purpose of performing the acts of
security testing described in subsection (2), provided such technological means does not
otherwise violate section (a)(2).

(k) Certain analog devices and certain technological measures.--

(1) Certain analog devices.--

(A) Effective 18 months after the date of the enactment of this chapter, no person shall
manufacture, import, offer to thé public, provide or otherwise traffic in any--

(1) VHS format-analog "video. cassette recorder unless' such recorder conforms to the
automatic’gain control copy: control technology;

(1) 8mm format analog video Cassette camcorder unless such camcorder eonforms to the
automatic gain eontrol teehnology;

(ii1) Beta format analog" vid€oucassette recorder, unlessastch recorder conforms to the
automatic gain control ‘copy control technology, except that this requirement shall not
apply until there are 1,000 Beta format analog video'cassette recorders sold in the United
States in any one calendar year after the date of the enactment of this chapter;

(1v) 8mm format analog video cassette recorder that is not an analog video cassette
camcorder, unless such recorder conforms to the automatic gain control copy control
technology, except that this requirement shall not apply until there are 20,000 such
recorders sold in the United States in any one calendar year after the date of the enactment
of this chapter; or

(v) analog video cassette recorder that records using an NTSC format video input and that
18 not otherwise covered under clauses (1) through (iv), unless such device conforms to the
automatic gain control copy control technology.
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(B) Effective on the date of the enactment of this chapter, no person shall manufacture,
import, offer to the public, provide or otherwise traffic in--

(1) any VHS format analog video cassette recorder or any 8mm format analog video
cassette recorder if the design of the model of such recorder has been modified after such
date of enactment so that a model of recorder that previously conformed to the automatic
gain control copy control technology no longer conforms to such technology; or

(i1) any VHS format analog video cassette recorder, or any 8mm format analog video
cassette recorder that is not an 8mm analog video cassette camcorder, if the design of the
model of such recorder has been modified after such date of enactment so that a model of
recorder that previously confernied to the four-line colorStripe copy control technology no
longer conforms to such technology.

Manufacturersithat have not previously manufactured or sold a VHS fermat analog video
cassette recordef, or an 8mm format analog cassette recorder, shall be requited to conform
to the four-line “colorstripe~copy control“technology in the initial model of any such
recorder manufactured after- the date of the enactment of this chapter, and thereafter to
continue conforming to the four-line colorstripe copy control technology. For purposes of
this subparagraph, an analog video cassette recorder-"conforms to" the four-line colorstripe
copy control technology if it records a signal that, when played back by the playback
function of that recorder in the normal viewing.mode, exhibits, on a reference display
deviee, a display containing distracting visible lines through portions of the viewable
picture.

(2) Certain encoding restrictions.--No-person shall"apply themautomatic gain confrol copy
control technology or colorstripe copy control technology=to prevent or limit consumer
copying except sueh copying--

(A) of a singlestransmission, or specified group of transmissions; of live events or of
audiovisual works*for which a member of the public has exercised choice in selecting the
transmissions, including the content of the transmissions or the time of receipt of such
transmissions, or both, and/as to which such member 18 charged a separate fee for each
such transmission or specified group of transmissions;

(B) from a copy of a transmission of a live event or an audiovisual work if such
transmission 18 provided by a channel or service where payment i1s made by a member of
the public for such channel or service in the form of a subscription fee that entitles the
member of the public to receive all of the programming contained in such channel or
Service;

(C) from a physical medium containing one or more prerecorded audiovisual works; or

(D) from a copy of a transmission described in subparagraph (A) or from a copy made
from a physical medium described in subparagraph (C).
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In the event that a transmission meets both the conditions set forth in subparagraph (A) and
those set forth in subparagraph (B), the transmission shall be treated as a transmission
described 1n subparagraph (A).

(3) Inapplicability.--This subsection shall not--

(A) require any analog video cassette camcorder to conform to the automatic gain control
copy control technology with respect to any video signal received through a camera lens;
(B) apply to the manufacture, importation, offer for sale, provision of, or other trafficking
in, any professional analog video cassette recorder; or

(©) apply to the offer for salesorprovision of, or other trafficking in, any previously owned
analog video cassettereGorder, if such recorder was legally manufactured and sold when
new and not subsequently modified in violation of paragraph (1)(B).

(4) Definitions:--For purposes of this subsection:

(A) An "analog video cassette recorder" means a deviee that records, or a device that
includes a“function that records; on electromagnetic tape in an analog format the electronic
impulses produced by the video-and audio portions-of a televaston program, motion picture,
or other form of audiovisual work.

(B) An "analog video cassette camcorder" means an.analog video cassette recorder that
contains a recording function that operates throughra camera lens and through a video 1input
that may be connected with a television or other video playback device.

(C) ‘An analog video cassette recorder "conforms" to the automatic gain control ‘copy
control'technology if 1it--

(1) detects one or more of therelements of such technology and does not record the motion
picture or transmission protected by:such technolegy;-or

(i1) records a,signal that, whensplayed back, exhibits a meaningfully distorted.or degraded
display.

(D) The term "professional-analog video cassette recorder” means an analog video cassette
recorder that 1s designed, manufactured, marketed, and-intended for use by a person who
regularly employs such a dewvice for a lawful business or industrial use, including making,
performing, displaying, distributing, or transmitting copies of motion pictures on a
commercial scale.

(E) The terms "VHS format", "8mm format", "Beta format", "automatic gain control copy
control technology", "colorstripe copy control technology", "four-line version of the
colorstripe copy control technology", and "NTSC" have the meanings that are commonly
understood in the consumer electronics and motion picture industries as of the date of the
enactment of this chapter.

(5) Violations.--Any violation of paragraph (1) of this subsection shall be treated as a
violation of subsection (b)(1) of this section. Any violation of paragraph (2) of this
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subsection shall be deemed an "act of circumvention" for the purposes of section

1203(c)(3)(A) of this chapter.
1202. Integrity of copyright management information

(a) False copyright management information.--No person shall knowingly and with the
intent to induce, enable, facilitate, or conceal infringement--

(1) provide copyright management information that is false, or
(2) distribute or import for distributiof copyrtight mafagement information that is false.

(b) Removal or altera ght mémagement n No person shall, without

the authority ofithe ¢

(1) intentienall any.cop: o
(2) distibute or for distrit t,management information knowing that
the copyiig ol :

the copyr

3 d
pho;-
altered.v

to know,.th :
this title.

(c) Definition.--A nage 'nt information"

means any of the "follo onnéction with copies or

e

phonorecords of a work or pe or displays|of a work, including in digital form,
except that such term does not include any personally identifying information about a user

of a work or of a copy, phonorecord, performance, or display of a work:

(1) The title and other information identifying the work, including the information set forth
on a notice of copyright.

(2) The name of, and other identifying information about, the author of a work.

(3) The name of, and other identifying information about, the copyright owner of the work,
including the information set forth in a notice of copyright.
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(4) With the exception of public performances of works by radio and television broadcast
stations, the name of, and other identifying information about, a performer whose
performance is fixed in a work other than an audiovisual work.

(5) With the exception of public performances of works by radio and television broadcast
stations, in the case of an audiovisual work, the name of, and other identifying information
about, a writer, performer, or director who 1s credited in the audiovisual work.

(6) Terms and conditions for use of the work.

(7) Identifying numbers or symbols referring to such information or links to such
information.

(8) Such other information, as ‘the Register of Copyrights may prescribe by regulation,
except that the Register”of. Copyrights may not require the provision of any information
concerning the user of a copyrighted work.

(d) Law enforcement, intelligence, and other government activities.—This section does not
prohibit any lawfully authorized investigative, protective, information security, or
intelligence activity of an-officer, agent, or empléyee ofi the "United States, a State, or a
political subdivision of '@ State, or a person acting pursuant to-a contract with the United
States, a State, or a political subdivision of a State. For purposes of this subsection, the
term "information security" means activities carried out.m order to identify and address the
vulnerabilities of a government computer, computer system, or computer network.

(e) Limitations on liability.--

(1) Analog transmissions.--In the"case of an analog transmission, a person, who-is'making
transmissions in its capacity ‘as @ broadcast station, or as a cable system; or soméone who
provides programming to such station or system, shall not be liable for a‘violation of
subsection (b) 1f--

(A) avoiding the activity that Censtitutes such violation is.not technically feasible or would
create an undue financial'hardship on such person; and

(B) such person did not intend, by engaging in such activity, to induce, enable, facilitate, or
conceal infringement of a right under this title.

(2) Digital transmissions.--

(A) If a digital transmission standard for the placement of copyright management
information for a category of works is set in a voluntary, consensus standard-setting
process involving a representative cross-section of broadcast stations or cable systems and
copyright owners of a category of works that are intended for public performance by such
stations or systems, a person identified in paragraph (1) shall not be liable for a violation of
subsection (b) with respect to the particular copyright management information addressed
by such standard if--

133



(1) the placement of such information by someone other than such person is not in
accordance with such standard; and

(i1) the activity that constitutes such violation 1s not intended to induce, enable, facilitate,
or conceal infringement of a right under this title.

(B) Until a digital transmission standard has been set pursuant to subparagraph (A) with
respect to the placement of copyright management information for a category of works, a
person identified in paragraph (1) shall not be liable for a violation of subsection (b) with
respect to such copyright management information, if the activity that constitutes such
violation is not intended to induce, enable, facilitate, or conceal infringement of a right
under this title, and if-- \ N

(1) the transmission o ould result.in a perceptible visual

or aural degradation of ;

(i1) the transrr_l' or
(I) an applica ion in a digital
signal; ’
(ID an ap

digital

ation 1n a
or to the

effective
(1) an : : on Ina
digi al S Vas a S . '_ | open to

partieipa €. secti ' § and
copyright a : publi ‘mance by such
stations or : ;
(3) Definitio
(A) the term. "broadc
Communications Actof 1934 (
(B) the term "cable \m
Communications Act.o (

cl

he 1 ction 3 of the
47 U.S.C. 153);

and

tion 602 of the

§ 1203. Civil remedies

(a) Civil actions.--Any person injured by a violation of section 1201 or 1202 may bring a

civil action in an appropriate United States district court for such violation.

(b) Powers of the court.--In an action brought under subsection (a), the court--
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(1) may grant temporary and permanent injunctions on such terms as it deems reasonable
to prevent or restrain a violation, but in no event shall impose a prior restraint on free
speech or the press protected under the 1st amendment to the Constitution;

(2) at any time while an action 1s pending, may order the impounding, on such terms as it
deems reasonable, of any device or product that is in the custody or control of the alleged
violator and that the court has reasonable cause to believe was involved in a violation;

(3) may award damages under subsection (c);

(4) 1n its discretion may allow the recovery of costs by or against any party other than the
United States or an officer thereof;

(5) in 1ts discretion may award réasonable attorney's fees o the prevailing party; and

(6) may, as part of a final judement or decree finding a violation, order the remedial
modification or the'destruction of any device or product involved in thewiolation that is in
the custody or control of the violator or has been impounded under paragraph (2).

(c) Award of damages.--

(1) In general.--Except as otherwise provided in this title, a person committing a violation
of section 1201 or 1202 is liable for either--

(A) the actual damages and any additional profits of the violator, as provided in paragraph
), 6 '

(B) statutory damages, as provided in paragraph'(3).

(2) Actual damages.--The court shall award to the complaining party the actual damages
suffered by the party as a result of .the violation, and any profits of the violator that are
attributable to the violation and.afé not taken into-account in-computing the,actual damages,
if the complaining party elécts such damages at‘any timé béfore final judgment is'entered.
(3) Statutory damages.--(A) At any time before final judgment is-entered, a ‘complaining
party may elect to recover -an award of statutory damages for.each violation of section
1201 in the sum of not less than$200 or more than $2,500.pér act of eircumvention, device,
product, component, offer, or performance of service, as the court considers just.

(B) At any time before final judgment 18 entered, a complaining party may elect to recover
an award of statutory damages for each violation of section 1202 in the sum of not less
than $2,500 or more than $25,000.

(4) Repeated violations.--In any case in which the injured party sustains the burden of
proving, and the court finds, that a person has violated section 1201 or 1202 within 3 years

after a final judgment was entered against the person for another such violation, the court
may increase the award of damages up to triple the amount that would otherwise be
awarded, as the court considers just.

(5) Innocent violations.--
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(A) In general.--The court in its discretion may reduce or remit the total award of damages
in any case in which the violator sustains the burden of proving, and the court finds, that
the violator was not aware and had no reason to believe that its acts constituted a violation.
(B) Nonprofit library, archives, educational institutions, or public broadcasting entities.--
(1) Definition.--In this subparagraph, the term "public broadcasting entity" has the meaning
given such term under section 118(g).

(i1) In general.--In the case of a nonprofit library, archives, educational institution, or
public broadcasting entity, the court shall remit damages in any case in which the library,
archives, educational institution, or public broadcasting entity sustains the burden of

| O
]

proving, and the court finds,.that the library, archives,'€ducational institution, or public

broadcasting entity was 1ot a ad 2 0 believe d' 1ts acts constituted a
violation. '

~

&
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G
LI

broadcasting’ entity.- ofit library, archives,
educational institu | 118(g).
(c) Statute of limitatio s.--) . hall be }. ght under this section
unless such proceeding 1S com § 1in 5 years afterthe cause of action arose.

§ 1205. Savings clause
Nothing in this chapter abrogates, diminishes, or weakens the provisions of, nor provides
any defense or element of mitigation in a criminal prosecution or civil action under, any

Federal or State law that prevents the violation of the privacy of an individual in
connection with the individual's use of the Internet.
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Obligations as to technological measures

1. Member States shall provide adequate legal protection against the circumvention of
any effective technological measures, which the person concerned carries out in the
knowledge, or with reasonable grounds to know, that he or she is pursuing that
objective.

2. Member States shall provide adequate legal protection against the manufacture,
import, distribution, sale, rental, advertisement for sale or rental, or possession for
commercial purposes of devicés, products or componeénts.or the provision of services
which:

(a) are promoted, advertised or marketed for the purpose of.circumvention of, or

(b) have only a limited commercially significant purpose or use other than to
circumvent, or

(c) are_primarily designed, produced, adapted or performed for ‘the purpose of
enabling or facilitating the circumvention of,

any effective technological measures.

3. For the purposes of this Directive, the expression "technological measures’ means
any technology, device or component that, in.the nermal course of its operation, is
designed to prevent or restrict acts, in respect of*'works or other subject-matter, which
are not authorised by the rightholder of any copyright or any right related to copyright
as provided for by law or the suirgeneris right provided for.in Chapter 111 of Directive
96/9/EC. Technological measures shall~be deemed “effective” where the use of a
protected work or other® subject-matter is centrolled -by the rightholders through
application of an access contral or protection process, such as encryption, scrambling
or other transformation of the work or other subject-matter or aucopy control
mechanism, which achieves the protection objective.

4. Notwithstanding'the legal protection provided for-in paragraph 1, in the absence of
voluntary measures taken by rightholders, including agreements between rightholders
and other parties concerned, Member 'States shall take appropriate measures to ensure
that rightholders make available to the beneficiary of an exception or limitation
provided for in national law in accordance with Article 5(2)(a), (2)(c), (2)(d), (2)(e),
(3)(a), (3)(b) or (3)(e) the means of benefiting from that exception or limitation, to the
extent necessary to benefit from that exception or limitation and where that
beneficiary haslegal access to the protected work or subject-matter concerned.

A Member State may also take such measures in respect of a beneficiary of an
exception or limitation provided for in accordance with Article 5(2)(b), unless
reproduction for private use has aready been made possible by rightholders to the
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extent necessary to benefit from the exception or limitation concerned and in
accordance with the provisions of Article 5(2)(b) and (5), without preventing
rightholders from adopting adequate measures regarding the number of reproductions
in accordance with these provisions.

The technological measures applied voluntarily by rightholders, including those
applied in implementation of voluntary agreements, and technological measures
applied in implementation of the measures taken by Member States, shall enjoy the
legal protection provided for in paragraph 1.

The provisions of the first and second subparagraphs shall not apply to works or other
subject-matter made availableto tf public on ag! ed Contractual termsin such away
that members of the.public may acces ' d at atime individually
chosen by them : : '
When this A

this paragraf

-EC"and 96/9/EC,

LR

138



FfEp AR~ YR HRER {Ji’»‘ﬁﬂ%‘ﬂﬁ%ﬁlr%l'@@pﬁﬁ R[5

_[/[w%rlfm s & Fﬂ,rgig;%%ﬂﬁ[#%?ﬁiﬁ‘ %EPFF 73

(S T-fEY i | St i
P BT 5 1 ~ s Y
(2 R R [ JelEd — )
fiv 0 %’-IE’*E*‘E& = F“I”EWH # W g -
Y § o R ey
BT R H - PO A 5 3 (A
-]

-E’L FE' Ia
f: '- —'

L

i A 3 Hﬂﬁl

LOE

YE =P B
v[l Fﬁmﬁz [_F[, E IS
PR ey -
PR (L
il ﬁﬁrﬁ&ﬁ%ﬂl% s bl
<7‘[> » ‘0]:[ E J },'QEJL'?L{*)@FFJ
ALY R
EOIR g L N
A A

ikl

139



s Sl

P ERE T I & ff
S NECR F“‘EJE
%E“Lﬁyg}?& I/ = E%
+EPHET Fﬁ’é‘aﬁ% =
PrES I R
gﬁz-g,.ﬂt, gL
BEE Y (oA
VRERRF A 0 [ (X
F =AY
CER Y o A R
TR o [RLERF

BB -
B st -
FRAFEL > 5] TR
[ﬁl@.g»%: SN
"p% o BB L%
Ea

4 2 WIPO
(e FERIT i
W WIPO Aoifi - 7

140



J

S P

e AR
FUs -

(PRI < AEHHI RIS RUAE) RIS 20 S P i O [P =
B (R D P £ PR ISR 87 37))

141




P < 9255 3 ] 26 1 PR QR F (o -

K R

’ﬁ[f;']‘
s - %

P !

Y= fF REEPIFRER
A RIS 0 R
i T??V"Eﬁ‘”féﬁ‘ﬂ‘ﬁ‘)ﬂﬂﬁjﬂﬁ "RE

& AN I"EL'/F%ﬁFJ - BRFF
FF - PR PRk

('*)fﬁvr ST S HE D P TR

R | VO - F P
1 # WCT 531 — {X% WPPT 53
" El?wf”*[i@?lﬁ\%?ﬁru
A ﬁﬁ e E I

VBB £ =2 FEIEY -
HE O0; = Ay 4 5
R SUBIRE fB 5T — O-
i # 7= |"§€r) -

- Wit
7@@ g
i o
=T Fk”ﬁ‘fﬂJF I
Pe»g_zwk%— Iy E IEJ

3H F"TF%J' "% (access) | (45
* ﬁl tﬁ"% (B FL RAENIEE ]

S I T«
[ﬁﬁ)ﬁ—l'“ PISL A fkeps
E i yiET - W 1@[%{ (el
S (e D
— WA A RV R W
S« R

142




B R 0 RS
%[@@%}ﬁ@& NS
WV RS B ﬁ?—zﬁp#a &
I . *{ /;FEIFTJJ;”
BB > - ‘cp}— ]Eﬁ;ﬁ Mg

(el = tv,(ﬁjw[, - Izp[ FL
> (FIZ st Ho (e A

B ED) o

CIR U

FE g

' ',gr' B (A ()
%?ﬁ’f T : ;

5 (T
e F e
£ g

ST H
encrypt
“EL
scramble
~ B

u@ o |ﬂj R e g
%ﬂ?ﬁ" S T e

'I EQ!,%

I..| \\ H il 7 .
‘/*H@Iﬁkn + ecess controls

- bt ) I//Fg, i~ PR B 94 5 250 -
= Him&% R GO TS T | 51 5 R,
= MR I#'H’li%‘%ﬁ o O SRR 2 R I < AR
PPV A ’Err. (R B (BT~ o B S =
HERR ATELE - RBLR AL AP B VR R R
U~ B FEA Y E N H o 114 (copy controls ) = £% > fII 17 4
T RRIRGE PR Flﬁ“ Al e EUE 2 R R
o BV AEEE T 2 RY - 1%5‘713 i (ERR ) “‘fﬂ ENE 2
oL ,’»—?Jp jﬂ,fﬁré'u
s ELE T EURLT R p% BT CRIFETEET 6L N 4 2 PR i

FJ'J*F”? VPRI P e e éﬁ%m : Iﬂhﬁ"ﬂilﬁ‘/ i
”M*H N E e i REERF] -

143




LEREE R

FrR = R ﬁi%‘}ﬁr I/ /= £ [73% I
PR o T TR R R P e

P PR [N 7 1
(TR I I’ELEJZ# ’ﬁz%‘&iﬂ%ﬁg » ke
HERL By (5T R ER

Ty @}f‘”srf;J o BT FFRHE rﬁéﬁqﬁ
Mﬁ%’ﬂ@¥ML¢W@h’&ﬂ
S B (eME 57— Z O— fE3%(b)7F
: ’?4‘ BISEREEE § au«yﬁ'ﬁ“ﬁ‘/lﬁl“

i s mmerc:|ally significant
f%wﬁﬁ'@

ww%wﬂ%

"iﬁ%’éﬁ

gy X
9y A RV EH
:r*rl:@{ ’ ]ilﬁjﬁ i =
 FIA LIEIERE. ;

BY A g~ YA TR
SY A g - R AT A KV -
T FOES FY A RV - BT A K

P AL -

EN S

(il — Rl

ST 5y A
SR EOUR 1
5 e R - €
:‘Fj °

[

o

5T F A PR
IV - 2408 A
PILV R R PR £
R
%I”Fjdiff’}iﬁi‘[/ ﬁl%—’ ‘ﬁ’f?%[}{ﬁﬁ&? )

EHEHY PR TIER R

144




COVRI TR = RSHRH IR & S

145



i 93 &

EI 1T PSR f%??ijﬁﬁﬁ[ﬁ@%?ﬁﬁ;‘/ [ b 2

f
I - =3 ]

SIZ 1% BRSNS - T T HE ST R ST
SRR R W PR RN

B P LY [
(R R -
SR R AR
NE AT ﬁ. |

—opa
'\

I JE‘J %qu

¢ T

LA TR E}' |
FURERE *'Hf v ’,‘1 7

S B
SR ESRFELD ;{gjfrF;L%
JS.J/ ;@”F[ Jl%\i[ﬂj,\ S {ESEH
s g o
F L )
SR H PR )
il B R S 2L ) 9
—L%Fﬁ-’r 2N E}I Ig{éd_? [z':[ FL[ .

F

) ER e BV A ST
MEAJ—E%#“¥®ﬁwewmﬁ
EREG ) S B
LTI AR R AR
' ) 53 — AR
%iﬁ]b%&ﬁ%
" RRITE
e TN
NE B

L]

i

E?EEE?

SRR

”EJ}R’FLV_ N m@@
- %Hi/:l“ (= [
" £t iR - L

9 —

IW?’@F'J‘???&WTJEN H o
‘I[jﬁ ﬁ't’)—’ﬁ?ﬁ*[/ I}"fji%}‘—‘lii[ﬁ ’ o

F’??” Rl F T }*E}ﬁ
ﬁ*ﬁﬁf i a0
fo o UL SRS P 4R

o PR R S [
A Vg g - L
IR T CVHR IS
N tﬁ*[/ ’ﬁg‘hﬁlﬁ’ﬁ'?ﬁl 2?( I"':[/ Pjh

IR e F A B

146




T SR F0 )i ~ 0
gu]lg Gl T R ]
S BRI - T
MRS PR RS

I/@JFP, ARG ([ 2 5 Y
ngf[/ o
- - [H'lﬁi?‘ 3"", JE ;&Ek En:T*’E"
FEL?J/ vﬁifml:l ‘Fl I%ﬂ%ﬂj ESN
B F R () 2 R
3r!’bll':[ I SR S
! Al '337 .

SURIR,

=A : '
4~ RUF i f
R ek

(IR RS E EIEPy » FH0R oy
:?%\ifﬁl*iﬁf P A R

[lli % | =T [;‘EJ % Iﬁ:‘ % I"E:EI?J
Y
IR AT ot e

MikiEaE I%"ﬁéﬁ% gl

AR
(5 ) A (access) ) (iFHT 4% -

E[ % S (e h@&[—qsr% liEs
Ekﬁ%ﬁk%ﬁl%ﬂ““Wﬁ
BRI [P ¢
PP i e )
IS RIS (i -
WHP R IS I
Rt e
o NET St ol PR A
R R

A IRE R o Ey

(= = )

R A LS
o e
1V th “::’T*l’”ﬁd‘)
RV E 'E‘J&r’ﬁ%l% Ry
bz T R A R
WA PR 0 W R (A
NALE FTJ(JEH BRI
E%Tﬁg%@lwwfﬁm
BB BV
B R e = [ﬁ
S [FFE 7 T, /,er; MR
RIS AR Ty BES

| - PR © (e

147




FRAVE 35 P [ P *?g, FI3& ARV = E %*ﬁﬁ*i ) o
ez | AR V%‘ﬁﬁl ~ B F (2D l"rﬂ’ TUHERS I T R

Lyl

[F ~ $e 55 E PR - b TR E AT L I
m@ﬁ“ﬁmﬁv$%miﬁ il ﬂﬂ#%ﬁﬂw”ﬁ*Jﬁ
L T WY - | BlINOE X :"F'FI@F‘*F% I A
il > %‘ﬁ%ﬁi%% %ﬁ%ﬂ% r e "E‘H[El R S e
o] i I U S [ N U = Bk
H 9 ﬁi*ﬁtlwiﬁﬁro pe- I@'Jiia = p S G LT

T TS ) AR -
T ™
VAT Ei T R E A

5 n F_'Q'FIFK/JEI)FEIFTJ

-;ij—/\ .

= £ TFi?EI ﬁ[%%

§ L E

I - IR ﬁk%l’p)
FRIVIF, (H }ﬁ g o AR
B (1 had
e 1 eadsy - (g (A
B 20 [V 1307 1 SR
=4 S
3~ (W P s RV
LY F > {0 R
(SR I A =
eV 755 o (v %

148



SONRS VRS S R

Tt s o
4 ~ SRR "%“E“Jﬁ%ﬁg‘/ﬁ?ﬁﬁ
5 1
EHGE" - [ s
S R S e
Flel VF‘*’TF:[ M"ﬂ"ﬁlf%ﬁ&

H ﬁlﬁgﬁ%ﬁ? PV EL MR Y
v;gm l/?dq?\ » JEfY A "Fj“*ﬁ%l i
R g RS > TR
e BAN -3 J/;lr—ﬁl;i/glli{r
UL 0 A

“ o BRI R T

£ TS

Sy v R

[ Ji}ﬁjj'gl’l%ﬁ
. L
',"" A f‘?r ‘[ﬁ,tl TE%LE?‘H
= 8 . ﬁ‘:?;'j_]J;\_J?E“FJ,TU‘—‘i:ﬁ

TR Y

o

[ELHIF1" (copy control) 5 T
F i  (access control)  E R EfE
NSRS N M N U

B (i HSEEVE Y o vk
- WHEY I A RV BRIV & EE
[ 1 < Tl fﬁ‘%ﬂ**

[ > ARG [ TR

149



I

S - AR AR (ST e

W 4 H! WCT 31 — %% WPPT 571 ”°
RSO S 1

F["‘f o F 5TV HER EJ}L’T I Fs

VAT AT

VA e A= R A v o | e ) PV ST T
gl Tl TP AV e %I‘E’F@ [ R (oA

g i b AR e st 2RV R
| :sj'uﬁy b : L [ P (R R
e ﬂ;-g;cﬁr Vg - e ‘%r _TIF“WI%
AT Fh .f-ﬁm?* %F’“” T & R

?S\:’@ i Ep > '_x_‘, l‘.:i a . 'i: T i 5 ’ =. I%
Fi’g ; E d {11 3 .-' .r - = ¥ % [[TE‘EJ%I Lo | ;——FI I'uj
- S—— . e, B ",}Iﬁj’ﬁ" £ (encrypt

T E g = T EL] i
il B i - u[?ﬁi
i (
%2 | ’)IigJ
SR 2
g 1
‘{éEJ}“er/[S"g{r b S5
HIHET £, Lj 1 2
1&% o el
ﬁ' Uit
~ B PR Y | Fﬁﬂ?‘(access o i ~ il
o g %J:EH_& [”':‘4@ 4
: '. [IwLTHJﬁH TR A1
e EI -"_"_' Ay Fi 1 1 y -
| i N a3 W TP ey (TR

o~

iR R RUE E'F&‘Fﬁ; 4 -'@ R [
Eﬁﬂﬁ%ﬁﬂ‘ ° VHRIE RV P S (copy

controls ) 7 £b EHJT&¢“E|§%}E'
[l e E ¢ @[E, B “‘/fcﬂ g
E‘f@fﬂ%@@r ff i r%#i’srf#
P~ B A g ~ TR A
?ﬁﬁif‘“f%ﬁﬁ VAT FE R
g iR %%:F‘di%‘?@j\ L -
i 7~ PR 2 SR T N S

150



151

A7

SO a1 FROFF L e )
REINTEAGY 8 e
L IS (B 5T T O
AP A= SR B9
) B 2 R [ LD

fidl 7

TN 19 5
R R S R
BRI A 2 R
Sl S%?‘é[ﬁs}lk\éi\
S U RS S

o




g - T (Sl ey A Y = 9= FEHPI AR SRR I

F ]

- R TR R () [ SRR (R O ) 51 (5D
WP R ) ST RV TSI | T TS SR R o (T
FHLFLD - V= ST A R

T RMERY A D T Y- ST | A RIRL YA Rk Y 1 A
T RIS P R L R i %%—w JH |*'j“fjiitﬁTE£J
WY AL LR | B T r”izﬁi TR, -
HE > KA IR il s 3B: :

PR e 4
VF if'-‘%ﬁ¢‘§i
T ol e TR
i j,iEJli’/i; : E Ffﬁ“
ETF -' SHN
B[]~ A SRS
7 T 5

A

L N FEH ccess
SOPIZ sl RIS

o LTI Coxplaitation conrol) ST -
I EPAIE A - |

TR TR
R 2R T 1
N _/'[ﬁ/ﬁ,
S R
e

Yo fen £ R e

bl

H’F‘@%‘Jflﬁ¥

f:liaﬂﬁ@

o=

e~ ifunction
;I’E ﬁ] H _l/ III |

A 1 (121
£ S TR 2 R
Eﬁbﬁ?ﬁ p N s N e i
= S —wﬂhﬁ IR | | R T s e
%ﬁﬁﬁﬁ Eréo EﬁiL/uE[o

T~ B ERE BT1201fE Q) E T4
AT e e A fE J*TF@
iR FIFVRF R B
PR M HE T~ LRI
i EEPE T e
OV HE (AT R S
FE A L o EIE2001% 45 431 5
R e 2 T I |

152



%%ﬁ@%ﬁw@wl'ﬁw&ﬁw
WL Bl ORI LRNELW
FE~ % i FE IR TS ¢ﬁ.ﬂ
*rVﬁﬁ%+<wTﬁVP*:%#
Wmhlw@¢Mﬁﬁﬁ
S N Al

s S RCED L] eaﬁ” i e pe
g ugr VB L i R

SRR [V

EE i T ﬁ‘g%@sﬂ%&‘%? > [

R AR et ST »;ﬁﬁ i */l[?e;w, &
(A0 5 Sl I 6 SRR IR e © o (= 1

.ﬁj— g (acce§‘s | ﬁ‘/ijﬂﬁu i
Bl i LP;EF/ oA

> ontroﬂv

=

[r d
E ploitatio % "/%'E

i m i
!El'!"l""

5l
7 ) E\II Fm’f i g‘u,li:lsr
[RESENS A - RAREY

L*TT{]‘E‘, { b B %q%
: HUFWIEE'H FIFT
F [‘E‘\E T ) =

A *E'EE& w4 A% o 5t
s I__F[*%E;;_I/

FIF‘/IH %l%’é {EJ"" ' (R
T [ I HRL Y

1P :

RIS A (A% 571201 (557 (o)
PRI N P
VT D

NSV EARS I S/ S 1) S B 7P@|Fﬁj“ 3"F|'4\F‘/P‘ﬂ“5%rﬁl*‘i¢ 7
ﬁ’f’ﬁﬁf[[iﬁ‘/“ﬁﬂ%ﬁﬁr’?t #Lljﬁr”ﬁ?‘é‘lﬂp @%%B’Biﬁﬁfﬁ
H 1t H\ﬁ‘/**‘ﬂ“*ﬂf?;ﬁ;dl*?i 7 /I?EW ’ EN?"@*FJ ’u‘@‘ﬂ*ﬁ‘/f‘iﬁ‘ﬂ
l’ﬂniim A |§j‘ ?ﬁﬂ‘ o E! |*'jff S A =N [5’5 W #?‘ﬁ’f (access
Ptﬂf,gu control ) > E%’y‘ixﬁ s E R

HEAE Y f@fﬁﬂi‘% b AR
BV I FEH (access control &

153




exploitation control ) I%rfﬁ B
FiF - B
~ o ﬁ'FﬁE} H
ﬁ%‘h‘%%%ﬁ AR ?%F;?Eﬁ HI :\L_ﬁh = I'm
PGS PR SR B
I R RSB ) 7
[ B A T
Ao :ﬁz}ﬁ » [BIRE T [AE bjﬁ’?ﬁh—: N ?fl

e
BHI B9 1 (=i 71201 f725
I

E—”sﬂ"{ﬁﬁ‘éﬁ v LR o

= oy A
1;% S . "ﬁln H ,%l_ 3
1= @E ]E .,,. l

i gl =

[

ki
FHVE

SEETE] BT P

l£

Ry
B p=a B wy B

r%iﬁ ] [ wLﬁ’[jqﬂ

:;l I(d o n.trol)
A

il

i
1]
LRS! H) e
= : = 17 R AR L
= SRR AR il" vdﬁﬁ&%ljlﬁﬁb Pt
FErHu_}— il it . 'Ikﬂsl o B2 I
rﬁ%l—i BEfe L o

: 'b%li* 1&%&

15 A — _Fjir T?I’IH

L[ TH
Ll

et

f' il o Q‘—_ = ﬂ"ﬂ:iaﬂjéﬁgaj P lﬂtjfwyﬁgﬁﬁyp
o AT I ¢ e r% B (IpsE A

I,E:_[/B’Big\r% g FI QI:FI %;{F_'_J ):{_;g_j/F

g ’T’gﬁ IS F"i
o T |l—~[‘FHI/1 j F:—g,F-{.fa U
Jzzk IR P
=4l Fﬁ‘T 5 (access control) » 3
TEQ‘?%?}@E B PR R E s T
H "Fk‘JJ I @ A ERL A [
» Al W%FJIEHE*E ?Jﬁ&:;t (=
—rﬂﬁ ﬁ“ﬂ%ﬁ‘/ﬁﬁ'j’ﬁﬁ?ﬂ’é' PHRE T
3&3‘ JErR ﬁy VI I E T
{1 ’J‘J%Ifﬁ,fcf,ﬁal;ﬁ b= SRR -

—mlLL
'_u\é%} ‘

154




VE IE[LJ

**E‘”W—rﬁ'%’—r lﬁl f:j\
‘TFI E[’ el EEFF ’ [Eiﬁ’ﬁ?ﬂw
DS ?Fﬂ—ﬁi ﬁi’l?—“fﬁﬁj?‘ = J‘JQ‘E—EWEL
ﬁj EFH eV i"ﬂ'ﬁqﬁf ( access
control) R R (= B EEF)UIF:‘T*‘\:@?EE

ﬁ'@ﬁeg[ VI e Fp s

@J’E(l " Iﬁlfc_ VRERS T Rgm T
b b 'FU

g sl (R 57120115857 (d)

VAT i 71 66 - Al W

S RLE IS

it 2 b= fEFNE

TE'F‘E?* bﬁf—”—’ = ﬁ‘ﬂ@ fegpn
RAl ll':-"& J Uar %%’E o
: BP0
£-#%5 Caccess control ) I WG
-~ BHIE FL _ij;tfgifé 73

b (A RS E A o ERFEA Y EF A

e AT TR -
P~ % gﬂ?‘g:%%‘;[ﬁf"% (A 23812011527 (h)
| I%fdrl%%_%’?fﬁp N RS
4_ N

155



C RETTA RV T HyE cpay | o AR T R GRS PRI R
ﬁm%mﬁ%ﬂéﬂﬂ%ﬁ EFS B E O D 3 1
e (access control) V1#7 -
(= ) FRRETEH TR BLE (et :\$p:mﬂ-
BRSE PR e R TR A HEAG S E A~
P R i AR ﬁ»ﬁrﬂ =
BEAE aRs (e “ﬁdﬁ@ﬁmfhglj@.W#ﬂ
ﬁﬁ*} I’ I[—{ IS _f’\r*\.[&[/:‘jjﬂ: o ﬂ’»ﬂﬁ{lzﬁj,[ﬁ] ;E‘LHIE:I FI ?ﬁ lﬁﬁ%

rf,n IE#J;‘/ [l * ‘Hvl G T\ I 153
| AR A5 ) > BEnR ™ i " B
e JI- [H% Al 1
[z :. Bt u::lijlj"rjF

T . S g

(2 )4 _ TR - - -
S I | 01557 (1)

Ug

(= )B’Bi"ﬁ?ﬁfﬁk}?ﬂiﬁ 1 g
%I‘Prﬂ—mfil 7+

92

156



NEEEE L R R E TV R AL ﬂ@“ﬁnﬁfg%’wiﬁﬂ:
ROIERPRETATYE | ISR 1 i

2?[]%“33?? TP ELTHIRE ~ AR - IR IHDE © o B B I P
EREN '— LB P (access control) » M ~ Bl ~
B FI_T*’}F, IR A Y P RN HHERE IEE RS O (R PSS
A & ’E‘if’\* T %5 (access control) L‘/I%ﬁﬁ ~FF
7 JLfe= o

(- )1_'_’?@ “3?[]%:*33 *BE*UF‘”?‘* ~o TE'F%Q*W’V
*V""?E Jﬁél": EfEvaE B AR lh *FH/B’B bﬁ%iﬂ
e.[flj/:%rk ' : b U ;E;Elfazsjiﬁ 3
(Z )3 = HEsH SN R
- ' &$J$@
T Fiéqﬁl-r
=R e
.'. ’TEF'J’EFJ
i
o -

o

B
=
-

T Y

g g e

(j)

£ [ 0T 5T ,_ |
- EIf A B
7 e PR I [
J B’Bﬁf}f‘fﬁ %J/Fifﬁﬁj I F
[ RIS (1
BT 0 - RIS TRE 5
PRy = RELE YRR

157



A REEIYA [ED D BTSSRI | - 7 R R R S AT
S R P N I e R LATaRE /ﬁy’wf%WH?WWW%U
H o ?’,ﬁlﬁ"?ﬁ_ﬁr U Y E R BV ﬁi?ﬁ %5 ( access
G o TR e control ) » M FEA ~ M AR IFRE I
?Eﬁﬁ%ﬁmﬂwfﬁﬁ' flE =Y B 54145 Caccess

N %i’]fhfl&f—;{l@ﬁ 0] ﬁ“ﬁm 31 control ) .V I%DFJ NES LTI

PSS U :\1?%EHW3

(‘)ﬁHW@”?%ﬁ%%@W w@}%ww¥ﬁﬁ1 1 B
REPOTIRH © o g P 2 B T
L>7$% Akl Al ot £ e
' H BT R o - P
’:‘”15/\ J["’? & T e F RS
: ' A2V HH AR
Sk 17 JVE

S o

() &Py
ISR AR
IR R R
SEO AR -
2 ALY R
PV AT B o SR
SV PR o
A
ﬁwm:@$%ﬂ’@%ﬁy
- mﬁfu~‘fﬁ VP
e e L i e i

158




PW’@ﬁﬁﬁ@Bﬁﬁyﬁﬁﬂ
Ml ™ (B P s L R e
o TR IR R R A
Hpil 23— SRl -
FELEH =] P I‘jﬁ/‘\l 5y D
FPHED b HHERPAGEN -

f

A~ ,.:"jﬁ;{_rﬁlj %EFIJ@
£ Ll P

a5l
,;Fi‘fjj;f-‘
£ % 2GS

ces ontrol =

1

= ! ! I“-’q?ﬁ? GE: I
= R ﬂl”FL)E"

b TR A i ¢
. 1 4 e il .

| TERe
oA b O SRR T

lﬁ’ElfJ
DY PDF
r"@:
o F 17 14

%ﬁ%ﬁ

W R R f@fﬁw‘} H5[9WORDFY PRSI (A 11| 15
Tk R gjﬁ%ﬁ?ﬂ— 5 E#ﬁ%l"? e ?,r ,H‘J'Ejzlilag I8

oI P A
[ P A HORI
RS Y s ﬁ@%aw%ﬁ@ﬂmumﬁm<ﬂ
SRSV PR LIS | R R R P
TS R R LY |
U SV TR VR
HL A () RS
FH SR
B R
T ] - T
NP P R -

SSE s — == b e ~ s
gl 5 S/ s (DL AR

e
2

159



A= FUESYA R T BT Y | - AR T O RS R AT )
JORUARFRE P2 AT T E M IE IEGE 8 T FA FESH
‘[?5414 ; Epyf = Z[J'[?EJI/ : (access control ) '[ﬁ% °
(=) R PG IS Al 5| = AR -
VR IR | LR PR 8RS
L g - 1[ﬁ*ﬁ£_7 ELRYF R ] thH
I o (E) TR SRR AR IV I
PR O R R 1 ﬁ‘ﬂx_ b RV N B (access
B 200 Ty P control ) Jp' JHHE
A A Y A

2 Iji}‘y@@” VA
; - ; v tr iR (dongles) [

(Z ) WiHs f!. ( F I -_';»E.@Eujﬁgﬁg;c
B Sk _ S . = ¥ # L'—ﬁ‘}fffiﬁjﬂi%

i % (aceess control )

7 TUE g
ntroll- 4 EJE]?‘*E

l El F 4=
/F[ I’EI Fl
E%fgf Sl E
kst
- ‘5 # FR TR
vﬁc e

B30 el

1 [jju—j

=
[~
| TL ;F?[
FRR

:jA

T

ll
yoomy £
i< »—’»ﬁ;ﬁﬂ E%El?igﬂa ﬁ'

*[/ |_J‘ ’5 o I

T RO | B S (1 512015557 )
H o P T ST PSR
BV - TR PP 2 A W e B
tﬁl“ﬁi@*[/ifjtttt*[/ o

1P PRCRHE pES i | BRI Y S i
- rﬁg]giﬁq@ﬁjﬁ:@_ B i
FHE S 4R o

O S ISR vy U R 30 ()

160




e
& 47

AR A F PR EF LI L AP B F LR Ry s
%%F&Lévsamvfﬁaﬁi FIUR B 202 35 B R R R R
,jﬂ—%& #mﬁﬁ'ﬁ’i& 'ﬁzz ° }iﬁé’u;ﬁ‘ﬁ ’ “;'LFE?-QFJF»PE ’ ""l"ﬁ r,fi;}lj;x.\?_‘:ﬁjﬂ— % 0
7 30 FERAA SR G F T AR £ W B 5 el
fl’r#ﬁ&m%ﬁ*ﬁ“ 4o DVD. 5 & 3 FEaDVD B8 % i
éi‘lﬁl“é‘—’h - ’ﬂniﬁ]{%{; ?r—"r"? 5 AR
e F B R DWD A w 5 i v o A Blig ok % i : TR T

u’L‘

u# j rn'% N f’t‘ﬁé

O . LR

I
=
o
-
g
ok
)
£+«
(‘
=)
(415
™
o9
=
&
I
ok
)

e R SRR g o 2

161



ey =
u o i

M

A BE TR ARG TR B REFR A R
ji:}ilﬁ"-giﬂf-ﬂ’?a? [zo: Glde: @ % @ A ei®E K ik
Bl RS KA g e TR 5 &G 2 CDF PR
BRI 7R BT e B R *fm;z LR R (DT AT

162

B i 1 A

a2

..! e _g (T A

UL P r F 2
¥k WA hlc Rl B

R EE > £ 20D



Rtk T2 o Al AR - BLE L £ 8 ( ) copy) etk
%3 e AR R R ]

[]7 i -

(07 B 4est (§E0ERF > FHE S D)

i F T2 PR RER LR

=5 ‘}":T,’E.F]E;i% gi;ﬁ AL uﬂ:
¥ 5 @ (—14}93:3) .

F it B oo

-

- B
BB R L RLfE R A2 F 4 o

féiﬁﬂ )\—'gli’%} r,:
Flm R ¥ g & £ m{@mg
5 _E %ﬁ \ ¥ s Fﬁjﬂ_%w

mw.i 1806 B -

__'CI

o

t Ly e ﬁaj%‘ A !"’ R A Fatags [
¢ 3 e %fm7%ﬁ%é#*é‘$€@~%ﬁ%é#%] wA >~ E
MR MR EEEIRALZHSFTAT 2R? (bl e A
Bat T o R RT 0 A LA KA e ST o
a4 L R 2 e TR o)

BER R EENGEESE R DI

163



- Mw’fé AL ERRE R N RS ERR:S Sk R LA

FRAAGE A FIEZ PR RS S UL W2 PHFERF] 207~ F
a‘x‘t ’ZEE)’Rﬁfﬁ;ih-E\? WA R FREFEALLFD ;@

*ﬁﬂpgg\zfl\ Fpo~ A B pLAT

%

Bk BRI ;

oL
I

FLIERL

s o4 B ﬂf& R A PR EE
Hep LYt te f FEMY G ek SN AEYNF PR 8
*‘bi‘"%’*m*ﬁu@% 43 #Wﬂ:—atﬁ”\mfgs R R 0 2

MR o rp b2 o BB AR BUR A RE PP RS2 (75 i
2 EIRFOP NS AR RTFFR 0 AT o F BT B

ﬁﬁﬁﬁ%iﬁf‘m@é IR R LAt X A

l" =

164



I

=~ C

(92 6% B EFLei)

;:%

) BRI MY G BRI ERRY > L3 ERFEE TR
@% L

[(J¢ > Bjei7ocit Tzi@ ?

7 ¢ > 7 § GrehE S u PR G (9 E T D b
%;"—E:J:- - : j

. ’ "l:'
LR AR A2 o (7 7 S

- ER

[ ]18-20 #

KT AR

-

L@ () 2% [+ ?(«%)ﬁr"‘%‘c (<8 (&) 2% ML

R

165



I ~BAY

(J1g~mT [J1-33~ [13-58~ [b-8F~ [18-105~ []10
¥

166



