¥ S e R - BRERH
BB o e £ E TR R Ll %
B Jr.

b

R
m

%ﬁ$% ampﬁw¢ﬁWﬁmkﬁ’
@,1ﬁ@@&%ﬁ$i’ﬂébﬁ%ﬁmmiﬁn°

U b d S g ey AHBe iy = R RN g ¥ WA TR 1
Bpiﬁ%ﬂiigﬁﬁiﬁ%fﬁﬁﬁﬁﬁ&%ﬁ’éﬁéBP%%—%&
P MPLS VPN # i b4l &0 2 A £ 2 # R 1 £ F RN VPN 5
JRARTE &0 DA 2 AR S EZRRH F RRUENY IV R BRERE

Eoenfim o Fla F NERR ISP R ¢ (T E ISP ah R RGO
Ho @ T ISP & 4k Bde st AF SR AN BPRALT Sl (& R B I T 4o ERFE
@%ywuﬁzﬁﬂ,EF—@ﬁiﬁ@TMé$+@%#’ﬂﬁ%%?ﬁ
EEerd REE s DA s A% v 480 MPLS VPN %3 %
“ﬁ”&"ﬁm AP FE R G A § BT (2 I ] 1 P
AR 0 W4 ISP A ¥R ireony S - BB R G E R oyl
o FRIRIR AR Z ek AR Y g

2%
wb

\

Bis A EIURE 2 R 0F A e e e AR - R
R A H ,g::‘_'ﬁ”‘%mg‘['ﬁ’-e;‘}&?,W BB % shell script
AR ERANG Ry k iz prototype o X 444t - prototype fA

bR g A
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Manager ~ Policy Server 14 2 i3k % - f Policy Manager #ioie e » A=
“f%%¥m4?ﬁkﬂMmsvmw i T2k Bk e (B 4-4]0 F 17 VPN R
TR g E a0 FIFRBRF LY (B 5-1)] A idde s

VPN Policy Manager

»> FreeBSD 7% % %-T 5 F » B4 Policy Manager #2 ;% #- % » 5 1F & % 5t
# & Web-based %5 > ¢ Ijl’_iﬁ G AR ) R =2 G el LA
twfﬁ i e BT ShiE(policy editor) ~ Policy enable/disable ~ Traffic Monitor %
A RERFORE RSt Vi s Mysql TR E & &g rT ol TR R (Policy
DataBase) ~ % g5z X % 432(Policy Monitor) ~ 4§ 5z £ 3F % (Policy Reporter) s%

B K T i

BAEEE S E A ATHO VPN FRIFFT L PO ATHPRIFTR G 7 v &2 e 3
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A AT F R RIRIRDA AR R RE R RS ATH B H  BTET L B
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Policy Server

*+FreeBSD i # & T é % AL e Ak 1 & 4eperl~zlib~gd - libpng -
mrtg ~ ucd-snmp & fic e > & B ¥ Policy Serverfz ;% fice > 3% &3 (7 Policyeic 4 >
&?ﬁﬂ’$¥MWDU&é?#&qmﬁmé<Wul?Uﬂ?S@_mwé’g
o DB 8 FAL R F 4 > @ B8 0o & ch T N LT 4 2e 45| F 4L R 425 DB
Wexd wf 82 P B FREEE » 2iririE & dofm 4 F45 7 #DBD (Database
Drive)fice §¢ » - %5 §DBD &g % ﬂ@%r%%“%?ﬂﬁx. B 2E
e d FORE g 12 o Policy Serverg #-iEF F L E P Policy Rules ~ Monitor
Rules®~ 115 » 3 = 523K % =3 (PEP) #7ac 3 % 8 3¢ > 1utelnet scriptfz.;¢ &%
Flae ik & 52 47 o ¥ ¢ &Policy Server} » # & Monitor Daemon % Report
Daemon » ¥ i% ¢ 3L ¥ cn& KT PEJ {7 Policy & & 4 bR i o
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B3k & R (PEP)

P B3K & & JF LR 4R L Policy serversishizdl 0 2 FEEF R E A A
£ $2% T 0 TR ATR s “Fflfi\ >4 ag o SN SSH e 34 SRRk d
gl b L s B h- BE 2B P oo ptrbd MRTGAt:Router;t € pF » §.3%
## SNMPX B 32> d MRTG i#d SNMP 44 & & %ERouter > i p¥ ig 2 i fi
p 1 fExbet g SNMPAgent > @ 45 Routerfiz 5 SNMP Server - SNMP # 3§ & $8_
& * TCP 161 Port » SNMP Server 4z 3| & £t ¢ #-& 3 3 2 UDP 102417 {4
Port® i% v SNMP Agent » ¥ #F 5 7 3 8.3k & av #tPolicy serverfy#|# 32 3
Bl S 3 AR LR

RG]

Bk & g E et ke
O  PE Router % ¥ 4p B 38 € 5-ficd &)

VR E B

access-list 20 permit 192,168.1.99

Vg e d a8 B R R b i F A

snmp-server community-public RO,20

v AR RK K citrap B 3% 4 Rk ey O 1

snmp-server host 192.168.1.99 public
snmp-server enable traps

snmp-server trap-source Loopback 0

W

N

v dg @i g o i@ * CLI telnet script 3% € % B3k # $¥k
line vty 0 4
access-class 20 in

v" RMON even£? alarmix > 2% 7 % #ic

rmon event 1 log trap get2seed description Rising owner config

rmon alarm 1 ifEntry.10.1 60 delta rising-threshold 315000000 1
falling-threshold 285000000 owner config
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Policy server

Telnet Script SNMP
SNMP
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[®5-1] g o ql (TR

MRTG server
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511 R i T sy
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MPLS VPN % * 3% a%t??#ﬂ% B man st

ﬂ&’/‘—@ ’L""&k’ﬁfé‘ @5

““—%

A ﬁ’;*““-}'it‘ ’i\xf“fe’ﬂf Mysql gLk e o
RS S ii’tl—? T G 0r ¢ SRR Dk i BFcH FR o 2 Bk sp b ch

RKHEFTASKTSEEFTHa FRAE? 2 & MPLSVPN 4p B S8 1 4
_Efﬁ}“x*l'ﬁﬁ* #w«&r [# 5-1) 4t P 8- S gMmp A2 pp g 2 ¢
VRE R AL S 5l ADSL M T AR B AR - MELE O~ ISP ey s &
F~ 3 ISP e IP =% &2 Port chiz ¥ ~ ADSLVCI/VPI hiE ~ 5§ 88 R
N ISP e 2 ==k WANIP =8 ~ 2 @ FER A o

¥ - B F A4 H £ % 4 MPLS VPN 4p B i e i Flde [ £ 5-2] #77 >
& F R ip i 4 P‘&*#E%‘i%‘%'l MPLSVPN RD ¢ RT ehiig ~ 22 % = =4t
& EL¥F R ISP #4:H PE Router 2 IP =% ~ MPLSVPNRR 1P =% ~ £ ¥ 5
JRAFchfEgE % o
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[# 51] MPLSVPN % = (& & F#)4 H -

No | Field Name ADSL Leased Line
1 2 M8805006 M8805006
2 | HH TR 27990000 N/A
3 | &MEAE N/A 6D-83150
4 | MBS ADSL LL
S |5 Lf B g oA
6 | BH % A11111111 6D-83150
7 R ] N/A TNC1-TNE1-3333-DS1-2-8
8 e Ry N/A N/A
9 |ISP# % himiE - N/A B2-7
10 [ ISP #s 5 sz % - N/A B2-8
11 | 2% % IP iz 139.x.X.X 192.X.X.X
12 | % % Port iz % 2/1 3
13 | VPI =% 1 N/A
14 | VCI =% 100 N/A
15 | ISPz IP = % 172.17.0.2 192.x.x.2
16 | 2=z IP =% 172.17.0.1 192.x.x.1
17 | > P4 Jason Jason
[# 5-2] MPLS:VPN % =(VPN.2fs 7 44) & 5 4§ =
No | Field Name ADSL | eased Line
1 | pRip Full-Meshed Full-Meshed
2 | ERIpEY general general
3 | VPNRR1IP i=xt 139.x.x.1 139.x.x.1
4 | VPNRR2IP iz 4t 139.x.x.2 139.x.x.2
5 |VPNPEIP i=xt 192.72.x.x 192.72.x.x
6 |VPNRD & 4780:8908102 4780:8908102
7 | VPNRT & 4780:890810200 4780:890810200
8 | Service Type intranet intranet
512 i ek 27 iF

Telnet script p # 3% TN

1195 DMTF & IETF i E_%F\« # & eh Policy-based Network g & 3¢ ik 5u2E
Wl (4% 252)7 &% » PDP {r PEP #* Common Open Policy Service
(COPS) i % 1% ?;i\@ﬁ%]?%—' vl b R TP - HUISP f EPN IR &
BARRMEAEE EERA DRI T A 50 et - Ry L REBR TR
Boehag 4 3T ST PR S ASLA ST O MIB BB - i S
& JF B PR ot B ehd d MIB TR 2 s Az g 0 A B BIRIE A I -
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Flpt Adh e 8 % iRk g L R & 4 54 & (Command Line Interface,
CLI) #5¢ » 7 E 4 it * telnet k#-#r5 enefidy £ > 11 3 gk (copyl/paste) i
BN BFABE R E oo A7 JE g B shell seript 425% > 2 b (plug-in)
SN R AR > RN T HRCRE fit«#—; A %\'7}%5’3‘-?&? Mo riE E

KK A LAT &AL FHFOCLL 7 & * telnet script - # L4 7 & ff 4o
B fidn £ B ERTRE 0 A A e K B T g ri o T B
AR PR B AU AR 0§ OREGK A NI BT g gy o o
ENRAMFTHEEREAR TS o FRARE B P &) * shell script p &
g~ RLKAF TR ﬁagi;] rHEE e AG 0 T ok AINA RN A 4 )
#!/usr/local/bin/expect --
> spawn telnet 139.170.1.253
> set passwdl XXXXX
> set username Xxx

> set timeout 10
> while 1 { expect {

> "Username:" { send "$username\r" }

> "word:" { send "$passwdl\r" }

> "#" { break }

> "Bad" { send_user." Bad password\r''; exit 1}

> timeout { send:user " Timeout problem\r"; exit 2}
> 1

>

> ###set global config for PE router ####

>send "\r"

> expect #

> send "config terminal\r"
> expect router(config)#

> send "ip vrf F8908102\r"
> expect router(config)#

> send “exit\r"

> expect #

> send “exit\r"

> exit
5.2 MPLS VPN Rvg,j‘ O BRI

5.2.1 ¥ » ts T avey 245

o= 4.

? ,J‘ &L

m.r

PR 2

Policy based ¢ @ fepe F @A B d @A ok i 57 g @
HOSU R S ah S ¢ s R IR 0 T g AR R EH R C AR
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[ 5-2] MPLS VPN & #Jik? 5% & # 7428 »

MPLS VPN % = S F A Ba # T - 1808~ % VPN B 74 - 3
%4 [ 5-3]> 4 IP S RI(6 55 FmEH) & % Pk e = VPN
4o ADSL & % & ~ B4z % # % Full-Mesh or Hub & Spoke ~ RD ¢ RT 1%

e ¥ o
#

MPLS ADSLE i TR Mk B
|% BEAEH
e |ﬁﬁ?§§ﬁ : |F‘9109018
o (o) PR | FmEP C &8RP
;%gm g |@§§Cla33 C.~"Subnet-Mask
ggi’%ﬁ ;ﬁ'zmﬁ [061.G59.072.045 ~ 061 050 072063 =] —

SETIF RISt R ST EIPRE
waesr: [ [ [ [
masr: [ [ [ [

[MPLS SERVICE || [ ADSL-VEN
EE—8

BXE « | >|_I

[ ®5-3] MPLS VPN % = i 5 7 42 ]
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MPLS VPN #4835 £ 7 5 3
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Round Trip Tine
Normal ¢0-20 ms)

Notice (31-91 ms)
Warnning (91-180 ms)
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MW almost Down ¢ 201-500 mso
BMroown 501+ ms)

Taitung
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(2) MPLS VPN % = = 4 i 9 ek (% & 23

¥ 15 MPLS VPN 2 = s et e i g e 7o By~ B2 Sl
PR HETT AF LS P AL IR E TR - 3 PE Router 9
lookback IP address ~ Wan port 7 IP ~ % = IP chfe s T F2 ~ i 42 ISP =5 e
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- L|ETE AT e LR AT

,
RS
E

T e .
FRoosio Tepolo -
| | =
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1.-35
11-3a i
1125
11—
11-33 T lLlTEE
11-2
11-=5 )
11-32 11-=2o
114
1-=1 11-3
11-7
-]
11-30
11-5
11-5

[B5-6] £ = Bippip iy it
(4) >4 PERouter & # iy TPFEE F2 % 5L

AR R ELD BB A R AT TR SR L o U P2 R R
2 > CPU & * ¥ - Free Memory #14 <+ ~ PE Router Uplink =#g % i¢ *
3 ~ Packet Loss % 4p B ch 3 o 53R L) 5-7) o g FALA A 2k
FNEP S Flptaid FREAIHE S AR T - a4 fesR o ISP
£F)ia 4 * R T 2 -‘i—i&riﬁ*i BT TR A et E A G T
Gof B TR AR RO T g e AR

.

2_FLEE N A pap.éfﬁg*#ja@}]\ Ve rgqr HE .

| [EEazE HEIR L L = |

IERES

1 1391752384 [CPU Load] [Fies Memory] [Uphnk Traffic] [Packet loss]
21391752382 [CPJ Load] [Free Memorv] [Uplink Traffic] [Packet loss]
31391752386 [CPU Load] [Free Memorv] [Uplink Traffic] [Packet loss]

[ 5-7)] 2 % PE Router % # TP & 7 % 54

Bt B AT £ F VPN R gk i 8- £ & chdpth > ¥ B R
2 ORI AR PR e R s i a EE R m,,.ﬂﬁﬁ\- NPT &
Birg P e 55y [R15-8] « F3EE ¥ VPN v = b & ghoie
BRRASRE 0 P URL L T PRBRRIER AL o o E
SRR A 0 TR AT R e AU R LR ST o
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‘Daily’ Graph (5 Minute Average)

4 6 & 10 12 14 16 1§ 20 22 o 2z 4 &6 § 10

Mlax | min cpu-loadl30 % (13.0%) Average | min cpu-load? 0 % (7.0%8) Current | min cpu-loadl00 %% (10.0%)
Mlax 5 sec cpu-load24.0 26 (24.0%0) Average 5 sec cpu-load? 0% (7.0%) Cuarrent 5 sec cpu-loadl3.0 % (13.0%)

"Weekly' Graph (30 Mmute Average)

Sun Mon Tue Wed Thu Fri Sat Sun

Mlax | min cpua-loadl2.0 % (12.0%) Average | min cpu-loadd 0% (6.0%) Current 1 min cpu-load2.0 % (2.0%)
Mlax 5 zec cpu-loadl 5.0 % (150200 Average 5 sec cpu-loadd 0% (6.0%) Cuatrent 5 zec cpu-load2.0 % (2.0%)

"MMonthly' Graph (2 Hour Average)

16.0

12.0

E g.0

4.0

0.0
Week 13 Week 14 Week 15 Week 16 Week 17

Dlax | min cpu-loadl 5.0 %6 (15.0%) Awverage | min cpu-loadd 0 % (6.0%) Current | min cpu-load?.0 % (7.0%)
Ilax 5 sec cpu-loadl 5.0 %6 (15.0%0) Average 5 sec cpu-load3 0% (3.0%) Current 5 sec cpu-load?.0 % (7.0%)

“Yearly’ Graph (1 Day Average)

i

e -
=
:

Apr May  Jun Jul Aug Sep Oct Now DOec Jan Feb Mar  Apr

Llax 1 i cpu-loadE 0% (0% Average | min cpu-loadd 0 %% (4.0%) Current 1 min cpa-load? 0 % (7.0%0)
Iilax 5 sec cpu-load? 0 2% (7.0%) Average 5 sec cpu-load3 0 % (3.0%) Current 5 sec cpu-load? 0 %% (7.0%)
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F17 2 Web based e 3 e Bk b fGE ~ A B E H T gy~ &0 S
%43+ MPLSVPN % = 8 — 5 & B 42T 394 42 0.5mins g o ik
e P @aE 1S 3] 48k 7.7 PE Router (hk R EE R < %) 1~2 second #X @

=

73



1 fgfF @ @ i3 5N telnet i #8% ~ PE Router #a= # K@:v){ T BB iEART 32
X Q7 5minc 29t G ipe LR F1 L 124 B * g 5N telnet sk F ~ PE
Router < # 3% T pF > 7 & 134584 & I0S ﬁio?f'mw,z—r;}ﬁ L2

vm ¢ * Policy-based e g i SLpE o @ * K K G @,]/\ 4B g
pooed Sl B S C iR chrT AR ’ﬂﬁ%&%a\ £ d B |OS HrH T
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4% VPN £ = o Bhficf{i Do ¥ 2 X 28 p R TL YV w3
4 fg&r%zﬁerﬁ;éﬁg@ﬁq SEhr b e R RITF PG A AE e T
[® 5-9] et ¥ Fodeo b § VPN £ 2 cnég 2hiics 30 B a8k i 'éé?)ifr;
A AFLL2mMIn P T R AR T e 2 HE T 8 150min 4 i =

AT R TR AN Z BRI HRITATETERSLUI0 T o

FHPFE P R R RPET G 0t R

o
f

1 35 7 9 11 131517 19 21 23 25 27 29
VPN%Z = 4t & 2hiic (1)

[BI59] phrid o i X TR R R
MPLS VPN it dsi 2T g = i 5

(D) E - SBEFE s it

AL T i 83 p ¢ ¢ (1Lease line/ADSL %741 (:% 16 Trap) » (2)4
¥ A 4 gc& Error (3)Reachab|e 4 R 4% > (4)Delay time>180ms - (5)Packet
Loss > 20% - (6)Bandwidth Utilization> 80%- & = ;% # 35(a)+ #% i 20 (SMS)
oo (b)) FAEF E-mail @ ardphd A B o i Soehk BFEFR % ¥ & 1~5min
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SR S
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E-mail i 3%
P 1f2E Eir

F X - =

(2) MPLS VPN ¥ #% 4 i & B & 3 7%

T i
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MPLS VPN %

Bk IR S P (1MPLS %

% ¢ 0 PE Router & £ $f ¢ chie gt 58 2 (2)PE2PE Qos h% 470 152 - VPN
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= end-to-end ¥ %1% ISP MPLS #
#]%]P\ o l__g,;—ﬁ rrJE" ;IP’D;E P&

R BL e T A S dE B SLA R HRIE
# 3= © PE Router Uplink Port down ~ Packet loss >

10% Bandwidth Utilization > 80% -~ Reliability <252 % % # Unreachable p %
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