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Design of Privilege Management Infrastructure based on attribute certificates
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ABSTRACT

Public Key Infrastructure, a framework derived from the Public Key
Cryptography technology, is to solve the problem of the authentication among
network users. Privilege Management Infrastructure is defined in X.509v4 as " The
infrastructure able to support the management of privileges in support of a
comprehensive authorization service and in relationship with a public key
infrastructure. ;|  So PMI is designed to solve the problem of user privilege
management on the basic of PKIL:

This study is focused on solving the problem of the management of accessing
organization resource privilege among the framework of networks operation, using
Attribute Certificates to design the JCAFHQ" management framework of whole
organization privilege.The object of privilege chain is " Independent business ; , not
hierarchy PMI structure. IBCU, Independent Business Certificates Unit, controls the
operation of certificates privilege. The models of privilege management are divided
into interior and exterior—the interior model is basic on the Role, and the exterior
model is basic on the Client.

According to different organizations, the designs of privilege frameworks can be
revised resiliently. Giving the privilege indirectly by assigning roles and exercising
the operation independently in management can efficiently improve the security of
organization’s resource management. The clear division of labor can advance the
efficiency of privilege management. Through this, the unity of user identification and
resource access control can be achieved, and make the PMI of organization more
perfect.

Keywords : Public Key Infrastructure, PKI ; Attribute Certificate,AC ; Privilege
Policy ; Authentication ; Privilege Management Infrastructure,PMI



=

A WIOTH RS 0 FRESLA R B R TE L bt
R E AR "‘/TT TR e B R AT A eh o $Y 4 3 R ke d B A AR

<

g (AL E 8 SRR i35 SBHE R e B -

AR A ST AR A EF L RSt o EAAET
AP REIEEF PRI RIHECRLA  HA T 2 E o R
Wawmva LRd s MERHTEAOEF TR AR F2 LA E
FENTAL2F%RZNEFHP > ARFEMLT T B P R ER
CRE AR o r

™
r
i
ﬁt
W
3
3\
W
m
“}3&
___;n
ol
P
(dﬂ bl

BREERHNT B2 A > zEEA
VB E AR AR E 0 BRI ki O R A 2 B E A4 T
ffi(%)l}’“éf‘\m__ﬁJ L AGE U N TR 2 B E o

—% L



i

-~

13 = T & FEE

FRRAF T B

201 2 & A AR IO A,
2.2 X500 &%.. AW AY B .

2.2.1 1B EH N k. B eerr e « s e et et e e,
222 BHEA M o et e,
2.2.3 TBEFEIT oo oo,
2.3 B AFEFE B T ee oo e el
24 BER B AT B dE Tttt

24.1 LDAP 1 Z 3] e
242 LDAP FAHA] .o
243 LDAP & &2 3%
2.44 LDAP PPREHFA 2 F T4
2.45 LDAP 4 T3 (T3 50 covieeeeiaesinnns
2.5 ISO/IEC 10181-3 B *x 3% % .&i?’;xﬁ»:};";i}:lj%ﬁﬁ@ fi
251 T BRI F R R e,
252 H B Edl AR A T e,



B2 R B I RS A F 28
B B AT e e, 28

3Ll E A E B 29

312 s A B e 33

32 MB A AFL BIEGY 35
320 A R B 36

32,3 P I B i e 38
B2 JE BB o 40
3.3 & AR BRI BAA B A T e 41

FE R EEERAREHEA e A3
A1 PMI B A EA oot R oo ee e et e e 43

42 PMI 7~ 2 i e 44
4.3 PMI 38 (e B0 . o e, 45

431 — SRR I e 5,
4,32 IR o T 06

A.3.3 BRI o 47
A34 &3 oo, 49
A4 PMI T B I8 28 oo, 51

A4 BB 3N e, 51
442 BB VS 2B BB oo 53

443 BB E S RIS 55

4.5 PMI 22 PKI 5 BB P F e et aeeen . DB



% mﬁ-‘g AAEEELRF L ERIND Gl 61

B.1 AR BEEILITA .6
5.2 F#EBHERERRELRE ., 64
521 4 F AT o 64
R I 66
5.3 £ BB EFTILY S 2 3 i 68
5.3.1 S4BT N R b IR BIB RIS 68
532 ¥ BIEHEEY BB 69
BAFHEATE N OB B I TIRAR R 73
BAL BB F 73
5.42 BRix JH BB aREA 74
5A3 B BB L35 75
544 B I BEADGEBAFIRHE 76
5.5 FHEAT S ¢h 30 E B HIBIRIE K 78
551 BB HE AR i, 79
5.5.2 118 28 e A i i et e e e e 82
TR R e Tk 83
55.4 BB A RE B oo 85
5.5.5 I8 2 e T B d e 89

“t4% Attribute Certificate Frameworks in ASN.1............coiiiiiiiins

VI

.93

.95



2,

s

3-1 B dlaEE

3-2 HEIUHE T A R

413 & PKC 2 ACHE R T M T2 T ¥lieiiiiiie i

4-2 PKI 22 PMI & =t 20t

Vil



F 5 5 H H H ®H 5 H H5 ¥ F H H H FH HFH FH H H H

W P &

2-1 2B EMAEE T oot

2-2 X509 V1 ~V2 2 V3 BHEH oo
23 BB I T e
2-4 LDAP 42 F ] oot
2-5 LDAP F A ovvoeeoee oo

2-6 LDAP B3 3850

2-7 LDAP @ %iép 22

2-8 LDAP B 202 Bl e
2-9 RE P BIRIE e e
2-10 & SRt it 20 AE PR RRAE L e
2-11 AF LB PR A o o T i e e et e e e e
2-12 A A B A
2-13 FEIHlA- KA T ﬁuﬁ] T R B
31 BB AIFE 2 T2
32 A FHE R TR
3-3 F XEHRE BT BB R
3-4 RBAC o ZEHovviei i
35 A AR B RBAC) .. oo ettt et
3-6 BN FE A HEE-RBACT... oo
3-7 P 2 B -RBAC .. cee et et e e

3-8 A A B -RBAC S ... et e e e e

VIl

16

18

18

19

20

21

21

.22

.25

27

31

.32

.34

36

37

37

39

40



01 JFE F A AL R R R

4-9 E//,,\)ﬁ/&l"t’%}’})& E_ﬁ';gl/?

4-10 118 2 ch 4 B0

5-4 3;7:%% "F? I

5-6 k= BB ik 2

F 5 3 H H5 H$ ®H 5 H FH§ ¥ F FH H H H FH H

B 5-9 B B B IR I AL
Bl 5-10 B E Y FHm AT
Bl 5-11 A BB S TN

B 5-12 BB FE A T A e

Ao = B
A-d A B ]

-6 & F BT e

4-7 4 ¢ AR BHEE &7 AL BEEEM L.

51 3 Edm ezl el N
5-2 % ERANP IRREE AT IR e,

5-3 % B 30 PMI 24 0o eithit e

55 EFHEEE TL P 05 2 B

5-7 B B4R IG T A A ST AR

5-8 B i BB ALIB T AE T AR

.44

.45

.46

A7

.48

.50

...50

...92

...54

...o6

.62

.63

65

.67

.70

.14

.75

.76

7



Bl 5-13 BB A 20 (T E AR e e e
B 5-14 BB EOF R ITEIRA.
Bl 5-15 G B sk 78 (T L A e

Bl 5-16 JF 108 28 675 B3 0 AR e oo

.84

.87

.88

.89



