FEEERA FERI AR GE PR L IRIFEEBEPEE

APEFREPE NS X FU s EFF RIS TR R T2 LN ]

BPRTR G F o R RIS o AR P £ S SRS - R
N Ki m I’k-‘ﬁ I’k-ﬁfz % é&mﬁ,{l"’ #ﬁﬁ,_g ’E Eb )l,,a %g"%/{lu ~ _’:G NN L_’f"l"}_

“‘}k—‘%f‘%ﬁf/‘;l’ i@f’r+ ; ’ :\;/F'/(.}\ji[}ﬁ' ?Imi /z‘f é]m 7L£’f§_—— ]E;—-Q i& ¥ 13 ﬁ’F'm
PERIIEE S ARRRT FF F 0 G RAL B BRI

[

BOEE KGR § RIS IR TS it P RS E IR Y K
Lol g o g R 2R W A A# HE (Public Key Infrastructure,

PKI) [34]# 7 2 % ehi A ju p B > $EE 2724 2 7 Gy

h\

L

’ 7& =4 NN j\;? f’l‘ P E"PE ]% * 'ﬂz mﬁ’{l:’_f& FB—- ?Fifﬁ;éﬁ—&%.fé * '?-lz —é//):\ ° ?J{ m _é/l):\
RERAFRR T F AR - REALE Y L2 DR L AR T
R RE[22] 0 e EE M KRBT L AFP ARG RERRZ TR EERE N IGET

AR REAS T TR, SR

SE A TR M A2 T F A R EEREA T kG
ITU-T e 2000 # & 21 X509 % w ik ¥ & 7 4248 ¢ LA #HE R (Privilege
management infrastructure, PMI) [3]% Ei2iG 2 » F* i Vg v 2 BLERE
(Attribute certificate ,AC) F JL324E ~ A0 & & cnfp ]2 IR ILE 7 fehg 2%
Sk d BB EAEREAEL KT g e ekl AF R BRE
¥oargd rUSEPHIL T U EEP IR I Hp ¢ 1 FREERIP D



é;’;\' Re's

Glde BT B 1% L FIMERA PR B RELRIFL R ¥
FREDVBTE D L 2T KR TRB A T P AR R K

C

F RS SoOMERTORPPRETAZBREE D - \F%Q;TE.H_J 5 ;T‘}{;g—s RN
N %QHE_JZ 2t L E ?ﬁ?f?é%i A E'{—:rr:ﬁ o = \I';%,: N e ﬁh{ﬂﬂf@%ﬁ_a

L3 RENBAZ R EY AR B2 ORI E 0 f B AP TS
T

=1

54-;; r i

IS

A4

I
o

f
B f&ﬂ%i%?‘gﬁﬁgﬂi%%%ﬁﬁo
& 122

FEo AT REF RTINS SRR ET RN T Y ERRE

ERa B PHSL TR HEETEE BREE o EKRSTRIEFT
T

d e AR R G T R R EN TR ERHE TR &
Y iRig L BRZ AR IR S RSt - by AR R EE RR
DR AET o £ R It IR TR 2 2 - R A gy

}{_

-_C'

HF AR U

w
=~
L
i
B
NI
S
W
W
N
3\
=
ki
e
[
ST

AR Ah Y AR AR EAHER G ER R BEER
R EBBERL D L £ E P IRUSE BRI PKI R RES

Bk pp L kB P AW -

1.2 77 B ch

SR EGAHEROAT AN BAPFRERBRL LS BT G IR
RGN ERAHFRREEL OB EREEFT R F L ER o R
BERZ % 2o [ g2 LA RELRY F A 5 LA H S 27T
71

T

AR SIERE N SR il SR A U L AR T e

£

f



TERGT A G PR R TR L LR TR BT A TRE I 2

B ehh B AGAHERERT I BILEEL BE R -
KR AR B A 2B - L RFE oS afREEn
PR SRR A A RREE T EG Rk FT A RERY

HEETREZRFIREG G > BB FETFIFRITE -

1.3 %~ & &l

>

A 2L A 2K 5 - RERG  LEREFELT BB ELFEIFAT DD

4,5
.gm

y R 5[%:’{%1[}:’/‘?:—;’1 ‘EFJ'_O

ﬁii{?%ﬁﬁ’ﬁﬁﬁﬁ&% e PR L ¢ g AR5 1 (
1) 2B 24 A A~ e A2 Wiz (2) X509 B# 4% (3) pér

FRIEM A (4) 8 P B B imad it iq] o

CEE S ESTES IR R L EEUIE S ReE LR -2 IR I

m
el

B O A RS ) 28 T RIL ) A L RS T R
TS OARLE N TUY D

e FAFE ARG P L R RAAGE R AR FwEER S ITU-T
2 X500vA e F A MR e L EERAZ LMY S 2 A
FRL T HUBILEES BB MA LB ZAA S B 2GR A
B2 M GiT- AT e P2 A2 5T R ZERIRIEE LA LT
w2 A



B 3 ?%@#&;

SR 2 E =

T PR
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2.1 o R £ A#GEHM

PKI - BFA%E 28840 BiE% 2B 2443 T F BHF MU F-RR T 5 hE

D FEIRR RS s 2 8] 2B SARAAZE K BRI RRINEZ G IS

-

AACRIE IS SRR RER R Bl AGEHL AN KEET S
TEigd AERERF LR BRI RS P R R FLE

» ¥ ik 7 £ 4 #w) (Authentication) ~ 7 ¥ F a2 (Non Repudiation ) ~ F 4 % £
(Integrity ) ~ # % 1% (Confidentiality ) % enF 2% > ®k 5 b4 LT H §
FOREP APKISHI TR LT+ EF 98T 202 ot > NAEE b o

B(AVERMIFF RS (FRRE)EES L0 (Lhgw)e-
SR EGAA Y TSR &R B AR S(F2-1)[5]

+ R MW(End Entity) © & *IGFEDL BRI % 0 MR HTARL - LR Y F

+ BRPSCA:FREmLL S X FRE BRI Fr 2578
®EIIT o

PP S (RA) I GRS L wa o BT BE N Y o FRHE -

¢ BEEE A FP TR (Certificate/CRL Repository) : = B & 4 #h A 28 1

FnT AR A 0§ F B B R L TR



b PHALH

P MWlanageraent Transactions) _ #ad AL
- ®  Endentitr  [[T7"777 7 g AL
HEARH ry End entity
(Operational Transactions) PHALE PELig 6 &
iTlanagement Transactions) (PEI Users)
@ & v PEI§ e %
5 B (PKI Management entities)
B U \ AR
" - b £k Registration
= (Certificate Pubhization) Anthority
e Y
2 %‘ FHALH
E = (Tlaragement Transactions) -
5 , | AEru
ELs . B/ EwELkmL >| Ceatiication
Certifivate/ AL Pubheation) Ty
FHARS
iTlanagemment Transactions)
B¥Eu
Certification
Authority

B 21 AR & dh kol 03]
AL KR © IETE” Internet X.509 Public Key Infrastructure Certificate and CRL
Profile,” RFC 2459, January 1999.

2.2 X.509 & #

i3 B - EE RS T e v e (dentity) 2 H 2R £
3% (Binding) - 42 BH VU EPKI i #H~ 2 > a2 BEELT e 3

- o B £4 (Publickey) 2 Atk nd % & 4% (Private key ) > izl £ 4 ¥

peics

Hd - B TR igoniEe o (CA) % P OB 458475 A R
LA



P F B X500 & iR 5 R I8 4o

(1) ITU-T

1.Version1 (V1) : 1988 & 15 ITU-T X.509 -

2. Version2 (V2):1993 &3+ Mg * 1 4 H vii— ID, fr " 5 H

- D, A B e A5 ITU-T X.500[10] -

3. Version 3(V3):1997 & 5% - #f 4r 3 “L 1§ = (Extensions ) & X.509

i A o

4.Version 4(V4) 1 2000 & 215 > 3% B 128 7% (Attribute certificate

) ’F‘fwu °
(2) 1SO 9594-8
1.%- ITU-T X.509 7] 5 ISO & & Jﬁ-j; ISO/IEC 9594-8[11] -

2.#-X.509 (v3) 71 % ISO %% » # % Amendment 1 to ISO/IEC

9594-8[12] -
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BEY MEEF FHEE ) G2 2 T (Entity) 2 APM T30 e

Bash - BaE- AR FMEHAEHIL AT % o X509 LAB RS L
H
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# CAR 7> T RM BRI SREN L4

CA< <A>>=CA{V,SN,Al, CA, UCA, A, UA, Ap, T}
Vv 18 ZE AR A TR o
SN 187 BB o
Al BB R TRY ZFEE o
CA B k] LA
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B A& (Version number) ’T‘ T
A% (Serial numbher) : :
# 9 3% B & (Signature) : |
I I
|
i I
BEHITE & # (Issuer) RE : l
# & H R (Validity period) l :
! E I
¥ #4 (Subject) |
FMAMEHER f
{Subject Public key information) | i
i ' | |
: l I |
. ! | |
I [
- | |
| [
I |
Y I
.............. "
\/
#4E¥Signatarey N T
i B A 3

Bl 2-2X.509V1- V22 V3 5&E 3"

X.509 5 #A- R 2-2 0 B = KD 40T

+ mAE (Versionnumber) @ 3 (T %2 KA L8 o X500 B 7 {8 - KA
* % \ersion3 »

+« A% (Serialnumber): B * wH FRL G HETH A 2 - B EL o

+ B3R5+ (Signature) : 1§ ¢ g TG TR ¥ 2 3272 Sk (hash

function) % % 37 &% o



BEF TH CH (Issuer) : B3 B2 GHEY « L4 -

7 oL (Validity) ! 2 RGH2Z F %P> ¢ FRLPHEZERPH o

2 %8 (Subject): Bz it F > v 2 £ 4 (Individual ) & F 8 % % (Entity
) wrrgd BEY ha B EGAAHE -
AR OR E4F H (SubjectPublicKeyInfo) : i@z 1 482 2 £45F 2 -

B EH 7F U (IssuerUniqueldentifier) : & s 4 17 4 w48 > G Y

ERBHEPREE FX (LI EHRY AP ERARRY X Ry

> Version2 % \ersion3 & &5 A~ o

A M-

L 7% (SubjectUniqueldentifier) : [z 3 v — 3% 78 » HEFH

ARMSKIEA R AT EAF R Y O AP L EE SR Y TR * 3 Version2

% \ersion3 {5 A o

wa TR (Extensions) | & e e EH bR 0 4 2 FRBTg

’)"3 ,F

X500 ¢ %k b A 0 KR v ASNAB] R kg it B BT AN 0 p

B ACT L

Certificate ::= SEQUENCE {
tbsCertificate TBSCertificate,
signatureAlgorithm  Algorithmldentifier,
signatureValue BIT STRING }

TBSCertificate ::= SEQUENCE {

version [0] EXPLICIT Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,
validity Validity,
subject Name,

subjectPublicKeylInfo SubjectPublicKeylnfo,
issuerUniquelD [1] [IMPLICIT Uniqueldentifier OPTIONAL,

-- If present, version shall be v2 or v3

subjectUniquelD [2] IMPLICIT Uniqueldentifier OPTIONAL,

extensions

-- If present, version shall be v2 or v3
[3] EXPLICIT Extensions OPTIONAL

10



-- If present, version shall be v3
}
Version = INTEGER { v1(0),v2(1),v3(2) }
CertificateSerialNumber ::= INTEGER
Validity ::= SEQUENCE {
notBefore Time,
notAfter Time }
Time ::= CHOICE {
utcTime UTCTime,
general Time GeneralizedTime }
Uniqueldentifier ::= BIT STRING
SubjectPublicKeyInfo ::= SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicKey BIT STRING }
Extensions ::= SEQUENCE SIZE (1..MAX) OF Extension
Extension ::= SEQUENCE {
extnlD OBJECT IDENTIFIER,
critical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING }

2.2.2 157 A ie (CertificaterTypes )

PREHEILELET BA Aa o - BE %37 E% (Endentity

certificates) - ¥4 CA # (747 48 (entity) > S GHE AT UL AT HFFHT -
T Y- BAGEPEERE (CA certificates) » £d4 CA # 744574

REURETE ALV - R R AT RS - BT
BB GRS T HA LT 2 87

4 P EHEH (Self-issued certificates) © p 2§ # BH Y F7E LA (
issuer) % G 1 8 LA (Subject ) &3 G BHE (CA) 0k - 2 &3E
VR N REARE L e CAARM LR AGHBEEY ¢ AR

G4 F R BEGHEBEE RS T AFEITNOR At G

+ p A E &% (Self-signed certificates) : p A E RGN Y h OB sk

@l g R ARR 0 LB S B EH o
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+ 4p3 & (Cross-certificates ) : IREGERST BB L (
Subject ) % 3 {7 ¥ &AL (issuer) Lk p 7 e ibiE 0 1 & L
CA zBipsng ik IL it CAzZRiEzign i (Trust

Relationship ) »

~

2.2.3 15 FEEIT

ZE PKIeh i kB CAZ2 7PN - BoEa BrA7Md 2k CAY

qN

BRI AM  RAPIT XA ZE R 2 T A A AT IR o & X509 ¢
d1& # B & (Certification path) ¥4 » & #hskHE > ¥ & H hE4FE B0 B T
B T LG EICA G b o dest CA 9 - CA LR 3 B e
T L — @& #ea (Certification Chain)pigogt i ¥ f24-2d 4 7 B PKI 2 CA

AN HRFEIEFE DL m[24]-

Bl 2-3 GBI
THRKR IS ZS,T FEX2PNTRGA-FUEX 2BE2 2,7 FRRAR
PELR§FFHITHA 2002
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M 2347 » 5i¢* ¥ Ahizm CA s CA3» 7 & % % B et s CAB *f
B R F A P EIRIEY KT T IGEETPF - CA3<<CAL>>,
CA1<<CA4>> CA4<<CA6>>, CAG<<B>>: | i¢ * dzﬁ* CREEE R 4 W

® v & Aeris iz CA3 24 i CA3 # CAL#1 eh 2 4ghs2 §§ L3 1
F& (CA3<<CAl>>)> F A x> w7 s%kw B CAL 2 i v R &

¥ CAL ch2 s CAL 24 onl el > 4ot £47 > 516 7 %% 19 7] CAB 2 4%
el FEdd o ARS8 E 11 CAG e 43 B e 2% (CAB<<B>>)» if ¥ 4vif B e

A E T UG o

X509 7 2 3 gm0 4 AL CA AT 13 dpini o U Fl 2-3
261% BoC &4p3 @/t * ¥ B 4@ I @E L 5 CAB<<CAL>>,
CAL<<C>> » et U [T 557 RABIBMRIR I+ JRR 237 5 f 0 & 8 (T %
Fo PR BT R s L T SR ho R ERR Y F R

P& PRIENE B X509 #& I07F AR Al

(1) it ﬁ A B #EEE-—BCA> Il AF & ¥ CA<<B>>E #%

FHIE o Bt E & BE CASKASS -

(2) Famhmay w4 # 7% 47 X355 & L 3| Root CA Vg % &
FoelgE 0 RS i’c;i‘&;?_tﬁ’»%gﬂﬁ—% FlE b 22 CARETT o (4o
3-3 “iA % % % Agrsz Bing o BIF 51 CA4~CA6 2 G ™

¥ oo )

(3) F#* 5 Aghfrs- CASTE# i xdn  BIATE LS

P/ bti’f CA 7 F'&r‘!’!“'ﬁr? F |-a. ?&

(4) Fit v ¥ A BigFidi BlF #¥> DBREEHET ko 7 L D

ErPR G+ & RPRFE o
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2.3 P &JFR3x (Directory Service) & 1

Ro&ksi, P BIRGE- Ml TS A BT %k P SRS
AR o BT A K U PEAHET P R A R R T

I

DA NP ERPRIA- G - B LIRAE PARIEEZE 2 Ak LR o &

EIRTER SR - BHRARD M- B P EORING T H] & LRI L R
ETAAS RO T PRSP EAEEAL M PERBEEAPTE AT

GG T - A Rk MR R TR A G R R AT

N

0t

RERFADLFEFTE > G R AR RO IAL S T RN MRS

g

N
M

» BAeIN T LB W%\ﬁgmrfﬁ-ﬁi Er 2 % chip B Fx#'l‘ S REE Uy R

FoNPL FUBEASNS NEFR B kI 4 FR A RN p 2
AAFIITNT £ 7 FRFALR Y CH ST APT WEER R

BT & A - Flped ARIGT T £ 7 ° 7 Pt P PR A dopt
s

e f ol Ae B AP FRAE KGR o T B TS AT N > AP

PARRATREN 4 T S R T R R R A -

SR AR I TF AN o F - fﬁlﬁﬁ?ﬂﬁiifﬁ?ﬁ g K B R
TPt e B R Y R kR TR RS
AEER S auEARY - &iiﬁﬁﬁwﬁﬁﬂﬁmﬁmf B A 4T e

BB BR- BE 2 BB N REE - T AR
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2.4 =¥ P &3 B~ 2_(Lightweight Directory Access

Protocol,LDAP)

LDAP[1,2] 5 % B % & 19+ 24345 X.500[8,9]4F i 14 #& N4 5 #F ff P & 13 B
W% LB B R i A TCP/IP b o0l P &GS 5 5> 2§ 1o % = 22 X500 P
B PR B2 s w0 Fpt o LDAP @R B4R B 2 AL BRI 0 b L

F 2 X500 P & PR BEL G 4 o

LDAP ¥ it * H 35 FIept? chlaf~ B A RS RE SR B FTlha-
TP P mEA R R R ReR N PR o LDAP chp &G - K- K A 2
M Bl BATP T > A R RO B R s e A o R
oo fzr P PIREY 5 B RIREFE AT FH s LB TR TR
- 1 LDAP @R F 4 4 i% Directory System Agent-(DSA) » #eifcié * 4 & f4p 4
T e R pFR L H s DSAe TRy He PIREV E E T ES o T o 5
4 LDAP Protocol i+ %% % 9l iz v — 5 2 32 LDAP #directory server i3 B~
FRE TR A 2% 3o LDAPserver £ & cnf LR B IR oy P e @ H

PAEITE k3 A B LR R DD SIRIFATE kenil 4] o

LDAP P &xpRix+ 2 % 7 o 84 i* Person - Organizational Unit~Group~Domain

» > #8¥ s ek (¥ Binding to the server ~ Searching the server ~ Compare entries -
Adding an entry to the server~Modifying existing entries~Removing an entry from the
server » £2 = #& PR 7% Referral ~ Replication ~ Encryption/Security %g d $r i 2 4p B e

Pieo E S pEMWY P BIRIBATF R BT
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2.4.1 LDAP % z_#-4] (Protocol Model )

LDAP et 473 (B]2-4) » B 7 5% A TCP/IP et v > % 2 =487 QPR
AT - g HIRIEE R v B2 L R AL o — B 5 SLDAP i SR

IR AR Ao

1.% 2 = PR B8 %3 R E F(BindRequest) » & & = g s o
2.WIRBxpw AT 2 =@ A w iy (BindResponse) o i &1 2 B4R 4 o
3.4 2= ¥ T & f(OpertionRequest) 4 PR B 24 o

4. P PR BB T B (TR $78 > ¥ LDBM(LDAP DatabaseManagement) # {7 # =

sh e (EPRAS o
5. PR B Teni b w GRS E A RS 4 a0 Ay Bl

6.% & zbm PR B b ¥ 4k i MR R (UnbindRequest) » % i LDAP:g 5 o

1.2 Ef

{BindRequest) -

2 E2EEE \ /”"_"\
~ (BindResponse) \
@} G Y- - LSRR \--//
% { OperationRequest) 0 (Operation) IDAPS &2
BLEEEE 5. kT EiE (LDEWD)
LDAPH F 3 <——— —
{Resul t) \ {Result)

T LREER \ ~

{InbindRequest) -

LDAPfE AR &

®]2-4 LDAP % Z_ -3
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2.4.2 LDAP ¥ #1424 (Data Model )

LDAP sl ik 5 = 5% » v LT e endl ik 5 0 - B - B e Entry 4
= — = 4 p g-at(Directory Information Tree,DIT) » # i Entry 2% i # 12
B MmN TR R S(Row) > 426 3 F AP angdl > m & B Entry "
¢ 7 — 1 DN(Distinguished Name) > iz DN &.d & LPRF%m & » &7 d #icip ~

e iTi - B- & - 8w 5)4e DN: cn=WCH, ou=IIM, 0=NCTU, c=TW

o

m & - B DN ~i#ed &> ¢ 22+ k 5 RDN(Relative Distinguished Name) 3 B
%od 3t LDAP E 4335 X500 @ 1] 20 #7 €& enF A 2 F L 49 % 3 X500
T & PFFHA o LDAP RIRF 4rdt ke P & JRAE 0 F & T E LDBM(LDAP
Database Management) & § # &7 742 o LDAP enF il chle s 2% ¢ 7 7 7|

K35 (4c@) 2-5)

4+ DIT(Directory Information Tree) « & 7 3% il DAP P-ig 35 B~ F Al e js »
LDBM % 1»'%%#; o RiAeK ..‘%ﬁ(hierarchical tree-like structure)> m 2t #
- BT FALE o LDBM ehRER TS LA DIT - A B4R - - B

FEG B GaDIT ¥ i s 8 { % A «DIT -

4 Entry: LDAP éF#sE >+ B o &DIT chfh A8 & 5 &9 %) - B
entry ¥ it & - B F v - BEREE - NT G - S RRES- B
AR AR TR o Entry £ 5 Tt 3 0 - BEntryd 3F S fibe s

Nem
2

Azkoo @ & BRI - BTypesr - i ik ig (Value) = ’ijfaii? - A
FOFE AR drowshF R - o — LrowiZ g F 3F § ehcolumn s & B column € 7

- B A& (Type)~ € 7 - B#ciE(Value) s & -
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F12-5 LDAP 7 4.4

= 2 4g % (Object Class) : 47 24 %] 5 - AEFRDBE > L & p i é— BF

PR g o & - Bentry g8 - Bt e g

PR

i BT s e A fhobjectClass £ 7 FF R L o

B (Attribute) : — Bentry £d - B enfideres > B - BRHES 3

- B %13 i (attribute type) 2 — B 12 F 0/ 4 & (attribute value) -

Schema : schema 3 & 1+£4] & »%47: ai ¢;m T EE L IR

T

4 T _%LDAP #

RET hgrit v s .gmx !Am gl_gDAuP Wiﬁ 12 4kschema shp % &

wv

SRR £ ix‘:ﬁracLDAPivv ,; mg #L - LDIF (LDAP Data Interchange

Format) S LDAPF 4l e 4258 » LDIFE_ 3 % 3 ehe 58 ki 5 LDAP J§

K 2 FLDAPRIRE R hF R 23k { 3 0 > W26 8- B o)

dn: cn=WCH,ou=iim, o=NCTU, c=TW D|N

objectclass: Student I Object Class

cn: WCH

account: wchboy

password: 601217 Other Attributes
F12-6 LDAP 12 7 < i 25
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2.4.3 LDAP ¢ %= ;% (Naming Rule)

d STLDAP hB SrFOR R 5K SR B - e T R e R
ML R R TERE (R BN ]}Z]Ka oy lkjgj';ﬂ&g,am?_}iogfrﬁﬁligmj*_,E;F

Fm kg Hek— s DN - DN hé 2 RAG T 55

+ i@ 5L & ¢ (Traditional Naming) @ @ st & 7 R P 243493 X.500%DN & & R R i3
37[18] - deRI2-7 ron o Eik PR E RS U B e 2 P BT AR 0 0 f
SRER SR B B OTHEAE R T BC=TW) B 5 4 —o 84
(st=Taiwan)» £ 7 - & 5 2&—2 i < F(0=NCTU)» £ 7 - K 5 & p chl =

—% ¢ “T(ou=IIM) » B & & % * (cn=WCH) -

c=US c=TW

. st=Taiwan

The Organization
o-NCTU

ou=MATH

Organization Unit I

oy IV

B]2-7 LDAP & %uép 22 B
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+ 2 & z(Internet Naming) @ 2 p % LDAP i * A %" £ TR R IS

» 1B S ?},\'?EI‘J% f_‘,ﬂ‘?ui&%‘ﬁiﬁ b > ;\3 ’ f; 3 :““7 /_,_rrllﬁ Fz 3

{120 FIETCP/IP esdsss & 5 AAH A 3720 A7k LR A o 4o B12-8 #7o >

% Fren/fitiEde kR ATCPIP # £ » ¥ B eh3 e 4 de=edutw » £ H

= % dc=nctu > ¢+ — FHLAE DN & de=nctu,dc=edu.tw - ¥t &3 % % nctu.edu.tw

CAAT R A LRAEBAE SRR (B3-17) -

de=net.tw . de=edu.tw

de=nctu| Organization I
| Organization Unit I
Ol=1im

F12-8 LDAP "% g & i R

dc=com.tw

2.4.4 LDAP & PR B 574 & & (T 454

- 4m 3 > LDAP RIREL T & v fAREA] - A P &PR4x(Local Directory

Service) ~ & %P7 it 2. A ¥ B &k FRF%(Local Directory Service with Referrals) ~ 4§

#] P 4% PE 7% (Replicated Directory Service) 2 4 #z 3% & ¥ P 4% PR 7% (Distributed

Directory Service)-i¢ * + ¥ i p ¢ ehg fH-LDAP K 25 H @ - fa47 3] HLDAP

PPREE o 3F T 4] 4 4o
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1.& 3 P &kPRi3(Local Directory Service)

R R RIREATHDEFRED SRS PIREX T EHE PP HRIREE
FAM o F o ek AR E AR Y A E T B R AR PRI 2 B B
PRE AR > RIS RIRGE 6 > PR B PG 0 E b R 5 R U

LDAP @R & ( §12-9)

1 m#E L

&S
1L E58EE

LDAPE sy

[ Response )

LDAPE 88

F12:Q0 A Bt R it

2.E R # i 2 P & FRIx(Local Directery Service with Referrals )

BT IRET U L DAIRIE L IR Eh R Y B R R TE P
Bt AR et B FIRBOLRE - § 2 rhik R E £ LDAP #
REw %% > FLDAP GIRE & & @ TAL Pl g v ST S fR AL
R 2T ity 3l e 5 LDAPRIR Bk DRI E f o J B2-107 F R 0 F

BEREAS QIR T E 2P ST A d > EBFI T EH -

L AFERFEE R

{New Request)

Supervisor LDAP
=] AR 33

1. BFFE R

@ {Regquestl -
% ENE S E
£2 e T 5E h {Referrall

{End Entity)}
LDAF7] AR 35

B12-10 & S PR 7 it 2. A P PRI
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3.4F % P & PR 3% (Replicated Directory Service)

PIREHRG BB OTHREF - LR PIRBERET- B BAHFIREF
¥ - LDAP PR B % 3k BIRFFATE e JUM R § s pE o4 B B A PRAREE A e

PRIZT e it S fBPRIEZ - Gk 2 & ([§2-11) -

. BAE R

{ Request)

i B =
< 2 EEET & LDAPE RS

(Referral) #E

{Replicatians)
% LEBREEL

HETER = >

{New Request)
(End Entity)

LERTRE

{Response)

% LDAPFEARZ#

B2-11 48 % B BriRas

4.4 $77% P & PR3 (Distributed Directory Service)

v

AR RIS MAR A L] S BRI A BIRIBT N E AT T B E AT

K LDAP PIRER Lt 4o o
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2.4.5 LDAP+: % 4 i¥ 5 5t (Operation)

LDAP % 1 i e 73] 1 #2031~ TR0 0 A TCP/IPeh bt ik 5
© oo % 2 b 2L DAP PR Esh2 B HTLDAP PR F AL 1 Bk (7 0 2 LDAPV3

M N R TR R  FRA S AR

(1) #Z:a(Interrogation) : #% ix* = =3 LDAP RIR B =R chF fliE F40F - ot
¥ o
1.Search : o3F* = 45 LDAP RIRER#E I 40F Tl £ o
2.Compare : t3F* 2 BELDAP B &FTHRE Y - Bentryap F it
Jie

(2) B > (Modification) : # % = 43| DAP 2R B = ch 7 AL 375 ~

A4

=7 A
[ =

&

'? Tm]:j‘r Eb o
LAdd : 735 = x5 o | DAP IR R & a7 — & T2 4 (FIRTE o

2.Delete : joiF* *—*";#ré’LDAPf?FR%:%Qﬂ“\%'J"% 3R A2 (FPRIE o

lAz

3.Modify : ez * = 2% LDARTRIR B & Riger- £ FHP 5 24 0F
PRF% o

4.Modify DN @ je35 % = =45 LDAP @R B=b & $if e~ £ F 4L DN
A K- BRI T OTREB ISP - BATDRE o

(3) #%|(Authentication) : & &% = =883 PR Bxl2 Fig s agud >~ ¥k > 1

LR E gt e g F ]

1.Bind @ je3F* Py PR Bah2 B L EN T -

2.UnBind : % it LDAP % Z_sid 48 o

3. Abandon : uzFH* 2B AEITR hpER DY Er g R
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2.5 ISO/IEC 10181-3 B *x ;% % %33 B~ +] ( Access
Control Framework ) 7f 1§ /i

ISO/IEC 10181-3 B *x 3¢ % 333 B~47+4] ( Access Control Framework ) 2 ;f‘_
[13] 5. d R L& = (Internatlonal Standard Organization, 1ISO) % &% &
1 4% R ¢ (International Electrotechnical Commission, IEC) #7+#] 2 &% >
AR TEAER RN DTRE TR T SRR 22 R34 %2

it A-G -

“r2) % B~ 41 (Access Control) i ISO/IEC 10181-3 % % : 7 A B 4z 3% o
BoP EREHR Y PR L 0 R AR E e A

Es %53
RS AL )
(1) % &% 5B dlhil A ms -

(2)F A A PR i S 8 F chsl - 3 P d IR 2 5 B

BAIH] o
(3) & s P dleniRas 2 4p 3 ez P 4] -
(4) FER L 3T B fIIRAE 2 35 Pyl 41 ehat 0§ Fg 2o
(5) FEnt 48 B dRIE 2 Gl gl ng g & o

(6)3f f5 B~ frflIRARE OB 418 2 ¢ % 2RI @ *

= 5N o
BRE 2R PR AE P AP PT sAR LR h s piE
PRl AGRBOGER P GERPT RS G T



(1) RxE#4 i * (unauthorized use )
(2) & zFendh @ (disclosure )

(3) & rFenig :x (modification )

(4) & & «rs3 (destruction)

(5) %3 pRi% (denial of service)
2515 Byrdl s i A i

T B4l a0 ~ 2 (Access Control Function) #_& 215 & 3 B324] % b
MR SE A TP R AR TR LAY RE S Ha Rhatte g
(1)4=4-7 %8 (Initiator )~(2) w5 B~4 4134 7 ## &c (Access Control Enforcement
Function, AEF )~(3 )7 B~4 414 ¥ 2% v ( Access Control Decision Function, ADF

)~ (4) penx iR (Target) 58w 38 M2 4 4o B 2-12 -

g EREL IMERSE
(Bubamit _ (Presnt
e | smessase \ EegH
(Initiator) access Request) | ., (AEF) _._|eccessFemes) (Target)
I I
AEHWEE Fa#RE
{Decision Raquest {Decision)
L

FERE K RSE
(ADF)

B2-12 A& FBdp4]# i ~ &
74 k& 1 ISO/IEC,” ISO/IEC 10181-3 Information Technology — Open System
Interconnection — Security Framework for Open System: Access
Control Framework,”1996.
A3 R 8 B oA m%] R I e vt 1 m;ﬁ—]‘\@?] »~ AEF > 42
4o i BT oL E_® % ﬁ AR s A A W (computer-based entity)

AEF | F #jededn i TR D e B R Tofe & B R T AT
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e fRRIF R A TR E UL ET RO - & AR R

st L B BADF » AEFE 22 2 4ednd f 2 P R M O3 BR DGR
WA e 5 ADFik B 87 €37 e Popc R R 2 5 P T3t (Access
Control Dicision Information, ADI ) » 2| %7 & % 3F4=4s3 4 3B P Xk f en

koo AR I8 T d AEFRL R -
2527 By A i # i

BB T A i i B & E A3 LADF > ADFAR (7 Az dn
RT3 ) e B A K B8R > 2 R AR B ADL Bl T A R R
I GP Al ehikdy o B2-13EADFE AT g r FEP 0 T R A L

4T

ﬂ)t%i%ﬁﬁﬁﬁﬂﬁﬁfﬂ(mWMHmDIﬁ{%i%ﬁ%
7 2441 F 2 ( Access-Control Information, ACI) » » r‘jfu{#p B3

PR e AR T

(2) P e ez B4 LT (Target ADI) @ 4% 5 P e 18 9748

1T R AR

(3) # PR K 53 (Access Request ADI) : 4 {7 15 B3 R pF 97 §

2 ADI -

(4) %5234k 0] (Access Control Policy Rules) : #_d ADF«%

DAT AR AR 0 H ADFIE v 7 T B 2T
(5) # @ ¥4 F 3 (Contextual Information) @ H # #4135 3 £ ADF:
B-ADIS 5 B dr 415 KPP 3 B  Fwenfa 0 R I R ik

B P TR FASIRA MY A RFRSERE
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R R T %

=

£

(6) A ik F i3 B4l F 3 (Retained ADI) : ¢ % & 3% & ADFi%

DA R WP VE R G Bl R .

R P Fidk#H
{Decision Reguest) (Decision)
BH-EEMg R
iR
%ﬂpmﬁ;}m HEERATA
(Initistor DI} " {Target ADI)
TRELERATR HibpH
Access Request ADI F BALH R E o (Contextual Information)
{fuccess Begues }= (4DF) )
i i T R
Ry A
{Fetained &0
Tr g e BEALR
(Eocess Control
Policy Bules)

B2-13 3 B4R TR ?gm%l » 5T & B
7o kR 2 ISO/IEC,” ISO/IEC 10181-3 Information Technology — Open System
Interconnection — Security Framework for Open System: Access
Control Framework,”1996.
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PR OEEFEES A
3.1 & AP E N

@ s B HEsY 2 & A Bl (Access control) 5 & 0 4 g
FAER e W E L A FR s 7:{ B R R H%‘;EJ_JF? AR
ST RAEE LR p U B AR Y K AR TR Y BT

e e ]

ERHEA PR A A x2S RET
(Authorization Database) % 29 » B~ & * ﬁ

T Gk B B B I3 B iy
g &

B oo g 0 H T A TR h iRy ol dRHE T Ai\?@_‘ﬁ ( Security

Administrator ) i 5 2. p\ ML XFORIR T T F e R R

4% % 44 (Confidentiality) » = & & (lIntegrity) 2 + * |+ (Availability) -
- AR LR A e e R e 2T A 5 2 A [19]
(1) = & e B~ 44 (Discretionary Access Control, DAC) -
(2) 3 #4114 573 B~ 4] (Mandatory Access Control, MAC) -
(3) A >+ & ¢ w73 P-4 4] (Role-based Access Control, RBAC) -

ST S (L) R Bl 2 (W FI e Bl i d 2 A AR

2z

PPrA 0 Q) A & ¢ T B F 32 WP o
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3.1.1 = g 1+ &3 B~ 4] (Discretionary Access Control,

DAC)

AR R R R FEH A E RN 4] DAC TSP

(Object) B * & * ¥ #i4f » H{3W LT AN 2 chg s @& % 0 % B

)

BApd PR NEL R R AR EAHTRAS B0 TR L
PRI GEARFIESG L o fE aRLpAR T F T R L DY
BEEE ) SN Sl bGl § BT MR TR B 2 TR BRI 2
BREE T BRYFT UG EFHEIERE F LU DT IR R
FFop AR e blde D B AT B A TKRAE v EE AR
PREHSVRBADES S CFEIFAFIRS FREAD R ELZ

,’g;’#;glpl?\lo

- BE RAITE AGE ZEFEL T v AT A2 LR
) o RO AR B o A O M e P R AL
PEGPEIRT AL THER G AIRFETE  TALOHEEH L4

WP gy (F7adE30) BFRhEEE AT RhGEBOE B &

ER A B kA FERF M 3 B 44 (Access Control
Matrix ) # o fFdleaEtans T4 7 - BLE > & - 7Pl &7 - BRFEDR
oAt chad s P AT AT UHSROEERRES S Gldopd 3-1 ¢

USER-A # FILE1 3 % » (Write) ef*3 > % -

W

% {7 5 0 % USER-A 7

v

F g F i@ P (Read) , Bt 52— # &2 i Ri7 5 0 ks NIES

=
T

29



3 3-1 3B daEd

FILE 1 FILE 2 FILE 3 FILE 4
USER-A | Write Read Append Read,Write
USER -B | Read Read Append
USER -C | Write,Modify Append

AFFER AR TR S RER ¥ § 1 ffensed (Sparse
Matrix ) » 2 = e an g - T{'?B"fﬁ J4EH > ¥R H_2 AR Bkt
R FILEL? GF S A F AN i3 3R ER A FRHIF AT
AIMREBAREL T IR Y FF A T E (
Access Control Lists, ACLs ).+% 5. # ] (Capability Lists, CLs) = fa#%4] &

7 5[23]

Bl A § (ACLs ) 2205 B-ip # Mg iy 0 7 f ch i B et
1 TE AR o R B A N e - BB R - A Big 2
Pprdle SR LA A TE - BEMEE- P a8 e e
Brend QR FREF R AMEE BRI TR SEETL TE- B

<MY

D‘—

¥

NI - BAle R e RS F T L B E LR 2 4
P ML A ekt £ F R ¥ (Resource-oriented )
D 2 e M E R RS AW o BN R - PR iﬁﬂﬁﬂ
POAFER . A FFAMORILERT RS png i g B g

BP0 S MEUE ARG b

4 3-1 % b 45 3B File 1 #% % ¢ 7 USER-A ~ USER-B %

USER-C > & # #|¥ » USER-A $ # » (Write)s4#*2 » USER-B 4 3 5 (Read)
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» @ USER-C 4 B » (Write) 2 i zc(Modify) s *e « & — 4 M5 $ - 48
(Link) 8 7 AR A5 ¥ Filel cnhf B > 4r® 3-1 -
e | USER-A USER-B USER-C
e Write Read Write

Modify

B 3-1 %Pl E 4ok

it ;7 H (CLs) fr ACLs 7 F el =  chiz il & 4 49 5 4 - CLs %

BEAEL L TS A 0 TR - BT R HEL - BRI

-

zﬂ%%%&fwg%ﬁﬁ&ﬁﬁﬁua%%%ﬁmﬁ&ﬁ’%%@—@e
i R T Ty g R T o R F A A R i B st L 2
SR G > hF - BRI AR G - M B b A
USER-A {73 e el 55 a2 LAl e 1eng S 3] LBt ie » % 5 %

w (User-oriented ) s * = 34 5%

"Bl 3-2 #rom 0 % i USER-A #7373 «hfE*l > ¢ 73 FILE1-~FILE 2~
FILE3 % FILE4 %> &5 - B8 7|¢ ¢ 7 o 4H % i IF £ ¢ 4o USER-A
4 FILE 1% & » (Write)ehf*2 » % FILE 2 § 3 P~(Read):r#'2 » % FILE 3
7 73 (Append) 42 > FILE 4 5 3 P~(Read)2 & » (Write)s74g 2 o CLs 344
BL L X R R R 0 fE " e 4o (Propagation) ~ £it4d (Revocation) ~ w Af
(Review) 2 { ATHE{I P 7P - P F AP R E > 223 R pmaf 3 B2

AEER B R St A i B »i;;a«-m SEHFT AL R
:R
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TILE1 FILE 2 FILE3 FILE 4
USER-A ———p
Write Read Append Read

Write

Bl 324 4 iFE AT

DAC E4kP~$1 1 W chig * ¥ 3 ML {7 % W LH 41> #112 DAC
VARFL A AT B R E ] (identity-base) i B4l E #15c K[13] 0 X F 41
BT BT P RAMER R AT - DR
(PR R A SR R S 0 IR S SR K g
B AP TR EDEEY cDACT 2.6 25D H s
FLEER o G RN A BE PR RS o BRI

3
[
T

e
SN R T S E R ST AR e 0 A gER - L A WP R -
e F AT AR 0 T R HE FeiE s G T v sl -ty

&
Ll A5[23] 0 blde s B - LR ;ﬁ'a E R

ERITHF gLz AL b2 iTo

s
,dm
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3.1.2 3% #|1+ e3 B~3- 4] (Mandatory Access Control,

MAC )

5 FI M End 1 ] 0 SRR F R g #ﬁfiﬁﬁ%ﬁ’i‘ﬂ%’*iﬁé
A (L) H2ETASPF 2 P&y FXRA) (/) 2784
ARG AR LM BT REBTLRBELAH T AV AR A FE AN
e EF A A% 2L PRT o F 2R B nR T v A
FEETEE S A X L EE R SRR R R F R R K enfe

AR A e ok KAGREE G R - B 2 E kR ﬁx =R Y

~

Fx Jhoo FRE-IE P A ( :}'r.?‘/,ﬁlmi}?gl’i 'f;]z) ‘ijﬂ.,é'-#xﬂ Pt '_'F]z—,E'«"}; F}’-B";”;F’x

I

R R o

S Avip AV AR B PR sk Be T ok Ro- B engE ik B
A B erc o MAC i * o4 i I R g 0l > HF 1F 0 5 e o
LT PR ELE PP RS AT R 7 g 28 (Security
Label ) kifr A 3E8% » B i A M RFL W HI BTN DL FRLERET F
g 18 R RS o F] G MAC & Tt e % 3 a0 5 3 o eni )
gy 0 T AL L ASRP] (rule-based ) i P~ E 4l o MAC A%
PRSI RS G (DB (TopSecrt ~ A5 TS)~ Q% %
(Secrt ~ L5 S)~ (3)®% (Confidential ~ #i #£ 5 C)~ (4)*34] (Restricted
i H 5 R)(B)F @ (Unclassified ~ = U)> B 3-3h it 1 &7 o< >4
g BB 2P TS>S>C>R>U- F] 5 G aF o= A M % 5t

AREY X 2 ER DI WET M AE - R F A A FA AR E i [17,23]
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B iEESRE

Bl 3-3 % 2440 menst B M %
FH AR EIRE,” AL AR R, B
A A, L e 1999,

=i
Ae
4%
R
=
w

BT B

(DT Bl 1 d 0 i@ ARG Pl 5 gt v TS kg e
C e FRETHIEEHA 0 222X kT RS T > DAC A7
B i o DAC kY R BG4 ari- 2 L

R o DDA S

(AF#] B ¥ PTG f oy > PR G RFFRTR Y AR 0 RS
EHEGEAEEASCEF LT NHH FEERY ﬁe%%g%grﬁiﬁ % iph
SRR ARA A blhe BA R K RAE LD B eniE mAzst

)

(A 0 JARETRT 2E 0 p B rd HE L
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3.2 MBI G zh #2248 5 5¢ (Role-based Access Control,
RBAC)

SRR FIRE R DT 2 TR (Role) 5 S A2 B E N 0
f RBAC[14] » o fiea¥ b i & e it &1  F gL ‘”ﬁiww\m
FIF R TR P OT R e o 2 B AE S SN p R 2 dREE g
H & L H(Subject) - @ AP A £ FEMAF R 2RI L A M dopt KL R
feat o Al g ERPRREH - QOTP IR IRk R AR
P fHe ol TWerEd o KT g e o

RBAC H03% 1 & chp 189 80 TRz ) 2 4303 Bre. THE ) & &
FoRZEE12 BE 1 AR VAR 6T A1 AR &
AR g3 A b ehd TRES R B 1 0F S A T k- BB
- PR PG S BAR ORGSR P hE A i
AT UsEM A & f EhE AR 0 B Suents B d[15] -

R. Sandhu % %‘? [16] >+ 1996 = # # *t |IEEE Computer #p 7| e

“Role-Based Access Control Models” < & #RBAC M ficie = 8 k& if o 2

s

® #RBACA 3+ RBACoI|RBACsz i #-ke » H ¥ RBACo Ik A ficie » i 1B B
&%S@%*?ﬁﬁ?i&@ﬁ%i‘memmbﬂ@%w7ﬁm@&&ﬂ’

e % s*RBAC: — BB =7 fpre? § BRE G & % B &M 5 % RBAC
2 RBAC, i £ ~ ficle chpm2 #4 » RBAC;H_& £ RBAC, ~ RBAC, %2 RBAC, ~

f;‘ ﬁpﬁ—g,£r§]34hﬁ.—ro
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RBAC3

jd_ZF", FEAE (Symmetric RBAC)

5 £ RBACO ~ RBACI®RBAC2= [t

PRI -
RBAC!I RBAC2
T e (Hierarchical RBAC) EHI 4 48152 (Symmetric. RBAC)
FIRBACORVAEEHSLAE » FERBACORLF|FY FIRBACO[VEMEA: » [ERBACORUE| Y
TEE e FISIE I O RO RN (R U & I Slidin
7 o At PO

RBACo
FL A5 (Flat RBAC)

RBAC ] £4§L¢FIJ§=}< |E[”
fﬁ TR ARIOS L HE' ﬂ'rﬁ 4[ P FI Sy
e

] 3-4 RBAC #i-2 7%

L kR R, Sandhu, E. J. Coyne, H. L. Feinstein, and C. E. Youman, “Role-based
Access Control Models,” IEEE Computer, Vol. 29, No. 2, pp. 38-47,
February 1996.

3.2.1 & ~ 4 %*» (Base'model) —RBAC,

RBAC,H d i # ﬁJJ_B‘F\«T“J 2 P4 | 23~ 2 ore i (4B 3-5

) o RBACoA_i# * & £ i Bk i eiadn i &k i€ * H# '3 (permissions) » & ¥ & * ¥ &
B%‘ifi‘%‘iii—‘:’i’%ﬁ‘?‘fa"‘% 7§f¢mi’a§1“’1\gz\'rk—x%?*—““ NEE S R
Plde @ FRPEINEIET LBEREA R o A A BT U S AT e 2 -
L RS BRRE R EHRnRUE o R K L A R -
th > RBACA{I* & = &k 5 & (binding) g * 2 > frif 2 * & * & &

%
XA o BHRERGE T g FIR Y H RS S g N RO o
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LORuE ERES
(UA:Users
Assignment)

[AREIRES
(PA:Permission
Assignment)

B
(R :Roles)

12

(P:Permissions)

B 3-5 & ~ #i- e -RBAC,
L kR R, Sandhu, E. J. Coyne, H. L. Feinstein, and C. E. Youman, “Role-based

Access Control Models,” IEEE Computer, Vol. 29, No. 2, pp. 38-47,
February 1996.

322 BRIy A il (Role hierarchies) —RBAC;

RBAC #i- e £ #RBACo A » firie g 4e + TBR I K | PR » ©3%A &
g g '#—‘F_‘]%L« v l%‘« R R BRLA AR o i e Y g R mﬁ%‘« ] SR ngE
B KRR B T e eyt B g 4R U e R

(4@ 3-6) -

& ﬁ:l} f,;{ 23
(Constraints)

——=— _ B rg R
/ ~——_ (RHRole
Hierarchy)

E%h f:.’;]a b
(UA:Users
Assignment)

81 Up i
(PA:Permission
Assignment)

i
(R :Roles)

12

(P:Permissions)

Wl 3-6 B 14 & -2 -RBAC,

L kR © R. Sandhu, E. J. Coyne, H. L. Feinstein, and C. E. Youman, “Role-based

Access Control Models,” IEEE Computer, Vol. 29, No. 2, pp. 38-47,
February 1996.
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T M e T g

v

fred BB R A LT A

(1)- 4B = F¢ & 43¢ (General hierarchical RBAC) @ + & i  (senior role)#

-1 g (junior role)endr el o LG i e P EE 2 o

(2)* 418 i Fy & #5 (Limited hierarchical RBAC) @ U F i i F 477 12 Mk
ﬁ#ﬁ“l%l_%]’iﬁg PFc R 7 R D EET A P Gilde D g IR end
EE ARl A RO ARERE DGR AP g ER
EFBLESREDETE > ZELLART ) PFE RS T
&

FPAEHAR SRR FA R
3. 2.3 "4 if 2 - (Constraints model ) —RBAC,

RBAC, £ #-RBAC, £ 4 I BT | & [ i7 /¢ L U | gl i
DR AR EEP DY RARGES SRR SRS R

B U] o AT R e 0 51 TR (Session)iz- B i o

*‘ﬁ)&{ﬁ?ﬂ%‘«ﬁm?&?l’?Q—ﬁg ’ %ﬁk—ﬂ#ﬁ“‘f%”—‘ﬁ?}éﬁtﬁééfﬁébj i

34
a2

B (Aol 3-7) -
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#F %A E .
(SOD:Seperate of Duty) HLEREFEA

(SSOD:Static SOD)
W / /j ik

T--—-s. (RH:Role
L KN Hierarchy)
(DSOD Dynamic SOD)\

L AR SRS
(UA:Users

L SR
(PA:Permission
Assignment)

‘%‘ [l
(R :Roles)

f#

(P:Permissions)

oy R
(S:Session)

B 3-7 4% i+ -2 -RBAC,

7 &R - R. Sandhu, E. J. Coyne, H. L. Feinstein, and C. E. Youman, “Role-based
Access Control Models,” IEEE Computer, Vol. 29, No. 2, pp. 38-47,
February 1996.

1245 RBAC *t 4 % B RBL- M WHE 2 52 & R F % A
(Separation of duty, SOD) 2-- -| 1 *(Least Privilege) i ] » H p «HE & R 54
i{ﬁ%&w AT i it *ﬂ%,ﬁ e eSS S RS BT S e e L A 'Méfﬁ,

3 R @ F K f B S i LA AR T A MR

(D F ®m» P RGP TREET A LFL B e

# fi  § % 4 (Static Separation of Duty, SSOD) @ &- ¥t 8 i dp i ib i * ﬁ
SRR 2 o BN Al TR 5 58 T (Strong exclusion)pE o £ T gt
’F‘ el S ;}ﬁ,»\/‘}% xﬁfé’#—‘guﬁ/»\wj T B l*;}ﬂ,»\fx Ff'mfé’#—'ﬂk
blde D g AR B DR A A A E L - AT BRI

2.%> i ¥ 7 % ~ (Dynamic Separation of Duty, DSOD): i¢ € 4 i€ * F' K K hs B
et R o g B enBd 1 5 33 3 % (Weak Exclusion) 0 £ T izt
BiEvrd - AE AT EEBRE b BT RS T R

& F v s B o blde © Peter bR AR Sy iRdE T € 32 JL K
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*r;t

p = Peter ¢ fx#s g;w,%w v iR o Peter 7 ¥ Ak ds Oy
B ' 2= Peter BREGF R o

(2) & i&-B = (Prerequisite Roles) @ 7 i J& B 50 & Jf L 4 12 i o

/F __‘; ’]}IJ
ol B RS R LR ARG 2 AR S R AL
B o

(3)B 4% = £ gL (Cardinality) @ BR 97 F 4 Bk * 2 o) B T AL

A
MRS T PHAcl P FAERENT G - AEE A g3 ARET
j‘l’ﬁ 8 A 'l‘j_!* o
3.2.4 # & #i- 2. (Consolidated model ) —RBAC;
RBAC: £.% & RBACoF|RBAC, i1 i » 1B Jf & 324Uy i o B =2 6

Rl
(permission-role assignment) (¥ £ #& & > G4 2 pF FE 2§ FrR L hig e

v ,;‘bﬁ@;«*_ e g{alﬁp g fo l“E%B%‘:fib’L’rﬁiéi gy BIE T TR E
4B 3-8 #7T o

g
(C:Constraints) ~  [77777TTTTTTTTTTTTITTTomTmTTm s oo mmmmme e '

i rp K
“---n (RH:Role
Hierarchy)
N
L L AR
(UA:Users B i

(PA:Permission
Assignment)

i 2

(P:Permissions)

i
(R :Roles)

User Role

E‘F\: [hadp: I el
(session)

® 3-8 # & # 2 -RBAC:

7 %R ¢ R. Sandhu, E. J. Coyne, H. L. Feinstein, and C. E. Youman, “Role-based

Access Control Models,” IEEE Computer, Vol. 29, No. 2, pp. 38-47,
February 1996.
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3.3 & 44 BE5Y bt A 49

mAE AT A Gz U E st ¢ 0 DAC 2 MAC A5 8 ih
Al E o AR RS R Y AR E R DT ERE > L RAT IR
FRAL . A TFFTRAATERR 7 0> R PR 2 > fE M
ﬁﬁﬁ~‘ﬁm?'1£ﬁﬁ“§ﬂﬂ"““% IR LR R E E Y LR
Fo MR ERE TR SR T SR ES > F A G ROE

R BN 0 - LR edag o

—
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PR AR E EAHEREAS T
( Privilege Management Infrastructure, PMI )
41PMI & Az 4
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PMI chfl & ZE 45 8 d 7 7]~ i fpdmming
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HEMHEREFRITE AL HIEBES 7 -
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Entity) #57 & e BitBF -
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4.3 PMI & it 4.3

PMI =53] & ITU-T X509v4 ¢ z & w AR | ( General
model ) ~ #4147 (Control model ) ~ #2447 (Delegation model ) % % &

#7] (Rolemodel) » ™™ ik— P LA A Ao it 2iFF3 50 0
4.3.1 - 443 (General model )

~ BHEA R PMI Y R R i) 0 d T B A

+ SOA & AA
+ RAERE

LoBSRAEUET

FRFALE? 5 PRBI P VB AWM TR R BER

fH N T
(Source of authorits)
BiiBugeu
(& ttribaate Authoritsy) £ £
tusts
A LIS " A j BHBEE
(End-entity e = (Privilege verifier)
privilege holder)

B 4-2 - 4]
7L &R ¢ ITU-T Recommendation X.509: The Directory-Public-key and
Certificate frameworks,”March 2000.
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4. 3.2 #£+1#23] (Control model )
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B 4-3 F4lHg
7 &R ¢ ITU-T Recommendation X.509: The Directory-Public-key and
Certificate frameworks,”March 2000.
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4.3.3 =W
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[ If authorized)
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(Delegates privileg o o (Asserts privilege)
" (End-entity
privilege holder)

TR i

Bl 4-4 R

Nash, A., Duane, W., Joseph, C., & Brink, D.,”PKI: Implementing

and Managing E-Security,” Mc-Graw Hill2001.
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B3 B4 & HllssueT)

B3 B4y £ & #llssner)

EHEHTIEY.C
(Source of authority)

B &4 £ $E(lssuer)

BHBAEEEY.G
(attribute Authority)

#E T
(End-entity)

B 4-5 iR
7k kiR © Nash, A., Duane, W., Joseph, C., & Brink, D.,”PKI: Implementing
and Managing E-Security,” Mc-Graw Hill2001.
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4.3.4 % ¢ #%7] (Roles model )

&9 Al x 7 E JRdpndg 'l B (Individuals) - @ £ d SOA &
AAs 3 {7 & ¢ dpinilE (Role assignment certificates) (4-® 4-6) - %8
TG - Bk d > A BRI T EREREY VLS D
B A&t 4 4 2RKEHE P (Role specification certificates) » & ¢ 42
BHEE - BHEEE BRI AN EDLENE (Attribute) 1 = 0 5 FE dF
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PELRBEEE G (Entity) ;#1547 RREEE &4 RBRT Y

4 7 I 1 SOA & AAs #4451t £[3] -

4 ¢ dginig@ e & & nlhid (role attribute ) 31 E % &3 roleName =
roleAuthority # =% 7 - roleName = &35 4 © 1 /%G E#F 3 —"“m%. g

roleAuthority # = £ 3% 3 7 & SRR EE DB ILIEEF T4 -

By ¥ LR AR T RN R B A3 PR
o G EREY C FA YL LG LD Y o 54 ¢ A feeh
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[Assigns specific privilege)

T M P

{5 4£
Trsts

(Sonrce of authority)

e A EMm

AE
(Fale)

EER X AL - N
Azzigns user role)

HH M

(Privilege werifier)

#mA WAL
(End-entity
Fole assignment
holder)

A O HE
(Asserts privilege)

Plhos G EF
(e.g. sales reps)

R 4-6 & ¢ #7

7k kR ¢ ITU-T Recommendation X.509: The Directory-Public-key and
Certificate frameworks,”March 2000.

Role assignment
Attribute certificates

Version number

Serial number

Signature

Issuer

Validity period

Holder

Someone

Role A

Attributes (privileges)

Role specification
Attribute certificates

Version number

Serial number

Signature

Issuer

Validity period

Holder

Role A

Issuer umque identifier

Fxtension

RoleSpecCertIdentifier

Attributes

Privileges/
Permissions

Issuer unique identifier

Extension

W 47 &6 AppiiBEs &6 ERILEEM &

742 & R : David W. Chadwick , Alexander Otenko, "The PERMIS X.509 Role Based

Privilege Management Infrastructrue,” Seventh ACM Symposium on
Access Control Models and Technologies, pp.135-140, June 2002.
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BTG (Holder): & 7 24gleEa T F & ~RglEEZ AL~ A1 ¢
ey 2Eg -
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Bl » iz . E&d # % BHEEL KRN RY AN T g o
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BEARITA EW (Issuer)

# 2 mare(Validity period)

& 4TF & (Holder)
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B AT AR

(Izzuer upique identifier)

Bl 4-8 Birie st
7 kR : Nash, A., Duane, W., Joseph, C., & Brink, D.,”PKI: Implementing and
Managing E-Security,” Mc-Graw Hill2001.
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A B Serial number) A 28( Serial number)
% Fi5E & (Signature) & ¥ 1% % & (Signature)
BT E TR L4 (Tesuer) BT E TR LA ([ssuer)
# 287 P Validity period) & 287 FL(Validity period)
£ #( Subject) B 3 i85 S (Holder)
 Snihie cfp%éﬁcﬁakgyﬁw?u?matiunj /B th(Adtributes)
B BT R
(Issuer unigque identifier)

BiEEE

g m (Attribute certificate)
Ly B

(Tdentity certificate)

B 4-9 L argme F BB %

7 kR : Nash, A., Duane, W., Joseph, C., & Brink, D.,”PKI: Implementing and

Managing E-Security,” Mc-Graw Hill2001.
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4.4.3 Hirig R (Acquisition) #55¢

G ER E- B 2t 28 (client) & PR B8 (sever) 2.
BTN a2 B FHREY G 3 e uA 0 IETF 26 2

RFC3281 # ! i@ &« £3 TPUSH, 2 TPULL ; & fE#51[4,20] :

+ PUSH I B “ 4 3 RIBEE PIRES & RPN FH 250 7
SR E BT ORGP 0 BT ER KD L HHEEE T @
FIRE- 2 SR FIRFIATLERFE* S RETA 0 &
AT - T o A VR RIRBOLE KRBT
Fred om 2 o P RIRE DAL 0 T R AT hE o
HER b R P tARGEE BRI SN 6 2D
PG A B B HERAEAR S PR B 7 e
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protocol) 17 fo o 2% i S0 S G Y B R B
PR 5 e B A (7 Dl

Ry M 2 R e ﬁ‘i‘v FH o RIRES S BB EE fﬂ*}‘ﬁ#‘a &GP

BFRE > 2 Ap3 M % AR 4-10 -
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15 HE. 55 i 38 5,
B BWEITE (Server Acquisition)
(5T 1ssuer)

B BT &)
FALC “push™
(part of app. protocal)

1] B 5 o - 8,
(Herver Lookup)

1235 o
(Fepository)

Bl 4-10 B2 s e 3 A
TR kR ¢ IETF” An Internet Attribute Certificate Profile for Authorization,” RFC
3281, April 2002. '
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R o B
SiRETLE

fFgun

ITU-T X.509 | ISO/IEC 9594-8 # 1 7t 1216 7 chfk 1} 4.2 7 PMI 2
B ¥4 4324 (Authorization) m PKI A & 4 8 A @ # «‘5 S A
(Authentication) » F]yt & & % WaBRLEEE2FWE 577 KA 0L e o VY

ﬁi‘&‘."—r %\* 4-2[7] °

56



% 4-2PKIl £ PMI = =~ it 2 0t i

BA PKI 7 PMI % %
(Concept) (PKI entity) (PMI entity)

i SR EKEE BiLis
(Certificate) (Public Key Certificate,PKC) (Attribute Certificate, AC)
B 7 GEE Y < YRR L L

(Certificate issuer) (Certification Authority (CA) (Attribute Authority,AA)
BT X BN i ¥ X
(Certificate user) (Subject) (Holder)
¥y HEL G
G AR LI R 4 i L .b.r
. ) (Holder s Name to Privilege
(Certificate binding) | (Subject’s Name to Public Key) )
Attribute(s) )
CIERCE AE R
R A G LA BIGHE '

(Attribute Certificate

(Revocation) (Certificate Revocation List,CRL) ) )
Revocation List, ACRL)

. BREEREY .
BF I 72 BB AT
(Root.Certification-Authority or i
(Root of trust) (Source of Authority,SOA)
Trust Anchor)
e RSB IE Gl Y o
/{kb 1& Fﬁ-? = "> s
5 M 4 BHBEEEP <
/["K - - g - — FE- —
) s i (Subordinate Certification i ] F i
(Subordinate authority) i (Attribute Authority,AA)
Authority)

7L &k - David W. Chadwick , Alexander Otenko, ”"The PERMIS X.509 Role Based
Privilege Management Infrastructrue,” Seventh ACM Symposium on
Access Control Models and Technologies, pp.135-140, June 2002
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Attribute Certificate Frameworks in ASN.1

AttributeCertificateDefinitions {joint-iso-itu-t ds(5) module(1) attributeCertificateDefinitions(32) 4}
DEFINITIONS IMPLICIT TAGS ::=
BEGIN
-- EXPORTS ALL --
IMPORTS
id-at, id-ce, id-mr, informationFramework, authenticationFramework,

selectedAttributeTypes, upperBounds, id-oc, certificateExtensions

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1)

usefulDefinitions(0) 4}

Name, RelativeDistinguishedName, ATTRIBUTE, Attribute,
MATCHING-RULE, AttributeType, OBJECT-CLASS, top
FROM InformationFramework informationFramework

CertificateSerialNumber, CertificateList, AlgorithmIdentifier,
EXTENSION, SIGNED, InfoSyntax, PolicySyntax, Extensions, Certificate
FROM AuthenticationFramework authenticationFramework

DirectoryString, TimeSpecification, Uniqueldentifier
FROM SelectedAttributeTypes selectedAttributeTypes

GeneralName, GeneralNames, NameConstraintsSyntax, certificateListExactMatch
FROM CertificateExtensions certificateExtensions

ub-name
FROM UpperBounds upperBounds

UserNotice
FROM PKIX1Implicit93 {iso(1) identified-organization(3) dod(6) internet(l) security(5) mechanisms(5)
pkix(7) id-mod(0) id-pkixl-implicit-93(4)}

ORAddress
FROM MTSAbstractService {joint-iso-itu-t mhs(6) mts(3)
modules(0) mts-abstract-service(l) version-1999 (1) } ;

-- Unless explicitly noted otherwise, there is no significance to the ordering
-- of components of a SEQUENCE OF construct in this specification.
-- attribute certificate constructs -

AttributeCertificate ::= SIGNED {AttributeCertificateInfo}
AttributeCertificateInfo ::= SEQUENCE

{

Version AttCertVersion, --version is vZ2
Holder Holder,

Issuer AttCertIssuer,

Signature AlgorithmIdentifier,
serialNumber CertificateSerialNumber,
attrCertValidityPeriod AttCertValidityPeriod,
attributes SEQUENCE OF Attribute,
issuerUniquelD Uniqueldentifier OPTIONAL,
extensions Extensions OPTIONAL

}
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AttCertVersion ::= INTEGER { v2(1) }

Holder 1= SEQUENCE
{
baseCertificateID [0] IssuerSerial OPTIONAL,
-- the issuer and serial number of the holder's Public Key Certificate
entityName [1] GeneralNames OPTIONAL,
-- the name of the entity or role
objectDigestInfo [2] ObjectDigestInfo  OPTIONAL

--used to directly authenticate the holder, e.g. an executable
--at least one of baseCertificatelD, entityName or objectDigestInfo shall be present--}

ObjectDigestInfo ::= SEQUENCE {
digestedObjectType ENUMERATED {
publicKey 0,
publicKeyCert n,
otherObjectTypes (2)},
otherObjectTypelD OBJECT IDENTIFIER OPTIONAL,
digestAlgorithm Algorithmldentifier,
objectDigest BIT STRING}
AttCertIssuer ::= [0] SEQUENCE {
issuerName GeneralNames OPTIONAL,
baseCertificateID [0] IssuerSerial OPTIONAL,
objectDigestInfo [1] ObjectDigestInfoOPTIONAL }

-- At least one component shall be present

( WITH COMPONENTS { ..., issuerName PRESENT } |
WITH COMPONENTS { ..., baseCertificateID PRESENT }=|
WITH COMPONENTS { ..., objectDigestInfo PRESENT } )

IssuerSerial ::= SEQUENCE {

issuer GeneralNames,

serial CertificateSerialNumber;

issuerUID Uniqueldentifier OPTIONAL }
AttCertValidityPeriod ::= SEQUENCE {

notBeforeTime GeneralizedTime,

notAfterTim GeneralizedTime }
AttributeCertificationPath ::=  SEQUENCE {

attributeCertificate AttributeCertificate,

acPath SEQUENCE OF ACPathData OPTIONAL }
ACPathData ::= SEQUENCE {
Certificate [0] Certificate OPTIONAL,

attributeCertificate [1] AttributeCertificate OPTIONAL }

PrivilegePolicy ::= OBJECT IDENTIFIER

--privilege attributes—

role ATTRIBUIE ::= {

WITH SYNTAX RoleSyntax
1D id-at-role }
RoleSyntax ::= SEQUENCE {
roleAuthority [0] GeneralNames OPTIONAL,
roleName [1] GeneralName }

-- PUT object classes --
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pmiUser OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {attributeCertificateAttribute}
D id-oc-pmiUser

}

pmiAA OBJECT-CLASS ::= {

--a P AA

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {aACertificate |
attributeCertificateRevocationList |
attributeAuthorityRevocationList}

1D id-oc-pmiAA

}

pmiSOA OBJECT-CLASS ::= { -- a2 RUI Source of Authority

SUBCLASS OF {top}
KIND auxiliary
MAY CONTAIN {attributeCertificateReyocationList |

attributeAuthorityRevocationList |
attributeDescriptorCertificate}
1D id-oc-pmiSOA

attCertCRLDistributionPtOBJECT-CLASS ::="{

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { attributeCertificateReyocationList |
attributeAuthorityRevocationbists }

1D id-oc-attCertCRLDistt1butionPts

}

pmiDelegationPath OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN { delegationPath }

ID d-oc-pmiDelegationPath }

privilegePolicy OBJECT-CLASS ::= {

SUBCLASS OF {top}

KIND auxiliary

MAY CONTAIN {privPolicy }

ID id-oc-privilegePolicy }

B Pl directory attributes -

n
attributeCertificateAttribute ATTRIBUTE ::= {
WITH SYNTAX AttributeCertificate
EQUALITY MATCHING RULE attributeCertificateExactMatch
D id-at-attributeCertificate }
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aACertificate ATTRIBUTE =
WITH SYNTAX
EQUALITY MATCHING RULE
D

attributeDescriptorCertificate ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
D

{
AttributeCertificate
attributeCertificateExactMatch
id-at-aACertificate }

{

AttributeCertificate
attributeCertificateExactMatch
id-at-attributeDescriptorCertificate }

attributeCertificateRevocationList ATTRIBUIE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeCertificateRevocationList}
attributeAuthorityRevocationList ATTRIBUTE ::= {

WITH SYNTAX CertificateList

EQUALITY MATCHING RULE certificateListExactMatch

ID id-at-attributeAuthorityRevocationList }
delegationPath  ATTRIBUTE = {

WITH SYNTAX AttCertPath

ID id-at-delegationPath }
AttCertPath::= SEQUENCE OF AttributeCertificate
privPolicy ATTRIBUTE = {

WITH SYNTAX PolicySyntax

ID id-at-privPolicy }

--Attribute certificate extensions and matehing rules -

attributeCertificateExactMatch MATCHING-RULE ::="{

SYNTAX AttributeCertificateExactAssertion

1D id-mr-attributeCertificateExactMatch }
AttributeCertificateExactAssertion ::= SEQUENCE {

serialNumber CertificateSerialNumber OPTIONAL,

issuer IssuerSerial

}

attributeCertificateMatch MATCHING-RULE ::= {

SYNTAX AttributeCertificateAssertion

D id-mr-attributeCertificateMatch }
AttributeCertificateAssertion ::= SEQUENCE {

Holder [0] CHOICE {

baseCertificateID [0] IssuerSerial,

holderName [1] GeneralNames} OPTIONAL,

issuer [1] GeneralNames OPTIONAL,

attCertValidity [2] GeneralizedTime OPTIONAL,

attType [3]1 SET OF AttributeType OPTIONAL}

--At least one component of the sequence shall be present
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holderIssuerMatch MATCHING-RULE ::= {
SYNTAX HolderIssuerAssertion
1D id-mr-holderIssuerMatch }

HolderIssuerAssertion ::= SEQUENCE {

Holder [0] Holder OPTIONAL,
Issuer [1] AttCertIssue r OPTIONAL
}

delegationPathMatch MATCHING-RULE ::= {
SYNTAX DelMatchSyntax
1D id-mr-delegationPathMatch }

DelMatchSyntax ::= SEQUENCE {
firstIssuer AttCertIssuer,
lastHolder Holder }

sOAldentifier EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-sOAldentifier }
authorityAttributeldentifier EXTENSION ::=
{ SYNTAX AuthorityAttributeldentifierSyntax
IDENTIFIED BY { id-ce-authorityAttributeldentifier }}
AuthorityAttributeldentifierSyntax 1= SEQUENCE SIZE (1..MAX) OF AuthAttId
AuthAttId e IssuerSerial
authAttIdMatch MATCHING-RULE ::= {
SYNTAX AuthorityAttributeldentifierSyntax
ID id-mr-authAttIdMatch }
roleSpecCertIdentifier EXTENSION ::=
{ SYNTAX RoleSpecCertIdentifierSyntax
IDENTIFIED BY { id-ce-roleSpecCertldentifier }}
RoleSpecCertIdentifierSyntax ::= SEQUENCE SIZE (1..MAX) OF RoleSpecCertldentifier

RoleSpecCertIdentifier ::= SEQUENCE {

roleName [0] GeneralName,

roleCertIssuer [1] GeneralName,

roleCertSerialNumber [2] CertificateSerialNumber OPTIONAL,
roleCertLocator [3] GeneralNames OPTIONAL}

roleSpecCertIdMatch MATCHING-RULE ::= {
SYNTAX RoleSpecCertIdentifierSyntax
ID id-mr-roleSpecCertIdMatch }

basicAttConstraints EXTENSION ::=
{ SYNTAX BasicAttConstraintsSyntax
IDENTIFIED BY { id-ce-basicAttConstraints }}

BasicAttConstraintsSyntax ::= SEQUENCE

{ authority BOOLEAN DEFAULT FALSE,
pathLenConstraint INTEGER (0. .MAX) OPTIONAL}
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basicAttConstraintsMatch MATCHING-RULE ::= {
SYNTAX BasicAttConstraintsSyntax
1D id-mr-basicAttConstraintsMatch }

delegatedNameConstraints EXTENSION ::= {
SYNTAX NameConstraintsSyntax
IDENTIFIED BY id-ce-delegatedNameConstraints }

delegatedNameConstraintsMatch MATCHING-RULE ::= {
SYNTAX NameConstraintsSyntax
1D id-mr-delegatedNameConstraintsMatch}

timeSpecification EXTENSION ::= {
SYNTAX TimeSpecification
IDENTIFIED BY id-ce-timeSpecification }

timeSpecificationMatch MATCHING-RULE ::= {
SYNTAX TimeSpecification
ID id-mr-timeSpecMatch }

acceptableCertPolicies EXTENSION ::= {

SYNTAX AcceptableCertPoliciesSyntax

IDENTIFIED BY id-ce-acceptableCertPolicies }
AcceptableCertPoliciesSyntax ::= SEQUENCE SIZE (lL.:MAX).OF CertPolicyld
CertPolicyld ::= OBJECT IDENTIFIER
acceptableCertPoliciesMatch MATCHING-RULE ::= {

SYNTAX AcceptableCertPoliciesSyntax

ID id-mr-acceptableCertPoliciesMatch }
attributeDescriptor EXTENSION ::= {

SYNTAX AttributeDescriptorSyntax

IDENTIFIED BY {id-ce-attributeDescriptor } }

AttributeDescriptorSyntax ::= SEQUENCE {

identifier Attributeldentifier,
attributeSyntax OCTET STRING (SIZE(1..MAX)),
name [0] AttributeName OPTIONAL,
description [1] AttributeDescription OPTIONAL,
dominationRule PrivilegePolicyldentifier}

Attributeldentifier ::= ATTRIBUTE.&id({AttributeIDs})
AttributeIDs ATTRIBUTE ::= {...}
AttributeName ::= UTF8String(SIZE(1..MAX))
AttributeDescription ::= UTF8String(SIZE(1..MAX))
PrivilegePolicyldentifier ::= SEQUENCE {
privilegePolicy PrivilegePolicy,
privPolSyntax InfoSyntax }
attDescriptor MATCHING-RULE ::= {
SYNTAX AttributeDescriptorSyntax

ID id-mr-attDescriptorMatch }
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userNotice EXTENSION ::= {

SYNTAX

IDENTTFIED BY

SEQUENCE SIZE (1..MAX) OF UserNotice
id-ce-userNotice }

targetingInformation EXTENSION ::= {

SYNTAX SEQUENCE SIZE (1..MAX) OF Targets
IDENTIFIED BY id-ce-targetInformation }
Targets ::= SEQUENCE SIZE (1..MAX) OF Target
Target ::= CHOICE {
targetName [0] GeneralName,
targetGroup [1] GeneralName,
targetCert [2] TargetCert }
TargetCert ::= SEQUENCE {
targetCertificate IssuerSerial,
targetName GeneralName OPTIONAL,
certDigestInfo ObjectDigestInfo OPTIONAL }

noRevAvail EXTENSION ::= {
SYNTAX NULL
IDENTIFIED BY id-ce-noRevAvail }

acceptablePrivilegePolicies EXTENSION ::= {
SYNTAX AcceptablePrivilegePoliciesSyntax
IDENTIFIED BY id-ce-acceptablePrivilegePolicies “}

AcceptablePrivilegePoliciesSyntax ::=:SEQUENCE SIZE (l:..MAX) OF PrivilegePolicy

--object identifier assignments—
--object classes—

id-oc-pmiUser OBJECT TDENTIFIER ::= {id-oc 24}
id-oc-pmiAA OBJECT IDENTIFIER ::= {id-oc 25}
id-oc-pmiSOA OBJECT IDENTIFIER ::= {id-oc 26}
id-oc-attCertCRLDistributionPts OBJECT IDENTIFIER ::= {id-oc 27}
id-oc-privyilegePolicy OBJECT IDENTIFIER ::= {id-oc 32}
id-oc-pmiDelegationPath OBJECT IDENTIFIER ::= {id-oc 33}
--directory attributes—

id-at-attributeCertificate OBJECT IDENTIFIER ::= {id-at 58}
id-at-attributeCertificateRevocationList OBJECT IDENTIFIER ::= {id-at 59}
id-at-aACertificate OBJECT IDENTIFIER ::= {id-at 61}
id-at-attributeDescriptorCertificate OBJECT IDENTIFIER ::= {id-at 62}
id-at-attributeAuthorityRevocationList OBJECT IDENTIFIER ::= {id-at 63}
id-at-priyPolicy OBJECT IDENTIFIER ::= {id-at 71}
id-at-role OBJECT IDENTIFIER ::= {id-at 72}
id-at-delegationPath OBJECT IDENTIFIER ::= {id-at 73}
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--attribute certificate extensions—

id-ce-authorityAttributeldentifier
id-ce-roleSpecCertIdentifier
id-ce-basicAttConstraints
id-ce-delegatedNameConstraints
id-ce-timeSpecification
id-ce-attributeDescriptor
id-ce-userNotice
id-ce-sOAldentifier
id-ce-acceptableCertPolicies
id-ce-targetInformation
id-ce-noRevAvail
id-ce-acceptablePriyilegePolicies

--PUI matching rules—

id-mr-attributeCertificateMatch
id-mr-attributeCertificateExactMatch
id-mr-holderIssuerMatch
id-mr-authAttIdMatch
id-mr-roleSpecCertIdMatch
id-mr-basicAttConstraintsMatch
id-mr-delegatedNameConstraintsMatch
id-mr-timeSpecMatch
id-mr-attDescriptorMatch
id-mr-acceptableCertPoliciesMatch
id-mr-delegationPathMatch

END

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER

OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT IDENTIFIER
OBJECT | IDENTIFIER
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;:= {id-ce 38}
1:= {id-ce 39}
1= {id-ce 41}
1= {id-ce 42}
::= {id-ce 43}
1:= {id-ce 48}
::= {id-ce 49}
::= {id-ce 50}
1:= {id-ce 52}
::= {id-ce 55}
::= {id-ce 56}
1:= {id-ce 57}

1= {id-mr 42}
1:= {id-mr 45}
1= {id-mr 46}
::= {id-mr 53}
1:= {id-mr 54}
1:= {id-mr 55}
1:= {id-mr 56}
::= {id-mr 57}
v:= {id-mr 58}
:= {id-mr 59}
2= {id-mr 61}



