AW F Ry ES 2 e

-3

Research on Detection / Prevention of DDoS and Its
Implementation

GEE RS § S
hEERRERE #L



ARSI F R Py WA e R 0T

Research on Detection / Prevention of DDoS and Its

Implementation
o4 LR G R Student : Chia-Chang Chou
dhEEE D REAE EL Advisor : Dr.Chi-Chun Lo

B2 i +
FRER (FREZER) AL

oL @ o~

A Thesis
Submitted to Institute of Information Management
College of Management
National Chiao Tung University
In Partial Fulfillment of the Requirements
For the Degree of
Master of Science
in
Information Management
July 2009

Hsinchu » Taiwan > the Republic of China

v E T O®) 4 L o~ o' = 1



(AN A R RAE B L
Mz2d -~ FERFmR (FREEZFL) AL
&

DDoSIz§b,f‘=§‘_ff».?yPé‘—’% B kT FEaEEKo L pFR LS
by 2. - o JL7F ¥ DDoS @ ks g v R

—\

&%‘“)’éﬁ% B P& A A £ % DDoS T el 7R &
b

# PRIt A HTF R T o A K AR FRT Y MR
Bim%E o S0 > 444 DDoS sa# L 5 chB T 2 ¥ mEhi et

PHEA G AT X PFR - A R AT E IXP2400 T pE s R 2
Fal i nfe o Al EH IPERABEFT S AR E ¥ ML
FrRFRER? FEEV DA A ERE o I ERAEHLFFEF =
AREBE R BREEALY c R AP REG R R&E S AN RT
B EED KRR #H L o 4 DDoS T stk Bl E dndl o @
B p i £ DDoS e hpFig ARV 1k i X LR hE F PRI o
AR G OB AT 0 i AR R AR R A G M 4

(7

B
Jlo

B 4&F : DDoS st ¥ » B @ F IXP2400 > B ¥ 4 i )

il



Research on Detection / Prevention of DDoS and Its

Implementation

Student : Chia-chang Chou Advisor © Dr. Chi-Chun Lo

Institue of Information Management
National Chiao Tung University

Hsinchu » Taiwan » Republic of China

Abstract

The DDoS attack has ripped the Internet seriously and remains a severe
threat to the Internet > but the defense systems so far developed still have
difficulties to cope with it. In this paper » we present a novel system module
based on IXP2400 to fight against DDoS attack. The system carries out
multi-dimensional real-time anomaly detection to analyze the statistics of
traffics for each field » detects the abnormal traffic and uses Token Bucket
Filter to control the abnormal traffic. Results of a series of experiments
demonstrate that the legitimate traffic can go through the system remaining
intact while the harmful DDoS attack get detected by the system’s
anomaly-detection mechanism and the attack traffics go under effective
control by the system’s flow control mechanism. The system developed is fit
to be deployed at the edge of network’s aggregate layer to maintain network

security.
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