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The related technologies about Certificate
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National Chiao Tung University
ABSTRACT

These years, Public Key Infrastructure has been developed to solve the rapid
growth of security and trust assurances. Although Public Key Infrastructure is not new
technology, it has already improved to:satisfy with the requirement of individuals,
enterprises and governments. In_general, Public Key Infrastructure is used to support
authenticated, secure communication and autherization between parties and the
concept also allows these functions to be achieved over the Internet.

Certificate Revocation List is the primary protection system for Public Key
Infrastructure. The certificate authorities keep tracking the status and managing the
life cycle of certificate by Certificate Revocation Lists. Therefore, some issues need to
be consider about communication between trust parties and certificate holders. The
mechanisms about publish Certificate Revocation Lists periodically is also very
important part for Public Key Infrastructure. Until now, there still exists some

performance and security consistency problem need to be resolved.
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The goal of this paper aims to introduce Public Key Infrastructure and Certificate

Revocation Lists concept. The remaining part will focus on discussing the period

public mechanisms of Certificate Revocation Lists and illustrate the concept and

architecture about P2P integrated with the Certificate Revocation Lists of Public Key

Infrastructure. Finally, try to create an environment to simulate Public Key

Infrastructure in Microsoft Server 2003 and using the features within there to indicate

how Certificate Revocation Lists work in this environment,

Keyword : PKI ~ CRL ~ P2P
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