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Abstract

The algorithm of Advanced Encryption Standard (AES) is divided into encryption and
decryption. This paper proposes a new .algorithm to simplify MixColumn and Inverse
MixColumn of AES and designs shardwase-—architecture to integrate the algorithm of
encryption and decryption. This architecture can reduce the hardware complexity and save the
cost consumption. It is separated by four. modules.-SubBytes module —SubBytes and Inverse
SubBytes employ one common léok-up table omly, i.e., multiplicative inverse table.
MixColumns module —This module calculates ‘four bytes array per time and shares their
operations between transform and inverse transform. ShiftRows module —This module is
realized by the hard-wired method. Key Expansion Module — The on-the-fly operation is used
to replace the memory-based. Hence, base on the architecture, this paper designs two kinds of
hardware, 128-bit datapath and 32-bit datapath, for a specified application. The former is for
the purpose of higher data throughput and the latter is for the purpose of lower hardware gate
count. Both circuits of hardware were described using Verilog HDL, synthesized by Synopsys
with a 0.18um TSMC standard cell library. The simulation results show that a 128-bit
datapath of AES circuit can operate at 200MHz and a 32-bit datapath of AES circuit can
operate at 270MHz. The former and the latter can be done at a target average throughput of
1.773 Gbits/s and 598 Mbits/s individually. The hardware cost of the former and the latter
have the gate count of 29.6 K and 12.8 K individually.

Keyword: AES, Multiplicative Inverse
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Cipher(byte in[4*Nb], byte 011t[4*Nb]. word w[Nb*(Nr+1)])
begin
byte state[4,Nb]

state = in
AddRoundKey(state, w[0, Nb-1])

for round = 1 step 1 to Nr-1

SubBytes(state)

ShiftRows(state)

MixColumns(state)

AddRoundKey(state, w[round*Nb, (round+1)*Nb-1])
end for

SubBytes(state)
ShiftRows(state)
AddRoundKey(state, w[Nr*Nb, (Nr+1)*Nb-1])

out = state
end
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end
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i ¥ % & "L (circulant metrix) 3 i ¥ * % 4 77 ¢(X) =a(x) ®b(x) » 4=(2-9) -

c,] [02 03 o1 o1] [b,
¢ [_|o1 02 03 o1 |b 2-9)
c,| |01 o1 02 03| b,
c,| |03 o1 o1 02| |b,

MEFEHELRFREEOFEE PR RE 7 - B2 5Nl (x)e Te(x) =
a'l(x)b(x) > al(x) ¥ a(x) 2 B %4e(2-10) -

a’l(x) ® a(x) = {01} (2-10)

13



H ¢ a'(x)={0B}x’ + {0D}x* + {09}x + {OE} » % 14— i ¥ 4B "L (circulant metrix)

iz k&7 cX)=a (X)®b(X) » Bl4e(2-11)

f=}

O O O O
N =

234 5 w & 4 e 4o

ol B e R 1R ik A (2

Oe

09
od
0b

0b
Oe
09
od

od
0b
Oe
09

09
od
0b
Oe

o o o

)

(2-11)

- % 4 =)% AddRoundKey - # ¢ & B w & %4k

(round key)shE B 5 Nb 3 8 o 2B E 3 & £ 5 - Bw & %4456 H  bitwise

XOR 4v » 3| & — B RAEY > 4@ 2-8# T o
i Elg

I B A fRREY

R A R R BT F v LR

T g RRm 2

14

Koo | fai | Koz | Ko by | by | Bs | Bra
Ko | ®oa | Rra | %us by | bs | by | By
k_". il k_"“. I 'Er:'._'-' ) b:‘ b-“.l h”} bj’u‘
ks | 5p | #as | 755 b, | b, | by | by,
Bl 2-8 AddRoundKey & ¥
FFH & 447 Nr+ 1 = 51 AddRoundKey & ¥ » vi— 7
AL AR DRY TN E T L DRI AL o Pl



2.4 Bbfgnp e

& B w & %4k F S 4~ 4o % 4k (initial key ;5 cipher key) 5 B8 5 & 4 0 ko RsgE AR
(key schedule)®_d % 4&¥% ~v(key expansion)% w & 4% # (round key selection) e =

10 k4T

SF W £ R A o g L & (block length)k F v & Bicte 1 4G v £ o
5 - :'K_’riﬁviié»@?]%‘?@(round 0)» 4} Nr - 1w & > 2% % Nr =% b w & (final

round)*7 2 & 5 blde o #HTAES-128 0 128 = A R AL R SEI0Bw LY o 0 F &

R TR F £ R B 128 % (10 + 1) = 14081 i~ o

RNV EERRNC NS ¢ U e R PR PE LTI F
o EHETINL R - B £ sgd NDREF EES K- Bw s Régd £ kaNb

B3 ee > Al o

24.1 5 w & BhkigE A

e LAl ken®ig o 1B L% Lk 2% AddRoundKey & * o T A

s R

Wt phE - BAB A PR PET]) - 255 AW HY 0<i<NbNr+1) -
Srid - owli] 3o BF o £F Nb(Nr+ 1) B wlile ® Nk BF s § 7 ers
Srie % BAky o G4 0 $2YAES-1287 % 0 B Nr=10> %445 A& 5 12872 » B] Nk=4

WlO]E W[3]% i 5 “TH » i BAE R 312815 0 B Nb=4- 2G4k | 5

15



wl4(10+ )] =w[44]B F 2> F]) & Aw[0] ~w[43:EHF B ¥ & & % & % AddRoundKey

\fl’lﬁ'{’-""i’fé & %% °

BREARY 0 Fw LR PR R B K v AP BB YTA L

o BAc¥TAES-128 > Nr=10 0 H fZ % G427 zi”w!z;s@?] B e BEARY DR L S

S R A Ao 2297 o

ot | ot | e

O(initial round) | w[0]~w[3] | w[40]-w[43]
[ wdl-w[7] | w[36]~w[39]
2 w[8]~w[11] | w[32]~w[35]
3 w12]-w[15] | w28]-w[31]
4 wl16]~w[19] | w[24]-w[27]
5 w20]-w[23] | w[20]-w[23]
6 w24]-w[27] | w[16]-w[19]
7 w28]-w[31] | wl12]-w[15]
8 wl32]-w[35] | wi8]~w[11]
9 w[36]~w[39] | wl4]-w([7]

10(final round) | w[40]-w[43] | w[0]~w[3]

F022 RO FRHEAT B LATR Y I DR

DN RGH AL Z L BRI RauR R AR T €5 - B hm S HE

Z_ & KeyExpansion » 4-B] 2-9 #7755 o

16



Jit

LR 2-9 hmliEst Y > A& e 75 = BEE S SubWord ~ RotWord f- Reon © 4
EIFES U LA

SubWord * #i » — 1 4-byte st > 2_ {5 i gy » 0% T S-box hiik 2 4 4
$HEhF 2 {8 > Bw - B 4-byte hF e o

RotWord : @?] » — i 4-byte ehF B > 2_ {8 féﬂ%ﬁs?] »ENF B SRS R - B R e

HWEEY > s Bw - B 4-byte thF e o 4o 2-10 A7

KeyExpansion(byte key[4*Nk], word w[Nb*(Nr+1)], Nk)
begin
word temp

i=0

while (1 = Nk)
w[i] = word(key[4*i], key[4¥i+1], key[4*i+2], key[4*i+3])
i =i+]

end while

i=Nk

while (i < Nb * (Nr+1))
temp = wli-1]
if (i mod Nk=10)
temp = SubWord(RotW ord(temp)) xor Rcon[i/Nk]
else if (Nk > 6 and i mod Nk =4)
temp = SubWord(temp)
end if
wli] = w[i-Nk] xor temp
i=1+1
end while
end

Bl 2-9 Key Expansion #25 2 & #5245

w[B0,B1,B2,B3] = | RotWord | —= w|BI,B2, B3, B0]

B 2-10 RotWord z_:iF &

17



Rconiﬁg?]%?;%‘}“ Eow El 2 R R Y SR Ty Eaw & Vi B

B w - B4-byternF
Fatw bV T AT
Reon[i/Nk] = (x*"™-1» {00} » {00} - {00}) (2-12)
¢ i/Nk 2w &8> a x &2 GFQY% 02 Fpt 7 #(2-12)F 374 7 = (2-13)

Reon[i/Nk] = ({02}%/N-1 100} > {00} > {00}) (2-13)

e > %43 AES-128 @ = » H Nr=10 > P4 %427 & B w & Reon[i/Nk]& # ¢h

F 4o
Rcon[1] = (01000000);6
Rcon[2] = (02000000),6
Rcon[3] = (04000000);6
Rcon[4] = (08000000),6
Rcon[5] = (10000000),6
Reon[6] = (20000000);¢
Rcon[7] = (40000000),6
Rcon[8] = (80000000),6
Rcon[9] = (1b000000),6

Rcon[10] = (36000000)6

242 & w & ik B

FiBw L Hamldy A Aw & RS R T 2 WIND*i]3] WINb*(i+1)-1]>

Yo 2-2 #95T o

18



2.5 S p R R 2 AR

BB AES et 2 JRGEA T 0 S HLH 211 2 B 2-12 kg2 o

Plaintext

l

Cipher Key

Key(0) T

Round 0

e

\

'

SubBytes

ShiftRows

MixColumns

Round 1 - (Nr- 1)

Found Key
Keyvil) ~ Key(Nr-1)—™

AddRoundKey

Y

SubBytes

ShifiRows

Found Nr

Round Key
Keyi(Nr)

AddRoundKey

i

Ciphertext

E] 2-11 4« ’%fi}?ﬁi" ﬂ“]%]

b MR AT RS SRR - 1% AES 3 1

19
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(equivalent inverse cipher) sz A + gt £ 52 RAEA B R L BAEA % 2 o R & 3
LN BIEE c WMALERFALY F BT LR TR LR L FLERGTE
4 0 B B AddRoundKey (B B o #0535 eDAE A B 2 L 4ol 2013 ¥

TF o

Ciphertext

Round Key
f Round 0
Key(Nt) —  AddRoundKey oun

I

\ /

Y
InvShiftRows

InvSubBytes

Round K Round 1 ~ (Nr-1)
ound Key

Key(Nr- 1)~ Hey{l]_" AddRoundKey

InvMixColuimns

Y
InvShiftRows

InvSubBytes Round Nr

Cipher Key

Kev(0) —  AddRoundKey

l

Plaintext

B 2-12 j& AR 2 > HF
PTG LA L P LR AR VR

- BLA A RARER B fERAEA P a9 SubBytes e InvSubBytes FEYRwE- Ak

20



& B 0 #710 F 043 SubBytes fo InvSubBytes & & 22 ShiftRows f- InvShiftRows & & ¢

ATE TR -

% = 2L _MixColumns #? InvMixColumns ‘¥ 43t 5 1438 & » #7112 [§] 2-12 (% % 16 42
& & AddRoundKey #iF B £ @ InvMixColumns #7iF & 4 3 & L i@

InvMixColumns 38 5 £ &J2 AddRoundKey 38 5 7 11 d (2-14)7 P 2. ¢

Ciphertext
Round Key
KeviMNr) > AddRoundKey Foound O

e

\
'

InvSubBytes
InvshiftRows
Round | = {Nr=1)
InvMixColumns
InvMixcolumn(
Round Key) N AddRoundKey
Keyv(Nr-1) ~ Key(1)
L J
InvSubBytes
InvShiftiRows Round Nr
Cipher Key £
Key(0) AddRoundKey
Plaintext

Bl 2-13 % %3 RATh 2 = KK

21



(State(i) ® RoundKey(i)) ® a(x)
= (State(i) ® a'(x)) ® (RoundKey(i) ® a’'(x))
= InvMixColumns(i) & InvMixColumns(RoundKey(i)) (2-14)

BP I<ics(Nr-1)> a'(x)% 233 &ora &en b s o

Flpt o woud B A AfERiEMAEY L AddRoundKey £ InvMixColumns #3% = 4

InvMixColumns £ ¥ #{ {7 % InvMixColumns i& & 3% v & % 4&4p 4c o

22



¥ =% AESH HEH2 TH:

‘SJ\\?
iy
=

IE"AES e '?‘Ji ﬁ* /ﬁ—rr = mﬁg,gg—m).l.—g /;‘4}; =

- B3 E IR B REBANA L AR UL AT - e B d 1 Bk
et LR e oT A 4] 2B 2 A MR OE L PRI

B Fl s R R AT R TR kR G 6 RS o

% = B 40814 B AR A 7 SubBytes 0 ShiftRows 14 2 MixColumns £ (% % 42 &
17 InvSubBytes » InvShiftRows 4 2 InvMixColumns » i 3 Key Expansion s £ * H 4p
B Rl B8 > 11T Mgl A o ff 0P 0o Bldo ¥t SubBytes v InvSubBytes 4e i@ gt -
S-box # &g * £ [7]2 £.7 * 1 S-box Fepein 38 AR * BIE Sk F IR S-box %
#.[10]° >+ MixColumns f= InvMixColumns Z_& | # 7] %_i% #iceh3k ;2 F (fixed coefficient
multiplier) & {F45 " 53 & 22 & & 5 [11] 2 B dvea2vnugiovip, Flied
i@ B 2 R B 6 G S o ¥ Key Bxpansion & At R 30 E w L0 E 4

&
T R L BRELBRERY S BT SRR A F LT R BT

2t

B 5 A LA fEREARY o I e BB ¥ & NP4 R T EF(on-the-fly): &

NfERaE Bw &g NEFHMT R -

MT e R AR Ao ok R L @ AR TR R 2 A

B EIAMTRE S 5P o

Bl e An TS F B e PR

B * f 4> 38k F IR SubBytes 2 InvSubBytes i & > )’j%ﬁ FRAEM S gt

23



B #cet 5 4) S-box & ﬁ Inverse S-box p g4t B & K P-{% % [4] rE— & fF 408 e
W AR S-box % Inverse S-box % feedicP o Fli oo FHR Y LT HW
AES-128 @ % » s i AR S E R PEY 16 B A o TR BH A £ chd (7 F)F

% 16 B S-box > 3L > 2 RiEAZ> T & & * 7| 16 I Inverse S-box » % #h4c B & 2R
4% » Key Expansion & * 4 & S-box » #7124 ¥ 36 B4 ot 5 o 4? » 1 Jﬁ"fi - B
F e E 256 At FP o M EZ R 9216 o mae it ok RET o LR R P R |

Rk > T ik e e (A B R AT o

Fd) S-box FLES BAHI T EF N RA T2

y =M * multiplicative_inverse(x) ©& C (3-1)
He
L 008 1 199 1]
L1 60§ 111 1
Lol 8 g gLl 0
| - O I | ~|o
M = C=
L3 319 46 .8 0
g1 1. 11 14920 1
g 1 1 1119 1
AL T N S R | 0]
(B-1)eF EE 5 ¢
x = multiplicative_inverse’(M™ * (y @ C)) (3-2)

1245[7]7 4o multiplicative inverse™ ()48 % ** multiplicative inverse() » ¥ ¥ #- M #
M'% % 5 $2(3-2)7 11 & 57 2 (3-3)

x = multiplicative_inverseM'* (y & C)) (3-3)

24



00100101
10010010
01001 o0
o |10 100100
0 i oFeni1 o
00101001
i 09d46eRo o0
0106 B 0

d (3-1)% (3-3)¥ 4 > SubBytes ' % InvSubBytes -2 7 11 £ * | — B GFQ%)% i &
~E(CHE- ) FI o FEY T EEE o AR R fFRERT o TR Y L (S-box fr
Inverse S-box)ﬁ‘f-‘fv" 1l 36 5 200 AAE A A KD T 44% 0 T2 JEAE BB 3-1 47

o NLE R TR S R R] 3-2 47T e

C M’
8 '
Data_in *—h’ii—r—- ] o 3 =1 8
= i = Multiplicative | Dt i
| Inverse Table | | o @ : -
- S — \fn—-
cne dec sel M C  enc dec sel

enc_dec_sel : 1, encryption process
0), decryption process

B 3-1 F &1~ 2 S-box fv Inverse S-box AL 4§ % H- )
30 85 B 5 A S F A B o B

* AT RF TR RS ke T2 7 &% 8 B (shifter)F B S| 48 iF
Foadn 2 A1 B2ama MR SRR ESN ARl o TPl ES

A5 e A o

25



0. S-box / Inv. S-box

178 1. S-box / Inv. S-box 178

Data_in ——= _ —— Data_out

enc_dec_sel —m
15. 8-box / Inv. S-box

B 3-2 & 167~ e S-box fr Inverse S-box A £ = i [§]

il & #% 7 & - ShiftRows %2 InvShiftRows & Bk 2 6 R FE B X T8 122 7%

A g e g 2w

\ \

1IXFZH0A=EAE > 5 - A
Al R R & ends 17 o 57 i i 3 ShiftRows % InvShiftRows it ik 2 & 3 A 48
TR AEEF DB 25 2 260 BB BB 20 RGP sk 0 5] 3

FoA kAP nE B4 > 2446 ShiftRows 2 InvShiftRows & & {8 8 49 e >
TR R AERKF TR TR e A VAR B s - S K2
* 8 & % 1 ® k(¥ ShiftRows 2 InvShiftRows F Atz 4k o F]yt > 7 ud h ke 12 2 5

1EREC L 8m ST T T 33%H AT R o o B R A2 HI] 0 o] 3-3 S o

330 £ R R B 02 4

d 2.3.3 & ¥ &0 %30 InvMixcolumns #7 % & A B ) iF 5 1% H(0B)16° (0D)16°(09)16
40(0B) 16 ¢ ** & MixColumns #7 % & & 4B ] 38 & chihdic 02503 01 o 01 & 45323 5 o
H¥oEW o FE P A B RA K 0 InvMixcolumns #-je s/ G f# € ¢ MixColumns

W A MG AF 4 4 9 2.2 B[12] -

26



a - btm a, 5 = bh

0.0 2 2.0
dn = by, i, 5 = by,
dp 2 > by, dp > b,
A3 > by, ) > by,

a4 —

l [ |
AN AT
'
- AN T

enc dec sel enc dec sel

enc_dec sel : 1, encryption process
(), decryption process

M 3-3 fF£160= % = ShifiRows fr InvShiftRows 41 4 % 1

FERIATNY R FRFER GRS BR e ORAYT R

- fA N H Lk #oenk 2 B(fixed-coefficient multiplier) % 5 T 04 Hi ke 4T £8
TR x5~ BHREKFEYAY S ATk 28 2B AN
MC InvMC 1 © # i 4

#-B(x)% 1 = 7 75

B(x) = by + bix + byx* + bsx® + bux* + bsx® + bex® + bsx’

#? b € (0,1),0<k<7

RIB(x)& = B hdicdp i is » B & 40T

27



{02} -B(x)=bs+ (b ® b)) x+bx*+ (b & b))x’

+(bs @ by)x* +byx’ + bsx®+bex’ (3-4)

{03} - B(x)=(by ® by)+(by ® by @ by)x+(by ® by)x*+ (b ® b3 ® b)) x°

+(bs ® by & b)x*+(bs @ bs) X+ (bs & be) x°+ (b ® by)x" (3-5)

{OD} - B(x)=(bg & bs @ bg)+(b; @ bs & by)x+(bg & by & bg) x*
+(bo ® b ® b3 ®bs ®bsg® b)x+(by ® by® by ® bs ® by)x*
+(by® b3 ® bs ® be)x +(bs ® by ® bg ® by) x°

+(by @ bs ® b)) x’ (3-6)

{OE} - B(x) = (bs @ bs @& by) +(By® bs)x £iby & b; & bg) X°
+(by ® by ® by &.bs & be)x’+(by ® by & by & bs)x*
+(by ® by ® by @b+ (b3 &by ® bs ® by)x°

+(bs ® bs ® be) X’ (3-7)

{OB}'B(X)Z(bO@ bs @& b7)+(bp ® by & bs ® bg & by) x
+(b; ® by ® b ® b)) x>+ (by ® by ® by ® bs) x°
+(b; @by by ®bs®bg® b)x*+(b, ® by & bs ® bg & b)) X

+(bs ® bs @ bs ® by)x°+(bs ® bs ® by) x’ (3-8)
{09} - B(x)=(by ® bs)+(b; ® bs ® beg)x+ (b, ® bg @ by) x>
+(bp ® bs & bs & b7)X3+(b1 @® by & bs P b6)X4

+(by ® bs ® bsg @ by)x°+ (b3 ® bg ® by) x°+ (bs ® by) x’ (3-9)

4 (3-4)F(3-9)7 v > {OD} » {OE} » {OB}fr{09} = i B % 14 fceha % ¢ 1 FAF 52

28



WERr T AR N6 B BEE SR BRI RAMTE BT A

CHRF R o
F oA N B LGB * xtime FiF F 2 N[4] 0 REBRF L dkaR i B o
2t A2 LS 38 5 MC_InvMC 2 v 45 i 4T

{02} - B(x) = xtime(B(x)) (3-10)

{03} - B(x) = ({01} @& {02}) - B(x)

=B(x) & xtime(B(x)) (3-11)

{OD} - B(x) = ({01} & {04} & {08}) - B(x)

= B(x) @ xtime(xtime(B(x))) @& xtime(xtime(xtime(B(x)))) (3-12)

{OE} - B(x) = ({02} ® {04} @ {08})-B(Xx)

= xtime(B(x)) & xtime(xtime(B(X))) @ xtime(xtime(xtime(B(x)))) (3-13)

{0B} - B(x)

({01} ® {02} & {08})- B(x)

= B(x) @ xtime(B(x)) © xtime(xtime(xtime(B(x)))) (3-14)

{09} - B(x) = ({01} @ {08}) - B(x)

= B(x) @ xtime(xtime(xtime(B(x)))) (3-15)
P fE 2 5N IR P 2 MixColumns - InvMixColumns e 1 @ i=~ e 3 & & * 14 B

xtime 2 14 & XOR i & » & 9 7(3-10 )| (3-15) &l R iE v+ F (34 )| (3-9)chal 4 ] B

FEoRAHERYTERFEORSFHUIBHWTER 2 GHEF A CHMT R -
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¥ = 87 3% % MixColumns fr InvMixColumns @ 4E*L3E 8 & 5% ¢ o] B =~ 2 i

FEE[7,12] 0 2 15 A2 AL 3 5 MC InvMC 3« + 5 it 4o
(3-16)% (3-17) & p ¥ # &) MixColumns = InvMixColumns E*£:&F & F 5% ¢ ] B i
- “’E_l‘ o

mc out=[2311][abcd]'=2a ® 3b ® ¢ ® d (3-16)

F1# > MixColumns A&J2 1 Bz~ e 3 & % 2 B xtime 2 4 B XOREE > g5 £

MC InvMC 2 e MixColumns #7F & * Flend 5 £ o

inv mc out=[EBD9][abcd]"=14a & 11b & 13c ® 9d (3-17)

[N

F1#t > InvMixColumns A2 15B 1~ 28 @ * 12 B xtime 2 10 B XOR & & » i&

4 #_MC InvMC 2 e InvMixColimns# 72 & % 3| qud & § o
_ _ F

& f%(3-16)1F 3](3-18) » » f#(3-17)#F 3](3-19)

mc out=2(a ® b) @b & (c © d) (3-18)

imc out=4(2(a @ b) ® 2(c ® d) ® (aDc) @@ 2(a ®b) dbd (c & d)

(3-19)

L (3-18)% (3-19) » B A AL M2 H B[T]ho & 3-1 0
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Step Operation
1 wl=a @ b
2 w2=a @ ¢
3 w3=c @& d
4 w4 = xtime(w1)
5 w5 = xtime(w3)
6 wo=w2 & w4 & w5
7 w7 = xtime(w6)
8 w8 = xtime(w7)
9 mc out=b © w3 © w4
10 imc_out= w8 & mc_out

#3-1 K & 1= = i MixColumns/InvMixColumns & & 4 %

d % 3-1% 7> e F¢ 10 =1 ime_out & # FH 3 9 “hmc_out > AT RE S
dF o Fpt o F L (3-18)% (3-19) 0 F FFadZ MixColumns v InvMixColumns =7 1 i
e r @@ ® 40 xtime 2 8 % XOREF Y » 22 MC_InvMC 2 14 B xtime 2 14 B

XOREE WA K S 1355 o wd o dok i T (7

W R R RAF 16 Bt i

By

£ 5% 64 B xtime 2 128 i XOR & § -
rmTH DY - 327 0k MixColumns fe InvMixColumns e & fad if it o ,T*u

A R(B-2002C2) 4Bl RFELAFTE N PR OS2 B AR FLENE

MC _InvMC Ours » #5 34 :
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¥+ MixColumns @ 2= » H & ¥

w] [02 03 01 01] [a
x| o1 02 03 o1 |b
vy | o1 01 02 03| |c
z| |03 o1 o1 02/ |d

W=2a & 3b & ¢ & d
=2@@bobae (cod

:go@b@fz

X=a ® 2b ® 3c & d
=2(b ®c) ®c @& (d ® a)

=g1@c69f3

Y=a &b d 2c & 3d
=2(c o d)yeode (adb

:gz@d@f()

Z=3a &b dcd 2
=2(d & a) a d (b & ¢)

=g3@a69f1

He

fo=a & b
fi=b & ¢
fb=c & d

f3=d ® a

go=2(a © b)=xtime(fp)
g1 =2(b @® c)=xtime(f))
2 =2(c ® d)=xtime(f)

g3=2(d © a)=xtime(fs)

32
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¥+ InvMixColumns m 35 » #

O0e Ob
09 Oe
0d 09
0Ob od

<c 3w

od
Ob
Oe
09

09
od
0Ob
Oe

o o o ®

S=14a @ 1lb @& 13c ® 9d

=42@ @b @2cdd @ @Pc)d2@®b)dbd (c®d

=ip & W

T=9a ® 14b @ llc @ 13d

=420b @ c) ® 2(d ® a) & (b@d) @.2(b ®c)d c d (d & a)

=11 & X

U=13a ® 9 @ 14c @ 11d

=4Q2c @ d)®2adb)@®(cDa)) 2cdd &®ded (a ® Db)

=10 & Y

V=1la © 13b © 9c & 14d

=42(d ® a) @ 2(b & ¢c) @ (dDb) & 2(d ® a)Pd ad (b P c)

=1 & Z

Hoe

1p = 4hy = xtime(xtime(hy))

1; = 4h; = xtime(xtime(h;))

EE AT o

hy=gy ® 22 ® a ® ¢

h1=g1®g3®b®d

(3-25)

(3-26)

(3-27)

(3-28)

(3-29)

d (3-26)3](3-29)% 4 » InvMixColumns 18 5 & % % = # * 3| MixColumns 8 ¥
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B X7 (3-28)% (3-29)% £ * G (3-26)E (3-27)iE K % ¢ chigE iy gt G h i b ouE
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