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Student : Wen-Chi Sung Advisors : Dr. Ming-To Lo
Dr. Shang-Jyh Liu

Institute of Technology Law
National Chiao Tung University

ABSTRACT

Internet security is becoming the most.important issue of the E-Commerce and
E-Government era. Internet security and reliance can be protected by Public Key
Infrastructure (PKI), which employs the use of public key cryptography
technologies.

In other words, ‘Authentication’, “‘Confidentiality’, ‘Integrity’, and
‘Non-Repudiation’ are four kinds‘ef'security measures that can be safeguarded
by PKI verifying through Certificate Authority (CA) while transferring
E-Documents.

In short, CA is an essential part of PKI and the legislation should be more
mature and comprehensive so that it may integrate consumers’ interests as well
as develop Certification Service Providers.

The ‘Electronic Signature Act’ and its inherent regulations, is the sole legal
instrument in executing CA in our country at present. (Including: Enforcement
Rules of the Electronic Signatures Act, Standards of the Certification Practice
Statement, and Regulations Governing Permission of Foreign Certification
Service Providers).

The Act regulates CA through less intervention, which only requires document
examination (Certification Practice Statement, CPS) before licensing.
Accordingly, current procedures are insufficient to guarantee customer reliance
on CA and Internet security.



On the other hand, the international CA management’s trend is towards “more
intervention” provided with complete legal institutions. By comparison, the
R.O.C. lacks detailed regulations to manage CA’s operation. This should be
the critical issue to comply with international standards. Due to the rapid growth
and progress of certificating utilization, it is time to examine the relevant CA
legal system.

From a pragmatic and technological point of view, this thesis discusses the
importance of Certificate Authority Management Regulations and goes on to
introduce the current advanced situation of international certificate application
and CA service providers in the R.O.C. and the other countries.

Furthermore, it re-evaluates the R.O.C regulations by comparing them with the
practice in other developed countries.

The conclusion of the thesis, will submit an effective proposal as a viable
alternative.
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B ISR AR 2 R R - BRI A AR - VRIS G
VS ZE BT BRSBTS 2+ R A (1
T Y R s

/% ( Encryption ) 2 Fil FBZRERIIREC rFkMFB.2 FR I HELI: ( encryption
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/
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BRI 22K WRE R O AR R o 2 o 1 - — 1 s
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2R AT UK A o oMl FLASSC FES = N AR - At e e
S AT S0 (R PREEA )< Iri I R e S o » e ]
. ZYIRE Eﬁ%EAE%’??WP%@@Z@%EPEU@?H%ER%&I%@T% > HFf
L UE— RS AR GAERED - 8 = AEAR LB I R e T
S TR TR SRR e P

AT JRAHES B B N B < SRR A A A ARSI - BT Fe gty
;%A (Authentication) ~ (%5 (Confidentiality) ~ BRI5EE: (Integrity) oA A
58 (Non-repudiation) “EPUIELIBETR K o JLiELAE I AT > -

L B s E s B R S R > A RS - I EL
HEA O AT TREFFE 12058 4 M (Integrity) Z DIHE ©
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