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Abstract—The IEEE 802.1X is utilized in mobile Worldwide
Interoperability for Microwave Access (WiMAX) authentication.
This procedure incurs a long delay in WiMAX handoff. To re-
solve this issue, this paper proposes a key caching mechanism to
eliminate the nonnecessary IEEE 802.1X authentication cost in
WiMAX handoff. This mechanism is investigated through analytic
and simulation modeling. Our study indicates that the key caching
scheme can effectively speed up the handoff process.

Index Terms—Authentication, authorization, and account-
ing (AAA), handoff, mobile Worldwide Interoperability for
Microwave Access (WiMAX).

I. INTRODUCTION

THE IEEE 802.16e mobile Worldwide Interoperability for
Microwave Access (WiMAX) provides broadband wire-

less services with wide service coverage, high data throughput,
and high mobility. To support security network access, the au-
thentication, authorization, and accounting (AAA) mechanism
is exercised in WiMAX [3]. Fig. 1 shows the AAA architecture
and protocol stack for WiMAX. In this architecture, the access
service network [see ASN; Fig. 1 (2)] consists of base stations
[see BSs; Fig. 1 (4)] and ASN gateways [see ASN-GWs;
Fig. 1 (5)]. An ASN-GW controls several BSs. A BS provides
WiMAX radio access for mobile stations [see MSs; Fig. 1 (1)]
after the MSs are authenticated by the AAA server [see Fig. 1
(6)] in the connectivity service network [see CSN; Fig. 1 (3)].
In the WiMAX AAA architecture, the ASN-GW serves as the
authenticator for the MS. The authenticator is responsible for
forwarding authentication messages between the MS and the
AAA server and for maintaining the MS-related information
(e.g., encryption keys) after authentication. We assume that
the subscriber identity module (SIM)-based extensible authen-
tication protocol (EAP) is utilized for AAA [1]. Note that
this approach reuses the authentication mechanism in mobile
telecommunications [6]. In the authentication procedure, an
EAP-SIM message [see Fig. 1(a)] is encapsulated in an EAP
message [see Fig. 1(b)]. The MS then encapsulates the EAP
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message in privacy key management protocol version 2 [see
PKMv2; Fig. 1(c)] before it is transmitted to the BS. The
BS exercises the authentication relay protocol [see AuthRelay;
Fig. 1(d)] to forward the received EAP message to the authen-
ticator (i.e., the ASN-GW). Upon receipt of an EAP message,
the authenticator translates it into a remote authentication dial-
in user service [see RADIUS; Fig. 1(e)] message. Then, the
RADIUS message is sent to the AAA server. Upon receipt
of the RADIUS message, the AAA server utilizes the mobile
application part [see MAP; Fig. 1(f)] of the signaling sys-
tem number 7 [see SS7; Fig. 1(g)] protocol to communicate
with the home location register (HLR)/authentication center
(AuC) [see Fig. 1 (7)]. The HLR is the mobility database of
the GSM/UMTS mobile telecommunication networks [2], [6].
The AuC maintains the secret keys of the MSs and provides the
authentication information to the AAA server.

II. WIMAX INITIAL NETWORK ENTRY PROCESS

By using the protocols described in Fig. 1, the WiMAX
authentication works as follows. Supposing that an MS first
connects to the WiMAX network, the following steps are
executed for the initial network entry process (see Fig. 2).

Step 1) The MS, the BS, and the ASN-GW (authenticator)
negotiate the security policy (i.e., to select the encryp-
tion and decryption algorithms) and the authorization
policy, specifically to select the message-authentication-
code (MAC) type.

Step 2) The authenticator sends an EAP request message
to the MS. This message initiates the IEEE 802.1X
authentication procedure by requesting the user identity.

Steps 3) and 4) The MS replies with an EAP response
message with the user identity to the authenticator. The
user identity consists of two elements: the AAA server
address AAA-addr and the user account User-acct. In the
SIM-based EAP authentication, the user account is set
to the international mobile subscriber identity (IMSI) of
the MS [2]. According to AAA-addr, the authenticator
forwards the EAP response message to the AAA server.

Step 5) Upon receipt of the user identity, the AAA server
performs the SIM-based EAP authentication with the
MS as follows.

Step 5.1) The AAA server issues an EAP request message
with type “Start” to the MS.

Step 5.2) The MS replies with the EAP response message
containing a random number, i.e., MS-RAND. This ran-
dom number is used to derive the encryption keys in
Steps 5.3 and 5.5 below.

0018-9545/$26.00 © 2009 IEEE
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Fig. 1. WiMAX AAA architecture and protocol stack.

Fig. 2. WiMAX initial network entry process.

Step 5.3) Based on the IMSI received in Step 4), the AAA
server communicates with the HLR/AuC to obtain the
authentication information, including a random number
RAND, a signed result SRES, and a cipher key Kc. Both
the MS and the HLR/AuC utilize the RAND and the
secret key Ki (stored in the SIM card and the HLR/AuC)
to execute the A3 and A8 algorithms to derive the signed
result SRES and the cipher key Kc [9]. Then, the AAA
server utilizes Kc and MS-RAND (received in Step 5.2)
to derive the master session key (MSK) and the EAP
integrity key KEAP.

Step 5.4) The AAA server sends a challenge EAP request
message with the RAND and the MAC. This MAC is
derived from KEAP and is used to ensure the integrity of
this message.

Step 5.5) Upon receipt of the EAP request message, the
MS utilizes RAND, MS-RAND (generated in Step 5.2),
and Ki (stored in the SIM card) to generate SRES∗,
Kc, MSK, and KEAP. With KEAP and the received
RAND, the MS verifies the received MAC. If the MAC

Fig. 3. WiMAX key derivation tree.

is correct, the AAA server is successfully authenticated
by the MS. Then, the MS replies with a challenge
EAP response message with a code MAC∗ derived from
KEAP and SRES∗.

Step 6) The AAA server verifies MAC∗ by using KEAP

(generated in Step 5.3) and SRES (received in
Step 5.3). If MAC∗ is correct, the MS is successfully
authenticated by the AAA server. The AAA server sends
the EAP success message to the authenticator containing
MSK (generated in Step 5.3), the MSK lifetime, and the
MS authorization profile (e.g., service restrictions and
supplementary services). The MSK lifetime is the period
that the MS is authorized to access the ASN-GW. When
the MSK lifetime has expired, the MS should execute
the IEEE 802.1X authentication with the AAA server
again.

Step 7) The ASN-GW stores MSK, the MSK lifetime,
and the authorization profile. Then, it derives the
authentication key (AK) by using the MSK and the
BS address. This AK is shared between the MS and
the BS.

Step 8) The ASN-GW forwards the EAP success message
to the BS with AK. The BS passes the EAP success
message to inform the MS that the authentication is suc-
cessful. Upon receipt of this message, the MS generates
its version of AK.

Step 9) The BS generates the final encryption key, i.e., the
traffic encryption key (TEK). This encryption key is
used to provide data integrity and confidentiality for a
communication session between the MS and the BS.
The BS passes the generated TEK (encrypted by AK)
to the MS.

The relationship of WiMAX encryption keys and the loca-
tions maintaining these keys are shown in Fig. 3.
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Fig. 4. Relationship of the MSK lifetime and the MS movement.

If the MS moves from the old BS to the new BS connecting
to a different authenticator (ASN-GW), a new MSK must be
generated in this inter-ASN-GW handoff process, which is the
same as the initial network entry process described in Fig. 2.
In this case, the authenticator (ASN-GW) of the old BS will
remove the MS key record (i.e., MSK, the MSK lifetime, and
the MS authorization profile). When the MS moves back to the
old ASN-GW again, another inter-ASN-GW handoff process
should be performed, which may incur a long delay.

III. KEY CACHING MECHANISM

To speed up the inter-ASN-GW handoff process, we propose
a key caching mechanism. The idea is simple: When the MS
moves from the old ASN-GW to the new ASN-GW, the old
ASN-GW still keeps the MS key record. If the MS returns to
the old ASN-GW before the MSK lifetime expires, it can reuse
the MSK without executing the IEEE 802.1X authentication.
That is, only Steps 1) and 9) in Fig. 2 are executed to speed up
the inter-ASN-GW handoff process. In Fig. 2, Step 1) contains
two message exchanges, and Step 9) contains five message
exchanges [3]. Therefore, the caching mechanism speeds up
the process by saving 50% (= 7/14) of the message exchanges
between the MS and the BS.

Although the key caching mechanism may effectively avoid
the execution of IEEE 802.1X authentication, it consumes extra
storage to keep the MS key records at the old ASN-GW, where
a stored key record includes 512 or 1024 bits for the MSK,
32 bits for the MSK lifetime, and 512 or 1024 bits for the
MS authorization profiles. Therefore, it is desirable to select
an appropriate MSK lifetime to eliminate the IEEE 802.1X
authentication without consuming too much extra storage in the
ASN-GW. We investigate the effect of the MSK lifetime on the
caching performance by an analytic model described below.

Fig. 4 illustrates the relationship between the movement of
an MS and its MSK lifetime. In this figure, the IEEE 802.1X
authentication is executed at time τ0 [see Fig. 4 (1)], and the
MSK lifetime expires at time τ3 [see Fig. 4 (4)]. At time τ1

[see Fig. 4 (2)], the MS moves from the old ASN-GW to the
new ASN-GW. The residual MSK lifetime is tK = τ3 − τ1. If
the MS does not return to the old ASN-GW before the MSK
lifetime expires, we call this tK period the unused key period.
At time τ2 [see Fig. 4 (3)], the MS returns to the old ASN-
GW. Let tM = τ2 − τ1 be the period between when the MS
leaves the old ASN-GW and when it returns. If the MS returns

before the MSK lifetime expires, the MS can reuse the MSK
for period t∗K = tK − tM without executing the IEEE 802.1X
authentication. Period t∗K is referred to as the reused key period.
We make the following assumptions.

1) We consider two distributions for the MSK lifetime T .
That is, T is either an exponential period with rate μ or a
fixed period.

2) The MS residence time tM in new ASN-GWs has the
density function f(tM ) with mean 1/λ and variance VM .

Three output measures are evaluated in our study:

1) α: the probability that the MS returns to the old ASN-GW
before the MSK lifetime expires;

2) E[tK |tM ≥ tK ]: the expected unused key period under
the condition that the MS does not return to the old
ASN-GW before the MSK lifetime expires (therefore, the
cached MSK will not be reused);

3) E[t∗K |tM ≤ tK ]: the expected reused key period under
the condition that the MS returns to the old ASN-GW
before the MSK lifetime expires (the cached MSK is
reused).

We derive the above output measures for exponentially dis-
tributed tM with fixed T and then generalize the derivation for
generally distributed tM with exponentially distributed T .

A. Derivation for Exponentially Distributed tM and Fixed T

Suppose that the departure of the MS from the old ASN-GW
is a random observer to the MSK lifetime. For the fixed MSK
lifetime T , from the residual life theorem [4], tK has a uniform
distribution over 0 ≤ tK ≤ T . Then, α is derived as

α = Pr[tM ≤ tK ]

=

T∫
tK=0

(
1
T

)
×

⎛
⎝ tK∫

tM=0

λe−λtM dtM

⎞
⎠ dtK

=
e−λT + λT − 1

λT
. (1)

E[tK |tM ≥ tK ] is expressed as

E[tK |tM ≥ tK ] =
E[tK and tM ≥ tK ]

Pr[tM ≥ tK ]
(2)

where

E[tK and tM ≥ tK ]

=

T∫
tM=0

λe−λtM ×

⎡
⎣
⎛
⎝ tM∫

tK=0

tK ×
(

1
T

)
dtK

⎞
⎠
⎤
⎦ dtM

+

∞∫
tM=T

λe−λtM ×

⎡
⎣
⎛
⎝ T∫

tK=0

tK ×
(

1
T

)
dtK

⎞
⎠
⎤
⎦ dtM

=
1 − e−λT

λ2T
− e−λT

λ
. (3)
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From (1)–(3), we have

E[tK |tM ≥ tK ] =
E[tK and tM ≥ tK ]

Pr[tM ≥ tK ]

=
(

1 − e−λT

λ2T
− e−λT

λ

)
×
(

1
1 − α

)

=
1
λ
− Te−λT

1 − e−λT
. (4)

Similarly, E[t∗K |tM ≤ tK ] is expressed as

E [t∗K |tM ≤ tK ] =
E [t∗K and tM ≤ tK ]

Pr[tM ≤ tK ]
(5)

where

E [t∗K and tM ≤ tK ]

=

T∫
tK=0

(
1
T

)
×

⎡
⎣ tK∫

tM=0

(tk − tM )λe−λtM dtM

⎤
⎦ dtK

=
T

2
− 1

λ
+

1 − e−λT

λ2T
. (6)

From (1), (5), and (6), we have

E [t∗k|tM ≤ tK ] =
(

T

2
− 1

λ
+

1 − eλT

λ2T

)
×
(

1
α

)

=
λT 2

2(λT + e−λT − 1)
− 1

λ
. (7)

B. Derivation for Generally Distributed tM and
Exponential T

Since the departure of the MS from the old ASN-GW is a
random observer to the MSK lifetime, from the residual life
theorem, tK is exponentially distributed with mean E[T ] =
1/μ. Let tM have an arbitrary distribution with density function
f(tM ) and Laplace transform f ∗(s). Then, α is derived as

α =

∞∫
tK=0

μe−μtK ×

⎡
⎣ tK∫

tM=0

f(tM )dtM

⎤
⎦ dtK = f ∗(μ). (8)

E[tK and tM ≥ tK ] is expressed as

E[tK and tM ≥ tK ]

=

∞∫
tM=0

f(tM ) ×

⎛
⎝ tM∫

tK=0

tKμe−μtK dtK

⎞
⎠ dtM

=
1
μ

+
[
df ∗(s)

ds

]∣∣∣∣
s=μ

− f ∗(μ)
μ

. (9)

From (2), (8), and (9), we have

E[tK |tM ≥ tK ]

=
E[tK and tM ≥ tK ]

Pr[tM ≥ tK ]

=
{

1
μ

+
[
df ∗(s)

ds

]∣∣∣∣
s=u

− f ∗(μ)
μ

}
×
[

1
1 − f ∗(μ)

]
.

(10)

E[t∗K and tM ≤ tK ] is derived as

E [t∗K and tM ≤ tK ]

=

∞∫
tK=0

μe−μtK ×

⎡
⎣ tK∫

tM=0

(tk − tM )f(tM )dtM

⎤
⎦ dtK

=
f ∗(μ)

μ
. (11)

Therefore, from (5), (8), and (11), we have

E [t∗K |tM ≤ tK ] =
E [t∗K and tM ≤ tK ]

Pr[tM ≤ tK ]

=
[
f ∗(μ)

μ

]
×
[

1
f ∗(μ)

]
=

1
μ

. (12)

Equation (12) says that E[t∗K |tM ≤ tK ] is not affected by the
tM distribution.

To further investigate (8) and (10), we assume that tM has
a Gamma distribution, which has been used in telecommuni-
cation modeling [5], [7]. The Gamma-distributed tM has mean
1/λ, variance VM , and Laplace transform

f ∗(s) =
(

1
λVMs + 1

) 1
λ2VM

.

Then, from (8)

α = f ∗(μ) =
(

1
λμVM + 1

) 1
λ2VM

(13)

and E[tK |tM ≥ tK ] is expressed as

E[tK |tM ≥ tK ]

=

{
1
μ

+
[
df ∗(s)

ds

]∣∣∣∣
s=μ

− f ∗(μ)
μ

}
×
[

1
1 − f ∗(μ)

]

=

[
1
μ
− 1

λ
×
(

1
λμVM + 1

) 1
λ2VM

+1

− 1
μ
×
(

1
λμVM + 1

) 1
λ2VM

]

×

⎡
⎢⎣ 1

1 −
(

1
λμVM+1

) 1
λ2VM

⎤
⎥⎦ . (14)
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TABLE I
COMPARISON OF ANALYTIC AND SIMULATION RESULTS.

(a) α (EXPONENTIAL tM ). (b) E[tk|tM ≥ tk] (GAMMA tM
AND EXPONENTIAL T ). (c) E[t∗k|tM ≤ tk]

(GAMMA tM AND EXPONENTIAL T )

When tM is exponentially distributed (i.e., VM = 1/λ2), (13)
is rewritten as

α =
(

1
λμVM + 1

) 1
λ2VM

=
λ

λ + μ
(15)

and (14) is expressed as

E[tK |tM ≥ tK ] =

[
1
μ
− 1

λ
×
(

1
λμVM + 1

) 1
λ2VM

+1

− 1
μ
×
(

1
λμVM + 1

) 1
λ2VM

]

×

⎡
⎢⎣ 1

1 −
(

1
λμVM+1

) 1
λ2VM

⎤
⎥⎦

=
1

λ + μ
. (16)

Equations (1), (4), (7), (12), (15), and (16) provide the mean
value analysis to show the “trends” of the output measures.
These equations are also used to validate the simulation exper-
iments. Table I shows that the simulation is consistent with the
analytic analysis, and all errors are within 1%.

Fig. 5. Effect of μ. (a) Effect of E[T] on α. (b) Effect of E[T ] on E[tK |tM ≥
tK ]. (c) Effect of E[T ] on E[t∗K |tM ≤ tK ].

IV. NUMERICAL EXAMPLES

According to the analytic and the simulation models, we use
numerical examples to investigate how the MSK lifetime T
affects the performance of the key caching mechanism. Fig. 5
plots the results for exponential tM . Fig. 5(a) plots α against
E[T ]. The figure indicates that α is an increasing function
of E[T ]. It is intuitive that if E[T ] is large, then it is more
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likely that the MS will return before the MSK lifetime expires.
From (1)

lim
E[T ]→∞

α = lim
T→∞

(
e−λT + λT − 1

λT

)
= 1.

Since E[T ] = 1/μ, from (15), we have

lim
E[T ]→∞

α = lim
E[T ]→∞

[
λ

λ + (1/E[T ])

]
= 1.

This figure also shows that the exponential T outperforms the
fixed T in terms of α.

Fig. 5(b) plots the unused key period E[tK |tM ≥ tK ] as a
function of E[T ]. The figure shows that the unused key period
increases as E[T ] increases. From (4), we have

lim
E[T ]→∞

E[tK |tM ≥ tK ] = lim
T→∞

(
1
λ
− Te−λT

1 − e−λT

)
=

1
λ

and from (16)

lim
E[T ]→∞

E[tK |tM ≥ tK ] = lim
E[T ]→∞

[
1

λ + (1/E[T ])

]
=

1
λ

.

Therefore, the maximum unused key period is E[tM ] = 1/λ.
When E[T ] is small (e.g., less than 1/λ), the fixed T outper-
forms the exponential T . When E[T ] is large, the exponential
T yields better performance in terms of the unused key period.

Fig. 5(c) plots the reused key period E[t∗K |tM ≤ tK ] as a
function of E[T ]. The figure indicates that the key reused period
increases as E[T ] increases. From (7), we have

lim
E[T ]→∞

E [t∗K |tM ≤ tK ] = lim
T→∞

[
λT 2

2(λT + e−λT − 1)
− 1

λ

]

=∞

and from (12)

lim
E[T ]→∞

E [t∗K |tM ≤ tK ] = lim
E[T ]→∞

(
1

1/E[T ]

)
= ∞.

The figure also indicates that the exponential T outperforms the
fixed T in terms of the reused key period.

Fig. 6(a) plots the unused key period E[tK |tM ≥ tK ] against
E[T ] and VM . When E[T ] ≥ 1/λ, the unused key period
increases as VM increases. This phenomenon is explained as
follows. As VM increases, more long and short tM are ob-
served. Since a random observer (an MS movement) tends to
observe long tM , short tM will not contribute to E[tK |tM ≥
tK ]. Therefore, more long tK are observed as VM increases.
From (14), we have the equation shown at the bottom of the

Fig. 6. Effect of VM . (a) Effect of VM on E[tK |tM ≥ tK ]. (b) Effect of
VM on E[t∗K |tM ≤ tK ].

page. When E[tK ] < 1/λ, E[tK |tM ≥ tK ] � E[tK ], which is
not sensitive to VM .

Fig. 6(b) plots the reused key period E[t∗K |tM ≤ tK ] against
E[T ] and VM . For the exponential T , according to (12),
E[t∗K |tM ≤ tK ] = E[T ]. This phenomenon is explained as
follows. Since the residual MSK lifetime tK is exponentially
distributed, the arrival of the MS to the old ASN-GW is a
random observer to tK . Thus, from the residual life theorem,
t∗K is also exponentially distributed with the mean E[T ]. For
the fixed T , E[t∗K |tM ≤ tK ] increases as VM increases. Since
we only consider the case when tM ≤ tK , as VM increases,

lim
VM→∞

E[tK |tM ≥ tK ] = lim
VM→∞

⎧⎪⎪⎨
⎪⎪⎩

[
1
μ − 1

λ ×
(

1
λμVM+1

) 1
λ2VM

+1

− 1
μ ×

(
1

λμVM+1

) 1
λ2VM

]

1 −
(

1
λμVM+1

) 1
λ2VM

⎫⎪⎪⎬
⎪⎪⎭ =

1
μ
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short tK periods are observed, and long tK will not contribute
to E[t∗K |tM ≤ tK ]. Thus, for the fixed T , the reused key
period increases as VM increases and eventually approaches
E[tK ] = T/2.

Fig. 6 shows that the exponential T outperforms the fixed
T in terms of the reused key period. On the other hand, for
the unused key period, the fixed T outperforms the exponential
T in most cases. Another advantage of the exponential T
over the fixed T is that the reused key period E[t∗K |tM ≤ tK ]
performance is not affected by the variance VM . This stability
property is important for a telecom-grade system.

V. CONCLUSION

This paper has proposed a key caching mechanism to speed
up the inter-ASN-GW handoff for mobile WiMAX. With this
mechanism, when an MS leaves the old ASN-GW, the MS
key record (e.g., the MSK) is cached in the old ASN-GW. If
the MS returns to the old ASN-GW before the MSK lifetime
expires, it can reuse the MSK without executing the IEEE
802.1X authentication. On the other hand, the old ASN-GW
consumes extra storage to maintain the MS key records when
the MS leaves the old ASN-GW. This paper has investigated
how the period T of the MSK lifetime affects the key caching
performance by an analytic model and simulation experiments.
Three output measures are evaluated: the key reuse probability,
the unused key period, and the reused key period. We have
shown that the caching mechanism can effectively speed up the
inter-ASN-GW handoff. We also observed that the exponential
T outperforms the fixed T in most cases. Moreover, for the
reused key period, the exponential T is not affected by the
variance of the MS residence period in new ASN-GWs and
is more suitable for telecommunication systems. As a final
remark, the operator uses our study and the number of serving
MSs to calculate the storage budget at an ASN-GW. Our study
indicates that E[T ] > 10/λ will not improve performance.
Therefore, if E[T ] < 10/λ is selected, the extra storage can be
computed from Little’s law, i.e., N = xE[T ] < 10x/λ, where
N is the extra storage (the number of MS key records), and x is
the rate of the MSs leaving the ASN-GW [10].
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