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A Digital Content Protection Scheme Using

MPEG-21 REL with Applications to DVB Systems

Student: Ying-Tzu Shih Advisor: Dr. Hsueh-Ming Hang

Department of Electronic Engineering & Institute of Electronics
National Chiao Tung University

Abstract

In a digital TV system, the Conditional Access (CA) system is essential to protect digital
contents from unauthorized use. However, an ordinary CA system has only the ability to
restrict the access to certain material. It cannot provide:a further protection and prohibit
unauthorized uses after the content has been downloaded and descrambled. The goal of the
thesis is to use the MPEG REL to implement both the CA and the rights management systems.
We will show how one can use the MPEG REL to bridge the gap between a DVB system and
a DRM system. In this thesis, we insert a license, according to MPEG-21 REL expressions,
into the Service Information of a DVB bit stream. With this license, the operators can
constrain the user’s operations on the content through the DRM system and the smart card. To
demonstrate the method we propose, we implement two application examples to show that
using the REL can achieve both conditional access protection of digital content and manage

the utilization of digital assets. In addition to the usage control of the MPEG REL, we also



propose a key management machine in our applications to protect the content from being

illegal accessed.
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Chapter1

Introduction

Digital Television (DTV), a new type of broadcasting, is quickly catching on
around the world. In the DTV system, the TV signals are converted into digital format
and transmitted as MPEG-2 transport streams. DTV improves service quality and
provides interactivity between consumers and service provider. It also provides better
bandwidth utilization than the classical analog color TV broadcasting system. It can
also be used to broadcast other types of digital data. Because the digitization of media
content can easily created identical copies, how to protect the digital content from
unauthorized access and the other illegal uses iS:an important issue. To solve this

problem, the Digital Rights Management (DRM).technology becomes a must.

DRM is a concept for managing.and controlling the access and utilization of
digital assets. In the DTV system, Conditional Access (or CA) systems have been
designed for offering a mechanism to restrict access to certain material (sports or film
channels, for example) without permission. The CA systems protect the content
intellectual property by encrypting the data so that it can only be accessed by the
authorized users. While using CA systems can provide the addressability in a
broadcasting network by using the smart card, it can not provide a further protection

and manage the authorized uses of the content.

DRM does not mean only access control of digital content but also it includes the
right management, which is more flexible in file downloading and content
consumption. A DRM system must provide a safe, open, trusty environment for media

content delivery and must provide interoperable service. A key issue when trying to



implement interoperable applications for managing and distributing multimedia
content is the consideration of their digital rights. A recently approved ISO standard,
MPEG-21 Part 5 - Rights Expression Language (REL) [4], is an important technology
for the development of interoperability across various DRM systems. The MPEG REL
is an XML-based language that can declare rights and conditions for the authorized
distribution and use of any content, resources, or services. It is intended to facilitate
the expression and representation of rights regarding the digital resources and support
guaranteed end-to-end interoperability, consistency and reliability between different

systems and services.

The goal of the thesis is to study the MPEG-21 REL standard, use it to
implement both CA and rights right management systems. We will show how one can
use the REL as the bridging betweenja Digital Video:Broadcast (DVB) system and
Digital Rights Management (DRM) system. The DRM system protects digital content
by associate it with usage rules. In thisthesis, We insert a license, according to
MPEG-21 REL expressions, into the Service Information in the DVB system. With
this license, the operators can constrain the users’ usage on the content through the
DRM player and the smart card. To demonstrate the method we propose in practice,
we implement two application examples to show that using the REL can achieve both
the conditional access protection of digital content and the utilization management of
digital assets. Besides the use of the MPEG REL, we also propose a (encryption) key
management machine in one of our applications to protect the content from illegal

access.

This thesis is organized as follows. In chapter 2, we introduce the DVB digital
TV system including of the specification for Service Information in DVB systems and

the Conditional Access system of DTV. Chapter 3 briefly describes the SDK of the

2



Twinhan DVB-T PCI Card, which is used in our experiments to make the
demonstration closer to practical system. Next, we will give an overview of the
MPEG REL in chapter 4. In chapter 5, we describe the details of our design and
implementation of the content protection scheme for the Terrestrial DVB system by

using MPEG-21 REL concept an format. A briefly conclusion is given in chapter 6.



Chapter 2

Digital Video Broadcasting System

In 1995, the Digital Video Broadcasting (DVB) project organized by the
European Broadcasting Union (EBU) has published a set of formal standards which
define a new Digital Video Broadcast system. These standards are widely used in
Europe, Asia, Australia, and many other regions of the world starting in 1996. Parts of
DVB standards describe digital TV transmission over satellite (DVB-S; EN 300 421),

cable (DVB-C; EN 300 429), and terrestrial systems (DVB-T; EN 300 744).

A digital TV program is transmitted as a bit stream of MPEG-2 data known as a
transport stream. Although the DVB-T system is used in the implementation examples
of the thesis, the source coding and multiplexing approach can also be used in the
satellite and cable systems. Here we focus on the structure of a DVB transport stream
and the service information in the'DVB system. Additionally, we will also describe

the general model of Digital TV Condition Access mechanism.

2.1 Anatomy of an MPEG-2 Stream

In any digital broadcasting system, the compression technique used is the
MPEG-2 video/audio, and the signal format is the MPEG-2 transport stream (TS).
The compressed video and audio contents are called elementary streams (Video ES
and Audio ES; ES), each containing one video or one audio track. To make the
multiplexing process easier, these elementary streams are split into packets, called
packetized elementary stream or PES. The MPEG-2 standard, ISO/IEC 13818-1[1],

defines a multiplexing system which combines Video/Audio or data packetized



elementary streams to form a transport stream. The multiplexing system also allows

one or more transport streams to be combined into a transport stream.

To create a transport stream, the PES streams are packaged into transport stream
packets, which have a fixed size of 188 bytes and consist of 4 bytes header and 184
bytes data payload. This extra level of packetization allows this format to support

much more powerful error collecting techniques.

Video PES  |——»

Audio PES ——» Tl'un.v.purt stream

[Data PES ——-

T

P51 - —— -
—
— - % —
L MPEG 2

Video PES i )
Transport stream

ﬁ/ to DVB modulator

Audio PES  ——=

[ata PES -

PSI -

VALY
l

Figure 2-1 Overview of MPEG-2 Transport Stream Multiplexer [22]

As shown in Figure 2-1, in a DVB system, the multiplexing technique is used to
put more than one programs into one single transport stream, which has a data rate of
around 25 megabits/second for terrestrial networks. Finally, the transport stream is the
output sent to a DVB modulator. A modulator will convert it to an analog signal

suitable for broadcasting.

Because a transport stream can carry multiple elementary streams, there must be

a way to reconstruct these streams into something that a receiver can present to users.



To solve this problem, MPEG and DVB both specify that other information should be
added into the transport stream and this data are coded in a number of elementary
streams which are added into the transport stream during the multiplexing process.
The data defined by MPEG is known as Program Specific Information (PSI). This PSI
can be thought of a number of tables in which each describes the structure of the

transport stream and the type of data contained in the stream.

In the multiplexing system, each elementary stream has a unique Packet ID (PID)
which is contained in the header of transport stream packets. The PID identifies, via
the PSI tables, the contents of the data contained in the Transport Stream packet.
Transport Stream packets of the same PID value carry data of one and only one

elementary stream.

In the Transport Stream, PSI is-classified-into.four table structures as shown
below. While these structures may be thought-of-as simple tables, they shall be

segmented into sections and inserted.in-Transport Stream packets.

1) Program Association Table (PAT)

Within a transport stream, each group of elementary streams that makes up a
single TV channel is a program, or called a service in DVB system. The PAT indicates
the location (the PID value of the transport stream packets) of the corresponding
Program Map Table of each service. The PAT also gives the location of the Network
Information Table. The PAT is always assigned to PID 0x000. Each Transport Stream

shall contain one PAT.

2) Program Map Table (PMT)



The PMT describes the locations and type of the streams used by a service, and it
tells the receiver the location of the Program Clock Reference fields for a service. The
PMT is not broadcast on a fixed PID. For each service in a transport stream, there

must be a corresponding PMT within the transport stream.

3) Conditional Access Table (CAT)

The CAT provides the information about the CA systems that are in use in the
transport stream. The information tells the receiver how to decode them; it is private
and depend on the CA system. The CAT is sent with the well-known PID value of

0x001.

4) Network Information Tables (NLF)

The NIT provides information-about the-physical network and also describes
how transport streams are organized on-the-eurrent network. The data format is
outside the scope of ISO/IEC 13818-1 [1].-The syntax and semantics of the NIT are

defined in a specification of DVB [2].

Figure 2-2 is a simple example to present the relationship between the four PSI

tables and the Transport Stream.

In DVB system, the PSI is referred to as Service Information (SI). Besides these
four tables listed above, DVB specifies other nine tables in the Service Information

standard [2].
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PMT (Service 1)
PID  Stream_Type

101 video
103 audio
103 data

Transport Stream

Elementary Stream (P1D 0)

Elementary Stream (PID 101)

Y

Elementary Stream (PID 102)

Elementary Stream (PID 103)

Elementary Stream (PID 104)

Elementary Stream (PID 105)

Elementary Stream (PID 106)

PAT
Service PMT-PID
1 200
2 201
(NIT) ©O 16

Elementary Stream (PID 200)

Y

PMT (Service 2)
PID  Stream_Type
102 video
104 audio
106 data

Elementary Stream (PID 201)

Elementary Stream (PID 1)

Elementary Stream (PID 16)

Elementary Stream (P1D 301)

Elementary Stream (PID 302)

'

CAT
CA_System  PID
1 30
2 302

Figure 2-2 The relationship in the PSI structure

2.2 Service Information in DVB systems

The structure of a DVB transport Stream Is shewn in Figure 2-3. In the

DTV-terms, a transport stream is also known as a multiplex, because it contains a

number of services multiplexed together. Each service consists of a group of

elementary streams that makes up a single TV channel. Each TV show is known as an

Event, which contains at least one audio stream, at least one video stream and usually

several data streams. The service (TV channel) consists of a series of individual

events broadcast one after another.

In addition to the PSI defined by MPEG, DVB specifies other information to

provide identification of services and available events for the user. The coding rule of

this data is defined in ETSI EN 300 468.



Transport stream
China TV : 533000 Hz

Service Service Service
Channel 1 Channel 2 Channel 3
|
I I
Event Event
News at 8:00 News at 9:00
I
| I
Elementary Stream Elementary Stream
Video Audio

Figure 2-3 The structure of a DVB transport stream

2.2.1 Service Information Description

In contrast to the PAT, CAT, and PMT of the PSI, which give information only

about the architecture of the multiplex for helping the receiver to reconstruct these

streams, the additional information defined in EN 300 468 can also provide

information on services and events carried by different multiplexes.

This data is known as Service Information (SI). The Sl data is structured as nine

types of tables [2]:

1) Bouquet Association Table (BAT) provides information regarding bouquets. A
bouquet is several services that are grouped together logically, for instance, sports
package (which contains 8 sports channels) or movie package (which contains 5

movie channels). As well as giving the name of the bouquet, it provides a list of

services for each bouquet.




2) Service Description Table (SDT) contains data describing the services in the

system e.g. names of services, the service provider, etc.

3) Event Information Table (EIT) contains data concerning events or programs such

as event name, start time, duration, etc.

4) Running Status Table (RST) gives the status of an event (running/not running).

The RST updates this information and allows timely automatic switching to events.

5) Time and Date Table (TDT) gives information relating to the present time and
date. This information is given in a separate table due to the frequent updating of this

information.

6) Time Offset Table (TOT) gives information relating to the present time and date
and local time offset. This information is given in a separate table due to the frequent

updating of the time information,

7) Stuffing Table (ST) is used to invalidate existing sections, for example at delivery

system boundaries.

8) Selection Information Table (SIT) is used only in "partial” (i.e. recorded)
bitstreams. It carries a summary of the Sl information required to describe the streams

in the partial bitstream.

9) Discontinuity Information Table (DIT) is used only in "partial” (i.e. recorded)
bitstreams. It is inserted where the Sl information in the partial bitstream may be

discontinuous.

10
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Transport Stream Sync Byte
S Fe——- > -
Svnchronization (a7
Read-out of Program Specific
TS content Information PAT, PMT
Accessing a Packet ldentilication
proEram P
Descrambling, if > Conditional Access
required Table CAT
Program o Program Clock Ref.
Svnchromzation PCR, PTS, DTS
Decoding | > Service Information
additional data b1

Figure 2-4 The process of decoding a DVB transport stream [22]

A prototypical decoder for @ DVB-transport stream in the system layer is
depicted in Figure 2-4 to illustrate how to-construct these streams. In the process of
decoding, synchronization is the first step. The syne byte is 0x47. After that, decoders
extract video, audio and data streams according to PAT and PMT. If the transport
stream is scrambled, the CAT is used to descramble it. Then these elementary streams
are synchronized in according with some parameters which are added in the process
of MPEG-2 encoding. These parameters include PCR (Program Clock Reference),
PTS (Program Time Stamp) and DTS (Decoding Time Stamp). If there are Sl tables in

the transport stream, decoders must decode the content in these tables.

Using the Sl tables, more applications could be developed in DVB system. In
this thesis, we just use the Event Information Table to implement a DRM application.

Next, we will describe the definition and syntax of EIT.

11



2.2.2 Event Information Table

The EIT provides information in chronological order regarding the events
contained within each service. For mapping all MPEG-2 tables and Sl tables into
transport stream packets, these tables shall be segmented into one or more sections.
So that, the EIT must be segmented into one or more Event Information Sections,

before insertion into Transport Stream packets, with the following syntax.

Syntax No. of Bits Identifier
event_information_section(){

table_id 8  uimshf
section_syntax_indicator 1 bslbf
resenved_future_use 1 hslbf
reserved 2 slbf
section_length 12 uimshf
service_id 16 uimshbf
resenved 2 hslbf
version_number 5 uimshf
current_next_indicator 1 bslbf
section_number & uimshf
last_section_number &  uimshf
tfransport_stream_id 16 uimshf
original_netwark_id 16 uimshf
segment_last_section_number 8  uimshf
lasi_table_id &  uimshf
for{i=0;i=N;i++)}{

avent_id 16 uimshbf

star_time 40 bslbf

duration 24 uimshf

running_status 3 uimshf

free CA_mode 1 hslbf

descriptors_loop_length 12 uimsbf

for{i=0ji=Ni=+}

descriptor{)
1
CRC_32 32 rpchof
i

Table 2-1 Event Information Section [2]

This EIT sections shall be transmitted in TS packets with a PID value of 0x0012.
The EIT section is identified by the use of table_id which is an 8-bit field and always
assigned Ox4E. The bits of the next three fields (section_syntax_indicator,

reserved_future_use and reversed) shall be set to 1. The section_length specifies

12



the number of bytes of the section, starting immediately following the section_length
field and including the CRC. The section_length shall not exceed 4093 so that the
entire section has a maximum length of 4096 bytes. The service_id is a label used to
identify this service from other service within a transport stream. The version_
number and current_next_indicator indicate that which version of EIT section is
valid. The section_number, next_section_number, segment_last_section_number
and last_table_id allows receiver reassembling these sections. transport_stream_id
serves as a label for identification of this transport stream from any other multiplex
within the delivery system. original_network_id gives the label identifying the

network_id of the originating delivery system.

The inside of the for-loop contains:the essential information about the TV shows
(events) of a service. The event_.id is the unique.identification number of the
described event. The start_time and duration just are the start time and duration of
the event respectively. The running_status indicates the status of the event: running
or not, pausing and stats in a few seconds. All the component streams of the event are
scrambled or not are indicated in the free_ CA_mode field. The descriptors_loop_
length gives the total length in bytes of the following descriptors. The CRC_32 field

contains the Cyclic Redundancy Check value.

Each descriptor loop contains one or more descriptors contain some information
for the decrypted event. ETSI defined many descriptors that can be re-used in the Sl
tables. This allows a flexible approach to the organization of the tables and allows for
future compatible extensions. For all descriptor, the descriptor_tag and descriptor_
length are applied to it for identifying each descriptor and specifying the length

respectively. ETSI also defined some descriptot_tag values to allow user defining

13



these value for their requirement. By using different descriptors, the EIT can transmit

different kinds of event information.

2.3 Conditional Access Control

Conditional access (or CA) system is designed for offering the ability to restrict
access to certain material (sports or film channels, for example). To each CA vendor,
the techniques and implementations used for this is proprietary. In general, the CA
model used in the DVB system includes three main functions: scrambling /
descrambling, entitlement checking and entitlement management. Figure 2-5 is the

general model of digital TV Conditional Access in a service provider.

Scrambled

—Video/Audio/Data—» Scrambler —
bitstream

Control' Ward (CW)

ECM Generator (ECMG)
Encryption of CW

Service Key (SK)

EMM Generator (EMMG)
Encryption of SK

Figure 2-5 The flow of the CA system in a server provider

CW Generator

———ECM—»

——EMM—»
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The control word (CW), which provides the first level of scrambling the TV
content, is encrypted using the service key (SK). This service key may be common to
a group of users. The encrypted control word is broadcast in an Entitlement Control
Messages (ECM) which is shown in Figure 2-6. Next, for making sure that only
authorized users can decrypt the control word, the service key is encrypted using the
user key (UK) which is unique to each single user. For each authorized user, the
service key encrypted using their user key is broadcast as part of an EMM Entitlement

Management Messages (EMM) which is shown in Figure 2-6.

EMM ECM
Service Key Cortrol Word
[encrypted with [encryptad with
user key 17 service key)

Service Keay
[encrypted with

user key 17

Service Key
[encrypted with
user key 17

Figure 2-6 ECMand EMM [3]

These two private CA messages, ECM and EMM, must also be sent in transport
stream packets to allow the receivers descrambling the TV content before decoding.
Entitlement Control Messages specify control words and possibly other, typically
stream-specific, scrambling and/or control parameters. Entitlement Management
Messages specify the authorization levels or the services of specific decoders. They
may be addressed to single decoders or groups of decoders [1]. The conditional access
descriptor listed in the Conditional Access Table (CAT) is used to specify both EMMs

and ECMs.

Figure 2-7 presents the general CA model for descrambling the TV content.

When the receiver gets a CA message, it is passed to the CA system. For authorized
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users, the receivers use their user key to decrypt the service key in EMM. Then, the
receivers initialize the descrambling hardware and actually descramble the content

after decryption of control words in ECM.

__ Scrambled Descrambler — Video/Audio/Data »

bitstream
Control Word (CW)
ECM—»  Decryption of CW ]

Service Key (SK)
——EMM——> Decryption of SK. ]

Figure 2-7 The flow:of the CA'System in a receiver

Not all CA systems use the same algorithms. There are some variances between
them. And the EMMs may be used for other CA-related tasks besides decrypting

service keys. But, basically, they work in the same way.



Chapter 3
TwinHan DVB-T PCI Card SDK

In this thesis, we use the DVB-T PCI Card made by the TwinHan company to
receive and de-multiplex the DVB- Terrestrial signal. The Software Development Kit
(SDK) of the Twinhan DVB-T PCI Card (called Twinhan DTV SDK for short) will be
introduced in this chapter. The SDK is written in C++ and based on the Component
Object Model (COM). Microsoft DirectX 8.1 or above is requirement for using the

card to watch digital TV.

3.1 Component Object Model

The Component Object Model (COM),-developed by Microsoft, is a
platform-independent, distributed, object-oriented system for creating binary software
components that can interact. COM specifies an object model and programming
requirements that enable COM obijects to interact with other objects. COM objects are
discrete components, each with a unique class identity (called CLSID). They are
completely language-independent and have built-in inter-process communications
capability and easily fit into an object-oriented program design. Conceptually, a COM
objects can be considered as a black box that can be used by applications to perform
one or more tasks without getting any idea of how it works. They are most commonly

implemented as a dynamic-link library (DLL).

Accessing to an object’s data is achieved exclusively through one or more sets of
related functions. These function sets are called interfaces, and the functions of an

interface are called methods. Each interface is identified by a unique identity.
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Communication between two objects in a system occurs by calling the functions in an

interface through a pointer to that interface.

3.2 DirectShow

The TwinHan DTV SDK uses some components provided by DirectShow.
DirectShow is one of components in Microsoft DirectX. It is designed to simplify the
task of creating digital media applications on the Windows platform by isolating
applications from the complexities of data transports, hardware differences, and

synchronization.

DirectShow uses a modular architecture, where each stage of processing is done
by a COM object called a filter. As-Figure 3-1 shows, each filter is connected to one
or more other filters. The filter chain'is called a filter graph. The connection points are
also COM objects, called pins. The pins-are divided into tow classes, output and input
pin. Filters use pins to move data from.one filter to the next. The arrows in Figure 3-1
show the direction in which the data travels. DirectShow also provides a COM object,

Filter Graph Manager, which could control the filters in a filter graph.

MPEG wd(.m Video render
decompression > filter
/ filter

\ MPEG audio Audio render
decompression >
filter

filter

| mpPEG 1
| splitter filter |

Source Filter

Figure 3-1 Filter Graph
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3.3 TwinHan DTV SDK

This section explains the concept and architecture of Twinhan DTV SDK for
windows. It describes how to use the SDK to receive, process, and render the DVB

signals. Figure 3-2 is the whole frame of the Twinhan DVB-T PCI Card.

m——
+—h

Figure 3-2 The Whole Frame

Twinhan DTV SDK provides COM objects and the interfaces that assist in
demultiplexing, decoding, and other signal processing. Using Twinhan DTV SDK
simplifies the signal processing procedure. Figure 3-3 illustrates the high-level

architecture of the SDK. It is the procedure of rendering the source signals.

The SDK offers a DVB Source filter which should only be loaded through a
graph manager which will handle all the pin connections and provide access to the
different decoder interfaces. It has four output pins for “Stream 17, “Transponder

Stream”, “Analog Video”, and “VBI”. The connection format of “Stream 1” output
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pin is MEDIATYPE_Stream/MEDIASUBTYPE_NULL. It works in the pull mode.
When it is working, the PES stream which only includes video and audio will flow
out. In order to work properly, before connecting the output pin to the next filter, we
should initialize the filter with the open interface. The connection format of another
pin “Transpond Stream” is MEDIATYPE_Stream/MEDIASUBTYPE_MPEG2_
TRANSPORT, and it is working in the push mode. When it is active, the whole
transport stream will flow out from it. The output pin “Analog Video” is designed for
Analog Video. Its connection format is MEDIATYPE_Video/MEDIASUBTYPE _
RGBXx and it use Source Stream as the output pin type. For the output pin “VBI”, the
connection type is MEDIATYPE_VBI/MEDIASUBTYPE_VPVBI. It delivers a

stream of VVBI waveform samples.

Figure 3-3 The Graph Frame

The TS Splitter filter takes in the interleaved stream and outputs separate audio
and video streams. It has 1 input pin and 2 output pins, one is for video, which
supports MPEG2_Video; another is for audio, which supports MPEG1AudioPayload

and AC3. If the stream includes AC3 audio, the connection format is DOLBY_AC3.

The DVB Time-Shift filter allows seeking and positioning in a previously

encoded MPEG2 stream. The special functionality of the DVB Time-Shift filter
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allows data seeking with real-time multiplexed streams. DVB Time-Shift filter has
linput pin and 1 output pin, it needs to be linked between the source filter and the
splitter. User only controls the graph state for the time-shifting function, such as pause
for enter time-shifting mode, play for playback in time-shifting mode and stop for

exit.
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Figure 3-4 The Filter Graph for Transponder Stream

Figure 3-4 is the Filter Graph for receiving a real-time DVB-T signal. Here we
focus the DVB Source filter because all the filters in Figure 3-4 are provided by
DirectShow except the Source Filter. For more information on these filters refer to
DirectShow. The Source Filter will detect the card automatically and work well on

this card. It supports more than one interface to allow user to:

e Change the transponder and other options, such as LNB.

o Lock the channel.
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*  Access to multi-card and support the media files (MPEG2 format) playback

function.

*  Read remote control code and turn on/off the tuner power.

Using the interface, the user can lock a channel, capture PES stream which
includes video and audio streams, scan programs etc. This is achieved through some

supported APIs as follows.

STDMETHOD(LockChannel)

(THIS_

long Frequency, [I[in] frequency, KHz

long SymbolRate, /I[in] bandwidth

int  HV, /[[in] 1 for Digital, 0 for Analog
) PURE;

STDMETHOD(SetPid)

(THIS_
int SetType, l[in]:type for.control stream
long VideoPid1, /I[in] video stream pid
long AudioPidl, /[in] audio stream pid
bool Scrambled, /[in] the program is scrambled or not
long PMTPId, /I[in] if Scrambled is valid, it must be filled

long ProgramNumber,  //[in] if Scrambled is valid, it must be filled
long VideoPid2,
long AudioPid2

) PURE;

STDMETHOD(ScanChannel) () PURE;

In order to play back programs, user must call two APIs, “LockChannel” and
“ScanCannel”, to lock and scan the channel that the user wants to play firstly, and
then use the API “SetPid” to set the PID of video and audio for one program. When

all are done, the stream will be ready and user can render the output pin to build the
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whole graph. Besides these three APIs, there are also plenty of APIs supported to let

the Source Filter more powerful.

Note that all the filters, such as demultiplexer, video and audio decoder need to
be loaded in the graph prior to rendering graph. Because the formats of the video and
audio may be distinct between different programs, it needs re-render the whole graph

when changing channel in this frame now.
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Chapter4
MPEG-21 Rights Expression Language specification

In this chapter, we will briefly review the International Standard 1ISO/IEC
21000-5:2004, MPEG-21 Rights Expression Language [4] (called the MPEG REL for
short). The ISO/IEC MPEG, Moving Picture Experts Group, committee started the
development process for the MPEG REL in 2001 with a Call for Proposals and an
evaluation process. After a few years of efforts, the Extensible Rights Markup
Language (XrML) proposed by ContentGuard [5],was selected as the core

architecture and base technology [6].

We will give an overview of thesMPEG REL in terms of its objectives, data
model, structure for extensibility:and profiling,.autherization model, and the relation

with the other standards in MPEG-21.

4.1 Objectives [7]

The MPEG REL is an XML-based declarative language that can declare rights
and conditions for authorized distribution and use of any content, resources, or
services. It defines the syntax and semantics of a machine interpretable language that

can be used to specify rights unambiguously.

The MPEG REL is intended to provide a flexible, interoperable mechanism to
support transparent and augmented use of digital resources in publishing, distributing,
and consuming digital content (including digital movies, digital music, electronic
books, broadcasting, interactive games, computer software and other creations in

digital form) in a way that protects digital content and honors the rights, conditions,

24



and fees specified for digital contents. It is also intended to support specifications of
access and to control digital content usage in the cases where financial exchange is
not part of the terms of use, and to support exchange of sensitive or private digital

contents.

For protecting consumer privacy, the MPEG REL provides a flexible
interoperable mechanism to ensure personal data is processed in accordance with the
individual rights and to meet the requirements for users to express their rights and

interests in a way that addresses issues of privacy and use of personal data.

To support guaranteed end-to-end interoperability, consistency and reliability
between different systems and services, the MPEG REL must offer richness and
extensibility in declaring rights, conditions and obligations, ease and persistence in
identifying and associating these with digital contents, and flexibility in supporting

multiple usage/business models:

4.2 Data Model

The main function of the MPEG REL is to specify rights related to digital
resources (such as content, services, or software applications). Using this language,

anyone owning or distributing digital resources can identify

e The principals (such as users, groups, devices, and systems) who are
authorized to use the resources
e The rights accorded to those principals

*  The condition that must be met before the right can be exercised
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license
grant
Jane
Print
E-book “Why Cats Sleep and We don’t”
3 times
issuer

T Publisher

Figure 4-1 An example of REL expression

For example, an E-book named “Why Cats Sleep and We don’t”, distributed by
“T Publisher”, to a consumer (Jane) that she is allowed to print 3 times. Figure 4-1
shows this simple REL example, Jane is granted the right to print the E-book “Why
Cats Sleep and We don’t” 3 times under the permission of T Publisher, in its structural

form.

license

grant issuer

vy —

principal right resource condition

Figure 4-2 Data model of license [6]

In the MPEG REL terminology, Jane is considered as a principal; print, a right;
E-book “Why Cats Sleep and We don’t”, a resource; 3 times, a condition; and T
Publisher, an issuer of the right. This simple example above is consists of the essential
elements and the relationship among those elements of the MPEG REL expression.
The expression conveys a statement of the following form: An issuer states that a

principal has some right to a resource under some condition. The right-granting
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portion of this statement is called a grant and the entire statement is called a license
which contains both grants and issuers. In this example, the statement, Jane can print
the E-book “Why Cats Sleep and We don’t” 3 times, is a grant; the statement, T
publisher issues a grant that Jane can print the E-book “Why Cats Sleep and We

don’t” 3 times, is a license.

The essential elements and the relationship among those elements of the MPEG
REL are shown in Figure 4-2, the MPEG REL data model. The MPEG REL adopts a
simple and extensible data model. In this data model, a license consists of one or more
grants and issuers. And a grant contains four basic entities, including principal, right,
resource, and condition. The roles of these elements of the MPEG REL data model

will explained in detail in the following:sections;

4.2.1 License

A license is a key top-level construct in the MPEG REL. It is a container of
grants, issuers, and some other information. Conceptually, a license is a collection of

grants issued by one or more issuers.

4.2.2 Grant

A grant is the element within the license that essentially conveys to a principal

the right to use a resource, possibly subject to certain conditions.

4.2.3 Principal

MPEG REL provides the principal element that encapsulates the identification of
a party to whom a right is granted. Each principal identifies exactly one party. In

contrast, a set of principals, such as the universe of everyone, is not a principal. A
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Principal is typically identified by using information unique to that entity, which often
includes an associated authentication mechanism by which the Principal can prove its

identity. For example, an X.509 certificate is one of an authentication proof.

To support identification, the following technologies are provided: 1) a principal
must present multiple credentials, all of which must be simultaneously valid, to be
authenticated; 3) a principal is a keyHolder, who is identified as possessing a secret
key such as the private key of a public / private key pair. 3) Other identification
methods that may be invented by others.

The following figure shows an example: the principal Jane is represented by using
the keyHolder element.

<keyHolder licensePartld="Jane">
<info=
<dsig:KeyValue>
<dsig:RSAKeyValue=
=dsig:Modulus=5RagFBUrl...</dsig:Modulus=>
<dsig:Exponent=AQABAA==</dsig:Exponent>
</dsig:RSAKeyValue>
</dsig:KeyValue=
</info=
</keyHolder=

Figure 4-3 Jane is identified as the holder of a particular key

4.2.4 Right

Aright is the "verb" that a principal can be granted to exercise against some
resources under certain conditions. Typically, a right specifies an action (or activity)

or a class of actions that a principal may perform on or use the associated resource.

Aright element within a grant encapsulates information about rights and
provides a set of commonly used, specific rights, such as play, print and adapt, as

well as notably rights relating to other rights, such as issue, revoke and obtain.
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The following figure illustrates how the print right would appear in a license. In
this figure, the prefix mx: indicates that the print right is defined in the MPEG media

extension schema namespace that will be introduced in section 4.3.

<mx:print/>=

Figure 4-4 The print right

4.2.5 Resource

Aresource is the "object™ to which a principal can be granted a right. A resource
can be a digital work (such as an e-book, an audio or video file, or an image), a
service (such as an email service, or B2B transaction service), or even a piece of
information that can be owned by aprincipal (such as a name or an email address). A

grant can also be a resource.

MPEG REL provides a resource element that encapsulates the information
necessary to identify and assign Rights'to'a particular Resource. In particular, it
provides a variety of pattern mechanisms to allow identification of a collection of
resources with some common characteristics. Extensions to these mechanisms define
Resources appropriate to specific business models. The following figure illustrates

that an e-Book is identified as a digitalResource with a particular URI.

=digital Resource=
<nonSecurelndirect URI="http://www contentguard.com/sampleBook.spd"/=
</digitalResource>

Figure 4-5 An E-book is represented as a digitalResource with a URI
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4.2.6 Condition

A condition specifies the terms, conditions and obligations under which rights
can be exercised. A simple condition is a time interval within which a right can be
exercised. A slightly complicated condition is to require the existence of a valid,
prerequisite right that has been issued by some trusted entity. Using this mechanism,
the eligibility to exercise one right can be dependent on the eligibility to exercise

other rights.

MPEG REL defines a condition element that encapsulates the information
necessary to determine whether the condition is met. Figure 4-7 presents constraint
condition that identifies a right may be exercised only 3 times. The prefix sx: in this
figure indicates that the elements (exerciseLimitand count) are defined in the MPEG
standard extension schema namespace that will be.introduced in section 4.3.

<sx:exerciseLimit=

<gx:count=3</sx;count>
<fex:exerciseLimit>

Figure 4-6 A constraint condition

4.2.7 Issuer

The issuer element identifies a license issuer who digitally signs a license and
provides additional details about its issuance. By signing the license, a license issuer
authorizes the grants contained in a license and it can facilitate reliable establishment

of trustworthiness of the license.

A license may have any number of issuers, or the element may be omitted

entirely. However, no additional semantics is associated with the joint signing; it is as
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if each had signed a copy of the License independently. No collective meaning is

implied by several issuer elements appearing in a license.

The following figure illustrates how this issuer information is represented in the

MPEG REL expression.

<issuer=>
<dsig:Signature>
<dsig:SignedInfo=
<dsig:CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>
<dsig:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsighrsa-shal"/>
<dsig:Reference=
<dsig: Transforms>
<dsig: Transform Algorithm="http://www.xrml.org/schema/2001/11/xrml2¢core#license"/>
</dsig: Transforms=
<dsig:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigHshal" >
<dsig:DigestValue=PB4QbKOQCo941tTExbj 1/Q==</dsig: DigestValue>
</dsig:Reference=
</dsig:SignedInfo>
=dsig:SignatureValue=allDoedpL...</dsig:Signature Value=
<dsig:KeylInfo=
<dsig:KeyValue>
<dsig:RSAKeyValue>
<dsig:Modulus=g8NRYMG30...</dsig:Modulus=>
<dsig: Exponent>=AQABAA==</dsig:Exponent>
<fdsig:RSAKeyValue>
<f/dsig:KeyValue>
</dsig:KeyInfo>
</dsig:Signature>
<details>
<timeOfIssue=2000-01-27T15:30:00</timeOflssue>
</details>
</issuer=

Figure 4-7 Issuer

4.3 Extensibility and Profiling

MPEG recognizes that different applications require different levels of
complexity and flexibility in REL and that specific industries and user communities
may need to modify the language to better meet their specific needs. To facilitate easy
mapping of the REL to these industry-specific applications, MPEG has developed a

process of extending and profiling of the language. [8]
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The extension process, including developing new verbs and schematic elements,

enables individuals to define new elements specific to their requirements to improve

efficiency in a specific domain. The syntax of MPEG REL is defined using the XML

Schema and Namespace Recommendations by W3C [9],[10], which enables the REL

to offer a high degree of richness and flexibility in its extensibility. The following

figure illustrates the MPEG REL architecture.

Standard Multimedia Ir
I I
Elements generally and - = | Extension
el management of |
multimedia content |
T T @
Core

Elements at the heard of the MPEG REL authorization model

Figure 4-8 Extensibility structure.

These architectural parts: core, standard extension, multimedia extension, and

their XML schemas are normative components of the overall MPEG REL

specification.

Core schema defines the general constructs which are essential and form the

architectural basis for the language. The namespace for the MPEG REL Core is

identified with the prefix *““r:”’. In some cases, this prefix is omitted.

Standard extension schema defines the concepts that are generally and broadly

applicable to the DRM usage scenarios. It extends the condition type in the XrML

core. The namespace for the MPEG REL standard extension is identified with the

prefix “sx:”. Figure 4-6 is a simple example.
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Multimedia extension schema extends the Core schema for concepts (e.g., rights,
resources, and conditions) specifically related to the multimedia domain. As shown in
Figure 4-4, the namespace for the MPEG REL multimedia extension is identified with

the prefix “mx:”.

The extension process enables that the other parties can define their own
(possibly domain-specific) extensions to the MPEG REL and its future extensions.
This is accomplished by using the existing, standard XML Schema and XML
Namespace mechanisms. More specifically, extensions to the MPEG REL can define:
1) principals appropriate to specific technical applications; 2) rights appropriate to
using specific types of resource, such as play and print; 3) resources appropriate to
specific business models and technical.applications; 4) conditions appropriate to
specific distribution and usage models, such-as watefmark, destination, and rendering

application.

The profile process enables individuals.to'select only those language elements
required to meet a specific application’s need. Many MPEG REL elements and
attributes are optional, and their occurrences can be included or omitted in a profile to
optimize payload of digital items and computation requirements of MPEG terminals.
For a specific purpose or different devices, this involves the creation of a subset of the
language. For instance, the full power of the MPEG REL, which is required by a PC,
may not be available for a mobile phone. So a down-size version of this language, a

new profile, can be created for this application.

Extension and Profile can be used concurrently to optimize the applicability of

the MPEG REL to one specific application.
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4.4 Authorization Model

|

Authorization story

Primitive grant

Authorized r:Grant or r:GrantGroup

Authorizer

r:License

r:Principal

Time instant

Authorization context

Authorization story

is authorization
proof for

Authorization request

r:Principal

r:Right

r:Resource

Interval of time

Authorization context

r:License elements

r :Grant elements that
do not require an
authorizer

Figure 4-9 Authorization.model [4]

The MPEG REL provides an authorization model, as shown in Figure 4-9, to

determine if a principal has the right to perform an action on a resource according to

the REL expressions in a set of licenses.

The authorization model makes use of an authorization request, an authorization

story, authorization context, and an authorizer to create authorization proofs, which

define the semantics of licenses for performing authorization requests. Figure 4-10

illustrates the relationship between the entities in the authorization model. An

authorization request is permitted if there is one authorization story that provides an

authorization proof for the request.
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Figure 4-10 The relationships-between the entities |n the authorization model [11]

Authorization Request

An authorization request contains the information that conceptually represents

the question "is it permitted for a given Principal to perform a given Right upon a

given Resource during a given time interval based on a given authorization context, a

given set of Licenses, and a given trust root?"

Authorization Story

An authorization story is a structure created for the purpose of finding a grant to

match the requested permission. An authorization story contains:
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*  Aprimitive grant containing no variables, derived from a grant that is
authorized by an authorizer and is a part of the set of licenses provided in
the authorization request.

e Optionally, an authorizer is a structure containing the information about

issuance of the License.

Conceptually, an authorization story contains all the information necessary to
state the following fact: “A given primitive grant (i.e., a grant with no variables) may
be derived from a given grant authorized by a given authorizer, which identifies a
principal from a license at a time instant based on an authorization context and

supported by an authorization story.”

Authorization Context

An authorization context iS-a set of properties that are relevant to an
authorization request. A property refers to a truth statement that is used in the
evaluation of a Condition. A Condition, which is evaluated based on some

authorization context properties, refers to those properties in its semantics. [11]

Authorization Proof

If all the relationships shown by the broken lines are valid in Figure 4-10, an
authorization story is said to be an authorization proof for an authorization request.
More specifically, the request is permitted if the following are true: 1) the primitive
grant in the story is equal to the principal, right, and resource in the request and its
condition is satisfied with the authorization context in the request; 2) the primitive
grant must be derived from the grant; 3) the issuance of the grant in the first

authorization story is recursively authorized via an additional authorization story in
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the authorizer in the first authorization story; 4) the recursive authorization eventually
terminates in one of the trust roots given in the authorization request. [6] When the
request is permitted, there shall be at least one authorization story that supports an

authorization proof for the authorization request.

45 The Relation with The Other standards in MPEG-21

The MPEG-21 REL [4] can declare rights and permissions using the terms as
defined in the Rights Data Dictionary (RDD) [12]. The RDD specifies a dictionary of
terms and provides a methodology for extending the dictionary to include new terms.
The MPEG REL also can use the Digital Item Identification (DII) [13] to identify
digital items described in the language defined by the Digital Item Declaration (DID)
[14] and hence specify rights over those digital items. The MPEG REL can also be

included in digital item declarations. [6]
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Chapter5
Application Exapmples of the DRM system

In this chapter, we describe our implementations of DRM systems in which we
use rights expression languages (REL) to implement an effective digital rights
management (DRM) scheme on a DVB-T platform. In the implementations, we insert
the REL license into the service information tables (SI) of DVB and it is broadcasted
along with the content carried by the MPEG-2 transport bit stream. When a new TV

program begins, a new License is broadcasted.

In order to insert the license into S, we define a descriptor, license_descriptor, as
show in Table 5-1. This license_descriptor has a:few attributes and their syntax are
defined in Table 5-1. Then, the descriptor shall be inserted into the corresponding

descriptor_loop field of the event information table (EIT) as shown in Table 5-2.

Syntax No. of bits Identifier

license descriptor{ ) {
descriptor_tag 8 nimshf
regerved 4 uimsbf
descriptor length 12 wimshf
descriptor number 5 uwimsbf
last_descriptor_number 8 nimsbf

for (120 ;i<M ;ie+0 0
text_char 8 uimshf

}

h

Table 5-1 License Descriptor
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The descriptor_tag of license_descriptor is an 8-bit field. According to the
specification of ETSI EN300 468 [2], the tag value from 0x80 to OXFE could be
defined by user. We define the descriptor tag value of the license_descriptor is 0x80.
The “reserved” bits shall be set to 1. The descriptor_length is a 12-bit field specifying
the total number of bytes of the data portion of this descriptor following the bytes
defining the value of this field. Note the descriptor_length shall not exceed 4063 so
that the entire descriptor has a maximum length of 4066 bytes. The
descriptor_number gives the index of the descriptor. It is used to a license which is
cannot be fitted into a single descriptor. The descriptor_number of the first
license_descriptor of an associated set of license_descriptors shall be “0x00”. Within
each segment of a license the descriptor_number shall increment by 1 with each
additional license_descriptor. The last descriptor_number specifies the index of the
last license_descriptor (that is, the descriptor with the-highest descriptor _number) of
the associated set of descriptor. A string of “text.char” field specifies the text of a

license.

Two DRM applications using this mechanism, broadcasting license within S
tables of MPEG-2 transport stream, are implemented. The first application is Digital
TV Conditional Access (CA). We will describe its architecture and the demo system
implementation in the next section. In the second application, we use an MPEG-21
REL Reference software to interpret an REL license for managing the right of using

the contents. And we will show a “Validity Interval” condition case.
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Syntax No. of Bits Identifier
event_information_section(){

table id 8 uimsbf
section_syntax_indicator 1 bslbf
reserved_future_use 1 bslbf
reserved 2 bslbf
section_length 12 uimsbf
service_id 16 uimsbf
reserved 2 bslbf
version_number 5  uimsbf
current_next_indicator 1 bslbf
section_number 8 uimsbf
last_section_number 8  uimsbf
transport_stream_id 16 uimsbf
original_network_id 16 uimsbf
segment_last_section_number 8 uimsbf
last_table_id 8  uimsbf
for(i=0;i<N;i++){

event_id 16 uimsbf

start_time 40  bslbf

duration 24 uimsbf

running_status 3 uimsbf

free_CA_mode 1 bslbf

descriptors_loop_length 12 uimsbf

for(i=0;i<N:i++){

descriptor()
1
CRC_32 32 rpchof
'

Table 5-2 Event Information Section [2]

5.1 Application One — Digital TV Conditional Access

In general, conditional access system of digital TV follows the classical DVB
Condition Access System (CAS) mechanism as described in section 2.3. The
Entitlement Control Messages (ECMs) and Entitlement Management Messages

(EMMs) are broadcasted. They carry the information for decrypting the content.

In this application example, we present how to use REL license to implement
another conditional access scheme. This implementation uses cryptography and key

management machine to protect content from illegal access.
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5.1.1 Cryptography

We use two security techniques including symmetric and asymmetric

cryptography to encrypt content in this implementation.

5.1.1.1 Symmetric Cryptography

Symmetric cryptography, also called secret key cryptography (SKC) or private
key cryptography, is the most popular of cryptography method. With symmetric
cryptography, a single cryptographic key is used for both encryption and decryption.
As shown in Figure 5-1.A, the sender uses a key to encrypt the plaintext and sends the
cipher text to the receiver. The receiver must apply the same key to decrypt the
message and recover the plaintext. Symmetricralgorithms generally can be divided
into stream ciphers and block ciphers. Stream ciphers encrypt a single bit (byte or
computer word) of the message-at a time and implement some form of feedback
mechanism so that the key is constantly changing: The most widely used stream
cipher is RC4 (Rivest Ciphers) algorithm. In Block ciphers a key and algorithm are
applied to blocks of data rather than individual bits in a stream. Data Encryption
Standard (DES) and Advanced Encryption Standard (AES) are the common block

encryption algorithm.

Here, we will introduce the RC4 algorithm we used in this implementation. RC4
was developed by Ron Rivest in 1987. It is a stream cipher. This means it essentially
functions as a random number generator whose output is combined with the plaintext

by using XOR.
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plaintext : > Ciphertext »plaintext

A) Secret key (symmetric) cryptography. SKC uses a single key for both
encryption and decryption.

) H
‘n’

plaintext » ciphertext »plaintext

B) Public key (asymmetric) cryptography. PKC uses two keys, one for
encryption and the other for decryption.

Figure 5-1 Cryptography [15]

RC4 has two stages in the procedure of generating random numbers. The first
stage is the key-scheduling algorithm:(KSA). Itinitializes a permutation (denoted “S”

below) based on a variable length key. The algerithmtis described below.

fori=0. N-1
S[i] = i;

j=0;

fori=0. N-1

j=i + S[i] + K[i % 1];
Swap (S[i], S[il);

After initialization, the second step is the pseudo-random generation algorithm
(PRGA). It actually returns a random byte. Here is the algorithm.
i=j=0;
i=i+1;
=i+ S[il;

Swap (S[i], S[il);
return S[ S[i] + S[j] 1;
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The return value is XORed with the plaintext to produce the ciphertext, or the

ciphertext to produce the plaintext.

5.1.1.2 Asymmetric Cryptography

Asymmetric cryptography, also called public key cryptography (PKC), was
invented by Diffie and Hellman in 1976 [16]. The essential difference to symmetric
cryptography is that this kind of algorithm uses two different keys for encryption and
corresponding decryption. As shown in Figure 5-2.B, public key cryptography allows
users to communicate securely without having to share a secret key by using a pair of
cryptographic keys, designated as public key and private key, which are related
mathematically. One key is used to encrypt the plaintext and the other key is used to
decrypt the cipher text. Which key:is applied first is not important. Who has the
private key can share the related-public key to-others,-but the private key can not be

known by anyone.

RSA is the best known and most frequently used reversible asymmetric
algorithm. It is named for its inventors Rivest, Shamir and Adelman [17]. The

algorithm is described below.

1. Key Generation:
(a) Choose two prime number p and g and let n=pqg.
(b) phi(n) = (p-1)(9-1).
The values of p, g, and phi(n) should be kept secret.
(c) Choose a random number E such that gcd(E, phi(n)) = 1.
(d) Compute an exponent D such that ED = 1 mod (phi(n)).
The public key is the pair of values (n,E) and the private key is (n,D).
n is known as the modulus.
E is known as the public exponent or encryption exponent.
D is known as the secret exponent or decryption exponent.
2. Encryption
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Let Pi1 1s the block of plaintext message and its length 1s smaller than phi(n).
The encrypted text Ci is calculated from the equation Ci = Pi" mod(n).

3. Decryption
We calculate Pi = Ci” mod(n).

5.1.2 Key Management
This section presents a key management mechanism which is used within the
conditional access scheme. The key management mainly uses a trans-encrypting

operation. The entire scheme of this conditional access application is composed of a

service provider, receivers, and a license server, as shown in Figure 5-2.

Server

Provider

e Cipher video file
e License

f License
Receiver
Server

Receiver requests a key to
descramble the cipher video
file from License Server.

Figure 5-2 General idea of the conditional access scheme

Service provider broadcasts a scrambled TV program and its associated REL
license to receiver. The scrambling key used to encrypt the TV program is encrypted
by the license server’s public key and put into the license. Here we use RC4 and RSA
algorithms to scramble the program and encrypt the RC4 scrambling key, respectively.
In addion to the encrypted scrambling key, this license also contains the license server

information. Using the license information, the receiver send a request to the license
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server for the scrambling key. This message includes both the encrypted RC4 key and
receiver’s name. The license server will check if the receiver has the right to watch
the program or not. If the receiver has the right to watch the program, the license
server does two things. It first decrypts the RC4 scrambling key by using its own
private key. In order to protect the RC4, the license server encrypts the scrambling

key by using the receiver’s public key to ensure the receiver’s identity.

Content / ) ~ |Content
——| Scrambling Cipher content Descrambling ———

A

Scrambling
key

| RSA RSA
Encryption Decryption

T RSA RSA T

License Server s
public key

Receiver’ s
private key

Decryption | | Encryption

b

License Server’ s  Receiver s
private key public key

Figure 5-3 Key management procedure

Figure 5-3 shows how the keys are exchanged. According to our proposal, the
content scrambling key is inserted into the license information carried by the content
bit stream. Therefore, we can reduce the real-time synchronization requirement
imposed on the communication between the service provider and the license server.
Typically, the scrambling key is changed very frequently, for example, once per

second.
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5.1.3 Architecture Design

Figure 5-4 is the overall architecture of this conditional access scheme. There are
mainly three parts: Service Provider, Receivers, and License Server. We now

elaborate on their structures and operations.

5.1.3.1 Service Provider

The service provider part acts as a transmitter for transmitting the DTV broadcast
and the related information. As shown in Figure 5-4, the service provider broadcasts a
scrambled MPEG-2 video elementary stream and its associated REL license to
receivers. The scrambling key is encrypted by the license server’s public key and then
is inserted into the REL license. The syntax'of the license is based on the MEPEG-21
REL[4], Digital Item Declaration (DID)/[14], and Digital Item Identification (DII)
[13]. In addition to the encrypted scrambling key, the-license also contains the license
server’s information. In the service provider part,this license is inserted into the
service information table (S1). The multiplexer takes in the encrypted MPEG -2
stream and converts it into a transport stream with the SI. Then, the consumers can
use a DTV Card to receive the broadcast programs. The functionalities of each

component are described below.

Scrambler: The Scrambler encrypts the data. Typically a cryptography is
adopted for its simple operation. The algorithm used to encrypt the data in this
application is RC4 stream encryption algorithm. The key used to encrypt the content

is called the scrambling key.
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Figure 5-4 Architecture of the conditional access scheme on DVB-T system
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RSA Encryption: It is responsible to encrypt the scrambling key by using an
asymmetric cryptography structure. The input, scrambling key, is encrypted by the
license server’s public key. When the user contacts the license server, the scrambling
key is encrypted by the user’s public key. The algorithm used in this application is the

RSA asymmetric encryption algorithm.

SI Editor: The Sl editor is responsible to edit the EIT tables. First, a REL license
is segmented into license_descriptors according the syntax in Table 5-1. Then, the
descriptor is inserted into EIT as show in Table 5-2. Finally, in order to be multiplexed
into a transport stream later, the EIT is packetized and the data is stored in the

transport packets.

Multiplexer: Multiplexer multiples MPEG-2 video bit stream with program
service information (PSI) and service information (SI) and produces the MPEG-2

Transport (ISO/IEC 13818-1) streams.

DVB Modulator: It converts the transport stream to an analog signal so that we

can broadcast it.

5.1.3.2 Receiver

The receiver part is responsible to receive and decode a digital video broadcast
program transmitted by the service provider and render it by a display device such as

a television or a monitor.

The architecture of the receiver is shown in Figure 5-4. Before descramble the
MPEG-2 video stream, the license shall be parsed for generating a message to request

for the content scrambling key. The request message includes the information
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extracted from the received license. The message contains the receiver’s name for
identification, the identifier of the MPEG-2 digital content, the right that the consumer
wants to exercise, and the content scrambling key encrypted by the license server’s
public key. For security reason, the license server will send the content scrambling
key encrypted by the receiver’s public key if the consumer was authorized to consume
the digital content by the license server. So, the receiver needs to decrypt the
scrambling key by the receiver’s private key after receiving the key from the license
server. Finally, the consumer can descramble the TV program for decoding and

displaying.

The functionalities of each component are described below.

Demultiplexer: It takes in the'MPEG-2 transport stream from the server

provider and demultiplexes the bit.stream based on packet IDs (PIDs).

Sl Parser: It retrieves the Sktables from an MPEG-2 transport stream and parses

the license_descriptor to retrieve the MPEG-21 REL license.

REL Parser: It parses the MPEG-21 REL license and extracts the license
server’s information and the encrypted scrambling key from the license to make the

request message.

RSA Decryption: It is responsible to use the receiver’s private key to decrypt the
scrambling key sent from the license server. The algorithm used in this application is

the RSA asymmetric encryption algorithm.
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Descrambler: Using the scrambling key to decrypt the TV program. The

algorithm used to decrypt the cipher text in this application is RC4 stream decryption

algorithm.

5.1.3.3 License Server

License Server is a third party to authorize the receiver to access the scrambling

key by using a trans-encrypting operation.

No

Receive Request
Message

Yes

Check D11

No

Y

Response
Error

Check Right

Yes

v

Gel Key O
Decrypt Kev L with License
Server's Privale Key

Y

Giet Kev_R:
Encrypt Key_ C with
receiver's Public Key

Y

| Output Key R

Key_L : Content scrambling key, encrypted
with the license server’s public key.

Key_ R : Content scrambling key, encrypted
with the receiver's public key.

Key_C : Content scrambling key.

Figure 5-5 Flow chart of the license server
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The flow chart of the license server operation is show in Figure 5-5. The license
server will check the right of the receiver as soon as it receives the request message. If
the receiver has the right to exercise this TV program, the license server will use its
private key to decrypt the scrambling key contained in the request message. After
decryption, the license server also needs to encrypt the scrambling key by the
receiver’s public key for protection. At this step, the encryption can protect the key

from being used by illegal receiver.

5.1.4 An Implementation of the Condition Access Scheme

This implementation uses the Twinhan DVB-T PCI Card for the Receiver part to
receive and demultiplex the DVB-T signal. The SDK of the Twinhan DVB-T PCI

Card is described in chapter 3.

To match the SDK of the Twinhan DVB-T PCI Card, the receiver part of this
conditional access scheme and the_next application.example are both written in C++.
And because of hardware restrictions of the DVB-T PCI Card, we can not perform the
real-time descramble for playing back when the bit stream is received in real-time. So,
we will download the TV program stream at the receiver for performing offline

conditional access.

Figure 5-6 shows the filter graph of the DVB-T PCI Card in this implementation.
We add two filters, the MPEG-2 Sections and Tables filter and the Sample Grabber

filter, into the filter graph of the DVB-T PCI Card.
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Figure 5-6 Filter graph of the DVB-T PCI Card in the conditional access scheme

The MPEG-2 Sections and Tables filter,.provided by Microsoft® DirectX®,
retrieves the Program Specific Information (PS}) tables from an MPEG-2 transport
stream. We can use this filter to-obtain any PSI data, such as ATSC Program and
System Information Protocol (PSIP) tables,-DVB service information (SI), conditional
access tables (CATs), DSM-CC messages, or ‘private table data [18]. The MPEG-2
Sections and Tables filter is connected to an output pin of the MPEG-2 Demultiplexer.

It acts as the Sl parser as shown in Figure 5-4.

The Sample Grab filter, also provided by Microsoft® DirectX®, provides a way
to retrieve samples as they pass through the filter graph. It is a transform filter with
one input pin and one output pin. It passes the downstream unaltered. The filter has no
preferred media type. This means it can be connected to almost any filter in the graph,
but then we do not have control on the type of data that it outputs. Because the
hardware restriction of the DVB-T PCI Card, we could not directly add the

descrambling process in the filter graph of the SDK for the scrambled video stream.
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Therefore, we use the filter to retrieve the scrambled video stream and save it in a file.

Then, the file will be descrambled in a separate process as shown in Figure 5-8.

Figure 5-7 shows the server provider part and the DVB-T PCI card part of the
receiver. We use the SDK of the Twinhan DVB-T PCI card to receive and demultiplex
the DVB signal, parse the Sl tables, and download the TV program to save in a video

file.
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[ MPEG-2 DvE
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\ Card Video file F‘_//
“ <

MPEG-21
REL License

Figure 5-7 The server provider part and the DVB-T PCI card part of the receiver

Figure 5-8 shows the dataflow after retrieving the REL license and the
downloaded video file. We use an Internet Information Services (11S) Web server
hosted on the local host as the license server for this demonstration. The receiver
sends a request message to request an XML data file from the license server, a local

web server, using HTTP. The XML data consists of the scrambling key information
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that is stored as an XML file on the server. The scrambling key is encrypted by the
receiver’s public key. The license server fulfils the request through an ASP page,

which is accessible from the localhost virtual directory.

In our implementation, we use a library called Kivco™"as the RSA Encryption
and the RSA Decryption components. It is a small library of encryption routines that
communicate with the ASP using the ATL COM standard. It provides many
implementations of cipher algorithm, such as AES, DES, RSA, and many others. And

the library provides both stream ciphers and block ciphers [19].

License Server |_

1. Receiver name (local Web server)

Request Message -
I
2. Digital Item Identifier |
I
|

|
|
3. Right |
4. Key L |
Request
Me?:‘:au.e I + Key_L : Content scrambling key, encrypted
| - = I = with the license server's public key.
I e + Key_R: Content scrambling key, encrypted
| | with the Receiver's public key.
| | + Key_C: Content scrambling key.
| I
MPEG-21 ' ' ox
L Li »| REL Pars | S —
REL License arser Decryption
A
Key_C
Receiver’ s
Private key
Y
Scrambled MPEG?
Video file » Descrambler ™ Decoder > Player

Figure 5-8 Dataflow after retrieving the REL license and the downloaded video file
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5.1.5 Conditional Access Demonstration System

In this section, we will describe this implementation of the condition access
scheme described in the previous sections. The license attached below (XML codes)
shows that the license server grants the subscribers to watch the TV program. It also
contains a description of the TV program and the scrambling key. This license and the
video file are both broadcasted and received by the users. The license size is 2934

bytes.
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<fxml version="1.0" encoding="UTF-8"=>
<! edited by Ying —=
=DIDL xmins="urn:mpeg:mpeg2 1:2002:02-DIDL-NS" xmins:dii="urn:mpeg:mpeg2 1: 2002:01-0011-N5" xmins:dsig="httpewww w3 org 2000008 xmdsi g
xminszenc="hitp:/waww w3 org 200104/ xmlencE”™ xmins:mx="urn:mpeg:mpeg2 1:2003:01-REL-MX-N8" xmins:r="urn:mpeg:mpeg21:2003:01-REL-R-NS"
xminssy="urn:mpegmpeg2 1:2003:01-REL-SX-N5" xmins:xsi="http:/warw, wi.org 2001 X MLSchema-instance” =
=Contamer=
<Descriplor wd="ShaningLicense"=
<Statement mime Tvpe="textxml">
<r:licenses
<rigrant=
<= ldentification {by name and public kev) of the license server that is given the right to issue new domain licenses -
=r:keyHolder=
<ranfox
<ilsig: KeyMName=hitp:/localhost'sxh/ LicenseServer.asp=<dsig: KeyName>
<dsig: KeyValue=
<dsig: RSAKeyValue=
<qdsig Modulus=RB403953 55D CDSE4SFDBF40DDOFIAEA4IANBICDIBBDCR 24D 1455365 5EAF2220107D
E66U44CAF3 56298 F 1 326 DD2 5044 B D=/ dsig: Modulus>
=ilsig: Exponent=AAAB</dsig:Exponent>
</dsig: RS AKevValue=
</dsip: KeyValue=
=/rinfo=
</rkevHolder=
<piissue=
<!-- Type of license to be issued to end-users —=
< grantGroup:=
“rgrant=
“mxplay/=
=mx:diReference>
<mxidentifier=urn:uuid; 14324dad-7d37-49c8-9656-05acad fd 2b %< 'mx:identifier=
</mx.diReference>
<Jrgrant>
</rgrantGroups
</rgrant=
<!-- Content serambling kev, encrypted with the license server's public key --=
<r:otherlnfio=
<gne:EncrypledKey=
<enc:Referencelist>
=enc:DataReference URI-"enc_fest.es"/>
</enc;ReferenceList=
<dsig Keylnfos
“glsig KeyMame=htip:/Jocalhost'sxh/LicenseServer.asp</dsig: KeyName=
</dsig: KeyInfo=
<gne:CipherData>
<gneiCipherValue=1 510b3de?d46TR0f3dackbbdd=/enc:CipherValue=
<fenc:CipherData=
<fencEncryptedKey=>
</r:otherinfos
< license>
=/Statement=
</Descriptor=
=Contamer id="ContentContaimer" =
<ltem id="Contentltem">
=I-- Randomly generated unique item identifier-->
<Descriptor=
=Sratement mimeType-"textxml">
<dit:Tdentifer=urn:wuid; 143 24da6-Td3 7-49¢ B-096 5a-05acad [ 2h9c-=/di: Tdenti er=
=/Statement=
</Descriptor=
<l-- Title of the digital item-—=
=Descriptor id="ltemTitle">
<Statement mimeType="text/plain™=Cartoon=/Statement=
</Descriptor=
<l-- Textval description of the digital item--=
<Descriptor 1d="TtemDescription” =
<Sratement mimeType-"text'plain™>This is a Cartoon.</Staterment=
</Deseriptor=
<L omponent=
<l-- Reference to the MP2 video resource video,es, stored locally -
<Resource mimeType="video/mp2" ref="vedio.es"/=
=Component=
<{ltem=
</Container=
< omlainer=
</DIDL=
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The attributes and parameters of the license_descriptor in the license above are

described below.

license_descriptor() {

descriptor_tag = 0x80
reversed = OxF
descriptor_length = 0xB78
descriptor_number =0
last_descriptor_ number = 0

text_char ={MPEG-21 REL license}

In the license server, there is a XML file, as shown below, to record the

subscribers, who have the rights-to watch;thé TV prbgrams, and the types of license

permission the subscribers are enfitled‘to.

<?xml version="1.0"7>
<Database>
<User>
<name>Alice</name>
<PublicKey=65537</PublicKey>
<N=128356948827050</N=>
<grant=
<right=play</right=
<diReference>
<identifier=urn:uuid: 14324da6-7d37-49¢8-9636-05acad fd2b9c</identifier=
</diReference=
</grant>
</User>
<User>
<name>Jane</name>
<right=play</right=
<PublicKey=63537</PublicKey>
<N=>1359838694882989</N>
<grant>
<right=play</right=
<diReference=
<identifier=urn:uuid: 14324da6-7d37-49c8-9656-05acadfd2bYc</identifier=
</diRefcrence>
<fgrant=>
<User=
</Database>
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The following demo shows two different cases. The first case is that the receiver
is one of the valid subscribers of the license server. Figure 5-9 is the console window
shows the messages in this exercise. Figure 5-10 is the picture screenshot during the

playing back.

B CAWINDO WS\System32%md exe [y || ﬂ

D:-“Thesis \Demo“App_1>UserSide license.xml Alice

License Server : http:-/localhost/sxhsLicenseServer.asp

Digital Item Identifier: uwrn:uunid:-14324dab-?d37?-49c8-2656-B5acadfd2bh9c
Right = play

Encrypted Key = 1518b3de?d46788f 34ac8bhdd

Cipher Uideo File = video.es

»>> Conntet to the license server ...

Hezponze Messzage ....
Hesponse Encrypted Key : 16c2c86fffefh4?7ddB52e99%e

ffter REA Decryption.
the clear scrambling Key : 1234
The video file was opened

D:=“Thesis“\Demo“App_1>pause
Press any key to continue

Figure 5-9 The console window.of the first case

Figure 5-10 Screenshot
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The second case is that the receiver who does not have the right to watch the
broadcast TV program. Figure 5-11 is the console window shows the message in this
process. The license server responses an error message; thus, the user can not watch

the TV program.

B CAWINDOWS\System32cmd .exe -|a ﬂ

D:~Thesis“Demo“App_1>UserSide license.xml Marry

License Server : http:-/slocalhostssxhsLicenseServer.asp

Digital Item Identifier: wurniunid:14324dab-?d37-49cB8-92656-B%acadfd2b%c
Right = play

Encrypted Key = 1518bh3de?d467808f 34ac8hhdd

Cipher Uideo File = video.es

»»>»> Conntet to the license server ...

Response Message ....
Error : the User Marry is not found.

D:“Thesis“Demo“App_1>pause
Press any key to continue_

Figure 5-11 The-console window of the second case

5.2 Application 2 —Validity Interval Condition

When the decoded DVB content is recorded at a DVB receiver, it can be
re-played by any one. DVB Conditional Access (CA) provides addressability on
broadcasting network by using the smart card, but it can not provide a further
protection and manage the content usage policies after the DVB content is recorded or
download at the DVB receiver. Therefore, we need a digital rights management
(DRM) component to provide content providers a way to protect their products from

unauthorized copying and other illegal uses.

In this application, we like to show that we can use a MPEG-21 REL license as

the bridging between the DVB Conditional Access system and a DRM system. By
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broadcasting the license and the DVB program stream together, the content provider
or service provider can use the license to control the receiver right to use the digital

content on trusted devices.

In the application, we assume the conditional access follows the classical DVB
Condition Access System (CAS) mechanism. For the subscriber who has the right to
access the DVB programs, we use the MPEG-21 REL license to control their right to

use the programs. In the thesis, we will demo a case — Validity Interval Condition.

5.2.1 MPEG-21 REL Reference Software

After the subscriber receives the DVB program and the MPEG-21 REL license,
we use an REL Reference software tq.interpret REL license. The REL Reference
software is a simple REL interpreter developed by Content Guard [20]. It is based on
the specification and schemas released as MPEG-21 REL [4]. It now supports the

“play” right and the “validityInterval” and “exerciseLimit” conditions.

The implementation contains three components: RELLicAuthzDriverGUI.exe,
RELLicAuthzDriver.dll, and RELLicAuthz.dll. “RELLicAuthz” is the key modules
for the MPEG-21 REL authorization application. “RELLicAuthzDriver” is the
reference driver for MPEG-21 REL, which makes use of the reference interpreter.
RELLicAuthzDriverGUI.exe is the user interface for the application. It is this

component that each of the Window PC and Pocket PC versions has its own version.

The implementation follows the dataflow shown in the following diagram:
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Figure 5-12 Dqtéfidw of the réferénpe software [20]
mll || J b .

The two main modules in RELLchyM brpyided in this implementation are
validateRequest and vaIidateCor-:d'it-i__o_h'.ﬁ.'l'ﬁé';‘-.\;/é}idéféRequest” module takes in an
REL license file, checks to see if there are ah;/' matching grants against the supplied
query items (keyHolder, right and resource). It returns vectors of conditions for any
conditions found in the matching grants, and vectors of issuers for the issuers of the
matching grants. The “validateCondition” module checks to see if any of the
conditions is met. This implementation only supports the “validityinterval” and the
“exerciseLimit” conditions. it takes in: 1) an input string containing either of these
two conditions or an “allConditions” element containing either of the conditions; 2) a
string containing an 1SO date time to check; 3) an integer indicating the intended

usage count; 4) and a Boolean variable indicating whether to update the state of the

usage count.
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When running the program, it displays a dialog box for selecting a MPEG-21
REL license file and a query file. A query file contains what license content is
querying. It contains five things: the RSA modulus and exponent for a keyHolder
principal, a right to be exercised, a resource URI, a time stamp to check against the
validityInterval (this time stamp represents the expected exercise time), and a count

indicating the intended usage count for the right. The query question asked would be:

Can the <principal> exercise the <right> <count> times on the <resource> at <time>?

This query file is not in the REL syntax. The query file below shows a sample

example that follows the XML syntax.

<?xml version="1.0"?>
<query xmlns="http://www.contentguard.com/2002/exampleQueryNS">
<goalToCheck>
<principal ToCheck
rsaModulus="Fa7wo6NYfmvGqy4ACSWcNmuQfbejSZx7aCiblgkYswUeTCrmS0h27GJrA15SS7TYZzSfa
SOXR9IZAUEFOThQ4w==" rsaExponent="AQABAA=="/>
<rightToCheck>
<cx:print xmlns:mx="urn:mpeg:mpeg21:2002:01-REL-NS"/>
</rightToCheck>
<resourceToCheck uri="http://www.contentguard.com/sampleBook.spd"/>
</goalToCheck>
<simulationExerciseEnvironment>
<time>2001-12-23T01:30:00</time>
<exerciseCountToCheck update="true">2</exerciseCountToCheck>
</simulationExerciseEnvironment>
</query>

Figure 5-13 shows the control flow of the reference software. The program

execution flow is described as follows [20].

1. The user selects a REL license file name and a query file name.

2. RELLicAuthzCEGUI calls the relAuthorizeRight function by passing in the
license file name and the query file name.

3. relAuthorizeRight loads the selected REL license file and the query file.
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4. relAuthorizeRight calls validateRequest by passing a licenseGroup, user, right,
resource to it.

5. validateRequest checks for unsupported items.

6. If no unsupported items are found, validateRequest loops through all the
grants in all licenses. If at least one matching grant is found, it will return a
positive result. Any conditions found are also returned.

7. If the call to validateRequest failed, the function RELAuthorizeRight exits.
8. If the call to validateRequest is successful, validateCondition will be called.

9. validateCondition loops through all the conditions to find at least one that is
satisfied.

10. If we meet at least one condition, it means that the specified user is allowed
to exercise the right on the given resource.

11. The user is informed of the success/failure of the authorization.

12. The user receives further information from the log file
'AuthorizationSession.log" at the directory which contains the application. (if
'Log Authorization Session“option is selected).
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Figure 5-13 The control flow of the reference software [21]

5.2.2 Implementation of Validity Interval Condition

In this application, we use the MPEG-21 REL reference software at the terminal
side to authorize the viewer’s right, which allows the user to use the recording file

according to the REL license.

At the server provider side, shown in Figure 5-14, the License of MPEG-2 video
content is placed into the License Descriptors of Event Information Table, and the
video file is encoded in an MPEG-2 transport stream. The Event Information Table is
inserted into the MPEG-2 transport stream. Then the service provider broadcasts the
MPEG-2 transport stream to the receiver. Assuming the conditional access follows the
classical DVB Condition Access System (CAS) mechanism and the viewers discussed
below have the right to access the program. When recording a DVB program, the
content is saved in the MPEG-2 file format and the viewer receives also a MPEG-21
REL license simultaneously. In order to facilitate manipulation, the license is not

stored within the MPEG-2 video file, it is stored in a separate file. As shown in Figure
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5-14, we add a “Sample Grab Filter” between “MPEG-2 de-multiplexer” and
“MPEG-2 Decoder” in Twinhan DVB-T PCI Card SDK. We use the filter to record

the TV program in the MPEG-2 file format.

MPEG-21
REL License » Sl Hditor
Y
MPEG-2 | MPEG-2 _ DVR
Video ES 1 MUX “| Modulator
Broadeast

MPEG?2 Sections and RIEIE(-]-ZI
Tables filter cense

MPEG-2
DeMUX
| Sample Grab .- MPEG-2 o Player
Filter Decoder '

1 MPEG-2

Receiver pakt “ —Recoder------- Video file

Figure 5-14 The server provider and the receiver in Application 2

After recoding, any one who wants to use the recoding file will need an REL tool

to authorize the right according to the license. This implementation uses the

MPEG-21 REL reference software described in section 5.2.1 as the REL tool for the
purpose of interpreting and checking REL licenses. The Figure 5-15 below shows the
control flow of rendering and authorization process in this application. At the control

point, the MPEG-2 video file is decoded or not is decided by the authorization result
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from the MPEG-21 REL reference software. If one of the grants in the license
matches and at least one conditional is met with the user query, the authorization
result is “Yes” and the user has the right to play the video file. Otherwise, the result is

“No” and the file can not be rendered.

Control Point
MPEG-2 .
. Y | MPEG-2 R
Video file > Decoder Render
Fes

No ——(  Faill )

|

. = REL Request REL 3
: ", Construction Interpretor | -

Figure 5-15 Control flow of rendering and authorization process

Authorized

User Query

5.2.3 Demo of Validity Interval Condition Scenario

In this section, we will demonstrate a validity interval condition case. The license
below shows that any one can play the video file before 2002/12/24 23:59:59. The

license and the video file are both broadcasted to the receivers.
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<?xml version="1.0" encoding="UTF-8"?>

<licenseGroup xmiIns="urn:mpeg:mpeg21:2003:01-REL-R-NS" xmIns:sx="urn:mpeg:mpeg21:2003:01-REL-SX-NS" xmIns:dsig="http://
www.w3.0rg/2000/09/xmldsig#" xmlIns:xsi="http://www.w3.0rg/2001/XMLSchema-instance™ xmlns:mx="urn:mpeg:mpeg21:2003:01-REL-
MX-NS" xsi:schemaLocation="urn:mpeg:mpeg21:2003:01-REL-MX-NS ../schemas/rel-mx.xsd">
<license licenseld="Examplel">
<!I-- Anyone can play the video file before 2002/12/24 23:59:59-->
<grant>
<mx:record/>
<mx:diReference>
<mx:identifier>urn:uuid:14324da6-7d37-49c8-9656-05acadfd2b9c</mx:identifier>
</mx:diReference>
</grant>
<grant>
<mx:play/>
<mx:diReference>
<mx:identifier>urn:uuid:14324da6-7d37-49c8-9656-05acadfd2b9c</mx:identifier>
</mx:diReference>
<validityInterval>
<notAfter>2002-12-24T23:59:59</notAfter>
</validityInterval>
</grant>
<issuer>
<!-- The issuer's signature -->
<dsig:Signature>
<dsig:Signedinfo>
<dsig:CanonicalizationMethod Algorithm="http://www.w3.0rg/TR/2001/REC-xml-c14n-
20010315"/>
<dsig:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<dsig:Reference>
<dsig:Transforms>
<dsig:Transform Algorithm="urn:mpeg:mpeg21:2003:01-REL-R-
NSt#license"/>
<Jdsig:Transforms>
<dsig:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<dsig:PigestValue>PB4QbKOQC0941tTExbj1/Q==</dsig:DigestValue>
</dsig:Reference>
</dsig:Sighedinfo>
<dsig:SignatureValue>allDoedpL.vDzDWqZU#+7Tdt4kg7DRt9bu5K916p5C32wsNb6kUNJI4q9sH/
20LPTHsUnTuPdaGncWhJRyoY RjJgA==</dsig:SignatureValue>
<dsig:KeylInfo>
<dsig:KeyValue>
<dsig:RSAKeyValue>.

<dsig:Modulus>g8NRYMG307NgJgmZG8TIUOp+9sQjsAai+hlLpkBiLaf4RhvjS3pD0dvy1Y osEjKL8mk/
KTGniC+pY4iaSkLByQ==</dsig:Modulus>
<dsig:Exponent>AQABAA==</dsig:Exponent>
</dsig:RSAKeyValue>
</dsig:KeyValue>
</dsig:KeyInfo>
</dsig:Signature>
<I-- Additional details about the license issuance, such as the issued time -->
<details>
<timeOflssue>2002-01-27T15:30:00</timeOflssue>
</details>
<[issuer>
</license>
</licenseGroup>

The following demo shows two difference cases. The first case is that the user
wants to play the video file at 2001/12/23 01:30:00. The user’s query file is shown

below.
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<?xml version="1.0"7=
<query xmlns="http://www.conteniguard.com/2002/exampleQuery NS"=>
<goalToCheck>
<principal ToCheck
rsaModulus="Fa7wobNY fmvGgy4ACSWeNmuQIbejSZxTaCiblgk Y swlUeTCrmSO0h27GIrA158STTY Z2SfaS0xRIIZAUEFOThO4w=—"
rsaExponent="AQABAA=—"/>
<rightToCheck=>
<mx:play xmlns:mx="urn:mpeg:mpeg2 1:2003:01-REL-MX-NS"/>
</rightToCheck>
<resource ToCheck uri="urn:uuid: 14324da6-7d37-49¢8-9656-05acad fd2h9c "=
</goalToCheck>
=simulationExerciseEnvironment=
<time=2001-12-23T01:30:00=/time>
</simulationExerciseEnvironment=>
</query=

Figure 5-16 shows that the authorization result is successful after examining the
license file and the query file. So, the video file can be rendered. Figure 5-17 is the
screenshot during playing back. Figure 5-18 is the dialog which shows the

information about the authorization.

™
Select License File: Results
1D \ThessiDemolbpp_ 2 Example\Test license xanl Browss.
Select Cuery File:
]D \ThessiDemolbpp_ 2 ExampleVOuert ¥1_valid xml Browse. .
~Options

License authorization status

v Validate livenses duximg .
1 License authorization successfol |l . Fleass refer the log f
D:HowiBEL_E& versionD1\REL | RS\RELLLcAumzWmGUI\AuﬂwnzahunSemn log' for more information.

v Log Authorization Se:

v Log lssvers and Condifions

Authorize | Clear Log ‘

Ready [NTM |

Figure 5-16 Authorization result dialog
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Figure 5-17 The screenshot

(=l
Select License File: Results
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Select Query File: Exponent=[AQABAL=]
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. <notdfter-2002-12-24 T23:59:59Mmotd fter>
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v Validate licenses during loading
ISSUERS FOR ALL MATCHING GRANTS:
W Log Authorization Session Tssuer #1:
Modulus=[28NR MG 307Ny TemZ 8 TITOp+ 9sCistaithIL phBiLafd R il 3pD0d vyl
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EVALUATING CONDITIONS
--reondition #1 was met
-- End of License Authorization ---—
Anthorize | Clear Log el
Eeady NUM

Figure 5-18 Log of authorization

The second case is that the user wants to play the video file at 2003/12/23

01:30:00. The query file is shown below.
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=?xml version="1.0"?=>
=query xmlns="hitp://www.conteniguard.com/2002/exampleQueryNS"=>
=goalToCheck>
=principal ToCheck
rsaModulus="Fa7wobNY invGay4 ACSWeNmuQibejSZx TaCiblgk Y swlUeTCrmS0h27GIrA 1588 7TY Z2SfaS0xRIIZAUEFOThO4w=—"
rsaExponent="AQABAA="/>
=rightToCheck>
<mx:play xmins:mx="urn:mpeg:mpeg2 1:2003:01-REL-MX-NS"/>
=/rightToCheck>
<resolreeToCheck uri="urn:uuid: 14324da6-7d37-49¢8-9656-05acadfd2boc" />
</goalToCheck>
=simulationExcrciseEnvironment=
<time>2003-12-23T01:30:00</time>
</simulationExerciseEnvironment=
</query=

Figure 5-19 shows that authorization result is unsuccessful. So, the video file can
not be rendered. Figure 5-20 is the dialog which shows the information about the

authorization.
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Figure 5-19 Authorization result dialog
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Chapter 6

Conclusion
6.1 Contributions

This goal of this thesis is to study MPEG-21 Rights Expression Language (REL)
and Service Information (SI1) in DVB system and how we use MPEG-21 REL to
construct practical Digital Rights Management (DRM) system from DVB platform.
The use of the Twinhan DVB-T PCI Card makes our experimental system close to
practical systems. Our emphasis here is our design and implementation of an

MPEG-21 REL-based DRM system.

We first design and implement a Conditional Access scheme by using Licenses
and the Key management mechanism we proposed in:section 5.1.2. In a broadcasting
environment, the license is transmitted along with'the DVB content. The content
provider or the service provider can also use the license to control the usage of
contents on different DRM systems as long as the same REL syntax is adopted. In the
second application, we show how the rights of content can be controlled and enforced
even after the contents are downloaded. A trusted device will check the License before
playing back a digital item. This License is examined by REL interpreter and
authorization module. Therefore, the subscriber behavior on any trusted device is well

monitored.

6.2 Future Works

In the current implementation, we design two simple DRM schemes for

demonstration. Their functions are rather limited. We could use MPEG-21 IPMP
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system as our DRM system. IPMP (Intellectual Property Management and Protection
Extension) system is a Digital Rights Management interface and architecture
specifications developed by the MPEG group. The IPMP system allows the
interoperability of the DRM system. By integrating the MPEG-21 REL parser into the
MPEG-4 IPMPX system, we could increase the security robustness and

interoperability.
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