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Activity Analysis and Security Mechanism Design for

Trading Online-Gaming Virtual Property

Student : Yin-Chieh Chen Advisor : Jing-Jang Hwang

Institute of Information Management
National Chiao Tung University

ABSTRACT

In recent years, the popularity of online-gaming has stimulated the development of
virtual property market and instigated the trading of virtual property into a new commercial
activity. However, the virtual property market has derived many trading disputes and crime
problems. Among them, the trading fraud occupies the largest portion of the online-gaming
criminal cases. For instance, some buyers have already paid but did not receive the
merchandise, or the attribute and content of the merchandise were inconsistent with the
advertising information provided by the seller, or the stolen or counterfeit goods were
bought due to negligence. Such dispute and fraud may lead the game account to be frozen
by the game operator, or the game players involved in bribes and other abuses of receiving
stolen property were under investigation by the local jurisdiction. All these trading disputes

and crime issues have growing at an amazing rate and appeared endless.

After intensively studying the crime problems of online-gaming and the derived
trading safety problems of virtual property, we have found that the most important factor is
insufficiency of the related protection mechanism of virtual property and the lack of
standardization of the description guidelines. In fact, the nature of the virtual property is a

collection of a set of digital data 0 and 1, which is self-designed and set up by each game



designer or operator. Basically it has the characteristics of being easy to copy, modify,
forge, and delete. Plus the existing trading platform only advertises a limited description of
the for-sale virtual property with the text or picture illustrations by the seller, there is no
credible supporting documentation to clarify the source, contents, attribute value changes,
ownerships, and trading records of the virtual property. Therefore, the buyers are often
under situation with insufficient or mismatch information, resulting in the detection and

prevention of trading disputes and crime problems hardly to be improved effectively.

To address the problems stated above, this dissertation analyzes actual trading
activities in the online-gaming virtual property market. Using the entity-relationship model,
this study also derives the entity types required by virtual property trading and relationship
types—and their attributes—for different entity types. By elucidating the entity type and
dividing it into ten sub-entity-relationship models, this study explains the abstract data
architecture of the database based on the concept of entity types and their relationship types.
The relationship diagram of entity types is also utilized to diagrammatically express the
entity set, relationship set, attributes, and the primary key content in the database. This
helps specify the design content of the entity-relationship model of the online-gaming

virtual property market.

In reference to the supply chain electronic pedigree, towards the end of this study, we
propose an innovative document architecture and security management mechanism for
electronic pedigree of virtual property. This study then establishes an information
architecture that identifies virtual property object sources, historical records of attribute
value changes, past ownership replacements, trading content, and the latest attribute value.
Additionally, combining the entity-relationship model of the trading activities of virtual

property with the electronic pedigree makes it possible to derive a virtual property

iv



vocabulary and expression, with the extensible makeup language (XML) the expression
language. The model in this study allows government agencies, game operators, and
trading system operators to use the criteria expression of object content, trading, and

electronic pedigree of virtual property to follow the expression design.

The vocabulary and expression of the virtual property content, trading, and the
electronic pedigree, can also allow game operators to provide sufficient trading information
to both parties in virtual property trading, thereby redressing the existing problem of
information asymmetry. The proposed virtual property expression allows game players,
trading systems, and game platform to consistently interpret expression information in the
future. This is beneficial to virtual property trading and circulation and helps game
operators treat virtual property as consumer goods, flourishing commercial activities of
virtual property. The application of a virtual property electronic pedigree is expected to
reduce the problems of trading disputes and crime, settle the issue of stolen and counterfeit
goods, supplement existing security and insufficient gaming historical record issues, and
provide diversified trading credentials for virtual property. After game players obtain a
virtual property electronic pedigree, game operators and trading system operators will be
compelled to protect game players who hold virtual property, thus producing a more secure

trading environment for online-gaming virtual property.

Keywords: online-gaming, virtual property, trading dispute, crime, object content,
ownership, trading content, entity-relationship model, electronic pedigree,

expression, game operator
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FREBRNF L AL CF RO T AW B S
(MMOGorMMORMS)ﬁ@ BEFEAR SR ERT A DLE
AR 2 DR SR eI RRT A - REIRL

2.1 M I E K

T RN 2006 & o i F w2 T A o vegk g A F /]% A J( =
AR 2006) ¢ ORR AR PRENP mene g T AR SRR A F i
PERERARGD RGN TR R R PIRE RS
Euig r A B H 2 2 § A B PR RGBT YRR LK

R o Tl SN (LRSS ) - BTNEH T2 Y
i ¥ 5 e (local area network, LAN) ~ 4 # %8 (Internet) -~ &
40 4 B (wireless network ) ~ & 15 4 k2, (telecommunication network )
R A 44 ahvsEh g Al (Chenetal., 2004 ) - |3t & sLend
AH YRR R PRV B A T B F A ;i’ ERAFIH
F RS A 2 P H DR o Bl CE <
BE R o B By Koo DA L #{zﬂgﬂ*mzé?ﬂ
ek (client software) # % 7 0 eb browser) = % & >
PR <IAE S R A Ecrabali R

\F“lﬂ
\\\ﬁr
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m

e E
'S
A=
(w

nu— %’E%

2.2 M SN R

R AR —*ﬁ t= ¢ ( International Game Developers
Association ) disxens b ¥5gk e £ F (Jarettetal., 2003) #-s ¢ 2%
BeA G L R > £ 45 PC A A1 5 A M &4 Bw i

( massively multiplayer online role-playing games, MMOG or
MMORPG ) ~ kst s+ 2528 (PC CD-based online games ) ~ 4 =k



Vs b 58 (PC web-based games ) ~ ho* Vs b ovE N
( console-based games ) ~ & % T 5 ¥% g% (wireless platform
games) ~ % 3 # T AR¥%EL (interactive television games) - iz f&
;P EEKEAY > MMOG e E & X F|Ppp > ¥ 7 % Ep 5
BHLARE SR AE T RE RO SR ARt A
e v RN o

G LR R B 0 AT R PRERES R
A G H R RUERE DG RREFIR Y SENEED] (Chenetal,
2004) (4cM@ 2-1)° M RS e h 544 —"ﬁ BETHERSRRER
AL YRR o — B RIS R A AR RN kg E e E P
- RN 85 TR 1T 5 N BPR A 48 (master gaming server )
#5231 10 BREfRpERR, ¥ 55w 6] M%Mmﬁfk
(match game )o iz #f 3] enst b 2588 3 ficdc o 2 0 & 5 R (Age of
Empires ) ~ Blizzard Entertainment = & 0% /% £ 3 (Star Craft)~ID
Software = & kR 4 ( Doom) B oo ML L
Vi 23 2 A1 5 A ML &4 B (MMOG) ~ e gL R R 25N
(Internet game » 4= % JAE% 5 &) ~ & F 3 2355 (browser-base game -
4- GameForge =7 Ogame %)~ % # i pii% (Online gambling, 4o
online casino &) o 14 & S A E 5 417 cha b B8 Ty 1Y f??fﬁ?& ”VE
(4o A #cizps12 PDA £ %% ) F£:18 2 a (Infrared )
(Bluetooth )~ #Z %8 4t & & 4 7 PR 7% (General Packet Radio Service,
GPRS)~ % = A d>id 1 Hir (3G) ~ & 4 WiFi 5 ~ 7 448
4, PR 7% (Multimedia Messaging Service, MMS ) ~ & 4 F & 4 i
(Wireless LAN) @ M 284 TR PSR e B O FH
2.0 VS 2 3 B Online 225§ FEA 82 @R 5
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(Online Game)
IR 4 5% LAN
Gaming

Online
Gambling
Internet Browser Base
Gaming Gaming

Tl %

Mobile
Gaming

Bl 210 b BABAES 5 4L A chsl b ehikap )

<A 5 A M & B Fesat

<Al % Aok w25 (massively multiplayer online
role-playing games, MMOG or MMORPG ) &_p & % 3+ 2 E 48 &
SRR EEN o 2 fTA 0TRSO EJE o SR AIEE Y B
# g F4ox # (Lineage) ~ & 3 ehiz 7% (EverQuest) ~ 3t & 3
(RO) -~ B gkt & (World of Warcraft) ~ 2. & (MapleStory ) -
- = 2 % 3 Online ~ # ¥ Online ~ # +£3F % & Online ¥ - MMOG
A= BT RS S H B R R RS i SRR S
FEF G ORFEA P BEROREE R P B @ g
BENREA F T Bl o 22 MMOG sy F (2 0 15
BERG P B S BARA S (R ARLS ) B4
2R EE s R E - R R o PN
RSP SPFE A RRIRGESN S bR DB ET e
Frak~2h e HJHRES AT BERFER TR E
RAFELERITUAGRRT A DR S E AR B

e 4 4 e (leveling up) o 14 & = 258 ShdR ok o
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EHERFE 2 FiER 3 O MMOG e B ¥ A 5 = BIFE
AwE T s B R R R SRR (FRP A 5 2002) o
fpn TR B MMOG £ & 4=iR>t 1970 & % = MUD( multi-user
dungeon or dimension) > ® 2 F L 5 A T HEN AL R oo
MUD ¥ d #= K& Essex <~ & & 4 Roy Trubshaw #tH % » & pF 7] %
PR AR BRanig B2 F e ez AkiE
A - fE~ F b ead REEEL(Curtis, 19925 Reid, 1995 )-1995 1 1997
# F_MMOG i 3 BFs B0 (hd 21995 & B4 B 23k T
% (worldwideweb) &% =25 LR ipl R LR FE A
VRN & FOAE e RS Poig PR 0 1997 # 2 15 B AR ~ R T

EFAEC > R AR & (UltimaOnline) ~ & & iz fx (EverQuest)
z % % (Lineage) % & S B 4oF #5258 chfip o

- 4@ % o MMOG il s ) 302 5 3 B B TS ph o5 &
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P54 Krfi’ﬁf‘f,” L E M A ¢ o335 5 MMOG 2558 s it
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IR PEEN R E G b o P AP 2009 £ 30 7 p A
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2 I S o «uﬁ*gﬁé FpHE R WP
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%Kfaﬂiiﬁw ‘**20004 5000 ¥ # % chfph S8 K e pF g ~ o
A
i

Feds ( 7 rcke 2006) Sl e HERFRFE
s’v’ﬂpi‘fF’* BEFTALEOPN AR EHE o d Y ED
A%QﬁMM@B%@%%ﬁgiﬁéﬁjﬁiﬁﬁ»%&%H
+ o FF Rt RS RS - s T g
7 &l dheny & H050 (Subscrlptlon-Mode business model ) |
(Maclnnes, 2006 ) » 35 12 $% B4+ 558 R AL o

‘H}

7 E % > MMOG f«ffkj;'_ EEL p e A ,grs/,,\ng,gx;%iﬁ
RRER RS RL LY mé’rf*« S ARAI RN S 2 RT3
A S U ’)I-‘v'v" Mg ER I N hp e K Y oo a2
A JEEERE 1{19 WEED FAURY FRF PR RT
Ao THEA G hT R - B TURRT AR A
e 38 58 (Item-Mode business model ) ; ( Maclnnes, 2006 ) -
? Item nﬁﬁip MR g T A (virtual items) o B8 F EHC
RGN EFREGR S A p R > RSN AT
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24 R HBRART A STA

MG T A (M RBEME ) R 5 virtual
property ~ virtual objects - virtual items # virtual goods » £ 5
b A 0 kL i F 0 4 A ST
o BBt 259 4 (intangible) o M PRV R R T A § r At YE
BRERFORIRAY o - fimiRt P AGREH S E 25
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AR SN N R
T RATE S S R E
& ot fo BH e Bk S
£ SRy AR I
H = Flis F m# 4 # (character) ~ & £ (weapon) »
(eqmpment) 74 (treasure) b rl‘*(currency) * A (estate)
PERNREL S TAEE o

%
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@w{fﬂ«(%iw»ﬁ
B2 EAHRBE ) A PPFERRT A D MR E

EERE S S FE F:ﬁwiﬁ‘ ‘*ré':s“ﬁfi (%@.‘122) %
S fﬁiﬂff&*«v‘t*iw#ﬂx Afrcnd i+ > & ¥4

5}3 ,ﬁ "%ﬁ"{‘ A H B Pe f%bﬁb"f—"“rf:'m)i%i?égﬁ&*’

BE % (2003) @IERET R AL Z K
P

S

B oo F A 2R FEE SR AR RRT AP S
EFP-FELFIRRTAPIRK - F 5055580 %
FRRAAFAEERTASES] > ¢ FHMN S - S
SRR RE T TR RN = oV R
R LT L AT P AR N 0 F S T S
AhEA P AW RT A S AT RS -

R TR

e E A

FAERKT

Bl 2-2: pat o5k ? ERART A SMETE
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BT A LGN R 8 AR g R TR R R o k3
Elé“%E?T/fff%ﬁFéf%“rm* BT A ?&:A\%'!‘fiﬁ_
Al - m By (object) ~ m# A F+ (character ) ~ g BH
(currency ) ~ m ¥ 74 ¥ & (virtual estate) -~ 2%k Tk 55 (account)
213 (775 (password) % » i dheT

AR L g Pl B2 BRI B 4 B g Ty sk B 4
B BB AR R R RS E 0 T N S
Ty RAERF RSN BEES

M 2P AR R SFHEE DT RSP Ao
'mw:ﬁcf‘wr%iﬂ‘mﬁ&#ﬂ’*rﬂﬁgﬁl 1 e B REEEN
Ko ERW 1y TH2Er 28 ﬁ%i'%

"R miiH hed o X BT ITHARTA LB T
3B TEREEF R 0B TEFE S50 B TR ER2
R(GF) ~45 3 Tr4z 72 ~9 B T2 4R 2100 M- &2
Ber ~100 B T=%2 R+ ~5B Tes2hze ~3 B M7T%n
2HRL ~20B T&FEH 2800 MTAE 3B T4 ~3B
"R Ag T 3BT FpGSl R CI5BTRIXETRE
Z2 %% 165000 ~E BT A AR AR S o d NEHH
P2 BT ANE R A 0 2 AWEARL AT FIEE o T
T2 E | AR I P ERE -

E % 50 5t

>
>
>
>

MIGR TR OERAELER T RREE B
055 M > &4 1 oG uelapRFAResds ¥ &
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(4o@1 2-3) 7 H- %4 6% 5 33000 <>a % 9 %5l g
Y EH 5L 60000 A (HF LG LA 5 2008

5“\%
v%
N

B 23: AHFABLE? 2 HIEFTR

M phd enimE TR (license) ) + 7 B mgd 2 2
— o 2 MindArk = & 57 B 48 e F 25 5¢ Entropia Universe (2% fi
% Project Entropla) b PEER R P e b T L ¥ 2007 & o
B8 53k m 473 > I d Jolana Brice & 5 4 B4k £ 3+
# 4 40 § 4,000 # =~ (Heng, 2007 ) p* Zx¥Fpk e B f2 i PE
i (Project Entropia dollars) - gsﬁf‘fg& pe BT S s 10 B
PE %t sdir 1 £ ~amt gl ST & > b Bt F AL SRk 5 4T
HEEE SNSRI RIE IR RN RS Y £-3)
AR L ds g o

A 2006 & 5 % B4 MindArk = @ 2240 £ % Gt 45U 34
7 ( North York Community Credit Union ) & ¥ - 3% Entropia Universe
PERA PN e BRALT AL 2 B R e M4 e snid - Entropia
Universe 35k 4 g iﬂ” A AERETE THkFT (drE 2-4)
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A RAR SN BT N PE BRI E > Blhrm BAE
3 2,000 & PE R T AEE 200 £ AR o BB R EE R
FERARIRIY AL 2B EF g Fr ~E T 35 % Ah
PEFPRIER - F 35 F At Y~ 2 F S BAr 1% B L

FPE GNP R ERAT R EF AT R PR
B0 hodt USRS 8 FRIET Y Bl L 0 ARRBOR 2 e
»E DRI mERALE T LR

e N Y E N g £ 2
bcramsea'ubuooomsw '

] 2-4 : Entropia Universe # 2+

RPN Y g # A ¢ (virtual character, virtual role, or
avatar) g S A F R AP (MRS R ) B R
A imdE AR B e A PRIEE S FA S B s H s B2 SR E
o P g R AP IR PFERET ok LB
BRAESEE KT FRE -HHRE S A RITES -
Py A MR A P X A TR A X B E e R R 35
BRTRERE R 5 b 25 i 10 BAESRE A F (IR A
HA B AR R L E B S EEEA S 8 A
227k PR 10 EREESE (g ® ML T
PR R IR S L SR S 2 S B ) e BE g
LG WPRFA PP MBI B A 308 S g
TR T A o B AR Y o REEA ST UE Y IR s
fodiit BB A4~ TS AL WA B R Y Bz
B g A RATmEA P g8 PR FRES g

o

<
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S E AR E A B B R BT
TECBRABE -RAEABT-A? ER RE-FCZHRREE o
BEA P OTE L6 - DAERG R SN S R BN
g p T3 R (Aot 1) BB A P onfioR 2
"k o BEE TRL > B P E 58804 R
1,064 ~ scd i 5 409~ A4 5 1372974 B4 44~ A B
742D B 5 13395 % (4ol 2-5)0 1 - AR S E w5 o
LR EpiED v F &40~ 150 1 200 o) PO R > £ 4
FEEY R 450 o BRSO P BRL A S E AR
F4 8 AP A ARt s %$10,000 & 15000 & £ 4 o
ibﬁéﬁﬂ’$ﬁ4%ﬁ&%§&&é%’iﬁ%%%ir%
b 4 e R el IR TN R ERTEER
ﬁg,%mm&w\?¢7wxa%@%i%iﬁ$ s R A
Mgz A (PP R SR Ao A PR E 0 domf 4 (4
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FiRB0 FIERE L

E=:1710-2033
JEE 3M4/3.4

B 25 m#t 2 BitE (37 %KRL)

LI IR S TR S T AU & <
B hdn AN aE AR Y TR SR el 48~ £ (gold)
9 5 (platinum) % > £ 3 & SN m#R T A B BRI L B el
A mE e (virtual currency or virtual money ) o ¥5% %
N%wﬁméﬁ%%@W?*ﬁ@iéﬂ%%E%#Wﬁm
&ﬁ?é’fﬁﬁiﬁ’ miki EE2 mE AP RELG S
Eox FREFHFIFEALNOI LI LG - c Pt B HRER
BEREMENELT 23 L T RPN S dendp § b2
BELT AR AT S0 4% L PRAL 0 4o Yahoo 4p § 4 - 8591 %
L4 ~5285 % b FEHE L R RETIE S TR S
-~ % ltemKing % % 5 o

\v

PP A f & (virtual estate) » ap & 5 R E R
e o w7 B A BAp R RN hm R T Y AN S SR
FRELENRSAFRE WS R HE PR CRF AT
RN

B ko MindArk = & #7H 3 2 s 25 Entropia
Universe £ 5 722 » 77 AR PR ERRET 4

SRR

2004 # 12 * pE 5 - = 22 pochiggk 487 - Deathifier &



Entropia Universe 25% p e % T 502 25 6+ 500 £ ~ 3 § &/
HHEN Y - AR %R 42 (BBC News, 2004, 4@ 2-6 ) - Deathifier
AT Uy SR R G BTFRE - RHE 2 RS -
T BB LR ﬁlx@&fﬁf—«uﬁ“%’%“ﬁ”—%ﬁ%\@mﬁ
2 £ B o5 4n e Deathifier -2 8 VEF A3 R Y 2L 5% R
(virtualhome ) £ #2ig 2 S ens E 83 H e ok 5Ly
H g twf‘,z Bl P FEE FEAE SRS E o m Deathifier st 43 7870
EET S Bl s B T o st AR h AL 5 PE T (Project
Entropia dollars )» MindArk = @ A 25k ) 3% & PE &L & chie L
PRFE v E 5 10 B PE gk 1 £ ~ » F]pt Deathifier i% if 25 4%
MR BT S M BN 4R 2 TR 4 o 2 {5 Deathifier 2 5 et
- & P)‘ﬁ}‘?"ii?f»ﬁ' * Ao THHEFHE RS EOEARE (4o
i 2) o

® 2-6 : ﬁ ;gx; Entropia Universe ¥ & 4% § ‘&

. 2005 # 10 * p¥ > ¥ — i Entropia Universe chi%jk 522 ¥
Jon Jacobs w g e B LY 105 £ Ay AR Y oh
- & B = 7z (BBC News, 2005)0 EmEE s ZEERE P :TL}L
TR W SR S KA B 4-20 § <% Jon Jacobs R
F » fe4% Jon Jacobs 4% (Realityport, 2007 )» iz~ P Jon Jacobs
L BEL Z e B EA2E 20 FE R o tt.ﬁb}i%u 7k
Pop g 20 B REZRALEEFERZEFHoREETF 0 Jon
Jacobs M- * p x F it - BREFEE R m&ﬁéﬁ? % 3 (live
entertainment in virtual reality ) o o ¥ > T mEE X TR A
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g+ 2008 &£ £ <+ B % 4 (Guinness World Records Book ) » =
=22 R E ST om#EF A (Entropia Universe, 2008 ) - 2 5 &
2007 # 5 7 > Jon Jacobs £ L F 9 F £ ~ 3 BB {F SR m
TR LR m Y g R R T

Pk S8 K hvp VR 5L (account) #7:d 4% (password) A
B S RN R R HRELN IRE T mBR A S 2 H R
ROREET A o TN R T A B £ ﬁmﬁﬁ@%ﬁ
AT R AR Y ERTR L RERT A
o) R - AL TR | R £07 8501 AT A R 2
Jeps G PHENIE BE BT m%(w,ﬁrs) @u% 4 3% 5 #.$17,000 & o
PEEE T 2 REA S A TR 2 F A PIRE A EE LTS
&’E‘F‘«f:‘pa%a‘%’ A s A E 16 I:Fi 24 ~ Rg 18 ~ A
23 ~ FFA 24 ~ap4 9o F e g 20 SR mHRF A 0 Ar+6 £ f -
7T XF AT b~ +4 5 HAT o~ +4 R Ee ~ +5 L S +7 3
it~ +7 %;gfb I e (T I S BTN N SR OF N o’ N
AR L mBER (Aol 2-7) 0 M- BLenFpk S 4 a5
E P b it e f I“J‘m;"/‘«‘*ﬁé%;» 150 3 200 - p& ¢h B?—f]%‘*’;iéc_k

\\?’;y
\t
34

FEl 369%‘%—&1\%@{{3‘?\;})\)\;—,153}9&,};4},;gﬁ,}i%i,\
e ﬂ\.iﬁ BAT 5 $1000O 12,000 = % % o b PHALHEBE T 2

¢?%j%$?ﬁﬁ@ﬁo
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B R EE T NEE 2 RREER) L nRT :
FH2FHE o @ PR EBER SN DR BN ERET AR5
o IR B RL LA M PR A S L w & IR R s
(match game ) 4rficic o @ e & + K( Age of Empires )~Blizzard
Entertainment 2> # t1% ;4 £ § (Star Craft) & o pb #f7)] ch¥%pk -
EEESRS @ﬁwkfﬁh@%&?iﬁ@MéWHﬁﬁﬁﬁg—

BOPA o SR SR RRT A FENGRNFE LB AL T
s g R ,ﬁﬁﬁ,ikj%#ﬁnm Rifh - L4 Hd
M E I ’%‘”EP’%’I} TATALE o o 3L EE A end b PRk
BEETAALFFZ B &igpS i E ko o

A7 12 (non-replication) T4 A ¢ SRR H T A F i K
BRGEH D A BRSNS ET AN ORERY Y P
FHEAART A CARABIENERE P ABRR > 2 AR
TAAED F LG HE B 5 S o L%IJ"JL'QY’P?'&.
WMFARBY o FRFFLFARND FEZETN Y v Td AR
BHAG - A A R B R RS o AT
FrEZFREAE- FAZAUASRBHET A DR L0 (A

22007 ) > f= B kst A I SF P PR e (lag) ik
ﬁ’”“k@%ﬁ @ﬁ?éi*%*if@$$ﬁéﬁ?é’
H i 7 ol es g

Q:QE“ i«floLbi,
A

25
@@ﬁ’ﬁ%gﬁﬁf’éﬁﬁﬁﬁﬁﬁfﬁgwif,
ﬂ%”%m%ﬁ&—a‘ dEBEE A o
“r #8457 % (ownership belongings) #dp st &gk m 5 T 2
5 ’FE?‘#F] T H A5 %Eﬁjsfggm" # o0 2 e A EUF R ey
BEF RS AT RN R - S e SR AR K - FHNE
%%ﬁhiﬁ?éTﬁﬁﬁiw*é’@ﬁé%a@ﬁ?gaw
TR PMERTARZZEFEIPAGN T L o Bh k> 5 E
FHE- RRELEED PSRN FEFEEEEZT > D Ay
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Btk E s £ F AT F M A RS ALE M

f@“‘?ﬁ‘)ﬁ%%‘ﬂk i BT IR o blde D RREAE R S PR E L
A ‘?2%’1_{?};&( I;J J;i bﬁm’ﬁ‘_;}jﬁ;}; ?B{lr’j'_ s 17 ﬁrzﬁi fféza

B PR AR A MARTA S L s A T .

-

5.2 MRk 75 4T

B PR e B R AT 2 R T D IR ATER el e
% B 4% (Jamieson, 2004 ) - B M &R F 25Ekeye B B AR 7 p 2002
Ban2 3 A :‘%‘?ﬁlm@‘m AL TH R F A F Y R
GReslg 2 PR2EFTAL 2R (e ins > 2002) 2 Feat
25 /i%i&%ima B BRAENAL € 2 B AR (M s > 2003) 242
Tt LR TTE DR B AL 2 PR .
e 45 (2002) & 00 S ke B 0 A5 (e 40 2002)?
g% £ (2002) RIAramt 2phehye % A4 BH > (2006) ¢
B SR T BT Bk

ME Lo T E AP R 2002 £ 414 i 40613
A eEk e B % 427 445 (Chenetal, 2005) # ¢ » 82
%&Fﬁg ’—’Tﬁ%.‘i—iﬂqi%ﬁ ¢ Ilé}ﬁ«’h@—} Q\QETF&’;}}—L M= :é.;J %

\
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i 93.3% o o B AT FRE BB E T3T%
Ck 20% o o B kR A 2 AR BE TR A ATINA o
e Al I NP ']t}_b'“rfé%“* BlBF o ik 95.8% 0 J° B E ALK A Y
1532 20z #d0k 55 % » 2 EAH633% Hx i 213
25 % 5 1 22% > %= A AB 14 K&z b E e > ik 8.5% o Jo N s
ABRES G g E Gl B o (b 25% o B ) B kA o 1Y
Bleen F N P RSEATFE R 75 F 55%EBF 0 B h Pk
AAAI* FO RRFERERFE 0 E31% AT H|ETR %R £ 2
366 i+ ¢ (4r# 5-1) APK-I8FE) % LiE NS LA T AL

I FEIEN ARRF 2 WU N E 4 AN
XL AARE B G E A Bl EBF

;‘E <l
(v

7. 5-1: 2002 # & b 25k e % £ 2 2 47

PR i #ic AT B B
2 T3

1o =% REL 745 54 14.75%
2. EHAM A 42 11.48%
3. FyP-is A etk gL i (TAG 51 13.93%
4. FRE* XH 8 2.19%
5. JI* g E A | 4 1.09%
ks 159 43.44%
I A2 142

1LoA1* @ A ehd o ge s, 52 14.21%
2. § ¥ ¥ 50 46 12.57%
3. m¥EF A TRF 5 24 6.56%
4. 1 tREL TR AR 11 3.01%
5. H AL fpen 2 11 3.01%
6. Fa SN EH Rt 9 2.46%
7. T B AT 5 8 2.19%
ks 161 43.99%
HI. 21 E& iRk

L fi* g AbE 2t 8 (32 8.74%
2. i 778 8 2.19%
3. It LN ARk ik 2 0.55%
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4, 22k 7 R1E T p 1 0.27%
i 43 11.75%
IV. 58 4R 4R

1. pidis A L PR ELIE (775 2 0.55%

2. PHERY AR LE P AR 1 0.27%
s 3 0.82%
EEHET R L2 it 247 40.29%
w 613 100.00%

#37.w (2008) #HEw AL > R ERP 2002 £ 3 2007 & &
RSB E 2 4666 PR FIER R MNTRELETIELHRAL
ﬁop*%m,gr&ﬁy:a’u%f*~%w%&@’%w%,
H Rirdck it o b 36% - iz 4 d 3 2003 & FP i iET] %

R T goge*  %Fg 89 5 358 5l » 2 rgAd pBR
Bos % 3590 TR TR EEE - % 360 THIFET HAEAp

BiELphiFh o SRl T qer i, BiF o

BT aRE g P D FRAE I g AT R s
B 2P T 2R eribt 615 0 %L 71.9% -
PPl A 2 AR R FOR e ATI0A o BdR RS G 0§ e B bk A
Pribt GlEe® 0 F89.8% 5 el Edb Rk Ao w21 3 25 iz Edb Ry
AE% 0 2BE A% B R 153 20 & 0 fb 24% o o B g
FRABELS G EE 0 BB R o 1k 26.9% B F 50 B FATRA
WA e N P REArF G e R (TL 0L 37TT7T%EBE o RS

? (4ot 5-2) %ﬂuﬁ@%ﬁéﬁﬁ\ﬁjéﬁﬁﬁ~ﬂ%l
B U g s kSR~ 2 d S RRENATHTL 2 LR B 2 g
A i XS R Y A P s G R R ST AT BB

# 5-2:2002 & % 2007 & & 258 ) B £ 2 247

>

.

FEH (FAY)

|
e | g
w0 | e

—

2002 2003 2004 2005 2006 2007 ke
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o 299 363 429 374 353 448 2226
ks 42.25% | 48.79% | 52.19% | 50.40% | 43.26% | 48.22% | 47.71%
A s | 201 264 281 256 322 326 1650
BEN 32.79% | 35.48% | 34.18% | 34.50% | 39.46% | 35.09% | 35.36%
bl %1 s 32 37 35 30 44 49 227
B B 5.22% |4.97% |4.26% |4.04% |539% |5.27% |4.86%
= gk |13 18 25 24 32 35 147
| REERKF [ 2.12% | 2.42% |3.04% |[3.23% |3.92% |3.77% |3.15%
d A PRk
o > 108 62 52 58 65 71 416
i 2 8
:‘fuj‘“ B /é"
o 17.62% | 8.33% |6.33% |7.82% |7.97% |7.64% |8.92%
==k
oL 613 744 822 742 816 929 4666
=t 100.0% | 100.0% | 100.0% | 100.0% | 100.0% | 100.0% | 100.0%
BRI Y Y FREFIABEL AT RES > DG
B F @B RS TR R bk
71.9% o jo % k5% A 2. 4p Bé A‘}l/,a\ﬁ*lu,\ At w] G vl § e

2. E ¥k 5 B
Jo B bR g A

5.3 PHENREAR R &eh® 2R

B kst A ATIE BB o 1F89.8% 5 ol EWL Rk & wn 21 3 25
Fob > E A B40%, 2 5 15 1 20;5&’&L 24% -
BRE L m i lE E B 0 b 26.9% ° A

g &ZG HE i%‘

“F
IR L s M A e E R P edgerFar e R 75k 37.7%5 A8 o
v % 4-2) i‘i,uﬁﬂ’?‘ﬁp;‘;ﬁ//,}%:‘i‘\éﬂ_} EIAREE
PEEVE K AUIRF ~ 2 d MRS RTA 20 B AL)e B
PEE R E5MAMA 2 Xy F/l}fg»iﬁPéf% T LA iE L

M ERARTA PR T BREFR0E 1k £ 0 L

A BIREE AR AN F 0 G ENSREY
¥Wi%ﬂ’%iiﬁ&?%ﬁﬂ‘@&‘%éiﬁf B
ot A E K S A AR J K 6t 2SI L B A
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# 1,000 4 2 b (3o 2002) 0 F)p oo
iiﬁﬁjéﬁﬁwi;’w%‘@ﬁﬁﬁmﬂ\ﬁ% :
Bl M2 iR A ﬁﬁﬁﬁg’ééiiﬁﬂﬁéé%
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dERNERE 2EIE S ARE 2 E T D] BN
ﬁwwxﬁma%@ﬁﬁﬁioiﬁxifﬂ%;%£~#@£

Boo R A 3NP R-ARR PR R ARIN A R (TR 3 AT Y o

Al A A Sl AR < AR Sl S < p AR U

o PLEFRRRN S8 AN R (T AR T 5 2 e (7 ek 0 2006) 0 I
RSk Ak TR (journal/log file system) 3

SN S8 X RN AR 0 S RN AR 4 éﬁiﬁ%”%‘

BN R SLApER S IP gk s R R Q%ﬁpggogi

PR EI VSR SRR e SR LY gk - B
R SR AR T miRE AR ARER 2 U’v w‘ikmlﬂfi

PSRN EHZ P PM URSRNERTL ERRT A

LREM LR o RE o ARG IR EE AR A A
Aé_ tAHEOTE AN ES Q%’z%ﬁz‘iﬁlv‘%\ﬂp

PRVEARL ) UREAS M FAE gy flain

Bat T

5‘3

[

ﬁﬂéﬁmlméﬁﬁﬁmég#ﬁﬁ: 2 SNEYE
e R MR A AT ARRI Y - BREDE -
TRIEE o g S a%%ﬁﬂ—*ig“”m o dra i
BREENEAD 0 ik F oA R f D Y B \mgo%?
Pk B2 R 2w f PR eI RRFTA LI RSE 0 F
TEREF AR T e RT AL SREF R Z e O
baﬂéﬁﬁu?@ﬁﬁmwﬂ’%&ﬁ?é?ﬁiﬁ%ﬁﬁ%
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- FERE R GRRY RRT AP PR T ERFAL A
Bz rRERNE GRS NI EP LA gL
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BRFEFFRZ]RABAILFIERE BEIIL L
e U R B A ﬁﬁ%kbfg4é
ST kg PG R OS S F R BN R S RERT
A By g XIFE

£ SR EFRR A ARESER BA ST S
PHRECHIE B REFA G 0 A U RS o
Bt B2 RROTEPF ORI PHAFEAMREILE VE

BB F R L REFENET c AN T | A
N2 BRAR S ] (4o 5-1)0 ot B AT 4 WA S vl g X
w38 458%48/}#‘3—}*%{? r+9f|f\“':[‘7J'§:—T’.:j-‘l
W2 L 4ats 8PES0 A dkde s 2 T3t P 16 PF 53 A #-T+9
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F_M+9 fL 7 o g ﬂmq-ﬂr eI EF? ERLYRE B
N R T LRI S SRS < yAYi i A B R < VAT 3
ARE & N LR P DRPpEE o S € TR T SRR

(1) Sphifpaee 0P n £ F 55 7 Bt el 2 ?

(2) SREALS BREX G A AT LT 5T L o
APPSR FATE AR SR T‘:‘Kﬁli\“f:}*ﬁ’;‘«;ri§'ﬁ
e ?

B) BrpkzeE @ L »Z > NREGER ZEFEFTA T+
17 fzhEBE s e é‘iﬂgi}n—\q_m a9

4) %E::%‘f}*%ip‘ﬁr+9 17 p2r4id Zofk
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G) 2Iiviv iz msmEid (49 #L7 » 27 doe B a0y
mEE A LRS- 7

;?;t:t" P g 3R = 303/3~3/5z2 IP % :
2009- 03-04 07:40:05,LOGIN, 3% = , 61.222.206.139
2009-03-04 08:24:47,LOGOUT, 3 = , 61.222.206.139

T ;f%’]’(—‘ﬁ tegL: Zw *+3/3~3/52 IPi % :
2009-03-04 16:49:37,LOGIN, 3 = , 61.222.206.85
2009-03-04 17:00:45,LOGOUT, % =, 61.222.206.85

mARF A w49 §
2009-03-04 08:48:28 [1E
2009-03-04 08:50:31 [ &
2009-03-04 16:53:23 [ &
2009-03-04 16:53:23 [ &

ZF T+9 71 7 RBYRKBAAP 1%
#%3+9 71 7 RBYRKBAAP 1
2#+9 &1 7 RBYRKBAAP 1 %3 7
2 &% 1,750,000 £Zw

Fedek 4ok H
NI = I = A TN

B 5-1:T7

M
Y
A

b 5k AT g G

24 ﬁiéﬁ%/ﬁﬁﬁa&m«ﬁﬂ:mﬁf‘fﬁ%fﬁﬁi*’?f%7» &2 QH X

T e AU S B R XRIIER CIERE IR ERE EFE D
BRAIVGBEFTA A AL R > R P

o B ENERERATIP AR AP ERFFERE 9T
5B MR 20 BIRT AT %

2 N R AR L
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M PSRN RRT AN F s 2 H

R S

q/@ﬁ‘ﬁﬁéﬁﬁﬁﬁ 3 g Ao A E LG RN R
ﬁm+/f§}ﬁmz\xi’\"13\*'

@%‘EFK@#"‘F\???\F%‘%‘]ﬁ%g?ﬂ‘b*ﬁ*EF' BINEE I A
Tt - Ko A L v B4 4 2 SRt en A A (7
JeaFst o s dEms L L BN G T VRS ET 8
FERRRPS 22 23 REERE WP E: PR SRR
?épg\ig;\m+@ﬁmai\o

6.1

i R8O

ME L B T AR R T R

i 4 E-R Model) kzp s b5 mmpAp 52 L2 20
¢ ocniE B8 5 A (entity type) ~ AR AR A B A SE A 2 B el T A
(relationship type) ~ 2 H 44 (attribute) p % - E-R Model &_f#t 5.1
(Peter P.S. Chen) ## 21 %A 1976 # 3 * * ACM Transactions on
Database Systems #7% # 2 The Entity Relationship Model - Toward
a Unified View of Data — < ¥ #t3& 112 #£ 4 - E-R Model ¢ & ;£ i%
AR ELPFFHRESOD ZH BEY B E BWE 2N R
A0 KBRRTAE? B EOFTAHAERE D4 BHY R
(entity-relationship diagram, ERD) B 25 it = 3¢ » 2 Z TR E 2 B
£ & & (entity Set) ~ B % & & (relationship Set) ~ /& |+ (attributes)
H 3 gr(primary Key)ep 7 > ZRIEP TR R AL o

(entity-relationship model,

& E-R Model sh=z &7 > BRI f 5 BT & (entity
instance) > A7 WL K¢ AR BROF A H R L T i - B
EL‘?\ ,ﬁrsﬁgé‘rﬂﬁkmA ‘*;E‘F,é N _.rr'é" +}@ﬁ§ \pq,‘!; #ﬂ,_.\

2% A AR A PRRTASARS 2% - BUEIULT
fg% RO ke Rz poo 3 d i (attribute) k45 i B
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il m%b‘_ R T A LN SR | i B e A /J}I]-sl(t‘?,;
4z BRE%E Ji?e:;é%i Ve opnETEERE - BHEI R
H r;z e X w4 533 AR SE Al (weak entity type) 2 — A5 i 8
#8 ] (regular entity type)= f& - 33 BAEsE A 0 F iR L E & BN
TAeF o Ao 33 BRI TR L BRAEA A o REB B
S

R oot oh o 33 BARRAEA b e B R AR T

o *m;l;
Jo
f

SRR - S BHEINIREE L BT A
A e ip AR A 2. B2 f 8 Mtk (relationship) 4 it A& 4 BB > 502
FEZHG NS AR B o MY LI M G
(relationship instance) » @ F | f &5 F 5 BE 3] A (r elationship
type)> @ MM BMAET FA G -H- - H 2 IHIE =

E-R Model E_p # 5% $i A& Lo dl ko 7o TR B &
e f(modeling) Hois > H B AP L Sy FER HCR T
.#L’Léi?ﬁf«f%?*iﬁ%ﬂ“»ﬁ?ﬁﬂ%,, Sz FH YR E KA
7 »E-R Model ¥ 11 % AfE g FA R K - - ORI

TR A A g 0 TR R B SRR

o

‘_.
I
j 4
.t
‘('
¢

=F
{é‘p

AP LB TR LRGSR ERTAMF 2 TS
Fo Frend 258 > g v ok T % 3 (eXtensible Markup
Language, XML)k i* 5 B4 F AP F TN ~ BHER LT ~ 75
BENE L AT DL E - XML {lﬁéﬁgm:&fw ¢ (World
Wide Web Consortium, W3C)*+ 1998 £ 2 * 10 P #1+4| T k7 3%
T RE 0 FiE B4~ P iRT 35 % (Hyper Text Markup Language,
HTML)4p fiz » = £ 5 4% 23§ * 4&57 32 = (The Standard Generalized
Markup Language, SGML) - XML &% & 3 & % 34 HTML #5
AL BlAefR A TR R R A F] 5 HTML &2 2 § = 5%

FEPELE BB A ap F S ot FAL O HTML 3§ &8 7 U >~
A wiEfer ot HTML » 2 E oot ~ 5844 ~ 2 7 g 14
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6.3

FRRE o 50 R A 3T > W3C &0 SGML e i ik > T 5
XML > & ik g HTML e B G5 > 24— 2§ 5 @ % cnF gy i

Fe o F o XML E 5 T HE M B s R anEiE R T

FERREE S T S 2 SRS TRA B B ke T 2

)
—

\4

Caehihor T ww HTML % > 5 Bt TR ) kit
FT oo A BERTFT TRRLACT TR R R
¢ Z iR o m XML G TR iR
HpFEERFROH G Fla & F R o ® o XML ac dy i 4F

e B TR T A AN e BB EAEF e S
R 4 R AR e & XML A e s T i
F AL A AR e B

XML E & Befedngiz e o iRl < | B ~dzde R it 5 >
TR L G A e AARRE XML ¢ 425 B ¢ & SR &
BFY EFohigipit o @ #2415 2 & (document type definition,
DTD)# XML Schema & f6 « 58 % & e » bl4off = 27
EAF W ENRDI A N FRSE XML Y Eadgp Fe
PRI RALTI P EGERFE R [ T RRADESES XML
247 B (Parser) °

XML it 59 1345 DTD/XML Schema $f~ & {7 g szl - &
* DTD ¥ * SGML 3w % % » = DTD & XML(* SGML)
iy 23T A pk o W3C 32001 # 52 2 p 8o XML
Schema » # * F ¥ &_ XML % ;# e55 XML Schema % 7{5;’; XML
B RERTETRIRF - R 1 AR F DM

TrhE

LT hE(EFLZAS BN 2ABFE ) RpwRERY G &

T AR KA - W e v A L RIABASE R L &



A A el SR BB LRI AREAR 0 3R B AT iR
SEUEEEERES UUERE SRS S R R
L RN TR KRAP SRR ERE - TS B
B B A3 1985 # 4 7 BRI HEF Y - 5 ks
"2 ik Wk Yo % (Bovine Spongiform Encephalopathy - # 4
BSE) - ##m% & (Mad cow disease) #12 & » 3%y & 1986
EFFEM 16 F 5 Fps e 21990 £ F My o
EFTAEGLAgERRR FENRBZASZTF BEHIA

2502 1551996 EHHBEFANAEEH-EF oL 2 F
EACFFIEARE R BAFL LR MR RE R Y
B - P2 R AEnd P d N EEEREE REH A SR LD
Tal ARPATENSRTIBENAE M L ROTR
K o WP A 1997 £ 4] T hA TR BT I B R~ 8 5 2R
p 2005 & B 407 %6 > T 82 2008 & Do F %6 o 2 F» 7 1999 &
‘WiﬁiﬁﬁﬁﬂﬁMu3%ﬁ$&;Bi#*zmlﬁﬁiﬁwﬁ
- AL A g (s Bt T 5 AR 0 FE R A 2010 £ R AT

8 B g R

—H

T AR R A S TR 3% £ R B (from farm to fork
principle) ;> &% & %% 2RPiEL Y RAE S T8 KT g a
frodzotd 23 A1 FREE M B EPE B2 fe g R
Bl 1Ry EHE RLFEERS RG0S
%@?ﬁﬂ&%$¢$%T?4%ﬁﬁﬁhfi&{ﬁﬂiéﬂﬁ
PR RHE VRS - RRAG SR T g
+@ﬁ &ym,imﬁﬁwm4ﬁ IR AR

o TPt BILH FnT 3 B RAcR b A &R
Jﬁ—zﬁ"ﬂ‘*l%f@&éi EEHE CURE MERF R E
Toddd R0 S AIL 2 kB0 L RURIE 2 BATH|
PR E R

EPCglobal >+ 2007 & 1 * 3 % 7 & fp &% <~ it (EPCglobal,
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2007)» = 2 B4
1—’ﬂ¢ﬁi%
MEEBRE SR ﬁ

=

93 —E\ oo ’I{(F' jﬁz?\;

N F o AR B R

ST R4 P AT A

49wﬁi%£§%ﬁﬁﬁﬁ‘iiéﬁ’@ﬁﬂiﬁ@ﬁ°ﬂ

*Fi%%éﬁ%*i*%@éﬂ%%ﬁﬁT—%%%ﬁ’ﬁg
i

B
FOE 2 s TP A Lt P

+ o Bl B ATl R iR
ez

457?31' o

PF RN R BT - P S AT URE S
B AR FIA MR HEAE 2T BT S 4
s b *

F

A

(record of the chain of custody ) - ]+ > 7 F-nT =+ o F 3
#* %mﬁd P F oG BN BRI e 0 R
7

PR 08 1 AN T e i i B
@%&iﬁﬂgj%%%§~@&ﬁ%ﬁ’%j$%%ﬁﬁ%&
A

B f

PR e FtE (integrity ) #->t e T AL hinsky ¥ o o

uw@%gﬁﬁma%&mﬁmﬁm%ﬂ@ﬁam’uﬁé@%

TR P A IR s A A

LA - @k p A E 2 G Integrity - R A Edp A D B4
P OORF T AR Y L T L L & (authenticity) £
rFrft (correctness) > fe ® v S g R M LT A

’ 2

Bt g ok 0 A B FR i iT S Integrity eo¢ < 3 o

et

SR e ;ﬁmw?J‘ﬁ%%ﬁ*r?aif
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(1) F#Lenr sxiE (correctness of data) : fadp TR F AL FE

PRFEFFTRECERF LG N REE DY L
( modification ) ~ %73 (insertion )~ $% 4 #1*2 i (partial deletion)

EOFERE "f (complete deletion) % % -

(2) L enZ 54 (authenticity of data) @ a4 Tk chA & & JF &

%m‘$@%%m~lmg&mv%u’@%ﬁ?ﬁ@ﬁ
FEEGRR S THOLRE R ML G RAE D

(3) #p B 41— 31+ (consistency of relevant attributes ) fadp 7

hA

fLen® 12 B (rules of presentation) /f;?fl - R BlAeE R
%ﬁﬁ?ﬁﬁﬁ@%ﬁ’im%d PR mag R o

ded 2 i * Bigh A ~ %“A%M%imﬁ’#iﬁ %
& FE e fR R f%mg A FTAUER B - REFE T
B E R ARA FMAE RS S o ipBmA T ISO/EC
10181-6 #1 3 &t " B g pRAx | Gp o DR TR e E A
1o 2 2 3p R (relevant attribute ) shE /i | £ & APF o

¥ - B% ’Fi‘f-fi? ~ ¢ |SO/IEC 10181-6 (ISO/IEC JTC 1, 1966e )
Rl4p AL Foftend fd A Gk 1F

(1) & #4807 4212 =2 (unauthorized data modification ) -
(2) R DTHIE (unauthorized data deletion ) -

(3) AT AL L1:¢ (unauthorized data creation ) -

(4) A FHEF AL 4 (unauthorized data insertion ) o

(5) AT AL 4F % * (unauthorized data replay ) -

ERFLES AL F P E EAERREP TR
2 EhE AR T Ao AL E B B R A e L
@{ﬁ#ﬁ}lf} ,@tb,ﬂfr—&rlvflﬁg'}imﬁﬁﬁ_’ IR S gk g
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BIRERIES Y > d S Ec A N o
_—é_‘g,jpf? 14‘11—‘ plg}ﬁg“l
FEM P 4] - 38
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el
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)
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& B
5
o
flm
¥
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A UTA L st g BOR TR R R o T M
BRERTAPM T 23 233 i E P 3 hTRER
ity £ £ o

BOOELBIR TR I AR F > - e Y RAEE S 2

kg > ¥ RN 2L S THZE (5§30 2001):

(1) ™ H = & 5 3% (one-way hash function) #F & & 4 2 L £
Moe L 4E & (message digest ) » i f 4o 3 R FRLES o 1T G Bk
FEFMIEE AT N cE e A Skl R ¥ LRELE
B et & ﬁﬁﬁifﬁﬁﬁ&@’—@ﬁﬂﬁm@é&&
ip & (fingerprint) # %31 L4 & (message digest) » & 4p -
Tﬁﬁ.g])x BEEg A2 - T[%%;"ﬂ@ﬁ?ﬁ%] R SR tbﬁe?]:'i.fé;,i—‘ic i =
%ﬁ%»@ﬁﬁ%io%@ﬁﬂfﬁéwéﬁ%%éﬁﬂﬁ&ﬁi
ﬂ’@%] N EF ERE %] » i A PR e 2 MRS o
B2 Jf 2 4 pidg fe o (collision-resistant) ehg it > = )fu"iﬁ
B * pamgiﬁ »ELHBAMRESIBESEIEAL B - Tl}ﬁi%]:'
BE TG e ¥ LehH w5 S #icé $& MD5 ~ SHA-1 ~
SHA-256~SHA-384 % SHA-512> @.] I B i B 5 43 128bit
2 512bit fF -

(2) r % AE S > 2 (asymmetric cryptography ) z # % &
4 (privatekey) 278 5 (F |8 % & (digital signature ) >

W
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LH o # R SBEFRY 0 F L2 2F RSA-

(3) AL\ 28 E = ;2 (symmetric cryptography ) 2§43 £ 4%
(secret key) & {7:& 5 17 1| 2 /et 4tix (seal) » B & i 4c 3t
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10.3

FTABA GG > 2 7R AR RRT A L8R
P b fRende 2 BE o O g B R R enA b PRk At
mIEF A S K Foo FREAYH E-R #3] e XML # & ;% 97
& A7 "é%bf*“’%*}?zw?-mzls@° FATE o AV R 9
e ER #3225 hpw B R XML 23250 » dhatdhe™

E-R ﬂs*:ﬂ'i— SHEGR LK BAEAIE T Rp
Mgl o BE-R F 40312 - ehd & oo 6] 10-1 #7577 0 2 45 6
0 & $f 5k ‘K—"i’iﬁ b E A126202223 i A TN R IF S
Fdofo b P hvsgk g iﬁ%ﬁ z %2 Bomy Chen- 14 p # 5 1974

% No.7, Sec. 1, Jhongsiao W. Rd., Taipei City,
Taiwan - F % 7 3% 5 (02)23931791 - § F #=® & 2§ i
bomy@npa.gov.tw- Bomy Chen ** 2009 & 9 * 10 p = 2%% iﬁ
VO37271 ;xp & S Hegph ¢ B> 2550 ¢ R R HL L FA23912 -

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<player>
<playerid> A126202223</playerid>
<playername> Bomy Chen </playername>
<playerbirthdate> 1974/01/13 </playerbirthdate>
<playeraddress> No.7, Sec. 1, Jhongsiao E. Rd., Taipei, Taiwan
</playeraddress>
<playertelephone>(02)23931791</playertelephone >
<playeremail> bomy@npa.gov.tw </playeremail>
</player>
<memberregistration>
<playerid> A126202223</playerid>
<vendorrid>V937271</vendorrid>
<memberaccount> FA23912</memberaccount>
<registrationdate> 2009/09/10</registrationdate>
</memberregistration>

# 5] 10-1 1 E-R + 312 — e XML % &£ 55 §# 6

10.4 E-R + #3)2. = end i N



E-R =+ %@Ji: i E AR K BT R T oA ek
fiﬂki:sﬂ%%i*ﬁnfﬁll&Zf%ﬁ )
rﬁp_ VO3727T1 v X H M 3 F

## % ABC Gaming Company -
SRR H RS At é§7ﬁﬁ%%vvﬁﬂféé%—w
I = J = WO93821H32 2 H88328U32 -

,
&
\vg}
‘H4= ,f

MiTL £iEo

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<vendor>
<vendoruid> V937271 </vendoruid>
<vendorname> ABC Gaming Company </vendorname>
</vendor>
<gameprovide>
<vendoruid> V937271 </vendoruid>
<gameuid>W93821H32;H88328U32 </gameuid>
</gameprovide>

#0102 1 ER =+ 0312 = e XML £ i 3% 4 6

o
%7 #mﬁ:’ﬁ LBl B ;T J r;ﬂi%‘a?
X A

# i 4 dod i) 10-3 #7om o t%pv g SR eI AR ﬁ P ] LA
FAB7ATT g B RSN % 175 43F o gww st 6 LA
Peter77 » ¢ R4l s 52 ~* P @ F R > * EH TR UL NG
k% H 5 Happy Heaven 2 Cool Game = f& > ¢ f 'l E & 5
5, ¢ RtegL@ p# i 2008 £ 27 50 > @ teELG 2xp 3
2010 # 10 * 10 p -yt € RREX 2009 # 9 7 10 p il - 40
R EEEh o HYpR2 vE - R LS WO3821H32 ¥ 9 0 11
PN R TP 0 maR AP e - BB LG
TR23413431 - ¥ > 10 % 10 p ¢ AHRELE BT 5 > 3V B 7 -
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e dE 7 A PX01T12G12R22K0021 » ¥ *t % P & = 3% e
FRERE

eh

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<member>
<memberaccount> FA87477</memberaccount>
<membername> Peter77 </membername>
<membertype> Student; Monthly Paid </membertype>
<gamelist> Happy Heaven; Cool Game </gamelist>
<memberrights> 5 </memberrights>
<effectivedate> 2008/2/5 </effectivedate>
<expireddate> 2010/10/10 </expireddate>
</member>
<gameactivatechoose>
<memberaccount> FA87477</memberaccount>
<gameuid> W93821H32 </gameuid>
<activatedate> 2009/09/10 </activatedate>
</gameactivatechoose>
<avatarsetup>
<memberaccount> FA87477</memberaccount>
<gameuid> W93821H32 </gameuid>
<avataruid> TR23413431 </avataruid>
<activatedate> 2009/09/11 </activatedate>
</avatarsetup>
<owngetasset>
<memberaccount> FA87477</memberaccount>
<assetuid> PX01T12G12R22K0021 </assetuid>
<getmethod> trade </getmethod>
<getdate> 2009/10/10 </getdate>
</owngetasset>
<assetownersetup>
<memberaccount> FA87477</memberaccount>
<assetuid> PX01T12G12R22K0021 </assetuid>
<ownershipuid> GH20391T112 </ownershipuid>
<assetownersetupdate> 2009/10/10 </assetownersetupdate>
</assetownersetup>

#5110-3 : E-R + 03] 2. = e XML % i 5% 4= 5

10.6 E-R + #3)2. w e i 50

E-RF #3312 wid F a1 2550 BAAgd] 1 250 e i &

B MG Féﬁﬁ%ﬁﬁh—lﬁﬁﬁl‘ir
d o RAKA B THRABEAER | 2 T4
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F&é Bl e Y E-RF #0732 2 P o E-R F H3 J7 z 1 XML %
4 % ﬁr'gjw 7] 10-4 #7151 o t“qj‘vvd TEN AR SphvE - ] LA
WO3821H32 s F 25k % 17 5 £ iE o fo 5] P cna b 55k LA
% Lineage Il » 5% s & 5 2.0 > 2544l 5 MMOG » 25% £ %
4% ABC Gaming Company » ¥55%% {7 p # = 2006 £ 2 *
Sp -

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<onlinegame>
<gameuid> W93821H32 </gameuid>
<gamename> Lineage Il </gamename>
<gamevesion> 2.0 </gamevesion>
<gametype> MMOG </gametype>
<vendorname> ABC Gaming Company </vendorname>
<issuedate> 2006/02/05 </issuedate >
</onlinegame>
<gameprovide>
<vendoruid> V937271 </vendoruid>
<gameuid> W93821H32 </gameuid>
</gameprovide>

# 7] 10-4 T E-R + 03] 2 = s XML 4 i 3% & b
10.7 E-R + 3] 2. T e 2 ;N

E-RFIHA2Z T MEEHEA S B B H o 2
WA TR B ey L BRI 2 TR P A
ko2 M RaEd o E-R F #0312 3 ch XML 4 i X 4o 6] 10-5
ST U e ) TR AV R R A e - ahe] L AL G TR23413431 hm
BAFBHP FF52E o 00 REEAFTHL G R B
.5 FABTATT » A 4% s 50 %o hiR% Mri— 3w 445
VR904812 > g Ttz & %k (level) 5 9 s # (g (attack)
% 40 > &4 (defense)35 » @t 4 (duration) 2 55 7 A 42 2 ;
VAR SAPAGEA LM EBEAP B ﬁ&4ﬁw
- @ L E VRO04812 v 4 fE pF o - @u] LG
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GH20391T112 -

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<avatar>
<avataruid> TR23413431 </avataruid>
<avatarname> Neverend </avatarname>
<avatartype> Human </avatartype>
<avatarlevel> 50 </avatarlevel>
<avatarattribute> attack:40;defense:35;duration:55
</avatarattribute>
<avatarrights> League; Leader of an Alliance </avatarrights>

</avatar>
<virtualspaceassignment>
<avataruid> TR23413431 </avataruid>
<virtualspaceuid> VR904812 </virtualspaceuid>
<assignmentdate> 2009/9/10 </assignmentdate>
</virtualspaceassignment>
<avatarownersetup>
<avataruid> TR23413431 </avataruid>
<ownershipuid> GH20391T112 </avatarname>
<avatarownersetupdate> 2009/10/10 </avatarownersetupdate>

</avatarownersetup>
gvaj 10-5: E-R &+ -3 2. T ch XML # £ \#w

10.8 E-R + #-3] 2. = en4 i 54

E-R +#3l2 - i F s FMBHAI 2 T s o
Ty M %Al - E-R F #0312 & o XML £ i 3% 4o ge 5] 10-6 47
70t 4E GIER T m 3k 4 - TR23413431 >+ 2009 # 9 * 10 p 4 T
ImEL B @ L4 VRO04B12 ¢ o M mH T LA
Apache Planet » z & 3 3t 5 Lineage/F1 Server o o

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<virtualspaceassignment>
<avataruid> TR23413431 </avataruid>
<virtualspaceuid> VR904812 </virtualspaceuid>
<assignmentdate> 2009/9/10 </assignmentdate>
</virtualspaceassignment>

<virtualspace>
<virtualspaceuid> VR904812 </virtualspaceuid>

<virtualspacename> Apache Planet </virtualspacename>
<virtualspaceinfo> Lineage/F1 Server </virtualspaceinfo>

</virtualspace>
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4] o E-R #4532 = e XML 4 & 58 4e e 6] 10-7 #757 > L”“;paw]
gt Er b ovE - W] LA RT23412W221 chmd 7 A4 < 5 43
2 f b o go b)Y ehg S RRE € RRELLE AW34221 0 B S 2k £
AMegls GH33431 % % ebhiheindr 2 m# T AvE— 8% L5
PX01T12G12R22K0021 - = < % g/ 2 2009 £ 06 * 04 p
<= 14540 »~ 20 50 % B ergg Al AR 02 % £ 4F & AT 5 1000
A A %F—rm#nmﬁg.}ﬂﬂ' #2009 # 12 7 31 p 1k o 2B
5 ¥ 4 ABC }*%‘Epﬁ% A rLem U2 P PR BB (7 e 1 gren™
RAAE A f S S IP e § 1392245210 § ¢ a0 IP
=4t ¥_140.22.44.70 -

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<trade>
<tradeuid> RT23412W221 </tradeuid>
<selleraccount> AW34221 </selleraccount>
<buyeraccount> GH33431 </buyeraccount>
<tradedate> 2009/06/04T14:40:20 </tradedate >
<tradetype> Lease </tradetype>
<tradeprice> R-NT:1000 </tradeprice>
<assetuid> PX01T12G12R22K0021 </assetuid>
<tradedeadline> 2009/12/31T24:00:00 </tradedeadline>
<tradeplatform> ABC Virtual Property Platform:U2
</tradeplatform>
<tradepayment> Credit Card </tradepayment>
<tradeipaddress> S:139.22.45.21/B:140.22.44.70
</tradeipaddress>
</trade>
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<buyer>
<buyermemberaccount> GH33431 </buyermemberaccount>
</buyer>
<seller>
<sellermemberaccount> AW34221 </sellermemberaccount>
</seller>
<tradeobject>
<tradeobjectuid> PX01T12G12R22K0021 </tradeobjectuid>
<tradeobjectname> God’s blade </tradeobjectname>
</tradeobject>

#5010-7 D E-R 5 312 = e XML 2 i 3% & 6

10.10 E-R 3 #4)2 ~ ehi g 8

E-R 3 #4]2 ~ b E AT A BRI T ART A 9
éﬁﬁJ%@#@%réﬁ%émﬁéJ%ﬁﬁﬂ*5r&ﬁ?
A 2 4 fER T M REEA o E-R F ) 2. A~ e XML £ i 5V 4

i

# 10-8 S B R oy FOATE - EEA
PX01T12G12R22K0021 s & 7 & 4 £ p 7 (% &

S HF AL E 2 LAAE God’s blade » ¢t m T A HE B
(level) iz pe® 9 & & > 4 & @ (strength) 7 200 ~ g3 _i# (swift) 3
120 ~ @t 4 & (duration) 5 55 ~ 4+ & (intelligence) = 90 ~ #F 4! &
(spirit) 3 100 % 3 i@ (defense) s 80 - » m#RF A 2 & 5
B> %is 200 PEB2Z B8 ET AL T 2000 B - m#F A
FAWS 5 el g  FERc5 L1 g F A ity et
Lineage #t + #%k ¥ enF1 PR E - gt ¢b " Hitp://www.lineage.com/
Godsblade/ | e nk & ¢ w4 T A S T o %‘E?ﬁ 1T
A S ¢ By AW34221 #r3 o 13 fErE- BN L
GH20391T112 » 2= = %73 fEk TP & 5 2009 &£ 9 % 10 p -
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<?xml version="1.0" encoding="utf-8" standalone="yes"?>

<asset>
<assetuid> PX01T12G12R22K0021</assetuid>
<assetname> God’s blade </assetname>
<assetclassification> Virtual Weapon </assetclassification>
<gna> Q:1;N:180;A:2000 </gna>
<ownershipuid> Good Game Company </ownershipuid>
<assetcondition> Normal </assetcondition>
<assetattribute> Level:9; Strength:200; Swift:120; Duration:55;

Intelligence:90; Spirit:100; Defense:80 </assetattribute>
<assetlocation> Lineage/F1 Server </assetlocation>
<assetaddinfo>Http://www.lineage.com/Godsblade/
</assetaddinfo>

<assetversion> 1.1 </assetversion>

</asset>

<assetownersetup>
<memberaccount> AW34221 </memberaccount>
<assetuid> PX01T12G12R22K0021</assetuid>
<ownershipuid> GH20391T112 </ownershipuid>
<assetownersetupdate> 2009/9/10 </assetownersetupdate>

</assetownersetup>

#5110-8 1 E-R + Al 2~ a1 XML 4 3£ 34 g i

10.11 E-R + #3124 eh& & 3

m

R WA AR E T R F B T RRT A2
PR M A R TER AP R MR
E-R 3] 2 4 e XML # & 3% 4o de 5] 10-9 #7577 > t“gaaivjffs!fi
JiA “"?é vl — 2w g% 0 PX01T12G12R22K0021 | h#7 5 ¢
PEFRITLAERG P RRFT AP L EEREG
VS99201 > #7% H& %+ p 2009/4/22 B 43 Y miE T AL S
a2 b 2 3V B1R o Steve et A T SR Http://www.virtual
trade.com/owneraddinfo?Memberaccount=VVS99201 =i p? - Mt &
BE AT A E R PRELL VS99201 > K T m A
TR23413431 58~ > #73 fg3k T3+ 2009 # 10 * 10 p -
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<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<asset>
<assetuid> PX01T12G12R22K0021 </assetuid>
<[asset>
<ownership>
<ownershipuid> GH20391T112 </ownershipuid>
<memberaccount>VS99201 </memberaccount>
<ownershiptype> Single </ownershiptype>
<ownerperiod> 2009/4/22-</ownerperiod>
<ownermethod> Trade</ownermethod>
<owneraddinfo> Http://www.virtualtrade.com/owneraddinfo?
memberaccount=VS99201</owneraddinfo>
</ownership>
<assetownersetup>
<memberaccount> VS99201 </memberaccount>
<assetuid> PX01T12G12R22K0021 </assetuid>
<ownershipuid> GH20391T112 </ownershipuid>
<assetownersetupdate> 2009/10/10 </assetownersetupdate>
</assetownersetup>
<avatarownersetup>
<avataruid> TR23413431 </avataruid>
<ownershipuid> GH20391T112 </ownershipuid>
<avatarownersetupdate> 2009/10/10 </avatarownersetupdate>
</avatarownersetup>

§# 01 10-9 1 E-R F #0412 4 e XML 2 i 7 §# 6

1012 B2 532 425

FREEBRFTARILZ 22 FTAZ 2 & vEHR S
BT AP ENF RN FEEIE ERPFAESZ
RECE O SESREFRF I AL ECREY  FARRTA
PORER R T MEFELOED c AT ETORY P T AR
BEFOT I ANE» A IHKES FAETER O LG E
B EMEFHOPREREFALFLEA 2 LR R - F
PR EFFAT IR ERU BTV REYER LY
ARy FREATF Y ELPNFRGEEF F T 0 0 R
FESHRRTAFERF T RMFAAE R T A
ERAPFREIAEERT - FL > BR2LAENT MR
B2 FRECRFCZ CRFETRZEFERT



PP 4T
® it & = ;z (DigestMethod) : 45 % & #73* & 3 L 4 &
(message digest)z. = 2 » - & 5 5 H » # K S fic(one-way
hash function) = ;2 i& {71 & > 4~ SHA-1 & SHA-256 % -
® ff & E(DigestValue) : g & F T3 F L& PA I E
TP A RBETRL R SOTN
® % % = ;*(SignatureMethod) : & % BRIF e (T8> E ¥
e % > 4o RSA % o
® %47 3 (Keylnfo) : 45 4—>¢ﬁ5§>ﬁ CHE BN E T e
" IssuerName=Government Root Certification Authority,
C=TW > T & 455 7 S FUTERERFEY v > H
I B
® i —‘?r + F 34 (Signerinfo) : 4 % %‘ XN EERE S &% ﬁifi
L2 B REE T A rSerlalNumber:111416956
CN=pt @ 2 C=TW ;» Tt & § & H B &EA
111416956 > A md & A B S L BF > REL T
% pb ;1 I F ﬁ’;lm’glgg’*faf’%j‘m F’“!ﬁiﬁ
EFETF Y FLI AR EFF AR
® % i i (SignatureValue): iE & F HE 2T A 4 hE X B
(=R

“.‘Il

%
%

]

#5110-102 & F F3uAEor 12 * chif & S 2 (digestmethod)
5 SHA-1> 3¢ & i (digestvalue) 5 i& * 1+ i SHA-1 &7 & 2 4" ¥ m
BT AN LN 3 AL AALERE 0 FF
(signaturemethod) 7 RSA & %782 > & % % 7 31 (Signerinfo)
= ¥ A 5. 111416956 ~ ¢ # % ABC Gaming Company K % %

4% @ &% @(signaturevalue) : ‘S E Fn E 2 rA 4 hE§
HE

M
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<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<asset>
<assetuid> PX01T12G12R22K0021 </assetuid>
<[asset>
</signature>
<digestmethod >SHA-1</digestmethod >
<digestvalue>2fe398flebced166087362626241b95efeaab407
</digestvalue >
<signaturemethod > RSA </signaturemethod >
<keyinfo > IssuerName=Government Root Certification
Authority, C=TW </keyinfo>
<signerinfo> SerialNumber=111416956, CN=ABC Gaming
Company, C=TW </signerinfo >
<signaturevalue > BqfG6DhdCjrQYpX6MIFkWn3HZPwImtm//
7toXkXYEI/RHIC9GixsrcKOge8I5Y 4/aMbZsgKDbdZfG
BYESUOEBAB4s2dgtNVvXwFM5q2SvjeEEYBXUTEJR
OMyWfLKWOL1ulMwiocOmMEI3WwKyhs3xiZ+AKelY
JWT7HBrNINzcDuM= </signaturevalue >
</signature>

) 10-10 0 B & & F 2 XML £ & 5 chde i

AE L k3t pedigree R4tk & Rerar 4 d 2 BT
ﬁmw*@ﬁ?%’ﬂﬂm*a+@ﬁ§@maw%@

1
(datetime) ~ m# F A4 2 N % (asset) ~ fr=x m# 7 A% B PN 7
(assettrack) ~ A =x 73 f& ; 7 (ownershiplist) ~ fF= < % &

(tradelist) # % 3 p 7 (signature) * 6 &7 F 3t © 4= &) 10-11 2 ;
BEADTF o XML 4 -

<pedigree>
<datetime> ... </datetime>
<asset> ... </asset>
<assettrack>
<assetdetail> ... </assetdetail>
<assetdetail> ... </assetdetail>
<assetdetail> ... </assetdetail>

</assettrack>
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<ownershiptrack>
<ownership> ... </ownership>
<ownership> ... </ownership>
<ownership> ... </ownership>

</ownershiptrack>
<tradelist>
<trade> ... </trade>
<trade> ... </trade>
<trade> ... </trade>

</tradetrack>
<signature> ... </signature>
</pedigree>

o1 10-11: BEFT AT 3 B E XML % 3

T R ﬁﬁpﬁGOdSbl&demm‘*}?§}ﬁ$§l’i (Eafop - pt
BREALY 255 R 245 ERsm 27 52
eI AR ;pg‘hi 2 =t fvir g FEAS R iEAT 0 oo 6] 10-12 -

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<pedigree>
<datetime>2009/11/30T10:20:20 </datetime>
<asset>
<assetuid> PX01T12G12R22K0021</assetuid>
<assetname> God’s blade </assetname>
<assetclassification> Virtual Weapon </assetclassification>
<gna> Q:1;N:180;A:2000 </gna>
<operationvendor> Good Game Company </ operationvendor >
<assetcondition> Normal </assetcondition>
<assetattribute> Level:9; Strength:200; Swift:120; Duration:55;
Intelligence:90; Spirit:100; Defense:80</assetattribute>
<assetlocation> Lineage/F1 Server </assetlocation>
<assetaddinfo>Http://www.lineage.com/Godsblade/
</assetaddinfo>
<assetversion> 1.1 </assetversion>
</asset>
<assettrack>
<assetdetail>
<logoutdatetime>2009/8/1T08:12:20 </logoutdatetime>
<attribute> Level:0; Strength:10; Swift:20</attribute>
</assetdetail>
<assetdetail>
<logoutdatetime>2009/8/5T21:40:10 </logoutdatetime>
<attribute> Level:1; Strength:20; Swift:50</attribute>
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</assetdetail>
<assetdetail>
<logoutdatetime>2009/9/30T10:20:20 </logoutdatetime>
<attribute> Level:2; Strength:50; Swift:80</attribute>
</assetdetail>
</assettrack>
<ownershiptrack>
<ownership>
<ownershipuid> GH20391T112 </ownershipuid>
<memberaccount> VS99201 </memberaccount>
<membername> Steve </membername>
<ownershiptype> Single </ownershipetype>
<ownerperiod> 2009/8/1-2009/10/10 </ownerperiod>
<ownergetmethod> Trade </ownergetmethod>
</ownership>
<ownership>
<ownershipuid> GH20391T113 </ownershipuid>
<memberaccount> VT88105 </memberaccount>
<membername> Peter </membername>
<ownershiptype> Single </ownershipetype>
<ownerperiod> 2009/10/10- </ownerperiod>
<ownergetmethod> Trade </ownergetmethod>
<tradetrack>
<trade>
<tradeuid> RT23412W221 </tradeuid>
<selleraccount> FQ27371 </selleraccount>
<buyeraccount> VS99201 </buyeraccount>
<tradedate> 2009/08/22T14:40:20 </tradedate>
<tradetype> Sell/Buy </tradetype>
<tradeprice> R-NT:5000 </tradeprice>
<tradeplatform> ABC Virtual Property Platform:U2
</tradeplatform>
<tradepayment> Credit Card </tradepayment>
<tradeipaddress> S:139.22.45.21/B:140.22.44.70
</tradeipaddress>
</trade>
<trade>
<tradeuid> RT23412W229 </tradeuid>
<selleraccount> VS99201 </selleraccount>
<buyeraccount> VT88105 </buyeraccount>
<tradedate> 2009/11/12T22:35:15 </tradedate>
<tradetype> Sell/Buy </tradetype>
<tradeprice> R-NT:20000 </tradeprice>
<tradeplatform> ABC Virtual Property Platform:U2
</tradeplatform>
<tradepayment> Credit Card </tradepayment>
<tradeipaddress> S:119.25.25.11/B:144.23.14.50
</tradeipaddress>
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</trade>
</signature>
<digestmethod >SHA-1</digestmethod >
<digestvalue>706db54bc29ac34ae7b72¢83155d3402ce9ff3e5
</digestvalue >
<signaturemethod > RSA </signaturemethod >

<keyinfo > Signed by Good Game Company </keyinfo >

<signaturevalue>BgfG6DhdCjrQYpX6MIFKWn3HZPwImtm55
TtoXkXYEI/RHI9C9GixsrcKOge8I5Y4/aMbZsgKDbdZf
GBYES5uUOEBABA4s2dgtNVVXwFM5q2SvjeEEYBXUf
EJROMyWfLKWOL1ulMwiocOmEI3WwKyhs3xiZ+A
KelYJWT7ffBrNINzcDuM= </signaturevalue >

</signature>

</pedigree>

#5010-12 ¢ m F A God’s Blade =& + fp
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iﬁﬁﬁﬁ’*i% %éf%iﬁﬂﬁ%ﬂ~r% R L
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P fz%‘%%‘.% 27 s LDAP #2327 R ET 2 & @

m o
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o
wmo

® 10-3 : %8 LDAP T 45 & F AL

ek S ECRE RS S AR e D BRI
T e FRIREEE Y Sk 4 BN G 0 BREHF T
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CA\Windows\system32\crnd.exe =] ]

C:~lzers “NPA\Documents~Thesis\] Z:\MOICR_LDRP)certhyserial moica.nat.gov.tw OBBO|
ABA111416956

SerialNumber=-00A0BAR111416956

ldapip=moica.nat.gou.tu

{{ ShowBinaryDatafirray >>

Total 2 binary data contents

content[B1[1ength=1882 hytes]

388204363082031.aBA30201020821085F6a30f 5c58eead3?46e2a98h333d38c300AR6AF2aB6 488687
Ade1 818585803 847310h30AYA6H35504B6 1302545 73112301 8068355 090aBc A%eBalBceh F4hf 799
a23124302206A355848hAc 1he585a7e694bfe?83aBe6Bh91eBadB%e7acale7?086e4hBadeShf 8330
1el1?68d3633303530383603533343A335a178d313136835368383835333430335a3A3¢318h3BBTA6AISS
B486138254573112301 006 A35504030c@?e?99h3edbaace 782hald 119381 706 A35504A513183834830)
3A3A303031313134313639353630819F3AAAACA?2a864886f 70d01 01 A1A5AAA381 8dAR3AB189A281
B18Aal4ael8elBc?da?62752915e127b85adbha24ecBlc??cB3B51346d209 701 8F af Bhf FE8334748d7)
?hbh5caf947d6da8hB3693d03%dbee 740033263392 74be adddBad?1a83 782875 hdbl15al f638bf
B7558c81cPebblfefe2ficFBfh2fdcdede33ce5AdicfbafB?e3a2274f6292h4bhcd?edh3eda3B554a
f1ci1?2c8h7?e4dddB@3e7A263010001a38201ab36826147301f0683551d23041830168014bh628c8cf
heb18aa454h978d384d18ab2ccVe2f 46301d06B3551d8eP41604147h38a1 79531471 c4df PcfhBe3h)
B6c44a?ababb6d304al603551d1fA4433A41303faB3daf3b8639687474703a2F2F 6d6FEF63612e6e
61742eb676f 262 V4772E 7265706 73697468 727921 4d4F 49434121 43524c2f 636 6dPB6c 6574652
63726c30819hA6ES2hAGE1 ASASHA7A1H104818e 3881 8h3A4 786 B82hA6 A1A5 A5 A3 ARZ863h68 747470
3a2f2f6d6f6963612e6e61742e676f 7622 74772f 7265706 F 7369746 72792f 43657274732F 497373
?56564546f546869734341 2703762304006 88 2hB6 A1 A5058730018634687474783a2F 2f 6d6F 6963
612e6e61742e676f 762e74772F636769246269622F 4F4353502F6F 6373705 7365727665722e6578
65300eA6A3551d0f A101f f A4A4A3A2A78A3MA1 48603551 420A4AA3AAh3AAT A6 A76 ARG 7665AAA3A330)
2086683551d118419368178115636535393A3740647333382e686%6e65742e6e657430330603551 489
B42c382a3015068760867601640201310a06A86886 760164030101 301186076086 76 W16 402333106
AcA433363635300dA6AT2aB64886Ff 70001 A1ASASAAA3E 201 A1 AA7cfe 4208743179751 739472287
2odddf £ 268ce@?96BbafBalich?bi?hc878he4fB112c13c?dePanl43842hbh4351a99148h7312d72c
a4h3?fccc?54ae788f1cal4B3a24f52edd?de7cBe?d27ebf 23484323 ac369f ad6hbe?68c2e867Ad1 N
1baSha?@deebella32al2bedBa2c@?5d52032b4bl 7c52d0A1b3c4d?124c66316eB87cB1639d492dcH)
?22%aea?886h18b8bceac?d4?1e256564956c1f2d68feeB42be?9c?7edb PBh3he6153a6h7£822240)
a31ce23f8908134F4772heel82261e053A3£455ca48c218563F71684dde?1h26eBddf al?1af 96317
dc8h7c424747hf27%ee73b2e@1358d340501eaB8d97d6 9858065 7F fSac44BacB4edece?Belbaelc?|
4h18

B 10-4 1 G284 5 639 B ETH
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# Re: Message from the Treasure Island website - BEEE % (1S0)
BEFR SH8RE wEM IBEM Z4M ZEH

MES ®M=sc ®aes R0 (T3 EE

EtE: David Storey (Treasure Island) =dstopeti@twarriors.com=;
HES: 2009538230 F510:35

WfrE: bomy@npa.gov.iw <bomy@npa.gov.tw=;

ES=H Re: Message from the Treasure Island website
Hi Bomy,
e

> message: Hi David,

> lam a Phd student and also a policeofficer in Taiwan. I am doing some

> research on online gaming and its economy issue. I am very curious about

> your investment on the virtual treasure island. You spent 26500 US dollars
> on a virtual object in 2004. When do you get your investment back and What
> 1s your viewpoint about your investment? Thanks for your help!!

=

> Bomy

> from Taiwan

That's some cool research you are doing :)

=From the date of purchase it took just under a year to recover the purchase
value from a combination of hunting tax, mining tax, and estate (house)
sales on the island.

I found the purchase to be very educational as I suddenly had to deal with
public relations, communication, finance, sales, and management in general.
It was also quite a lot of fun both to play on and to grow over time.

Right now it is essentially my job and it is still as fun and challenging as

it was when I purchased it - the virtual world is always evovling, and I am
always working on how I can make the island a more enjoyable and interesting
place for Entropians.

If you have any further questions let me know :)

Bye.
David Storey (Deathifier)
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