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ABSTRACT
Digitd libraries encompasses alarge amount of information and provide access
S0 that everyone can retrieve information on the web. However, some objectsin a
digita library are not free for use nor accessble to everyone. There must be an access

control mechanismwhich provide authorized users the access rights to certain objects.

Traditiond access control i developed for specifi 2, These moddls
are not suitable for digite ies due to the gpplication of new a Thisthess
proposes a metadata- besed access control mechanism for digita libraries. Metadatais

beneficid for resource discovery. \We use the rich descriptive data 2bout digital

objects to congtruct the access control mode!.
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(Digital Object) (Handle)[17][18] (Repository)

Arms [2]
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Repository

Handlesystem
2:
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(Digital Material)
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2] (Meta Object)

(Structural Metadata)
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2.1.2
(Structured Data About Data)
[19]
(Dublin Core DC)[16]
1995
OCLC(Online Computer Library Center) NCSA(National Center for
Supercomputing Applications)
(Element) (Title)
(Creator) (Subject) (Description) (Publisher)
(Contributor) (Date) (Type) (Format) (Identifier)
(Source) (Language) (Relation) (Coverage)
(Rights) DC (Extenghility)
(Modifighility) DC (Qudifier)
DC
1. (Element Refinement) (
) ( ) (
)...
2. (Encoding Scheme) (Controlled Vocabularies)

(Formal Notations)( (Parsing Rules))



( ”2000-01-01"

( )
DC
DC
[2]
(Type) (Verson) (Relationship)
(Characteridtics)
(Thumbnail)
(Reference)
1
(Description)
1:
4
" loc.ndlp.amrlp/3al6116” "loc.ndlp.amrlp/3al6116.1"

"loc.ndIp.amrlp/3al6116.2"




Reference

image
—
loc.ndlp.amrlp/3al6116 loc.ndlp.amrlp/3a16116.1
Thumbnail
—
loc.ndlp.amrlp/3a16116.2
4. [2]
5 *
* %
Structural M etadata*
Structural Metadata* *
Key-metadata
Digital
Material
Meta Object
5:
(Functionality) Swetland (Administrative)
(Descriptive) (Preservation) (Use) (Technical)
71 2 DC



(Metadataused in

(Adminigrative) | managing and administering
informeation resources)
(Metadata used to
(Descriptive) describe or identify information
resources)
(Metadatarelated to
(Preservation) the preservation management of
informeation resources)
(Use) (Metadata
related to the level and type of use of
informeation resources)
(Technicd) (Metadata rel ated to how a system )
functions or metadata behave)
2:
(s.0.p) s
0] p Lampson
[12]
10 6 R(
) W) OWN(C ) (Sparse
Matrix) 0
(Group)
(Access




Control Ligt ACLY  7) (Capatility)[3](  8)

Filel Fle2 Fle3 Fle4
John OwnRW OwnRW
Alice R OwnRW W R
Bob RW R OwnRW
6: (Access Control Matrix)[14]

File2 —»  Alice

Filel —3» John Alice Bob
O\NnRW/ R / RW

File3 — e oo

Fle4 —Pp o o o

7 (Access Control Lists)[14]



John —»| Flel Fle3
OwnRW / OwnRW
Alice —»| Filel File2 File3 Filed
R / OownRW / W / R
Bob —» File1l File2 Fle4
RW / R / OwnRW
8: (Capatiility Lists)[14]
( ) Ferraiolo
Sandhu (Role-Based Access Contral
RBAC)[5][14] RBAC
[14] RBAC RBAC, RBAC;
RBAC, (Hierarchy) RBAC; RBAC,
(Congtraint) RBAC; RBAC; RBAC;
Moyer (Environment)

(Generdized Role-Based Access Control

GRBAC)13] 9  RBAC (User Assignment)

(Permission Assignment)

RBAC
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. T>~._ RBAC;
a”””’ “| \\ARH
A’ 'ul
". RBAC;,
! ROLE
| HIERARCHY
' P
".| PERMISS-
' on IONS
A .
".| PERMISSION “.|
| ASSIGNMENT
.| | RBAC;
\\\\\\\ { CONSTRAINTS ]
9: RBAC [14]
Adam
(Content-Based Authorization Model CBAM)[1]
CBAM [31 [7]
(Object-Oriented Database)
(Conventional, Structured Data)( (Schema)
)
u salary employees
(u, employees, salary<30Kk) CBAM
GRBAC R
R
CBAM
CBAM
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(Extract)

(Concepts)
3
(Identifier)
CBAM
(Content-independent) (Content-dependent)
(s 0,p) v
(Access Control Matrix) v
(Access Control List) Y
(Capahility) v
(RBAC, GRBAC) Y
Vv
[31[7]
(CBAM) Y Y
4 3
(Structured data) (Ungtructured/Semistructured)
Vv
[31[7]
(CBAM) Y

[1]




CBAM (s,0,p) CBAM (credentials, concepts,

privilege) (Credentids)
(Characteridtics) (Qudificatiors) (Concepts)
(Abgtractions) (Notions)
(Keywords)
(Privileges)
(Browsing) (Authoring)
23.1 (DL Objects)
( )
(Object Identifier)
CBAM (Slots)
(Links)
CBAM (i, dots, links, concepts) [
concepts CBAM C(dlo)
concepts concepts
(Generd) C(dlo) = concepts {cp|cp1 CP suchthat $cp’ 1
concepts, with cp’ p o Cp} ( CP )
(Partid Order)
P Cp CP1 CP2  CP P CP; Cp1
cp2 (Spedific) 10

Imports Tax p o Import - Export  Imports Tax p GLIN Legd Document ...
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GLIN Legal Document
Generd
-Country  -LawReference
Concepts o
-Provisions -Ameds/Reports
Import-Export Taxation
-Product  -Business Entity -Tax -NewTax eoe
-Action  -Industry -Increase/Decrease
v Import Imports Tax Tax
Specific Controls Tax Incentive Exemption
Concepts -Control -ImportTax -Incentive -Exemption
10:
CBAM (credentials, concepts, privilege) concepts
(Entity) ( (List)
) ( (Conceptual Expression) )

following two forms:

or

2.1 (Entity Specification). An entity specification has one of the
1. co-spec.dot-spec, where co-spec is either a conceptual
expression in COEX, or a set, possibly empty, of object identifiers

in 2%, and dot-speci 2% isa set, possibly empty, of slot names,

2. link-spec, where link-specl 2"' is a set, possibly empty, of link

CBAM

identifiers.
2.3.2 (Credentias)
(Structure) (Credentia-types)
(ct-id, attr) ct-id attr  (a_name, a_dom,
a_type) a_name a_dom (Domain)

-14-



a_type (a_type="opt”) (a_type="mand")
(Null) CT ct-id (employee,
{ (age, string, opt), (address, string, mand), (saary, integer, opt), (nationdity, string,
mand), (national origin, string, mand)})
Per CT
cty dr ctpe CL cty cb cty (Inherit)ct,
11

Legal Research Analystp .; LLoc employee LLoc employeep ., employee...

Generd
A
uropean astern
v Division Division
Specific
1:

(Instance) (c_id, user_id, state,
ct_id) c id user_id state (a: v, ...
an: V) a, ... & Vi, ... Vn ct id

legal research analyst employee project

(c1, Bab, (age: null, address: Queen Street, sdary:2,000, nationdity: US, nationd

-15-



origin: Italy), employee)
(c2, Ann, (age: 29, address. Broad Street, sdlary:null, project:P125, nationality:

US, nationd origin: US), legd research andyst)

CBAM (credentials, concepts, privilege) credentials
(
) ( (Credentid
Expression) )

2.2 (Credential Specification). A credential specification is
either a set of user identifiersin 2V, or a credential expression in CE.

18 legal
research analyst P1 (X.age>18) (lega
research analyst(X) ~ X.project = py) 18 legd research andyst
P1 (X.age>18)
Undef
Denotes

Denotes(employee) = { Ann, Bob};

Denotes(X.age> 18) = {Ann} ;

Denotes(legal research anayst(X)  X.project = P125) = { Ann} ;
Undef(X.age > 18) = {Bob} ;

Undef(employee) =f .

2.3.3 (Privileges)

(View) (Link) (View-All)

(Refer) (Append) (Update) 5

-16-



view

(Browsng) | link

view-d|

refer

(Authoring) | append

update

234 (Authorization Modd)

2.3 (Authorization). An authorization is a 4-tuple(crd-spec,
ent-spec, priv, sign), where crd-spec is a credential specification
denoting the users to whom the authorization is granted, ent-spec is
an entity specification denoting the contents, objects, and/or the slots
or links to which the authorization refers, privi P isthe privilege for
which the authorization is granted, and sign1 {+,-} indicates whether
the authorization is positive(+) or negative(-).

A Denoted Users  Denoted Objects

232 Denotes  Undef Denoted Users

Denotes(X.age > 18) = { Ann}

Undef(X.age > 18) = { Bob}

( ) Ann
( ) Ann
Bob
Bob Denoted Users  Denoted Objects

-17 -

Bob



2.4 (Denoted Users). Let A be an authorization. The set of users
to which A applies, denoted as Up, is defined as follows:
® [f crd-spec(A) T 2V, then Ua = crd-spec(A);
® |f crd-spec(A) 1 CE, then:
If 9gn(A) ="+, then Ux = Denotes(crd-spec(A));
If Sgn(A) =“-", then Ux = Denotes(crd-spec(A))
E Undef(crd-spec(A)).

2.5 (Denoted Objects). Let A be an authorization. The set of
IDs of objects to which A applies, denoted as O, is defined as
follows:
® |f co-spec(ent-spec(A)) T 29!, then O = co-spec(ent-spec(A));
® |f co-spec(ent-spec(A)) is a conceptua expression, then Oa =
Obj (co-spec(ent-spec(A)));
® |f co-spec(ent-spec(A)) = f, then:
1. if dot-spec(ent-spec(A)) ? f ,then Op ={i’ | (i, doats, links,
concepts) T OB, i =i’ and dots C dot-spec(ent-spec(A)) ?
f};
2. if link-spec(ent-spec(A)) ? f ,then Oa ={i" | (i, dats links,
concepts) I OB, i =i’ and links G link-spec(ent-spec(A)) ?
f}.
The Obj ect Base, denoted by OB, isthe set of dl dlos.

legal research analyst

nl ( n )

CBAM (Stronger

-18-



Authorization) 2.8)
(Stronger Credential

Specification)( 2.6) (Stronger Entity Specification)( 2.7)

2.6 (Stronger Credential Specification). Let u bea user. Let A; and A2
be two authorizations such thatul Uai G Un,. crd-spec(A) is stronger than
crd-spec(A2) with regard to user u, written crd-spec(A1) >, crd-spec(Ay), iff
one of the following conditions holds:

1. crd-spec(A1) T 2Y and crd-spec(A,) T CE.
2. crd-spec(Ay), crd-spec(A2) T CEand" ct, T C_types(crd-spec(Az)) C

CT(u)$cty T C_types(crd-spec(A;)) C CT(u) such that cty p ; Cto.

2.7 (Stronger Entity Specification). Let dlo be an object. Let A; and Ay
be two authorizations such that i(dlo) T Oa; C Onp. ent-spec(A;) is stronger
than ent-spec(A2) with regard to object dlo, written ent-spec(A1) >dpo
ent-spec(A»,) iff one of the following conditions holds:

1. co-spec(ent-spec(A1)) 1 2°', co-spec(ent-spec(A2)) 1 2°', ent-spec(A1)
and ent-spec(A») are of the form ent-spec.dot-spec and
dot-spec(ent-spec(A1)) # f , whereas sot-spec(ent-spec(Ay)) =f .

2. co-spec(ent-spec(A1)) T 2°' and co-spec(ent-spec(Ay>)) is a conceptual
expression.

3. co-spec(ent-spec(A1)) and co-spec(ent-spec(Ay,)) are conceptual
expressionsand " cpz T Concepts(co-spec(ent-spec(A»))) C C(dio)

$cpil  Concepts(co-spec(ent-spec(A1))) G C(dlo) such that cpy p o CP2.

4. co-spec(ent-spec(A;)) and co-spec(ent-spec(A,)) are conceptual
expressions such that the condition in point 3 does not hold, and
dot-spec(ent-spec(A;))# f , whereas Sot-spec(ent-spec(A,)) =f .

5. ent-spec(A1) is of the form link-spec, whereas ent-spec(Ay) is of the form
co-spec.dot-spec, with dot-spec =f .

2.8 (Stronger Authorization). Let u be a user, and let dlo be an object.
Let A1, A; be two authorizations such that uT Uai C Uaz andi(dio) T Oaz
C On2. Authorization is stronger than authorization with regard to u and
dlo, written A1 >y 40 Az, iff one of the following conditions holds:

-19-



. crd-spec(A1) >, crd-spec(Ay).

. crd-spec(A1) and crd-spec(Az) are incomparable with regard to the >,
relation and ent-spec(A1) >go ent-spec(Ay).

. crd-spec(A1) and crd-spec(A2) are incomparable with regard to the >,
relation, crd-spec(A;) and crd-spec(A,) are incomparable with regard to
the >q, relation, and priv(A1) p » priv(A2).

. crd-spec(A1) and crd-spec(Az) are incomparable with regard to the >,
relation, crd-spec(A;) and crd-spec(A,) are incomparable with regard to
the >q, relation, priv(A;) and priv(A,) are incomparable with regard to
the p, relation and 9gn(A1)="-,” whereas Sgn(Az)="+."




MBAC) MBAC CBAM

311 (Metadata Model)

(Crigind) (Surrogate)

(Metadata- Based Access Contral,
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MBAC

12

Original's M etadata

Surrogate’s M etadata

Key-metadata

Digital
Material

12:

312

DC

DC

Swetland

MBAC
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Original's M etadata

Surrogate’s M etadata

Key-metadata

Digital
Material

DC

DC

(Qualifier Hierarchy)



P mo maQ mcp

ma, P e MA, 13 14
(Medium) JPEG TIFF WMV...
JPEG
(Songwriter) (Composer) (Arrangey)...

Lowres.p,,JPG Lowres p,, Forma  Songwriter p,,, Creator

Format

~N

o

P /\

[Low res. ] [High res. ] 56kbps [384kbps ]

[JPG ] [TIFF

J

13: (Qudifier Hierarchy of FORMAT element)

(ot | (o | (e |

14: (Qudifier Hierarchy of CREATOR dement)
311
(o_id, o_name, state) o id 0_hame
state (aq=vi, ... &@=Wn) a, ... & Vi, ... Vi

Ex1 Ex2 Ex3

(S004014 (Arranger=' " Medium="JPEG’ ))...cceceeierinnene [Ex.1]

-23-



(M004014 (Arranger=’ " Medium= WMV’

BItREE="384KDPS ))...veveveererieieririeieisese sttt es [Ex.2]
(M003001 (Arranger=null  Medium=" WMV’
BitRAE="384KIPS ). eeueeueriirieieirie st [Ex.3]
MBAC (credentials, metadata, privilege) metadata
(Entity) ( (Lis) )
( ) 2.1
3.1( , Entity Specification)
20I 20I
Composer=' * U Songwriter=' ' U Arranger=' e, [C.1]
Creator=' SRR [C.2]
Creator=" " U MEJIUNE WMV ot [C.3]

Ex1l Ex.2 Cl
Ex.2 C.3 Ex.3 Cl C3
CBAM Denotes  Undef
Denotes(Creator=" ")={Ex1 Ex.2}
Denotes(Medium= WMV’ ) ={Ex.2 Ex.3}
Denotes(Creator=" ' U Medium= WMV’ ) = {Ex.2}

Undef(Creator=" ' U Medium= WMV’ ) = {Ex.3}
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321

MBAC CBAM
2.2) / ( 31
( 2.3)
3.2( , Authorization)[1]
(crd-spec, ent-spec, priv, Sign) crd-spec(Credentid Specification)
ent- spec(Entity Specification)

priv(Privilege)

sign Croww
MBAC

1: (School=" NCTU’ U Occupation="UnderGraduate
Creator=' ' U Mediume PG U Resolution=" LOW'  View  +)

2: (School=" NTHU’

Creator=' ' U Mediume PG U Resolution=" LOW’  View  -)
1
/
CBAM Denoted Users  Denoted Objects
MBAC 25
Denoted Objects
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3.3 (Denoted Objects) A A
Oa
® If ent-spec(A) 1 2°, then Op = ent-spec(A)
® |f ent-spec(A) 1 entity expression, then:
If 9gn(A) =“+", then Oa = Denotes(ent-spec(A));
If Sgn(A) =*“-", then Oa = Denotes(ent-spec(A))
E Undef (ent-spec(A)).

Crd'$eC(A), e‘]t'q:)a:(A), Sgn(A) A
3.2.2
1.
2.
3.
4.
3
3: (Schod= NCTU’
Creator=' ' U Medium= PG U Resolution= LOW  View  -)
1

NCTU Undergraduate p ., NCTU 1

-26-



13 14

(19
Qualifier Hierarchy  Quadlifier Hierarchy Qualifier Hierarchy
(a)inter-hierarchy (b)intra- hierarchy
15:
4: (School= NCTU'  Cresator=" " View +)
5: (School=" NCTU”  Medium="WMV’ View -)
15(a) (FORMAT CREATOR )

6: (School=" NCTU'  Mediur= WMV’ View  +)
7: (School=" NCTU'  Medium=" WMV’ U BitRate=' 384kbps  View -)
7

15(b) (FORMAT )
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DC
3
4
a
34( ) do AL A
et-spec(A1)  ent-spec(Az) do
A; A, denoted object ent-spec(A;) aWw;
ent-spec(Az) aW, ent-spec(A1)  ent-spec(Az)
a=10 6 7 16
1 11
)
Format

[ JPG ] TIFF [ WMV ] Weaght=1
[ Low res. ] [ High res. ] 56kbps ] [384kbps ] Weight=10
16: (a=10)
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CBAM 26 28

2.7 35 3.6 2.8
35¢( , tronger Entity Specification)
do Al A do A; A, denoted object

ent-spec(A1)  ent-spec(Az)
ent-spec(A1) >do ent-spec(Az)
1. ent-spec(A1)T 29 ent-spec(A,)
2. ent-spec(A1)  ent-spec(Az)
ent-spec(A1)  ent-spec(Ay)

M0, P g My,

3. ent-spec(A1)  ent-spec(Az)
ent-spec(A;)  ent-spec(Ay)

35 3 8

1
8: (School=" NCTU’ U Occupation="Graduate

Medume PG U Resolution=' HIGH  View  +)

9: (School=" NCTU’ U Occupation=" Graduate  Creator=" * View +)
3.6 ( , Stronger Authorization)[1] u
dio Ar A u A1 Az denoted user
do A; Az denoted object A1 A
A1 >ydo A2
1. crd-spec(A1) >y crd-spec(Az)
2. 1 ent-spec(A1) >qo ent-spec(Ay)
3. 1 2 priv(A1) p » priv(A2)
4. 1 2 3 Sign(Ai) = “-", dgn(Ap) = “+”
8 9 3.6 1 8

36 2 8
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1.

2.

(Access Control Module)

(Authorization Base)

(Dlo Repository)

(Conflict Resolver)

17

(Dlo Metadata)

322



Credentia Type M etadata Privilege

Hierarchy Hierarchy Hierarchy

Conflict Resolver

v

Access Control Module ——» View(dlo)

Request
(udio,p)

Authorization

Base

17: MBAC

[1] (Projection)

4.1 (Authorization Base Projection).[1] Let (u,dlo,p) be an access
request and let AB be an authorization base. The projection of AB with
regard to (u,dlo,p), denoted ? (y dio,p)(AB), isthe subset of AB, such that, " A
T AB,AT ?udop(AB)ifful Ua,i(dlo)T Oa, and priv(A) =por

PP p Priv(A).
( ( ) )
( ) 36
4.1 2 3 4
7
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4.1 ( ) (u, dlo, p) AB
? (udiop)(AB)
1
v O 7
v 1L 6
v o1+ 2 6
2. ? (udiop) (AB) ? wdop)(AB) ={A|A 1
? wdop)(AB)  $A I ? (udio,p)(AB) such that crd-spec(A) >y
crd-spec(A)}
v 1L 6
v 1+ 3 6
3. ? (udop(AB) ? (uwdop(AB) ={A |A
I ?‘(u,dm,p)(AB) $A 1 ?,(u,d|0,p)(AB) such that ent-spec(A) >qo
ent-spec(A')}
v L 6
v 1+ 4 6
4. ? (udop)(AB) ?" wdop(AB) ={A | A
I ?”(u,dm,p)(AB) $A T ?”(u,dm,p)(AB) such that
priv(A) p  priv(A’)}
v L 6
v 1+ 5 6
5. #
6. sgn(A)="+" sgn(A)="-"
#
7. #

[6]
Ferrari
(Precomputation)

24 3.3

priv(A)=p  pppriv(A)(p

priv(A) )
18
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M etadata Credentia Type

Hierarchy Hierarchy

Aduthorizetion
Base

Authorizations

______________________

Dlo

Metadata Credential

18:

[6] 4.2
MBAC 42

4.3

4.2 ( 1[6]
# denoted users
If crd-spec(A) isaset of subjectids Up = crd-spec(A)
If crd-spec(A) isacredentid expresson:
If Sgn(A) = +: Ua = Denotes(crd-spec(A))
else Ua = Denotes(crd-spec(A))  Undef(crd-spec(A))
endif

4.3 ( )
# denoted objects
If ent-gpec(A) isaset of subject ids: Sa = ent-spec(A)
If ent-gpec(A) is a metadata expression:
If Sgn(A) = +: Sa = Denotes(ent-spec(A))
else Sy = Denotes(ent-spec(A))  Undef (ent-spec(A))
endif
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9
(1,4 8 ID)
(2,3,5,6) (8
(7)
9 doha M002001s
Undef Undef (school="NCTU") = {aloha}
Undef (medium="WMV’) = {M002001s}
ID
aoha CIS Graduate 25
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