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ABSTRACT

Due to the continual occurrence of many information security
problem incidents, there have been a lot of disasters in many
organizations Many countrigs‘are ‘paying more attention to the
problems and the Information- Security Management System
(ISMS) Standard was passed in-2000. FEhe aim of ISMS is to
protect the confidentiality, ~integrity ‘and availability in the
organizations. By risk analysis;wevaluation and management of
the information assets, we cab lower the frequencies of the
information security problem incidents and impact so as to
improve the organizational information security management
capabilities.

Taiwan has brought out “Challenge 2008 — Nation’s Major
Focus Plan” in which “The accomplishment of 50% information
security management system in any government branch” is an
indicator for the set up of secure information. Setting up a
complete information security system is helpful to upgrade the
country’s overall information and communication environments.
In view with that, our study is based on the integrated operation

mechanism of ISMS. It’s known that there is no such a thing as



“Absolute information security”. Thus, it is practical to establish
an integrated security solution. In this study, | am using the
international standards, the related guides and similar studies as
my research reference. Then this study also includes the security
engineer, management and auditing and ISMS certification
process.

In the thesis, | also bring out the leveling process of ISMS for
our country to meet the standard internationally. Through a “Plan,
Do, Check and Action (PDCA) life cycle model” by making a
systematic and rational information security and lowering the risk
factors of accompanying security incidents, we can improve the
process quality continuously and protect the systems.

Hence, According to the “OECD:Guidelines for the Security of

Information Systems and Networks Towards a Culture of

Security” published by the OECD-on July-25,2002. The planning,
evaluation and internal auditing ‘of-are studied. In this study, we
try to integrate ISO/IEC 15408;7ISO/IEC 17799, and ISO/IEC
21827 for National Information Assurance Certification and
Accreditation (NIACAP), and formulate the information security
auditing capability and the its required education training for the
future ISMS implementation guideline to ensure the
organizational information systems security and long-term

operation.

Keywords: Information  Security = Management  System,
Information Security Assurance Framework, National
Information Assurance Certification and Accreditation,
Information Security Audit, Information Security
Education and Training.
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BEAF R ANE  ASRERELBEBEE IR IRELRE
2R o

Jadedp ki 1 fE9 o

22 FAX 2 ERRFANEL

FIEFe et € F% 2 WE DL 7 10 @m3 1988 & 11 7 »
FHFTAE2EEALER BT DA » @ (Common Body of Knowledge @ # i
CBK)4rimiuzgrt 7 B FILE T AL 2 5 £ 4 B a3 BR300 % 24238
2> ¢ (International Information Systems Security Certification Consortium » # -
(ISC))) & W ek f 1 ia4](Selisbury)® % & = 1 > W #B(ISC)* & § 4wk 2.1 #F
7+ % 55 CBK Bl 3(GE ¥ 4.6 /| e P4 250 SE:E B 21T %) § 4 70% %
BoApe® e F = &0 2 FANZ 2408 Tivent > 3 BB F ML »EF
(Certified Information Systems Security Professionals > fj - CISSP)<11% % - CISSP
SREp A R gy 0 B = A RESTIER S WaE 1 2 L 2% o CIPS(Canadian
Information Processing Society). ~ CSI(€Computer Security Institute) -~
ISSA(Information Systems Security Association) 3% ﬁﬁﬁb k3w CISSP a7 2 -
(ISC)* z_ *} »SANS % AT L 2 % £ () ' UNIX  Security ~ Intrusion
Detection Systems % )7 3 & 7|33z B3 ,f P FAME 2R R R e > F
ok A% > AR OREIRES T e A s ¢ [2442] 0 £ 2.2 &
HER@MY » 223 ZHHB ST N2 ISO FH2 N 5ok o

#2011 3 WUSCY B4z TH% 2FBREY ##E [66]

1. F3u% >4 ™7 7% (Security Management Practices)

2. 32+ (Access Control Systems) e

3. 3 F & REEL > (Telecommunications and Network Security) °
4. %4 % (Cryptography) °

5. % > f#i #-A] (Security Architecture and Models) °

6. iT% % > (Operations Security) °




7. ek kgkier kSR (Applications and Systems Development) °

8. ¥EIHFFiFiv2 L T4 R4 (Business Continuity Planning and Disaster
Recovery Planning) °

9. 2l %A A& 52 (Law, Investigations, and Ethics) e

10. 7 #2% > (Physical Security) °

222 FRE 2 EE%EN Y

1.1990 # : £ hemB g B & v 3 v (Organlzatlon for Economic
Cooperation and Development > f§ #- OECD) ET 2 F A s T eEdE s
B e B PRk EE R Sl

2.1992 # : OECD *+ 1992 & 11 # 26 p & ;%03 [ Tk 5% EErE S
&

31993 & s R ¥ F A A IR s g R AR

41995 & t wRTE T FAA }_?lﬂ"*ﬁ—ﬁﬂ 12 B 73R BS7799 % -
ML > THILREEE 2 (Intematlonal Organization for
Standardization » f§ £ ISO) = 5" ISODIS 14980 -

5.1996 # : BS7799 % - %4 & 2 WERF w5 (ISO) %k %% 0 > 1996
E2024p %R 6B chFHkis oGBS L ISOBE2L & fo

6.1997 & :

6.1 OECD *+ 1997 & 3 # 27 p =% Bigfiwdn $ R Pl
62 WHRE R4t H TR > E AL ETF -
7.1998 & :
7.0 FEAF BS7799 % =34 T AL 2 AR XL FAL 2
Bk B Py e
72 B 1995 # 10 * o#F 2 T4 PR 4 0 B 1998 # 10 7
25 pAxl ;N4 s> & R Tig § % (Adequacy Standard ) | i3
B A %FF#,I °
8.1999 # : H 2 {52 BS7799 £ AR #& 2 ISO %3& °




9.2000 & : 3 iz {52 BS7799 % — %43t 2000 £ 12 7 1 p i 3§ ISO % & °

10.2001 # :

11.2002 # :

12.2003 # :

% ISO/IEC17799 R ; % - A AW BT K > #2905

7@ (Corporate Governance ) % J B ig i+ -

10.1 2001 # 9 * OECD %A & » n—"ﬁg #* ¥ & £ A ISO/IEC17799 2_ & &
Bt b B AR B L FAZ 2 EREE

10.2 # &> 2001 # 11 » =% BS7799-2 : 2002 ¥ % (Draft) » ¥ 2 F
MR Aot B § WA A 2002 & 3 7 31 p s A

4

-.r_ru\L

b

R

TE'J_T?"P?E 2002 & 6 7 oA A2 {52 BST7799-2 % = 3K

oo

1112002 & 7 * 25 p > OECD 2% [ Fw ki sigr et 2 HH & -
W& pe b0 T B~ 1992880102, 26 P dEZ KA o

11.22002 # 9 * 5 p » BS7799:2 32002 # hliﬁﬁf- OECD & 7 % 25 p 5
T PFR G AR B HE = e % 2ne i P PRAE
g A

11.32002 # 11 * » # W2 © REHITZAEE #% k% (International Register
Certificated Auditors > F#IRCA) = i BS7799-2: 2002 #£+% i 3" W kiz
e

11.42002 # 12 * 5 p » A REASHRE R 5% H 4 512 &> [SO/IEC 17799
22 BS7799-2 1 2002 & = F P E R R R 7R & CNS 17799 2
CNS 17800 -

12.12003 # 1 * » IRCA = i BS7799-2 : 2002 #£4+% R S R4 -
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% 2.3 1 BS7799-1(ISO/IEC 17799) * % 3 i3 it

rF 19993&3@,«;*&@
- | F 2R 5L ER ER
ENESFS T SRR S Sl RS RVE SIESIEES kL
c | FAAESE | Mo 2ESFRgs -
R HaE AT Eg Y
I | Pusms REHPFLFERIF 2IRTN  FPRCBAL Y TN BT o

S
T R p L LB L ASE DFEIE 2 A SR T K 2FH
35t SRS TFIL -

e T B L3t T Erdof c 24w T * % 2 &

A opRB gt | LH S RAREMNTE RS 2H T RET R AR

LI TR | e 2O AT RER S N

- | g L3 12 RF T o 24 B BB MR8 o 3 AR AT H o

FAL kR : Parkin, R. (1999) BS 7799, in Web Sec'99

FAE 2 ERFERF2ILE Y2 H 0 1SO 14001 3 4p 394 3540 R 2.1
%ﬁiiﬁﬁﬁﬁ‘E%%ﬂ‘&%ﬁﬁ‘%%ﬁﬁxﬁﬁﬁéiﬂE“&£
L& AT 4cB] 2.2 #r7 2 P-D-C-A(Plan -Do- Check- Action)sh1 % 5%k » v &
bSESEETFL E AT B TR VRS R AR B Y Hmgen LT
- R EF T aAE[11,37,40043,66] 0 4P #251SO 14001 #2 5 FlEE > @] 2.3 4
FTAE 2 g R e dE A BT Ep[40] 5 B YR e A AT B TR G D
R T ik ' crEs s 2 42 % (Estimation) ~ b *& 3% % 37 ¥ % L (Tolerability) 2
AR EFRA R GR P ELF AR kiR Epd E BEPRITE
Bl 2.4 Eh'ep T ERAE T LRP[1137]e - da 5 > - BX 2FEF 2
Z AT R PED DINTBREE - FTAFTAF RDEEEL 4 2
A NEHEHPRPFZEF - RG22 RN 2 24 ER'GEB2Z TH £
25 ARG EBZ T REP 0 £ 26 A £MFBEHRFEY L PP b R E R
H9 %5 27 1 2% ISO/MEC TR 13335 [43]

W237 2 4BFaBST799 ¢ #fl 5404 2.7 957 2 Co 1112 A
o B REER g (British Standards Institution » #§ £ BSi) { i&— # #-4c T #7if
2_ {4 & (Compliance) & Fp » @ #2 L & 7200 114 2.8 4e i mP P o
% CrINABLzZ R P8 Ha { JrumERFas 2§38 s irylp
TR -
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AP BE AR 2

1. BS7799-2 1999(E)

2. ISO/IEC 9001 :2000(E)
3. ISO/IEC 14001 :1996(E)
4. ISO/IEC 15408 :1999(E)
5. NIST FIPS 140-2 :2001(E)
6. OHSAS 18001 :1999(E)

v

B
Identify Risk

}

L
Assess Risk

v

2 gl

Develop Controls

v

o
Implement Controls

’

Efgal
Monitor & Maintain

= 1
LT TRES
x
T
. b i A 47 2
J | J
#E A 47 BE R AT
I |
R o IR s e J 3
I
5
No
EEA
B —
6 4
Bt T Yes
8 ?3’;';” A B 17 ‘——_
Bl 220 F% > F 005 b % F L BT AP
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# 2.5 1 IEC 61508 I *& ¥ %1 &,

#4 % (Consequences)

i I ) ?xqﬁ—;h % REEL RS
(Catastrophic) (Critical) (Marginal) (Negligible)

(Frequent) (>1) I I I I

G 2

(Probable) (1~ 107" I 1 il 1I

i

(Occasional) (10 ' ~ 10 2) 1 I ik I

BN s’;

(Remote) (102~10*) il ik I v

ER

(Improbable) (10 ~ 10 6 ) i I v v

F A

(Incredible) (<10 ) v v v v

226 bigBHHEY BB EEERP TR

¢ ¥ (Catastrophic)

PRYET AR Y F DGR

7o % (Critical)

3 "ok & (Marginal)

TG £ AL

& K€ b ' (Negligible)

I FE £ 418 HARIE S Fo X
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27 FRE2EG ZEHK

1. # %42 (Confidentiality » #§ #C) : FEifk ¥ § @ADL i 3BT o

2. = Fi(Integrity - f§ AI) @ T2 H g2 > 2 i fE i (Accuracy) & = >
(Completeness) =% 2 ik (Safeguarding) °

3. ¥ * {2 (Availability > f§ #A) @ FERIGCERIET 2 AT EPET U GERTR
A 12 e

28 FTREXFRREH TP EL 2 & A

# & # (ISO/IEC 17799 : 2000(E) » 12) :

1. # &% =& & (ISO/EC 17799 : 2000(E) > 12.1) :

PAE D A F A2 s RjE S A2 E e S Y ERIFUE ERE 2R o

TR G SLak st R E S % feE T BEGRA YR 2 RN £ % 2k o

B3 g AR R B f PR AR M T E 2 2k ReEiRe iz BR R L
B2 - 35 Mia- RelEa M;]w [ 5 =g (TR L TR AR ) R R
Fd A EARR o

% > FRArgAeR & ez (ISO/EC 17799 : 2000(E) » 12.2)

PR PR P 8 e 2R iR e

BT s seeh% > 2 h37% o

BZPRBEE T 2R et g3 BATHENRT L oFa LT F P A
F 2 R R GEEY

3. kst F1% (ISO/EC 17799 : 2000(E) » 12.3)

P ARFES T R A ARRE B AP EADF B L A
1% AR e+ FF o

Bk SARTE ALY O BRI B NI 8 R TR R S fr it R oon% 2 o
& fER PR SRR R EE S PR -
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23 TRE2FE AR HEBH
iﬁﬁ?}k@]&«?%gi;ﬁﬁ%g%‘y?%i?\tﬂl“; ’}H‘ﬁ\&/ﬁ— I e e

ﬁpﬁz*—gwg CBEE R AL f o B RN 1997 & 30 5 p g %‘K??
& F

dﬁr
N
#

¥ 86350708 HL4 g F (¢ EAR S H LA iﬁfﬁﬁ@p,\wﬁ%]}i
Eoo TR 30 26 p RN T B 86260244 BL4 T g TP FARH
P ERERBEEERELAERELY P REY FARSTEEEIRR PR
WHELAR 6L F M REER T p 1998 & 7 7 30 pAcE VX EAp B R
BRSPS LR o AN D EIRR B L A
Lo 2 g M 35 05N RR%BFEL VBT L R R

YA B o

2. W A% %ﬁéﬂ%mﬁﬂﬁf CA SRR BRI P SRR Rz

b2

E!.

RIS
P FEH IR EL 2L P X 2 RAB S FTAT 2R IAIRFTELF
5222001 # 37 14 p SR S (90)3F #.09004601220 852 g H @
EARRET v Mf/%v 2 A TR F IR - 2 R
(6] 0 T 2878 ) A B9E €)% & S5 - th o (Inspection) P2 12
1 ie¥ad ¢ EFAREGREL B ¢ (Chinese National Accreditation Board > i #i- CNAB)
A 2001 &30 2 p o EASRE90)E F 09003504120 B g & T E
Fe & PRt R gRBERE > G 2 > 4R 2.5 “f7 > p MR
F ¥ % 4 TGeneral Agreement on Tariff and Trade » #§ - GATT)# & 2 Hjkeid
FERR&ESTY ERERMIL 2 2 RFLARLPFFEFF ALK
HEE RS o 2 P AN RSP B RA R L B8 R A
(Conformity Assessment Procedure > f§ # CAP) > 72 B R%E ¥ 5 @ i1 F & &
s o #7202 Eati(ntegrity) £ % 27 AP FhF N> LI FHER 0L/
PRCFEERE LT R RERE R R D2 ER 2R ARG RE
HRE/RR A E TAE 2SI B 22001 £3 0 240 d [0 R
Rzt B g 1 F Jr“”:b‘%ﬁl——?%ﬁﬁ LA > 32002 & 3 0 & A2 Ao @) 2.6
AT FME 2 E IR K AR T E o

T ERFFTENLZ A A M E 20k R0 7 o Bel £ RN
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2

iF A% " 2 & (Federal Deposit Insurance Corporation » f§ f FDIC)2 & 1L 3%
(Division of Supervision » fj # DOS)#% 12 T2 + 8% 2R AER
(Electronic Banking Safety and Soundness Examination Procedures f§ i S&S Exam.)
PSR ERBETRET FREFEBETE T R RARR AR OP L S
bt 299 T2 2 A R EHPRAN TEFARGFELARAE | & Th% s 5g
T2 PMAEE SRE B B RAcE 2,10 #fon 2 [40,43,58,63,70,73,75] 0 A

>
~

Jit

ApEfadFAL 2P RREL TR T A S ek 211 TR 2T B
Bl b e RV BST799-2 2 meE Al ¥ 3 Mlﬂf BS7799-2 2. & &4 > W F A
BFAX2ERINA T AR AR - RREFRAAE 2 FEM V- 2 6 >
B Z(F)M 0 A o] 2.7 82 & 212 A0 20 B2 R P 0 51 e
W 2.8 #7m ISO/IEC 17799 7 &2 jiw> B 2.9 A F 34 > § b 4y 4 chif 3
AR ARR 2 Y (TR AR[43] o

HENE 23T 7 F
o Je 2
| | \ \ | |
i® i i+ i® = =2
* B 3 ¥ ® N
# o P % e -
Al # ® Y f *‘ *
mo¢b B ISO/MIEC B ISO/IEC 4 % f ISOIEC % P ISO/IEC
¥R 5T 37 Ao 5T = 3T TR 15504
¥ 1;% 15408 iﬁ 15026 2z ‘ﬁ: 1‘:% 17799 xEk ;FL : 199585(E)
F1999E) g 198 g g 20006) T ¥ wsomc
i # i + NN + T 21827:2002(E)
ar () o () o e opn (FRR) g am g (ehgn)
Bl 25 FAZ 2FHITE T LAP
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REIE TS £

AR ehE R EIT

41 Fax pcf e 44 4B E >
42 FTAE 2EH 45 BRBIBE T > o
43 FTAFTAAHEE - 48 B LEBADE 2 o
49 ¥iBFHEER-.
4.10 & s & £
FHERE DL LT A Faprent LEIF
45 FRERE L > o 46 dFeFiTERo
47 HPipdlaE L o
48 B A EEAOT 2 o

W 2.6 Tt >3 m s

%2 (BS7799-2)% 41+ & K ¥ 58

%29 AR GRS FRERPET IS REL 2 EERRERR
a BT (73]
B G = B = S 2 - VR <1
1 H & 4% % F 30k si(Information-only Systems)
2 T3 F A & ti(Electronic Information Transfer Systems)
3 % 2% % T3k S(Fully Transactional Information Systems)
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AECFHEREIRBEL > R NABEFESRAFERY 2
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AR CAFE FHLE2EIRBL R RAER TE L E ERE]
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TTAF TR TG HE B RS G o

2. RREHEANF X RXBRETPITREAERFENFL SN CER W
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% B e F oo

3. /»\ﬁo‘%*};% fri7 b = Ijoiiﬁi?ﬁ%’pg;T(l)?é]’ﬁ‘_%&aié'y.
ACQFAFTRERARZE FHASEAR ~Q)LF ~@DF 2aF ED

¥ rfEfer sl

4 TEAZAAFTH X AR S E TR R L PR BE A

$ o R DR Ao AR 2R o

LOBF A2 &Y XFHPAEL 2R E AR - % 2R 2 AR FHFLET A
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5. P % edhan® 2 TP o BARPN FRP Y TR HA R X 2 EF R

¥
6. RIBEX DAV KT ~ 2V ETHRABIP FRBE 7 b
WA R AEEEG

oo s IER] D PRRR R A2 ARR E i) o

. 4%t 4 > MR E 2FCH S A2 ;;w?#%a, LF RS 4ok im0
<¥Nééﬂ#ﬁﬁﬁ@m%@ag@gyQdﬁﬁl@@ﬁﬂ\m%
AT o BRI T RGE R IR A B AR R 0 &R
WhG G A A SRR AR I AT R AL AR E R
Bk F (Ao IR TR AR AR ) e Llpfﬁiﬁ%@;oi&g{&
A B eniEE L 30 E Z #EpliE- Ao

2. FAX2FE2 X 2ERFLFHNBERE A DRG] TRLG fF
AR IS Pabmﬁw,égﬂﬁ%§$iﬁ%ﬁ1£#%&ﬁ?
FER o ¥ obip H =& B3 FedCIRC ~ B ¥ m s i eng 2 &

F o
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3. B UAFE S X 2T F G o 7 5 i AR(Process) o 1B 5E AR
FOREEAEREES ZHNDE 2BR S FITORRKER R TETR

e e \‘lvfa_p.ulf%:?ﬁfé’iﬁﬂﬁ{ﬂ%’ﬁ%.&i%%ﬁf’yﬂ’
& A 2 % B R (e % 2 B B nd < 53 8L TP T AR R o

#f ! FedCIRC : Federal Computer Incident Response Center (¥ B 28 i

BRI X DL F R
PR AN EFOE 2 E o RERE SR F N 2 o

P R AL FH P 2 - -
I




5.3 F RPFR L AL B EEAE w2
E
T

6. PlBE 23 ABEweE ch™ R T AR T 7 o

7.8 2% 234 gk i B RIE B (Metrics) 0 F i ¢ S RE o

22010 FRE2EL A ABRES SR LR

& % # & Kk

# 2 38 JH(BS 7799-2 1 1999,4.10.1) -

Fag > Fc i (BS 7799-2 © 1999, 4.1) -

FOF A A K E 2 (BS 7799-2 1 1999, 4.3) -

B R 508 chd £1(BS 7799-2 ¢ 1999, 4.6.3) -

B 2 4 3 Anen® > (BS 7799-2 © 1999, 4.8.5) -

A e

¥ - g fo

g 2 @’} A 1E(BS7799-2771999, 4.10) »

TME > 2 (BS 7799-2 5 1999,4.2)

FF >y #2oT5(BS 7799-2 1 1999,4.4.2) -
TME > F 8 e T (BS 7799-2 1 1999,4.4.3) -
¥ g 2(BST799-2 : 1999,4.9) -

A

3 BS 7799-2 : 2002 -

4 BS 7799-2 : 2002 £ 4r + % F {7 FAcR 2.8 Ao 2 & foo

5 > % & (7 BS7799-2).5 ¥ (Total Quality Management * f§ £ TQM)2 &

HP I BS 7799-2 1 1999 ¥ 2y 4I3F P 22 BS 7799-2 : 2002 *t4i(Annex) A 4p f
SEZAMANHTRE 2F LA PD-CA R £ oo
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= P EE 1
A4
R &
v
A v
TS R
4 {
FI4R & E- X3 1184 - K%
. = P g & L > -
B 2.7 Fa% 2p i F8h G T
+ . = —~ 2 Y
#0212 FaA% 2EGOH [63]
. . . Coverage Notes
Provider Policy Min. X L. Source
Premium Limits
. Secure Requires security
Cigna Property
Systems $25,000 $25,000,000 assessment by Mello 1998
and Casualty
Insurance approved vendor
ICS A(International Requires ICSA Attrino 1998
Computer Security | TruSecure $20,000' $250,000 . . K
L security review Weise 1998
Association)
Requires E-Business netsecure.com
J&H March NetSecure $5,000 $200,000,000 K
Security Assessmenf 2000
CIDSI(Computer Policy has Information
Lloyds Information and $10,000 $50,000,000 Risk Group(IRG)as Koehn,1998
Data Security Insurance) A required element
Requires NRMS
Reliance i
) InsureTRUST $10,000,000 | (Network Risk Met Weise 1998
Nationa/NRMS Services of
Atlanta)review
X X X E-Risk . .
Zurich Financial . Requires IBM security O D.Moore
i Protection $4,000 $25,000,000 K .
Services Group certification 1999
Program

1. This figure covers the cost of the security review.

2. Ubizen has started providing security assessment services to policy holders 18 Feb 2000.
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1992

OECD : | v V; Vv vV v, V; Vv v, v
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1. 10 # & > OECD #-F Jis ~ b "% & ~ X 2RFHERF T~ X 22 5 k&
RN AT AL L R e

2. B~ RABERGEILS & 5 OECD % 2~ it R F5s o

B PATE 2 R A0 1083 e R R AR e 3 (1S0) fAt B R 18
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B 78R & f F 2 § /4 w(Data EncCryption) -] 2 1 fhz 2z st f €
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WL RIS 2 BRI JTCL £ 2 SC20 = st B € » & = 4cf] 3.1 #7572 T3
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HE g2 A ¢ pip£[35,41]F & % 302 § W R FTAAHE R
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ISO/IEC JTC 1/SC 27
Information technology-
Security techniques

Working Group 1

. Working Group 2 Working Group 3
Requirements, ) . . .
. . Security techniques Security evaluation
Security services, ) L
- and mechanisms criteria
Guidelines

Cryptographic -~

. Non-cryptographic
Security Management . .
and Information Security

Management System

Security Assurance

® 3.1 : ISO/IEC JTCL/SC2T. " 3 3¢ 4

FRAT P AP RF B > IR R ISO/IEC 15443 3 B ik

A4 32 ¢ it > ¥ ek 3.3 ¢ B BUNE > REEE PN B R
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FREHREA S -
3. FRHEMNF 2 FFEITE RFHRE P w kT
3.1 Information Technology— Security Techniques — A Framework for IT
Security Assurance : ISO/IEC TR 15443 b v 2 s/ = ©
Partl : Overview and Framework (ISO/IEC TR 15443-1) -
Part2 : Assurance Methods (ISO/IEC TR 15443-2) -
Part3 : Analysis of Assurance Methods (ISO/IEC TR 15443-3) -
3.2 ISO/IEC 15443 ] 7}k iw ¢
Partl : DTR(Draft Technical Report)** 2003 # 6 * 11 p =% » ik
o S BEEREe
Part2 : DTR(Draft:Technical Report)*s 2004 # 2 * 6 p = # » 2004
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7% i% |3 (Penetration Testing

F 3.4 FTAPGFEREIEEA MR R b
EXus i BElh% X 7%
U
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ISO/IEC 15292 (2001-12-15): Protection Profile Registration Procedures.

ISO/IEC 15408 (1999-12-01): Evaluation Criteria for IT Security.

ISO/IEC TR 15443 (PDTR): A Framework for IT Security Assurance.

ISO/IEC TR 15446 (PDTR): Guide for the Production of Protection Profiles
and Security Targets (PPST Guide).

ISO 18045 (WD): Methodology for IT Security Evaluation (CEM).

ISO/IEC 19790 (WD): Security Requirements for Cryptographic Modules.

ISO/IEC 19791 (WD): Security Assessment of Operational Systems.

ISO/IEC 19792 (WD): A Framework for Security Evaluation and Testing of
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9. ISO/IEC 21827 (2002-10-01): Systems Security Engineering-Capability
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