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A novel visible watermarking algorithm based on the content and contrast aware (COCOA) technique
with the consideration of Human Visual System (HVS) model is presented in this study. In order to deter-
mine the optimal watermark locations and strength at the watermark embedding stage, the COCOA
visible watermarking utilizes the global and local characteristics of the host and watermark images in
the discrete wavelet transform (DWT) domain. To achieve the best tradeoff between the embedding
energy of watermark and the perceptual translucence, the utilization of contrast-sensitive function, noise
visible function of perceptual model, and the basis function amplitudes of DWT coefficients are fine
tuned, for the best quality of perceptual translucence and noise reduction of the COCOA algorithm. The
experimental results demonstrate that COCOA technique not only provides high PSNR values for the
watermarked images, but also preserves the watermark visibility under various signal processing oper-
ations, especially the watermark removal attack.
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1. Introduction

Due to the advancement of digital technologies and rapid com-
munication network deployment, a wide variety of multimedia
contents have been digitalized and their distribution or duplication
made easy without any reduction in quality through both autho-
rized and unauthorized distribution channels. With the advantages
of easy editing and reproduction of digitalized data, the protection
of the intellectual rights and the authentication of digital multime-
dia no doubt have become issues of great importance in recent
years.

Over the last two decades, software, multimedia, and all digital
content-driven industries, whether on the Internet or not, have
also come to rely on effective copyright protection, especially as
a revolution is underway in digital entertainment and marketing.
In the beginning, conventional encryption algorithms such as DES
or RSA are directly adopted to protect digital media. In these cryp-
tographic systems, only the valid users who have the correct
decryption key can decrypt the encrypted content and use it. But
once such content is decrypted and the users can duplicate or
retransmit it repeatedly, the authors will have no way to track
those digital data. Therefore, conventional cryptography is evi-
dently not a good way to solve this problem.

Digital watermarking [1] has been extensively researched and
regarded as a potentially effective means for protecting copy-
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right of digital media in recent years, since it makes possible
the embedding of secret information in the digital content to
identify the copyright owner. Digital watermarking describes
methods and technologies that allow hidden information, for
example, a sequence of numbers or recognizable pattern in
digital media, such as images, video and audio. Many different
digital watermarking techniques have been proposed by a num-
ber of researchers, and these methods can be divided into vari-
ous categories [2]. One important classification is to divide
digital watermarking algorithms into visible and invisible ones
according to the perceptivity of watermark data in watermarked
contents. Since the visible watermarking schemes protect copy-
rights in a more active method, they not only prevent pirating
but also recognize the copyright of multimedia data immedi-
ately. Digital contents embedded with visible watermarks will
overlay recognizable but unobtrusive copyright patterns to
identify its ownership. Therefore, a useful visible watermarking
technique should retain all details of the contents, while ensur-
ing that the embedded patterns are difficult or even impossible
to be removed, so that no one could use watermarked data
illegally. Thus this study will mainly focus on the research for
visible watermarking techniques.

Regarding the digital watermarking techniques, Fig. 1(a) and
(b) describes the generic structure for watermark embedding
and extraction processes. First, a host image (original image)
directly embeds watermark in spatial domain or is transformed
into frequency domain through the well-known spread spectrum
approach, i.e. DFT (discrete Fourier transform), DCT (discrete
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Fig. 1. (a) Watermark embedding process. (b) Watermark extraction process.

cosine transform) or DWT (discrete wavelet transform). How-
ever, the algorithms using transform domain approach develop
more robust watermarking techniques than directly embedding
watermark into the spatial domain. Consequently, coefficients
are passed through a perceptual analysis block that determines
how strong the watermark in embedding algorithm can be, so
that the resulting watermarked image is acceptable. The secret
key is applied to generate watermark and watermark embedding
location. The watermark is embedded through using a well-de-
signed algorithm based on mathematical or statistical model. If
the host image is employed in frequency domain, the inverse
spread spectrum approach is then adopted to obtain a water-
marked image [1]. The watermark extraction applies to the sim-
ilar operations in embedding processes. It employs the inverse
operations or uses the mathematical or statistical characteristic
to extract the embedded watermark. Watermark detection deci-
des whether an image has been watermarked and if the water-
mark exists or not by calculating the correlation between the
embedded watermark and the extracted one.

The goal of this paper is to propose a novel scheme for the copy-
right protection of colour images by using the visible watermark
called COCOA. This visible watermarking algorithm is based on
content and contrast aware (COCOA) with the Human Visible Sys-
tem (HVS) model to get the best trade-off between the embedding
energy of the watermark and the perceptual translucence for a vis-
ible watermark. The rest of this paper is organized as follows.
Related works about visible watermarking will be introduced
briefly in Section 2. The details of the COCOA algorithm will be
explained in Sections 3 and 4 will show the experimental results
with discussion in Section 5, and the conclusion is in Section 6,
respectively.

2. Related works

Digital contents embedded with visible watermarks will overlay
recognizable but unobtrusive copyright patterns to identify its
ownership. Therefore, a visible watermarking technique should re-
main details of the contents and ensure embedded patterns diffi-
cult or even impossible to be removed, and no one could use
watermarked data illegally. An effective visible watermarking
algorithm usually requires meeting a set of requirements [3,4].
These requirements include:

e The watermark in the marked digital contents should be obvious
and recognizable to any person having normal or corrected
visual accommodation, even if that person is color-blind. Clearly,
the visible watermark should be visible in both color and mono-
chrome images.

e It should be possible to adjust the strength of embedding
applied to the digital contents by referring its characteristics
of the digital contents, so that the watermark could be made
as obtrusive or unobtrusive as desired without introducing any
other artifacts. It should not only protect the digital contents
from unauthorized uses but also prevent it from being so unat-
tractive that no one is interested in viewing it.

e The patterns of the watermark in the embedded contents should
be visible, and should form a recognizable symbol to identify
content owners or providers.

o All details of the unmarked digital contents should be preserved
in the marked digital ones. It means that corresponding pixel
values in marked regions between the original and watermarked
digital contents should be different in brightness, but the same
in hue and saturation.



M.-J. Tsai/]. Vis. Commun. Image R. 20 (2009) 323-338 325

o The watermark should be very difficult to be removed or robust
to attacks and this is the meaning of robustness. Therefore,
watermark removal should be more expensive and labor inten-
sive than purchasing the rights to use the digital data.

From the literature survey [5,6], the visible watermarking has
captured greater attention than the invisible one [7] since there
are not only different visible watermarking approaches either in
spatial or transform domain, but also various visible watermark re-
moval schemes. We now will briefly review the related works in
visible watermarking and watermark removal techniques,
respectively.

2.1. Visible watermarking

Visible watermarking techniques are used to protect the copy-
right of digital multimedia (audio, image or video) that have to
be delivered for certain purposes, such as digital multimedia used
in exhibition, digital library, advertisement or distant learning web,
while illegal duplication is forbidden. Braudaway et al. [3] pro-
posed one of the early approaches for visible watermarking by for-
mulating the nonlinear equation to accomplish the luminance
alteration in spatial domain. In this scheme, dimensions of the
watermark image are equal to those of the host image. There is a
one-to-one correspondence between pixel locations in the water-
mark image and those in the host image. According to their bright-
ness, pixels in the watermark image can be divided into
transparent and nontransparent categories. The brightness of each
pixel in the host image in proportion to the nontransparent regions
of the watermark will be increased or reduced to a perceptually
equal amount by using a nonlinear equation while the brightness
of each pixel in proportion to the transparent regions of the water-
mark will remain the same after watermark embedding. They for-
mulate the nonlinear equation by using an approximately colour
space, such as the CIE 1976 (L'u"2") space and the CIE (L'a’b’) space,
while various parameters of the nonlinear equation are applied to
make the watermark difficult to be removed.

Meng and Chang [8] applied the stochastic approximation for
Braudaway’s method in the discrete cosine transform (DCT)
domain by adding visible watermarks in the video sequences.
Mohanty et al. [9] proposed a watermarking technique called dual
watermarking which combines a visible watermark and an invisi-
ble watermark in the spatial domain. The visible watermark is
adopted to establish the owner’s right to the image and invisible
watermark is utilized to check the intentional and unintentional
tampering of the image. Chen [10] has proposed a visible water-
marking mechanism to embed a gray level watermark into the host
image based on a statistic approach. First, the host image is divided
into equal blocks and the standard deviation in each block is calcu-
lated. The standard deviation value will determine the amount of
gray value of the pixel in the watermark to be embedded into
the corresponding host image.

Kankanhalli et al. [11] proposed a visible watermarking algo-
rithm in the discrete cosine transform (DCT) domain. First, the host
image and the watermark image are divided into 8 x 8 blocks.
Next, they classify each block into one of eight classes depending
on the sensitivity of the block to distortion and adopt the effect
of luminance to make a final correction on the block scaling factors.
The strength of the watermark is added in varying proportions
depending on the class to which the image block belongs. Mohanty
et al. [12] proposed a modification scheme on their watermark
insertion technique of [9] in order to make the watermark more
robust.

Hu and Kwong [13,14] implemented an adaptive visible water-
marking in the wavelet domain by using the truncated Gaussian
function to approximate the effect of luminance masking for the

image fusion. Based on image features, they first classify the host
and watermark image pixels into different perceptual classes.
Then, they use the classification information to guide the pixel-
wise watermark embedding. In high-pass subbands, they focus
on image features, while in the low-pass subband, they use trun-
cated Gaussian function to approximate the effect of luminance
masking. Yong et al. [15] also proposed a translucent digital water-
mark in the DWT domain and used the error-correct code to im-
prove the ability of anti-attacks.

Each of the above schemes wasn’t devoted to better feature-
based classification and the use of sophisticated visual masking
models, so Huang and Tang [7] presented a contrast sensitive vis-
ible watermarking scheme with the assistance of HVS. They first
compute the CSF mask of the discrete wavelet transform domain.
Secondly, they use a square function to determine the mask
weights for each subband. Thirdly, they adjust the scaling and
embedding factors based on the block classification with the tex-
ture sensitivity of the HVS. However, their scheme should further
consider the following issues:

1. The basis function of the wavelet transform plays an important
role during the application of CSF for the HVS in the wavelet
transform domain, but the study [7] didn’t consider this key
factor.

2. The embedding factors emphasize too much weight on the low
frequency domain, rather than equal emphasis on the medium-
to-high frequency domains.

3. The interrelationship of block classification and the characteris-
tics of the embedding location should be further analyzed.

For the first issue, the direct application of CSF for the HVS in
the wavelet transform domain needs to be further studied [16-
20] while the basis function of the wavelet transformation is a crit-
ical factor affecting the visibility of the noise in the DWT domain.
For the second issue, the watermark embedding in the low fre-
quency components results in high degradation of the image fidel-
ity. How to get the best trade-off between the visibility of the
watermark and the capability of resistance for removal still needs
to be further justified. For the third issue, the plane, edge and tex-
ture block classification in the study [7] is a genuine approach.
However, the local and global characteristics of wavelet coeffi-
cients should be carefully considered, and the content adaptive ap-
proach is necessary for making the optimal decision.

2.2. Watermark removal and image recovery

Since the visible watermark is embedded within the images, it
is not unusual that attackers would try any means to remove the
watermark so that they can use the images freely without any
copyright concerns. If the contour of an embedded visible water-
mark is completely removed or greatly distorted without introduc-
ing serious visual quality degradation, it would be difficult for the
content owner to claim the infringement by the illegal users. Even
in this existing situation, a good visible watermark scheme be-
comes the barrier for the attackers since expensive human labours
would be needed in order to remove the watermark itself.

Regarding the removal technique, the image recovery method
[21] can remove visible watermarking patterns consisting of thin
lines, and a few human interventions of image-inpainting ap-
proach of [22] can deal with the patterns of thick lines. However,
the iterative process of image-inpainting in [22] is costly and
time-consuming. Pei and Zeng [23] proposed another image recov-
ery algorithm for removing visible watermarks which is simple,
fast, and with less human intervention. The method mainly utilizes
independent component analysis (ICA), i.e. joint approximate diag-
onalization of eigenmatrices (JADE), second-order blind identifica-
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tion (SOBI), and FastICA to separate host images from watermarked
and reference images. The algorithm includes three phases: water-
marked area segmentation, reference image generation, and image
recovery. In their experiments, five different visible watermarking
methods [3,8,10,12,13] and three public domain images [23] are
tested. The experimental results show that their algorithm can suc-
cessfully remove the visible watermarks, and the algorithm itself is
independent of both the adopted ICA approach and the visible
watermarking method. Interested readers can refer to [23] for de-
tailed information.

In this study, we will also examine COCOA’s robustness by
checking whether the proposed algorithm can resist the water-
mark removal and image recovery attacks.

3. The COCOA visible watermarking algorithm

In general, a useful visible watermarking technique must meet
the following requirements according to [7,22]: the perceptibility
of host image details, the visibility of watermark patterns in
embedded contents and robustness. To be more specific, contents
should not be rendered useless after being visibly watermarked,
and all the details in the original image should remain visible. In
addition, visible watermarks often consist of meaningful pattern,
symbols, trademarks, or logos to identify content providers or
owners, and these copyright data should be easily recognized from
the watermarked images. On the other hand, embedded visible
watermark patterns should be difficult or impossible to be re-
moved unless exhaustive and costly user interventions are
adopted. Therefore, the robustness is a critical issue for visible
watermarking which is generally not widely discussed in previous
studies like [3,5,7-14,24]. To address this issue, the proposed CO-
COA algorithm has put great emphasis on the design to enhance
its robustness.

Nevertheless, in this proposed method, the robustness and trans-
lucence of COCOA are in confliction with each other. If we increase
the energy of watermark to improve its robustness, the problem
we get is perceptual translucence decreasing with less image fidelity
and vice versa. Therefore, we have to decrease the energy of the
watermark to get good perceptual translucence, while the embed-
ded watermark will still be robust to intentional or unintentional
signal processing attacks. In addition, HVS (Human Visual System)
is the key factor we have found in providing the good translucence
of the watermarked image and a better robustness [3,24]. Human Vi-
sual System research offers the mathematical models on how hu-
mans see the world, and a lot of works have been devoted to
understanding HVS [16-18,20]. Psychovisual studies have shown
that human vision has different sensitivity from various spatial fre-
quencies (frequency subbands). Common HVS models are composed
of image dependent or independent Just Noticeable Difference (JND)
thresholds, so the HVS by using the contrast sensitive function (CSF)
and noise visibility function (NVF) is collaborated in this study and
will be explained in brief as follows.

3.1. CSF (contrast sensitive function)

For watermarked images, there has been a need for good met-
rics for image quality that incorporates properties of the HVS.
The visibility thresholds of visual signals are studied by psychovi-
sual measurements to determine the thresholds. These measure-
ments were performed on sinusoidal gratings with various
spatial frequencies and orientations by the given viewing condi-
tions. The purpose of such study was to determine the contrast
thresholds of gratings by the given frequency and orientation. Con-
trast as a measure of relative variation of luminance for periodic
pattern such as a sinusoidal grating is here given by the equation:

C= (Lmax - Lmin)/(Lmax + Lmin) (1)

where Ly .x and Ly, represent maximal and minimal luminance of a
grating. Reciprocal values of contrast thresholds express the con-
trast sensitivity (CS), while Mannos and Sakrison [16] originally
presented a model of the contrast sensitive function (CSF) for lumi-
nance (or grayscale) images is given as follows:

CSF(f) = 2.6 # (0.0192 + 0.114 « f) x e~ 014" (2)

where f =, /f? +f? is the spatial frequency in cycles/degree of

visual angle (f; and f, are the spatial frequencies in the horizontal
and vertical directions, respectively). Fig. 2(a) depicts the CSF curve
which characterizes luminance sensitivity of the HVS as a function
of normalized spatial frequency. According to the CSF curve, we can
see that the HVS is most sensitive to normalized spatial frequencies
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Fig. 2. (a) Luminance of contrast sensitive function. (b) DWT CSF mask with 11
unique weights after 5-level wavelet pyramidal decomposition.
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between 0.025 and 0.125 and less sensitive to low and high fre-
quencies [3]. Therefore, the sensitivity falls off as the frequency val-
ues drifts on low and high frequency sides. Under such
circumstance, this knowledge from CSF can be used to develop a
simple image independent HVS model.

CSF masking [17,18] is one way to apply the CSF in the discrete
wavelet domain. CSF masking refers to the method of weighting
the wavelet coefficients relative to their perceptual importance.
In [18], the DWT CSF mask utilizes the information in all of the
approximation subbands as well as all of the detail subbtands to
yield 11 unique weights in the mask. All of the weights are normal-
ized so that the lowest weight is equal to one. The 11 weights of
DWT CSF mask are shown in Fig. 2(b) after 5-level wavelet pyrami-
dal decomposition. From the weight values of Fig. 2(b), the HVS is
most sensitive to the distortion in mid-frequency regions (level 3),
and sensitivity falls off as the frequency value drifts on both sides
(level 1, 2, 4 and 5). To adopt the watermark intensity to both glo-
bal and local characteristics of the source images, the DWT coeffi-
cients of the host image will be modified according to the following
equation:

YIJ 0= %o X XIJ() + B0 % Su 0 3)

where /(=1, 2, 3, 4, 5) denotes the decomposition level, (i, j) indi-
cates the spatial location, 0(=1, 2, 3, 4) is the orientation, X and S
are the decomposed wavelet coefficients of the original image and
the watermark, respectively, Y is the composite watermarked
DWT coefficient. The scaling factor «;, and the modulation rate
B0 are found using the mathematical model developed by exploit-
ing perceptual weighting masks derived from the luminance CSF,
and the sensitivity of the HVS to ensure the perceptual quality of
the image in this way is better preserved. In Eq. (3), the adequate
scaling factor o;, and the modulation rate 8;, are found using
square function [7,13] to approximate the effect of CSF masking
since the maximum weight is 7.20 from Fig. 2(b). The scaling factors
of o, are decreased as the frequency values of the wavelet coeffi-
cients drift away from the mid frequency level, and that of 8, is in-
creased. o,y and B; 4 are described as:

=1 M
7.20 (4)
(7.20 — ,(,)

0 =001+ -———

ﬁ/ﬂ() 7202

where 1,y represents the wavelet coefficient CSF of the perceptual
importance weight for each subband at different decomposition le-
vel. The values of o, and ;4 are restricted within certain range to
avoid the abrupt change of DWT coefficients. If NVF and detection
thresholds for DWT coefficients have also been considered during
the implementation, the final formulas of COCOA in this study will
be further revised in Eq. (9) and Eq. (10).

3.2. NVF (noise visibility function)

Many schemes embedded the watermark as random noise in
the whole host image with the same strength regardless of the
local properties of the host image, so the visible artifacts are easily
noticed in the flat regions. Voloshynovskiy et al. [19] presented a
stochastic approach based on the computation of a NVF (noise vis-
ibility function) that characterizes the local image properties and
identifies texture and edge regions. Accordingly, when the local
variance is small, the image is flat, and a large enough variance
indicates the presence of edges or highly texture areas. Because
human eyes are more sensitive to changes in the flat regions than
in the edge regions of the image, watermarking techniques can
increase the energy of watermark in the edges and high textured
areas of the image, and reduce it in smooth regions in similar peak

signal-to-noise ratio (PSNR). This allows us to determine the opti-
mal locations and the strength of the watermark during the water-
mark embedding stage. Therefore, this concept from NVF can be
used to develop a simple image dependent HVS model.

They developed three such NVF functions as follows:

3.2.1. NVF function with non-stationary Gaussian model

1
NVE(i,j) = m 5)
with
G2(i,j) X(i+kj+ 1) —x(i
(i) = 2L+12,;L,; j x(i.j))?
, (i+kj+1)
XEJ) = 2L+12,;L,; g

where L represents width of window, ¢2(i,j) denotes the local var-
iance in a window centered on the wavelet coefficient with coordi-
nates (i, j). Therefore, the NVF is inversely proportional to the local
image properties defined by the local variance.

3.2.2. NVF function with stationary GG (generalized Gaussian) model

NVF(i) = 5D o 6)

where w(i,j) = y[n(1))"/|lp(i.j) > and &2 represent the global var-
iance of host image. n(y) =+/I'(3/y)/I'(1/y),I(t e “u-1du
(gamma function) and p(i,j) = (x(i,j) — X(i, ]))/O’X y 1s the shape
parameter, and p(i, j) is determined by the local mean and the local
variance. For most of real images, the shape parameter is in the
range 0.3 <y <1

3.2.3. NVF function with empirical model

1

NVE(i.j) = 1+ 102(i,j)

(7)
where 7 =D/g2 ., is a tuning parameter, and ¢2(i,j) is the local
variance. ¢2_ . is the maximum local variance and D € [50, 100] is
an experimentally determined parameter.

NVF characterizes the local image properties and identifies
the texture and edge regions. It takes the values between zero
and one. Higher values of NVF indicate flat region, and vice ver-
sa: lower values of NVF indicate textured or edge region. Since
human eyes are less sensitive in texture and edge regions, so
we can embed the watermark strongly. On the other hand, the
smooth regions should be least modified to avoid significant
image distortion. Incidentally, the quality of the watermarked
image is least degraded. From the visual quality comparison in
[19], the adaptive scheme based on NVF calculated from station-
ary GG model is superior to other schemes. In this study, differ-
ent models are also tested, and as a result, we agree with the
findings in [19] where the adaptive stationary GG model outper-
forms other models.

In [19], the authors suggested an embedding equation for invisi-
ble Watermarking:Yij = X,‘_j +(1- NVFU) X By % S,‘J + NVF,J X fy %
Sij where $;and f, denote the watermark strength in busy and flat
image regions. However, we have found such format not adequate
for visible watermark embedding, since the weighting of visible
watermark is generally larger than invisible watermarking. Without
further modification, direct implementation will result in an over-
flow situation with obvious image degradation. Through these
empirical studies, the final COCOA embedding equation will be given
in Eq. (10).
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3.3. Detection thresholds for DWT coefficients

In order to further improve the HVS model for better image
quality, the knowledge on the detection thresholds for DWT coef-
ficients should also be obtained. Watson et al. [20] proposed a
mathematical model for DWT noise detection thresholds where
visibility Y is a function of level, orientation, and visual display res-
olution for 9/7 biorthogonal wavelets [25]. The model is given by

logY,, = loga + k(logf, — logg,fo)’ (8)

where a is the minimum threshold occurring at spatial frequency
gafo, f5 is the spatial frequency of decomposition level 4, and g, shifts
the minimum by an amount that is a function of orientation. For
thresholds of visibility, the quantization matrices are constructed
by using a quantization factor for each level and orientation that
will result in a quantization error which is just at the threshold of
visibility. For the uniform quantization and a given quantization
factor Q, the largest possible coefficient error is Q/2. The amplitude
of the resulting noise is approximately A; ,-Q/2 given A;, being the
basis function amplitudes. Table 1 shows the basis function ampli-
tudes for a 5-level 9/7 DWT. These visibility thresholds express the
frequency sensitivity of HVS in DWT domain, while the basis func-
tion amplitude A, at different wavelet level and orientation should
be considered for watermark embedding. Therefore, COCOA inte-
grates these factors into the design of modulation rate ;4 in Eq. (9).

As shown in the above discussion, we found that the direct
application of CSF square function in [7] emphasizes too much
weight in the low DWT frequency domain after implementing
the CSF based visible watermarking [7]. Therefore, the CSF only
based watermarking approach generally results in the water-
marked images with PSNR values below 30 dB for many common
used 512 x 512 colour images. This finding is consistent with the
PSNR data in [7] since their watermarked Lena image has only
27.6421 dB PSNR value. Even when PSNR values do not truly rep-
resent the visual quality for the visible watermark images, the val-
ues still have a positive correlation with the image fidelity and
consequently become widely adopted in many research articles.
Due to its popularity, this metric therefore can be used as the ref-
erence/baseline index. Higher PSNRs do have a closer image simi-
larity with the host images, and among the purposes of this study,
improving the PSNR values with a better robustness against attacks
is certainly an important issue.

In addition, there are not enough high frequency components of
the watermarked image to resist the common image signal pro-
cessing like compression attacks which will be examined in next
section. According to this observation, the concept of DWT noise
detection threshold of [20] is adopted here to fine tune the percep-
tual weights by the basis function amplitudes A;, while the CSF
masking for 9/7 filter becomes integrated for the proposed algo-
rithm. Therefore, the perceptual weighting is modified according
to this research as follows:

0.4+(7.20—14)%
Bio= [7“ = ] X A

7.20%

if f,>02, $,,=02 9)

%o=1=8,
Table 1
Basis function amplitudes for a 5-level 9/7 DWT [20].
Orientation Level

1 2 3 4 5

LL 0.62171 0.34537 0.18004 0.09140 0.045943
HL 0.67234 0.41317 0.22726 0.11792 0.059758
LH 0.67234 0.41317 0.22726 0.11792 0.059758
HH 0.72709 0.49428 0.28688 0.15214 0.077727

Here, o, and B;, are scaling and embedding factors; A represents
the DWT level, 0 is the orientation and r* is the wavelet coeffi-
cient CSF of the perceptual importance weight as shown in
Fig. 2(b). Meanwhile, o;, and ;, are the global characteristics
of the host image, and they are independent to the digital
images. To avoid the abrupt change of DWT coefficients, the val-
ues of o, and B, are restricted within the range of [0.8, 1] and
[0, 0.2], respectively.

In order to further improve the application of block classifica-
tion by simply categorizing three type blocks in [7], the local
and global characteristics in the DWT domain is considered. In
our COCOA scheme, a stochastic image model for watermark
embedding is adopted by using the NVF which characterizes
the local image properties and identifies texture and edge re-
gions. In our scheme, we have found that the stationary GG
model is the most appropriate approximation among others in
the embedding stage, and the estimated shape parameter for
y = 0.65, and width of the window is three. In addition, the Wat-
son’s quantization matrix [20] is adopted in the viewing process
to get the best quality of the watermarked image. Therefore, the
COCOA embedding relationship is concluded as follows:

Yiio =00 x X};o+ (1= NVF;) x B,, x S

14,0

+NVF;; x K x Sf;
(10)

where (i, j) indicates the spatial location, X and S are the decom-
posed wavelet coefficients of the original image and the watermark,
respectively, NVF;; is defined in Eq. (6) and the relationship of o,
and B, is defined Eq. (9). The constant K denotes the embedding
watermark strength for flat regions, and the empirical value 0.08
is adopted for this algorithm which gives the best experimental per-
formance while watermarked images are at values >30 dB.

In summary, the complete design of the proposed algorithm is
summarized in the following guidelines and the flow chart is
shown in Fig. 3:

Original image

|

Color-space
conversion RGB to

Logo image YCrCb
Y
v
DWT DWT
A
s X Perceptual
Stochastic
basic Model
function v v
amplitudes B
’ Watermark NVF
Embedding
CSF
masking \
IDWT &
YCrCb to RGB

v

Watermarked image

Fig. 3. The flow chart of the proposed COCOA visible watermarking approach.
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3.3.1. The COCOA watermarking embedding algorithm

(1) The host colour image is converted in the colour space
domain from RGB to YCrCb.

(2) By using 9/7 biorthogonal filter from [25], compute the
wavelet coefficients of Y component from the host colour
image and grayscale watermark image, respectively. If the
width or height of the watermark is not the same as the
one of the host image, it could be proportionally scaled to
the host image.

(3) Modify the DWT coefficients of the host image by using the
following equation for each spatial location (i, j), where (=1,
2,3, 4, 5)denotes the decomposition level and 0(=1, 2, 3, 4) is
the orientation.

Y;'J:e =0 X X;:j,(-) + (1 = NVEF;j) x ;4 x Sf.j,é)
+NVF;; x K x Sj;,

Note: X and S are the decomposed wavelet coefficients of the
original image and the watermark, respectively. NVF;; is de-
fined in Eq. (6), and the relationship of o, and g, is defined
in Eq. (9). The constant K value is 0.08.

(4) Inverse transform the DWT coefficients of the host image to
obtain a watermarked image.

Note: The current COCOA algorithm implementation specifically
applies the 9/7 biorthogonal DWT filter since the DWT CSF mask
with 11 unique weights from Fig. 2(b) and the basis function
amplitudes in Table 1 are all obtained by using the 9/7 filter. The
DWT CSF mask weight, basis function amplitudes and the constant
K of Eq. (10) need to be recalculated if different filter is being used
in order to fine tune the best quality of perceptual translucence
and noise reduction for COCOA watermarking algorithm.

4. Experiments

The proposed COCOA visible watermarking algorithm has been
implemented and intensively tested by using the commonly avail-
able colour images from the USC image database [26]. Two gray-
scale watermarks of logo image adopted in the experiments are
shown in Fig. 4: 4(a) NCTU logo (school logo) and 4(b) IIM logo
(department logo). Since the CSF based visible watermark tech-
nique from [7] has shown better performance than the methods
from [14] and the AiS Watermark Pictures Protector [27], we com-
pared the results gained by [7] with the proposed approach and the
those of performances of the 512 x 512 colour Lena, F16 and
Baboon images which are tabulated for demonstration purpose in
Table 2 and Figs. 5-9.

(a) (b)

Fig. 4. Two watermark images (a) NCTU logo and (b) IIM logo.

Table 2
PSNR summary of COCOA watermarked color images.
Image Watermark PSNR value

Method [7] COCOA method
Lena NCTU 27.0dB 31.6dB
Baboon NCTU 27.1dB 30.2dB
F16 NCTU 28.8dB 31.6dB
Lena 1M 26.8dB 32.7dB
Baboon M 27.2dB 31.0dB
F16 1IM 28.1dB 32.4dB

The detailed analyses are categorized as follows:
4.1. PSNR (peak signal-to-noise ratios)

To make a fair comparison with the method from [7], it is better
to embed the same watermark for the same cover image. However,
the watermark used in [7] is not available and we then embed two
logo watermarks from Fig. 4 to enable the best possible perfor-
mance comparison. The tabulated results from Table 2 disclose
that our COCOA watermarking scheme can bring better statistical
results and achieve higher PSNR values (above 30 dB) than the
method in [7] where the PSNRs are generally below 30 dB. If the
image is with PSNR less than 30 dB, we can assume that its water-
mark embedded more strongly than the one with PSNR higher than
30 dB. Since the values of o and g* are restricted within the range
of [0.9, 1] and [0.01, 0.1], respectively, in [7] to avoid the abrupt
change of DWT coefficients, heavy weight of o results the water-
marked image of [7] can not achieve PSNR >30 dB. On the other
hand, the scaling factor «; , and modulation rate j, , of COCOA have
a wider dynamic range which can be adjusted for higher PSNR val-
ues. The low PSNRs have a positive correlation with the degrada-
tion in image quality and this denotes that the fidelity of images
from our method is better than the method solely based on CSF.

4.2. Visual quality comparison

In Figs. 5-9, for each sample of Lena, Baboon and F16, we demon-
strate three images: the original image, watermarked image resulted
from [7], the proposed COCOA approach. The logo image applied in
Fig. 5 is from Fig. 4(a) and the logo image applied in Fig. 6 is from
Fig. 4(b). A comparison of the photo pairs between Fig. 5(b,c), (e,f),
and (h,i) shows clearly that the COCOA method obtains the closest
luminance maintenance as compared with the original ones. The
watermarked images using [7] have a more blurry effect in the con-
tour than that of the COCOA method, and similar observation is also
obtained from the pairs of Fig. 6(b,c), (e,f) and (h,i).

To further compare the details in the watermarked images, Figs.
7-9 demonstrate some of the close-ups for comparison: Fig. 7(a)-
(f) are the close-ups of Lena image from Figs. 5 and 6; Fig. 8(a)-(f)
are the close-ups of Baboon image from Figs. 5 and 6; Fig. 9(a)-(f)
are the close-ups of F16 image from Figs. 5 and 6. It is very clear that
the edges and thin lines of the watermark are blurred in Figs. 7-9(b)
and (e). However, by observing the close-ups from Figs. 7 and 9(c)
and (f), we see that the watermark patterns are still with sharp edges,
and the logo watermark is evidently embedded. For the text pattern,
the text of character Ain Figs. 7 and 8(c) is with sharper edge than the
same character in Figs. 7 and 8(b). The outlines in Figs. 7-9(c) are
much clearer than those in Figs. 7-9(b). These experiments indicate
that our visible COCOA watermarking scheme corresponds to higher
PSNRs with a better image quality than the approach of [7].

4.3. Median filtering

The robustness of the COCOA visible watermark technique
should be examined for comparison. The attacks in StirMark [28]
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Fig. 5. The visual quality comparison of original and watermarked images by embedding logo of Fig. 4(a). (a), (d) and (g) are original Lena, Baboon, F16 images. (b), (e) and (h)
are watermarked images by the method [7]. (c), (f) and (i) are watermarked images by COCOA algorithm.

have been thoroughly tested and we have found that the visual dif-
ference in Median filtering and compression is more significant
than others. Therefore, the Median filtering and compression per-
formance is demonstrated for the purpose of illustration. Median
filtering from StirMark [28] software is adopted here for this at-
tack. Since the results of 3 x 3 and 5 x 5 median filtering are sim-
ilar to the illustrations shown in Figs. 7-9, a stronger attack as
7 x 7 median filtering is applied here for the purpose of demon-
stration. The PSNR values before and after the median filtering
are tabulated in Table 3.

There are two columns of PSNR values for both methods la-
belled “after”. The pure “after” column means those PSNR values
are gained after comparison between the filtered watermarked
images and the original images. The after(wm) column means
those PSNR values are the results of comparison between the fil-
tered watermarked images and the watermarked images. From Ta-
ble 3, we can find that the PSNR values (after(wm) column) are
almost the same for both methods when the filtered watermarked
images are compared with the watermarked images. However, the
PSNR values (after column) are higher when the filtered water-
marked images are compared with the original images by the CO-
COA approach than by the method of [7]. Therefore, this statistic
indicates that the image quality of watermarked images before
and after filtering is higher by the COCOA approach than by the
method of [7]. To further investigate the effect of the median filter-

ing, the visual difference can be illustrated by the close-up compar-
ison. Fig. 10(a), (d) and (g) are the close-ups from Figs. 5 and 6
showing the original Lena, Baboon and F16 images, respectively.
Fig. 10(b), (e) and (h) are the close-ups of watermarked image by
the method of [7] after 7 x 7 median filtering. Fig. 10(c), (f), and
(i) are the close-ups of watermarked image by the COCOA method
after 7 x 7 median filtering. By comparing Fig. 10(a)-(c), the med-
ian filtered images became blurry, but Fig. 10(c) has a sharper con-
tour of the watermark than that of Fig. 10(b). It is apparent that the
logo pattern (i.e. the characters of E, S, A) is still detectable in
Fig. 10(f), but is blurred and hard to recognize in Fig. 10(e). In addi-
tion, the stripes of logo pattern on the left side of close-up of
Fig. 10(e) are also less evident than those on the Fig. 10(f).

The texts in Fig. 10(h) and (i) have been unrecognizable after
the median filtering (for example, number 01568 on the plane tail
is too fuzzy to be identified in Fig. 10(h) and (i)) but the watermark
of Fig. 10(i) still has closer outlines than Fig. 10(h). Therefore, the
COCOA technique outperforms [7] by using the median filtering at-
tack, and as we see from the above observation, the visibility of
watermark is higher by COCOA approach.

4.4. JPEG2000 compression

The robustness of the compression attack is also tested here and
JPEG2000 [29] is adopted as the compression tool. The PSNR values
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Fig. 6. The visual quality comparison of original and watermarked images by embedding logo of Fig. 4(b). (a), (d) and (g) are original Lena, Baboon, F16 images. (b), (e) and (h)
are watermarked images by the method of [7]. (¢), (f) and (i) are watermarked images by COCOA algorithm.

before and after the JPEG2000 compression are tabulated in Table
4. The compression ratio is set at a reasonable ratio of 100:3 be-
tween the uncompressed image and the compressed image. There
are two columns of PSNR values for both methods labelled “after”
and their meanings are the same as mentioned in the section on
median filtering attack. From Table 4, we find that the PSNR values
(after(wm) column) are almost the same for both methods when
the compressed watermarked images are compared with the
watermarked images. However, the PSNR values (after column)
are higher when the compressed watermarked images are com-
pared with the original images by the COCOA approach than by
the method of [7]. Therefore, this statistic indicates that the image
quality of watermarked images before and after compression is
higher by the COCOA approach than by the method of [7].

To further investigate the effect of compression, the visual dif-
ference can be illustrated by a close-up comparison. Fig. 11(a),
(d), and (g) are the close-ups from Figs. 5 and 6 showing the origi-
nal Lena, Baboon and F16 images, respectively. Fig. 11 (e) and (h)
are the close-ups of watermarked image by the method of [7] after
JPEG2000 compression. Fig. 11(c), (f) and (i) are the close-ups of
watermarked image by the COCOA method after JPEG2000 com-
pression. By comparing Fig. 11(a)-(i), the compressed images
maintain the details of the logo pattern, but the character of A is

more apparent in Fig. 11(c), (f) and (i) than in Figs. 11(b), (e) and
(h). In addition, the stripes of the logo pattern are almost disap-
pearing in Fig. 11(e) while still detectable in Fig. 11(f). This obser-
vation is consistent with the claim of our discussion in Section 2,
that the embedding factors in [7] emphasize more weights in the
low frequency domain, rather than in the medium-to-high fre-
quency domain where images with less high frequency watermark
signals will easily suffer during the compression attack. Therefore,
the proposed technique outperforms [7] by using JPEG2000 com-
pression attack and as we see from the above comparison, the vis-
ibility of watermark is surely higher by this proposed approach.

4.5. Image recovery and watermark removal attack

To examine COCOA'’s robustness for watermark removal attacks,
we have implemented the method of [22,23] for comparison. By
applying the method of [23] to the watermarked images with campus
logo by the methods of[3,7,8,12,13,10], the watermark can be clearly
removed in our simulation. However, Figs. 12-14 illustrate the results
of the image recovery attack from [23] on the COCOA watermarking
approach where the logo patterns slightly disappear but still exist
and the contours are recognizable in Figs. 12-14(b) and (d). The
results are confirmed by Dr. Zeng of [23] for the simulation works.
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d (f)

Fig. 7. The visual quality comparison of close-ups for Lena image. (a) and (d) are part of the original Lena image. (b) and (e) are watermarked Lena images by the method [7].
(c) and (f) are watermarked Lena images by COCOA algorithm.

Fig. 8. The visual quality comparison of close-ups for Baboon image. (a) and (d) are part of the original Baboon image. (b) and (e) are watermarked Baboon images by the
method [7]. (c) and (f) are watermarked Baboon images by COCOA algorithm.

Since the watermark removal scheme in [23] can remove the In addition, the image-inpainting based watermark removal
watermark by the methods of [3,7,8,12,13,10] but the COCOA ap- technique [22] is also simulated for the COCOA watermarked
proach can resist such an attack, we can conclude that the COCOA images of Boat and Peppers. Fig. 15(b) and (d) demonstrate that
visible scheme certainly outperforms those methods with the the COCOA watermarked images can resist this kind of attacks,
robustness comparison. since the visible watermark is still visible after the process.
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Fig. 9. The visual quality comparison of close-ups for the F16 image. (a) and (d) are part of the original F16 image. (b) and (e) are watermarked F16 images by the method [7].

(c) and (f) are watermarked F16 images by COCOA algorithm.

Table 3

PSNR summary of COCOA watermarked color images before and after median filtering.

Image Logo pattern PSNR value (dB)

Method [7] COCOA method

Before After After (wm) Before After After (wm)
Lena NCTU 27.0 21.2 24.7 31.6 23.1 24.5
Baboon NCTU 271 17.7 19.4 30.2 18.5 19.9
F16 NCTU 28.8 21.8 23.1 31.6 225 233
Lena 1IM 26.8 213 24.7 32.7 233 24.7
Baboon M 27.2 17.8 194 31.0 18.5 19.9
F16 1IM 28.1 219 23.2 324 225 235

Even when we are encouraged by the simulation outcomes, we
are fully aware that subsequent signal processing operations like
equalization, sharpening or background texturizing could elude
the viewers by adjusting the watermark visual effect, but such
study is beyond the discussion in this research. However, it is
apparent that a huge amount of labour and human intervention
is inevitable for the current removal attacks. At the present time,
COCOA watermarking technique can resist both image recovery
and watermark removal attacks from the simulation results.

In summary, after intensive performance comparisons, the pro-
posed COCOA algorithm not only provides high PSNR values for
watermarked images, but also produces high robustness for at-
tacks. Therefore, we are convinced that the proposed content and
contrast aware COCOA approach with the consideration of the Hu-
man Visual System model for visible watermarking is a superior
scheme among the referred published techniques.

5. Discussion and future researches

There are several issues and future research directions that the
authors would like to address in this session on COCOA algorithm.

5.1. Complexity of COCOA with the Human Vision System

The computation complexity of COCOA with the Human Vision
System is low from the view of mathematical analysis. The whole
complexity should be discussed for wavelet transform, CSF and
NVF calculation, respectively.

Suppose the synthesis filters are h (low-pass) and g (high-pass)
for wavelet transform. Take |h| =2 N, |g| =2 M, and assume M > N.
The cost of the standard algorithm for CDF 9/7 filters [25] is
4(N+ M)+ 2 and could be sped up by the lifting algorithm in [30]
to 2(N+ M +2). The computation of wavelet transform is linear
time mathematics.

On the other hand, CSF masking is employed to apply the CSF in
the DWT domain, and the associated perceptual weighting func-
tion can be pre-calculated for each subband as shown in
Fig. 2(b). Therefore, the complexity of CSF implementation in CO-
COA becomes the coefficient multiplication from the look-up table.
This can be efficiently done in linear-time.

Regarding the complexity of NVF, #(y) and gamma function can
be pre-calculated by the look-up table when the shape parameter
is decided. (i, j) in Eq. (6) is determined by the local means and the
local variance which are related to the window size. The complex-
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Fig. 10. The visual quality comparison of close-ups for 7 x 7 median filtering attack for Lena, Baboon and F16 images. (a), (d) and (g) are close-ups of Fig. 5(a, d and g). (b), (e)
and (h) are watermarked images by the method [7] after filtering. (c), (f) and (i) are watermarked images by COCOA algorithm after filtering.

Table 4

PSNR summary of COCOA watermarked color images before and after JPEG2000 compression.

Image Logo pattern PSNR value (dB)

Method [7] COCOA method

Before After After (wm) Before After After (wm)
Lena NCTU 27.0 26.0 345 31.6 29.3 34.0
Baboon NCTU 271 23.0 26.1 30.2 241 26.5
F16 NCTU 28.8 27.8 34.6 31.6 29.7 344
Lena M 26.8 25.9 34.7 327 29.8 34.5
Baboon M 27.2 23.0 26.1 31.0 24.2 26.6
F16 1M 28.1 27.0 35.0 324 30.2 353

ity of local means and variance is O(2), when I (=2L + 1) is the win-
dow size. In this study, the window size for L =1 is 3 x 3. Besides,
the global variance is obtained for each wavelet subband, and there
are 15 subbands after 5 level wavelet decomposition. The total
amount of calculation approximately equals to the image size
(we can use static array to store the results). Thus, global variance
takes O(n?) computation and the overall time complexity for NVF is
no more than O(n?) (O(n?-I + n?) ~ O(n?)), since image width n is
much larger than L

From our simulation, the visible watermark embedding process
of COCOA under Intel Pentium 3.2G Hz, 1G RAM will need less than
0.5 seconds to complete for 512 x 512 testing images. In conclu-

sion, results from the mathematical analysis and simulation show
that the COCOA complexity is low and suitable for practical
applications.

5.2. The collaboration of visible and invisible watermarking for COCOA

Future research on COCOA will need to focus on the collabora-
tion of visible and invisible watermarking [4-6,31,32] which can
be used for content authentication and temper detection. The con-
tent authentication schemes which are based on digital water-
marking is classified as watermarking-based authentication
scheme [4,5,33]. The fragile and semi-fragile watermarks can be
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Fig. 11. The visual quality comparison of close-ups for JPEG2000 compression attack for Lena, Baboon and F16 images. (a), (d) and (g) are close-ups of Fig. 4(a, d and g). (b), (e)
and (h) are watermarked images by the method [7] after compression. (c), (f) and (i) are watermarked images by COCOA algorithm after compression.

embedded in the spatial domain or the transformed domain for
COCOA. However, the schemes that embed watermark in the trans-
formed domain offer a higher degree of robustness [1]. In [34], the
authors presented a fragile watermarking scheme for the authenti-
cating region of interest (ROI) of the image. The reference mask is
first obtained by Poisson matting, and the watermark is embedded
according to the reference mask which represents the region of
interest of the image. On the other hand, by utilizing the least sig-
nificant bit (LSB) of data, we find the schemes using the spatial do-
main are simpler than the ones using transform domain. Fragile
watermarking techniques [33] for content authentication are usu-
ally based on the concept of checksum produced by the secure
hash functions (e.g. MD5, SHA160) to verify the completeness of
an image. The approaches can detect and localize tampered region
correctly, but they treat admissible manipulations such as JPEG
compression and channel AWGN as malicious attacks. Therefore,
fragile watermarks are less practical than semi-fragile watermarks.

As for semi-fragile watermarking schemes [32,35,36], they have
been applied to verify the integrity of digital contents and tolerate
a certain degree of mild modifications. For example, Ding et al. [36]
propose a wavelet-based chaotic semi-fragile watermarking
scheme based on chaotic map and odd-even quantization. Their
scheme can detect and localize malicious attacks with the high
peak signal-to-noise ratio (PSNR), while allowing more JPEG com-

pression and channel additive white Gaussian noise (AWGN)
tolerance.

5.3. The study of watermark removal techniques

Even when the authors are essentially working on the water-
mark design studies, it is still fundamental to understand all the
possible techniques applied to remove the watermarks, such as im-
age-inpainting and ICA. Understanding how the removal tech-
niques will help the authors to design more robust watermarking
methods. We believe that the study of watermarking design and
watermark removal attacks make up an endless research cycle.
These research efforts will in the end benefit all consumers and
copyright owners in digital rights management (DRM).

5.4. The study of perceptual based image quality assessment for visible
watermarking

It is crucial and necessary to examine the objective criteria for
the evaluation of image quality for different visible watermark
techniques that are based on models of visual perception. HVS
quality measures generally need subjective quality scores based
on controlled environment like viewing distance and display reso-
lution. Although such studies are beyond the scope of our research
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Fig. 12. Recovering the COCOA watermarked images by using ICA based technique
[23]. (a) Watermarked Lena image with NCTU logo. (b) Recovered image of (a). (c)
Watermarked Lena image with IIM logo. (d) Recovered image of (c).

©

Fig. 13. Recovering the COCOA watermarked images by using ICA based technique
[23]. (a) Watermarked Baboon image with NCTU logo. (b) Recovered image of (a).
(c) Watermarked Baboon image with IIM logo. (d) Recovered image of (c).

here, this topic has attracted wide academic and industry studies.
For example, the near-threshold perceptual metrics [20,37-39]
have been developed over the last decade. Such metrics have
explicitly accounted for the Human Visual System sensitivity to

Fig. 14. Recovering the COCOA watermarked images by using ICA based technique
[23]. (a) Watermarked F16 image with NCTU logo. (b) Recovered image of (a). (c)
Watermarked F16 image with IIM logo. (d) Recovered image of (c).

Fig. 15. Recovering the watermarked images by using image-inpainting based
technique [22]. (a) COCOA watermarked Boat image with NCTU logo. (b) Recovered
image of (a). (c) COCOA watermarked Peppers image with NCTU logo. (d) Recovered
image of (c).

noise by estimating thresholds above which distortion is just-
noticeable, and can successfully account for the spatial and tempo-
ral frequency sensitivity of the eye, and the contrast and luminance
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masking. Another class of metrics that has received a lot of atten-
tion, recently, is that of the structural similarity metrics [40]. MSE
and traditional perceptual metrics are quite sensitive to spatial
shifts, intensity shifts, contrast changes, and scale changes. In con-
trast, the structural similarity SSIM [41-43] metrics model percep-
tion implicitly by taking into account the fact that the HVS is
adapted for extracting structural information (relative spatial
covariance) from images. In brief, the perceptual based image qual-
ity assessment for visible watermarking deserves further investiga-
tion as future studies.

In summary, the complexity of COCOA is rather low for practical
use. Those fragile or semi-fragile watermarking techniques can be
adopted in COCOA to create the content authentication and temper
detection tools. The understanding of watermark removal and im-
age recovery techniques will help the design of the watermarking
researches. In addition, the perceptual based image quality assess-
ment for visible watermarking is necessary for future studies.
However, in order to make the complete system secure, we believe
an effective and robust visible watermarking scheme is necessary
as the first priority for digital rights protection. Therefore, the vis-
ible watermarking scheme of COCOA proposed in this study has
proved its capability to resist the intentional attacks, its integration
with other methods could extend its usability and functional ver-
satility for practical use.

6. Conclusion

In this study, we have proposed a novel visible watermarking
technique based on the content and contrast aware approaches
with the consideration of a Human Visual System model called
COCOA. The intensity of the watermark in different regions of
the image depends on the underlying content of the image and
humans’ sensitivity to spatial frequencies. The collaboration of
CSF and NVF for the HVS model is leveraged with the noise reduc-
tion of the visibility thresholds for HVS in the DWT domain. The
perceptual weights are fine tuned for watermark embedding
which results significant improvement over the watermarked
images by the method solely based on CSF regarding the image
quality, translucence and robustness of the watermarking. After
the intensive performance comparison, the experimental results
demonstrate that COCOA technique not only provides the water-
marked images with high PSNR values and better image fidelity,
but also improves the robustness against various signal process-
ing and advanced watermark removal attacks. In conclusion, with
its robustness resisting attacks, the COCOA visible watermarking
provides an instant recognition of the copyrights of multimedia
data in a more active way. In addition, COCOA can even adopt
the fragile or semi-fragile watermarking techniques to create
the content authentication and temper detection applications,
which can extend its usability and functional versatility for
practical use.
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