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MalCatcher: Private and Network Data Leakage Behavior-Based

Malware Detection on Android

Student: Wei-Yung Hsieh Advisor: Wen-Guey Tzeng

Institute of Network Engineering
College of Computer Science
National Chiao Tung University

ABSTRACT

More and more people use smartphones in the world. People put more and more their
own personal private information into smartphones, so it is important to secure the mobile
system, especially Android. Due to the fact that Android is an open-source system, it is easier
to develop malwares-on Android. In recent years, the number of malwares is dramatically
increasing and evolving on Android. We need a effective approach to keep up the speed of
malwares’ changes. Inthis paper, we propose a new dynamic analysis scheme for malware
detection on Android, we monitor the app’s behaviors during its execution time and use these
behavior information to judge the app whether a malware or not. We also develop a system
called MalCatcher to implement.our scheme. We add logging function into the Android
system source code and compile the modified source code to a system image to build an
isolated and monitored environment for Android apps’ execution. Moreover, we have gained a
large number of truly malware and normal app to do our experiment and testify our scheme’s
effectiveness. Our result show that our scheme can detect malware efficiently.
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APPLICATION FPAMEWDHH‘

W irsdow

Plaragar Content Providers

Acthrity Mamger

Telephory
Fackage Manager H_."E'::.:”’

LIBRARIES ANDROID RUNTIME

Care Libraris

LINUY KERNEL

Camery Dyiver Blupreaeh Driver Eh:rerd- H r:-lﬂ-r:r.

LISE Diviver Krypad Driver Wik Driver

5 Android Z 428 E

& Android ™k Se¥ 5 5% 3 AR FA ALY P 487 content provider” g

!

FHEFF o Aol SlB S iU 7 £ - Content provider £ Android framewrok *
BHEARDT RS 0 L& #% Z3R APP i 22 g BT 3573 APP p 3Rehfi » ¥
® Android framework » # & 7 -/ API i ¥ APP it % i 50 APl 3B g ec H &

APP =53 content provider ® g A o

¥4t content provider 75 B~in% 4;-;;1,%&« A F ER - d AP TE T APP £
7 3 P-'E4 Tk fcontent provider * & MalCatcher & 27 ContentResolver. java
¢ eaquery() et — APL» #query()® 2 & 54— URIstring % B £z 4p % & <5 content
provider(4-:” content: //sms/inbox” ) » F]pt § APP i * 5 query()dp 4 ¥ 2 H ¢
g7 URI string # 2 & * J‘“ 2T AR h(de D~ 3 E) > B MalCatcher

§ M TR BT K o

¥oebg - 24 TR 2 02 content provider ki o A Hipa R TR

14



Android framework # i3 API ¥ 1 i3 Brigd B4 Tk 4o p w0 ¥~ IMEI ~ IMSI

% » % Jp %1% LocationManager ~ TelephonyManager ¥ 7 APl % 3 B~4p B T3 > 7]

P API AR AR YA T s SN R EEEE T o
3.3 Snort

Snort[15] ¥ — E gL 3te » ER R B AR 448 I8 osnort 7 L 44t ié —*‘Ff;!{
T eET (2 & H AR FAB)E LA TR R R N F AT AR FR
fhite ©oedT KEPER Y 0 1998 £ > Martin Roesch % 7 ¢ - 4 - R+ 2
TG H T o kIR B 0 ST #& K frule language 4 & 1 Rl FS A hig b T o

snort @ = i Sk rr e &0 Mt e~ % W P e 2. - [16] -

Snort 3 & &8 7 S F Linux F o 2 £ d 3 Android £ 552 PC 7 [ ehE_T 2
* 5 ARM % o F10t 2 Lo Snort Bac R hagE sk o g B R X T i
cross-compiling( &% F,:f]a’_,; 2R sl FjER-snort Sk 5 ARM 2 1 1 T AL (T AR A
PRI L k44 Android R4t e B 7 E o AREE 1R TR OIS
i e

Snort #_— signature-based =~ & W RIEcRE > F]p AP hEE 5 ¥ - Android
APP % % NetworkMonitor: & 74 5y % & 3BV A3 & i 44 350 > ¥ R
PR RS T S snort rule htR SN R A S - ER T orule ki R
B e 3N 11 2 base64 oS te N L FE R snort K At E s

BN g arE s T kAR k.

AP TR LR R

3.4 f # it iF

RSN EAES IS SIERESRTEE SE F NS A
B 6-10 % hpER > doir s B RS

ERBIA A EB B R R TR NG

W
)
*
'+

CEREREEAE R ER S R
R AT AR TR R

1?‘&3
N

(74250 38 Ad shell script #£8 @ & o
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B @iﬁ%“%ﬁWWQVKJWP%%#ﬁ@%m PP B
LI dnE R X APP RGFRRZ S0 hp B BeT kTl
B AT T - B APP BT REFTG APP X2 e R TG
Borl R RS IR DT IMEY lpE FHRAGEF TR0 AT E R

AP AR F - A SRR RN BT kR

e

F A8 4G hT kT mﬁgﬂjfﬁﬁé—éa’4—@a e
APP HFH R T3 B4 o cREFRR w7 5 - Bentry ¥ 4 F- &=

hiz 5o B9 oentry e R A F - 7 ?;ﬂﬁﬂﬁﬁ%ﬁmaﬁ’%m%T

3,0,0,0,13,0,1,9,0,0,1,0,2,0,0,0

_.,.x.—

o B RAF- APPRAGFREL O 5 AR 7ok B3R % - B entry
RAFUE MR FIPFDAE S - B entry A FEREEH TG L 0 PP

Fr- APP AHEYR Gl MRS 350 =2 0 BEP T B =ikl R

£ Sl AR S LA
B b= BARAZY 2T F SR EOM G AP L
=g

‘4‘»

#- APP RE T 2 BT AER Zw E 2 (o
€

Il
2
S
D2
kT

% training set 1/ % testing set® B4 % o

?WEﬁgﬁﬁﬁ§@§%$5$ﬁ%.Lw’ﬁTiﬁwﬁﬁﬁégﬁﬁﬁ
# 5 Weka[l7] ¥ £ % = ARFF(Attribute-Relation File Format) #% % % ;% -
Weka(Waikato Environment for Knowledge Analysis) ¥ - & JAVAZ 3 “r#E B m =
- S EEY S 47 4§k 0 d & F §F <0 University of Waikato B3 & = - A g dd
ﬂﬁkﬁé’%?ﬁﬁﬁﬁ?ﬁﬁkifiﬁ%%%%*%éBﬁﬁﬁﬁﬁéé

AR W [18] 0 A A BB ¢ o AP * Weka - HRER T RS Y FE 2
Ko7 e F Stk Mg 0 FILAPEDR T - CHFE S AN RBEA P S 3w

Bl AR S ARFF RN A% 102 (8 3~ Weka :2 7 4 47 o
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T~ kLR IF

N

ek A P R LZ T A Pl 3 e Android f SR 4 R E #
TR BT 5 0 dofe dosnort R 4545 R S Android £ 8 53 7 ek

S

*o R FaE N e F LU E £ 0 B4 Weka 7 2% 2 ARFF H %

4.1 Android x /B 4588 13 it

~

At - ol g s A e (R e @ e Android 5 SLRASAB ¢ e 2 AP

=
FIEB e dr s N R dofe B0 5iE 3 roar Android i St 4o AE iR (7 i o
B A% A & Ubuntu 64bit % SeTk B P 2 KE g R

sudo apt-get install git-core gnupg flex bison gperf libsdl-dev libesd(-dev
libwxgtk2. 6-dev build-essential zip curl libncursesb-dev zliblg-dev valgrind
lib32readline-gplv2-dev gcc-multilib g++-multilib libc6-dev-i386 lib32ncursesb-dev

1a32-libs x11proto-core-dev libx11-dev lib32z-dev pngcrush schedtool

2 fsw Il —‘ﬁ?'\ﬂ Ged BaE - 257 binT Al BodkT AREFT R4S R
4= % Android R 445

curl https://dl-ssl. google. com/dl/googlesource/git-repo/repo > ~/bin/repo

chmod a+x ~/bin/repo
#2 - Pk gt Android” F B B|E P A5 T 0P e

mkdir Android
cd Android

B 4 % Android i 4e#5

repo init —u git://github. com/CyanogenMod/android. git b ics
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repo sync
TR A (AP T & Android R 45 i (7 02 e o

ndroid & 4o5 ¢ 0 Vi A & -4 frameworks P &R T 45 0 A R —"Ff XS

2

A
FAFEE LR R » s B ¢ et e N e T B 6 R T

1 public String getAppName (int pid)

2 H
3 String name="";
4 StringBuffer out = new StringBuffer():
3 try
& [ {
7 Process exec=Runtime.getRuntime().exec("p=");
8 exec.waitFor():
] BufferedReader stdout = new BufferedReader (new InputStreamBeader(exec.getInputStream(}});
10 String line="";
11 int read,flag=0;
12 char buf[] = new char| 1:
13 while((line=stdout.readLine()) !=null)
14 [H {
15 if(flag!=0)
16 [ {
17 String[] ps=line.splitc(" +"}:
18 if(Integer.parselnt (ps[l]})=pid)
15 name=ps[ps.length-1];
20 B }
21 else
22 flag=1:
23 [ }
24 System.out.print {out.toString()):
25 T }
26 catch(Exception e)
27 H {
28 }
28 return name;

6 getAppName =i 1A

d % Android p & e AP R a3 B~ 3 APP 34 {7 #p B &0 process id(pid) 12 2 user
id(uid) » 5 7 EA PR R Este Fenfm 5 T ST e F 3 B-@ APP
PR P2 ﬁké’\éﬁs@ Linux 45 47 ps” P~ ¢ # Android } 3¢ §4{7 ¢ 1y
FRFE o B e 3 opid 2 AR AR AL FIMAPEES- s AR
F7]4 32 4% APl B~18 chpid 45 21 4p s APP 24 o

18



1 public void FeatureLog{int uid,int pid,S5tring m=g)

2 B

3 if (uide=10000)

4 return;

5 String result="";

& String script="":

T Time t = new Time ("GHT+2"});

8 String pakName = getAppName (pid):

9 t.zetTolNow () ;

10 String time =Integer.toString(t.year);

11 time=time+"-"+Integer.toString(t.month)+"-"+Integer.toString(t.monthDay)
12 +" "+Integer.toString(t.hour}+":"+Integer.toString(t.minute)+"/";

13 result = time+pakllame+" ("4+pid+”) ")

14 result = result+": "+msg;

1LE Calendar now = Calendar.getInstance();

16 StringBuffer output = new StringBuffer():

17 try

18 H {

19 Process exec = Runtime.getRuntime().exec("=su");
20 CutputStreamiiriter out = new CutputStreamWriter (exec.getOutputStream())
21 out.write("echo “""4result+"\" >»/data/logoing/ "+pakName+".cxci\n") ;
22 Log.v({Integer.toString (pid) , "echo \""+resulc+"\" »>>/d /logging/"+pakName+" . cxc\n") ;
AE out.flush() :
24 out.write("chmod 666 "+"/data/logging/"+paklame+".txt'\n");
25 out.flush(};
26 out.write("exit\n");
27 J/out.closel);
28 B }
29 catch(Exception e)

30 H {

31 r }

S ]

7 FeatureLog PR\ R A6HE
B OAPP LA NS F ek F R AR s Tt A
Android p 22 &0 API B~ {7 K SepE [ s se e Tl ¢ A P Mt - 2e kB 3 gt APP
LR Lend R (RS Pk ¢ B~ T /data/logging/APP £ AL txt ¢ ) e d T
Android i 5@ uid 3 10000 2 T enE R4 ksipiEsRRE > NP A R EpaE R AR

~

FAREH = 3 APP s AR A AP T AT o
e X WT BAE G i R4S 0 AR R S

source build/envsetup. sh

lunch full-eng

(e AR R R R CE S
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make - j4

S = = 16 AV T 1 out/target/product/generic B 4 & T A1 * S iF 4 i
system. img ~ userdata. img ~ ramdisk. img = B #h % ¥ ~ HE BiE 2 AP R cdFn

Android & #7385 -

4.2 Snort Cross-compiling

7R A 2t Ubuntu PC ™ i {7 o snort 44 4 3] Android i @ 3% 17 k¥
BAAPE it £F 77 R RAGRE 0 AP EF snort R R R 44
72 R HiF(cross compiling)[19] % #- snort 3%~ Android ¥ 123 {7 & ARM 5%
Ao fip— o) #P ANP € S im f2 4o e M- snort e 4B % Android ¥ 4 7 en

WA

%7 A Linux PC & SIE3RIE (7 2 R Hi¥o 5 A /£ 2:Codesourcery F 4
1% sourcery g+t Lite »* — 2 R Sng¥A N 3 ¥ K TIRB RHCR ey s @ B R Reh

Facdp 4 0 2TV BAe TR e

F R A Rk K- snort A2 58 47 F i libraries » 4% 2 2 gt & Android i st W
% * g Ao mosnort i & 0 libraries 5 libpcap ~libpere~libdag - libdnet~zlib~ncurses >

& i library 12 % snort F e7® P H Rdasg o T k¢ - - R 4o $ip Lt libraries
T2 x Yo

[. Libpcap
B A%t Ubuntu PC k 527k 3 % 5 flex 12 2 bison %
sudo apt-get install flex bison
2_1s ¥ ¥t libpcap R 4045 38 (73K TihiF Sk

CC=arm-none-linux-gnueabi-gcc . /configure —-host=arm-linux

——prefix=/your/target/directory ——-with-pcap=linux LDFLAGS="-static"

20



I1.

[TI.

IV.

He” —prefix” F7m A& FhFx L hlibrary chs e p &% 0 % T

o

Bt o B e R Bl

make & make install

Libpcre

HH R Ao T SR

CC=arm-none-linux-gnueabi-gcc . /configure —-host=arm-linux
——prefix=/your/target/directory LDFLAGS="-static"

CXX=arm-none-linux-gnueabi-g++

make & make install
Libdag
HH R Aodh (5 28k T

CC=arm-none-linux-gnueabi-gcc . /configure —— prefix=/your/target/directory
—-with-libpcap-includes=snort’ s directory/out/include —-with-libpcap-libraries=

snort’ s directory /out/lib ——host=arm-linux LDFLAGS="-static" ——-enable-static

g

ETR>{SEFTIR
make & make install
Libdnet

HH R A8 T SR T

CC=arm-none-linux-gnueabi-gcc . /configure —-host=arm-linux
——prefix=/your/target/directory -—with-libpcap-libraries=snort’ s

directory/out/lib/ LDFLAGS=" -static” CXX=arm-none-linux-gnueabi-g++

21



make & make install
Zlib
HH R Ao fg (7 ¥ Sk T

CC=arm-none-linux-gnueabi-gcc . /configure ——prefix=/your/target/directory -

static

NS EFRIR S

g

B
make & make install
Ncurses

HE B8 I S ek T

CC=arm-none-linux-gnueabi-gcc AR=arm-none-linux—-gnueabi-ar
CXX=arm-none-linux-gnueabi-g++ . /configure ——host=arm-linux
—-target=arm-linux --prefix=/CrossCompile = £ 2_ p &

/arm-none-linux-gnueabi/libc/usr

XEEEFIR B

g

e
make & make install
bt enlibraries 2 % S A (5 * T 4y £ $Fsnort i 44 18 7 SRR 2

CC=arm-none-linux-gnueabi-gcc AR=arm-none-linux-gnueabi-ar
RANLIB=arm-none-linux-gnueabi-ranlib . /configure —-host=arm-linux
——prefix=/your/target/directory LDFLAGS="-static"
CXX=arm-none-linux-gnueabi-g++ —-with-libpcap-libraries=snort’ s
directory/out/lib ——with-libpcre-libraries= snort’ s directory /out/lib

—-with-dag-libraries= snort’ s directory /out/lib ——with-dnet-libraries= snort’ s

22



directory /out/lib ——with-

)

mysql-libraries= snort’ s directory /out/lib ——with-libpcre-includes= snort’ s

directory /out/include —-with-dag-includes= snort’ s directory /out/include

—-with-dnet-includes= snort’ s directory /out/include

AR (8 B ECHRIR” snort 12 P 4%/src/Makefile” #) % #-

LINK = $(LIBTOOL ) --tag=CC $(AM_LIBTOOLFLAGS) $(LIBTOOLFLAGS)

——mode=link $(CCLD) $(AM_CFLAGS) $(CFLAGS) $(AM_LDFLAGS) \

$(LDFLAGS) -0 $@

PR

INK = $§(LIBTOOL) --tag=CC $(AM_LIBTOOLFLAGS) $(LIBTOOLFLAGS)

--mode=link $(CCLD) $(AM_CFLAGS) $(CFLAGS) $(AM_LDFLAGS) \

$(LDFLAGS) -all-static -0 $@

A
%
i

ARG 2 BT R it
make & make install

R 2 S A P B F A Android i e T asnort # A 0 2
fo Vi ® & Android & St P Eir R4t RS APPH T R RS TABIA

s s— ¥
(T & ©°

i
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4.3 p & i FAR

RS SRS S S ANER SRR AL & R
FPEREEG FIPLAPTAERT R R RF AP - L H S A
T pdoitfe /i 84 5 - <3040 > 3 & F 1 shellscriptEB @ = » &% — A F
APP % — H A {ERBH T ¥ BT 4 5 assf¥ 2 Ubuntu PC 2% 0 %
RN MR T T L el (TR EER L BT Y B9 A5 training

set {v testing set & B 4§ % -

hE e pd iRl ARAPES APP e r R ER ALY DA 75
HEEALY 0 R E aihE ARY BE - B R R s R LT R 2
0 Linux s i & FHETUE ST Gl T LB B AP B R P i B Al
YfBAE S 0 FlE AN P E B R kS AT e B hE ATH A
5L 1 1 AR 53 11 % super user BRI Al &k SLeniz m R A iR

Bk oo AL A F R fads snort B he B IRt E o

adb shell mount -0 rw, remount -t yaffs2 /dev/block/mtdblock0
adb shell chmod 777 /system

adb shell "cat /system/bin/sh > /system/bin/su"

adb shell chmod 5677 /system/bin/su

adb shell /data/snort/snort -I /sdcard/snort_log -c /sdcard/snort. conf &

BT RN TF“%}L? R AR - o0 APP B N R R T Ao M AR
A A1* Android i stp 2 dh- e dg £ 7 monkey” ki S tdp £ W A 2 AEBR
X~ % & K ELAPP 53 8 ¢

monkey -p [package name] -s [seed value] —-throttle [delay time] 100

”

#o7 —p” A iy L& 72 APP 1 package éﬁ;”’ - EIEE %k
dp L monkey 4p £ & 4§ gl ~ pFenseed B0 F L § 4p LRI £ R T 0 5 seed
@ » 7 ——throttle” % %% %.& — lﬁ;ﬁ;?J)\Zi E2 R IRpER o PFRE - 4 %‘fl’/
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(milliseconds) » & {6 e & L ieft (71842 TRy » 0% B o

FRA G e & APP o~ HOE B 72 m B gt APP ¢ package ¥ i
7 monkey” dp 4 Ui R 24P ]* 9 aapt 1 & ¢ 427 dump” d4p 4 k- APP

1 APK 4 @ eoip B e sU e ok o
aapt dump badging [filename ]

#4777 monkey” 45 4 ¢ Android & st & A #+ 34 M- private data leakage

operation 12 2 network leakage operation zz4%7 % o

Fo A B AT AE L TR L R RS TN F LA PR
FA s konFateio £ diiand & hr s k> T H §4cH 9

A W] G AV 2s 4T Kenprivate data leakage operation = network leakage operation

£% 2.

CEa Y

2013-0-16 5:30/com.amazon.kindle (1217): READ IMEI

2013-0-16 5:30/com.amazon.kindle (1217): READ phone number
2013-0-16 5:30/com.amazon.kindle (1217): READ 5IM serial number
2013-0-16 5:30/com.amazon.kindle (1217) : READ SubscriberIq

(WU S

8 private data leakage operation =g &% &iff]

[#*] [1:1003031:0] IMET [*¥]

[Priority: O]

01/23-01:36:58.659776 10.0.2.15:5555 —-> 10.0.2.2:36649

PECTC:006 TTL:64 TOS5:0x0 ID:8671 IpLen:20 DgmLen:174 DF

AEALPRA%* Deqg: O0x54D1208S | Ack: O0x2BA01& Win: O0xFFFF TcpLen: 20

W Ly R

1 & Ln

[#%] [1:1003030:0] ISO [*=*]

[Priority: 0]

1C 01/23-01:36:58.659776 10.0.2.15:5555 —-> 10.0.2.2:36649

PROTC: 006 TTL:64 TOS5:0x0 ID:82671 IpLlen:20 DgmLen:174 DF

REERLpPee® Deg: OxS54D1Z2089 Ack: 0xZBAD01E6 Win: OxFFFF TcpLen: 20

5L Cn

I
[TV S T

14 [#%] [1:1003031:0] IMST [*%]

[Priority: 0]

01/23-01:36:58.673867 10.0.2.15:5555 —->» 10.0.2.2:36649

1 PROTC: 006 TTL:64 TOS5:0x0 ID:82674 IpLlen:20 DgmLen:268 DF

18 AEERLPee® Deg: 0x54D12172 Ack: O0XZBAOSE Win: OxFFFF TcpLen: 20

(e

9 network leakage operation L% &3]

25



B SR A T L BIE - 207 S ek S0G BAET T GRA P A 0 APP
RETRPRET R BETAIASLLRIE C FJNE LR B g AR T
PArk A RE R BRI LRRA 2 DY PN EEE S T

?ﬁiﬁjﬁ' % \Weka & *

& MalCatcher # st 4]® 7 - £ 48 B8 ¥ A 4504 F o4 Weka® % et 2t
3" 5% MalCatcher & H #%73 B PIE R AL NG 4 A A F &9 A ¢ T imp R4

1% Weka $2% AT DenF e 74455 ¢ BIHRE L AR | Era 4 o

=

FE A1 Weka ok 4 fr st o ook A G R 1 AL 4 ¢ Weka i %X
xRN ;f&;{ARFF(Attribute—Relation File Format) 4 & 4% 3% » 4= 514 H] 6
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Py

#E Weka

it

“@RELATION” &7 B % k&7 fgt -
LR i L%
SIS
bttt

P

[ TS I &

G G G G G G Cd (G RY R ORD ORY ORD ORI ORY ORI ORI ORY
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L T I 1 1 & LN s

(WU % I ]

i 1 ]
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[T % T T RV O 1 &
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2243
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ERELATION priwvate

BATTRIBUTE
BATTRIBUTE
RATTRIBUTE
BLATTRIBUTE
BRARTTRIBUTE
RATTRIBUTE
EATTRIBUTE
RATTRIBUTE
BLATTRIBUTE
BRATTRIBUTE
RATTRIBUTE
BLATTRIBUTE
BRARTTRIBUTE
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RATTRIBUTE
BLATTRIBUTE
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[ I % S T % T % T ' I T ' T % Y i T ' Y T o O o B L I %
L L

[ T e T T e T e T o o o Y o Y o Y e O o I o

-

ACCESS_LOCATION NUMERTIC
CONTACT NET NUMERIC
CONTACT READ NUMERIC

IMET MET NUMERIC

IMEI READ NUMERIC
IMSI_NET NUMERIQ

IMSI READ NUMERIC

IS0 NET NUMERIC

150 READ NUMERTC
PHONE_NUMEER NET NUMERIC
PHONE_NUMBER READ NUMERIC
SIM NET NUMERIC

SIM READ NUMERIC

SMS NET NUMERTC

SMS READ NUMERIC

SMS SEND NUMERIC

class {MALWARE, NORMAL}
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MALWARE
,0,0 i,0,1,0,0,0,MALWARE
o,0,1,0,1,0,0,0, MALWARE
2,0,0,1,0,1,0,0,0, MALHARE

s 0w
s
[ ]

-

JoWowm oW ok b R Lo o R

-
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-
[T % T O % T % T ' T o T ' T % T e Y ' Y o Y e O e B % I %
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i mwSd o O m ;o kK, D
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r

Bl 10 ARFF £l

7" @ATTRIBUTE SMS_NET

= »

se

48 = 27
H

o

W 7

&%

"

PRBIF/IND DEF L TR

B

Ao g nl A R BUE BRI E R AR char 4o

jj‘},;

%ﬁ’ﬁﬁvwmﬁﬁﬂgﬁﬁi@

1enkk o7 @ATTRITUBE”

)

B~z A 4T
£ MalCatcher

L
i

7]
@ATTRIBUTE class

[EIR e ,Fa%‘g"

L2

N

E1

A B 10 ¢ & 19 =7
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”

-

{MALWARE, NORMAL}” » 24 7 - 38 £ 37 class” /g a = gt il en

e
T R

=3

|

£ MALWARE” # £ NORMAL" 575 B12ab i 2 3% Weka & £ F 2
Botom— du e s 0 T MALWARE” %7 £ B> E 425 -7 NORMAL™ 4 7

ER ¥ APP-” @DATA” 23F Bit4 57 7 tip— Bira thenv 3 43 L4 A

>

e

B 5
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|

FA W 10 560 &% 21 77 @DATA” 11T hE - (32

4
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XN

B AT NFAL -

BT R L Weka VRS AT B L 6 BT KT Weka BT
Weka & #7eh3 #2538 ¥ 9 % 2 5 5 7 5 i¢ % Weka ¢ " LibSVM” & 5% » &

http: //www, csie, ntu. edu, tw/~cjlin/libsvm/ } — % x5 = i‘ d % = 3 iF —‘ﬁ #3

LibSVM R g4 1 3R 5 0 2.8 #-H @ efalibsym. jar 2 2 wisvm, jar 47 % 3] Weka %

P AT o At e F A2 and BB Weka % 2B 47 7 RunWeka. ini” #-

cmd_default=javaw -Dfile. encoding=#fileEncoding# -Xmx#maxheap# #javaOpts#

—classpath " #wekajar#; #cp#" #mainclass#
EEoN

cmd_default=javaw -Dfile. encoding=#fileEncoding# -Xmx#maxheap# -classpath

" #wekajar# ; wisvm. jar;libsvm. jar;#cp#" #mainclass3"
215 E %

cmd_console=cmd. exe /K start cmd. exe /K "java -Dfile. encoding=#fileEncoding#

-Xmx#maxheap# -classpath "#wekajar#;#cp#" #mainclasst"
PR oN

cmd_console=cmd. exe /K start cmd. exe /K "java -Dfile. encoding=#fileEncoding#

-Xmx#maxheap# -classpath "#wekajar#;wlsvm. jar;libsvm. jar;#cp#" #mainclass# "

%= = 2_ {$ % 1§ RunWeka. bat 2% 7 Weka #z.;% & » 25" Exploer” £ M1 &
o 4eT @B 11 % Open file---” E38 k:EH B & * L' MalCatcher e ARFF

Bl RSB IT WL NSRS T A e BRI R
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T ERT M- Bhe- BEMY kiR APT BT S L H A
20 FRPEFPPE B BT kBB 2 EAS D Classify” 6 o 4o
B 12- At - Fo? APEduflr Weka A28 % Beh 2 7 RS BE Y w502 &
A 47 o~ en A 2 i MalCatcher i B & & 42.5% evit 4 > 35 i Classifer = ¢7" Choose”
o REFRERY DR ERR I BT EEF G0l SRR E D 2
B - SRR T R EAF 2 G T Y ek > & * 1 Cross-validation
ERH? BEERE 10 EF 222 77 EE Start” E k4T FTHIR
MalCatcher » $#{ Fene % € 8w d o - Bl 27 » PRE XA PF 0 F
#8” Supplied test set” iF w % iE % testing set 45 % » 2 S LT 2 HURE ¢ FRAR Y
Bevug s e L 4T ¥ 37 Re-evaluate model on current test set” % %t testing
set FALE T AR FHREREERT AL R ¥ o

"G Weka Explorer v a4 WY Wwewe ; EENEER™)

Preprocess | Classify | Cluster | Associate | Select attributes | Visvalize |

[ Openfile. || OpenURL.. || OpenDB. |[ Generate. | Undo Edit... ] [ Sawe... |
Filter
G e
Current relation Selected athbute
Relation: private Mame: ACCESS_LOCATION Tupe: Numeric
Instances: 826 Attributes: 17 Missing: 0 (0%) Distinct: 13 Tnigue: 5 (1%
Attribtes Statistic Value |
Al ] [ Hone ] [ Invert ] [ Pattern Mnmwm o
Macimum 348
Mean 0.az7
Etd Dew 12.165
i FA CLTION -
2 |CONTACT WET B
A[CJCONTACT _EELD
4| |IMEI_NET 2 .
5[|ItEI_READ Clazs: class Mom) - Visvalize ALl
6| |IMST_NET = [ )
T |IMAI_READ
B[ |I30_NET
Q[ |20_RELD
10| [PHONE_NUMBEER_HET |
11| |FHONE_WNUMEEE_REALD
12| [SIM_WET
13| [¥IM_EELD -
Remove
r T 1
o 174 348

Statoz

QK Log ‘W =0

11 Weka 2=, Preprocess Z A
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Preprocess | Classify | Clusberl B ssociate I Select attributesl W iznalize

[ Choose ]|LibSVM SE0-E2-DE-GOD-REO0-NO5-MA00-C10-E0001 -PO.1 -seed 1

Test options Claszifier ontput
() Use training set Correctly Classified Instances
Incorrectly Classified Instances
@ Supplied tect set et Happa statistic
() Crosswvalidation Folds |10 Mean absaclute error
. Root mean sguared error
o) BT e @ |8 Relatiwve absclute error
[ More options... ] Root relative sguared error
Total Humber of Instances
(Nom) class - l .
=== Detailed Accuracy By Class ===
[ Start | [ Stop ]
TF Rate FF Rate
Eesult list {right-click for optionsz) 0.891 0.068
0.932 0.10%9
Wiew in main window . 0.912 0.088

“iew in separate window
Save result buffer
Delete result buffer

n Matrix
classified as
MRALWARE
HORMAT.

w

Load model
Save model
Re-ewvaluate model an current test set |

753
T3
0.8232
0.0884
0.2973
17.6754 %
59.4562 %
826
Frecision Recall
0.92%9 0.891
0.895 0.932
0.912 0.312

Wisualize classifier errors

g

91.16822 %
8.8378 %

F-Measure
0.51
0.913
0.912

ROC Aree
0.912
0.912
0.912

Btatus Vi lize t
oK isualize tree
“isualize margin curve
— Visualize threshold curve »
Cost/Benefit analysis 3
Visualize cost curve 3
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AR R HRDD G fpd ¢ B eedh Android kS R ARERE L MR XK
snort i3t T Frackl A fER B ¢ 7 APP &k iedk APP 2 {7 ¥ I private data leakage
operation 2 % network leakage operation 4 {7k ;% » ¥ ¥ rzipi Tk 2 X[ ¥ APP A%
A EAAEN L F 0T |ker Burguera % e Crowdroid[11] = /£ % +* & MalCatcher

2 % Crowdroid # —“‘Ff R ST ET R o

hipF oY o d D0 1260 BEF HE RS0 E 825 B W APP k% A iE
R % 0 2% B # Yajin Zhou, Xuxian Jiang # &7 ER AR U EZ B EC[13]#® ET &

BN AT ER D IAOBESY gL KL BERFABET Y L2 ¢
R S X SRR RS R EL o

AT HRRB AL 2 G2 BI%A 0 Android i E =4 ~ Linux =3 ~ Windows =3 >

5. 1.1 Android #i-#t B3

hA=F e % 7 Android 4. 0. 3 CyanogenMod % Suik & > I ¥ 12k
HRbomie » 1 p T & edr SN0 2 A ¥ 7 osnort %k is4k private data

leakage operation 12 %2 network leakage operation - ;¥:imicékicr | o

¥-2g od A s §igpFid) Crowdroid e 2 > Flp e &R T
APP R {7 8 B ehsystem call 4 75k i 2 P A H B 2 B AF{I* 7 - Linux 4p

£ 7 strace” [20] &k & 7 7 4% system call 3% 7, ;= » Android ,% s ? = system
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call #2%f & Android % 2Lk +4~#5 ¥ < bionic/libc/SYSCALLS. TXT 3

Rimp e
?\‘A o
5. 1.2 Linux
% PC 2%V 7 Ubuntu 12. 04 64bits < Linux % sts% ~ > CPU % Intel

JDKT ~ C/C++ ~ Android

SRR R R

aH & 245 Java

SDK 12 2 Eclipse % 1 & » # Linux % st} &hi & 1

#-APP H o~ fHg E ¢ H FirisdF B Rl SR

5.1.3 Windows =3

¥ - PCF Az WindowsT? 64bits <o Windows i suix & » =3

% B 37 Weka 5 B3 A 47§08l o o Windows =5 b fc 3 B 1 (F 5 e B4
2 s WS ARFF % o5t e s

FaAh S~ Weka ¥ £ A BH ¥ vk

T‘l"'

ln

2

o

N

7

0.2 FHBEBREER

F L ¥ Ubuntu ¢ $[21] ™ ¢ Ubuntul2. 04 64bits ) st4x & ek 2 pk i &

SO BT KRR EBPR AL AEE Java B

B 4
SN

5% 0 & http: //www, duinsoft. nl/pkg ¢

— Hezhde »~ Ubuntu £ 2 %R

sudo sh —c "echo ’deb http://www. duinsoft. nl/pkg debs all

>
/etc/apt/sources. list"

%ﬁk > Ubuntu & & 3 ,Ez 3+ H

sudo apt-get update

sudo apt-key adv --keyserver keys.gnupg.net --recv-keys 5CB26B26
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sudo apt-get update

FR4GaZ-4E Java JDK 7

sudo apt-get install

update-sun-jre

CE Java JDK 7 H [ ERER

sudo mkdir -p /usr/lib/jvm/

sudo cp -R /usr/local/jdk1.7.0* /usr/lib/jvm/

~

FE

o« kg * 7 Java JDK 7

sudo update-alternatives ——install /usr/bin/javac javac

/usr/lib/jvm/jdk1

.7.0_07/bin/javac 1

sudo update-alternatives ——install /usr/bin/java java

/usr/lib/jvm/jdk1

.7.0_07/bin/java 1

#7T k3 Android F #[22]™ §* Android SDK

i Developers -

Training APl Guides

Developer Tools
pownload 2

Setting Up the ADT
Bundle

Setting Up an
Existing IDE

Exploring the S0K

Download the NDK
Workflow

Tools Help
Revisions

EXtras

Samples

ADK

Deszign Develop Diztribute Q.

Reference Tool: Google Services

Get the Android SDK

The aAndroid S0DK provides yvou the ARl libraries and
developer tools necessary to build, teat, and debug
apps for android

If youre a new Android developer. we recommeand you
download the ADT Bundle to guickly start developing
apps It includes the essential Android 20K
components and a version of the Eclip=e IDE with

built-in ADT (Android Developer Tools) Lo streamline
your Android app development

With a single download, the ADT Bundie includes

everything you need to begin develaping apps Download the SDK
Eclipse + ADT plugin ADT Bundle for wWindows

-
= Android SDIK Tools
-
-

Android Platform-toals
The latest Android platform
& The latest Android system image for the emulatar

If you prefer to use an existing version of Eclipse or another IDE. you can instead take a more customized approach to
inatalling the Android SDiK. See the following instructions

USE AN EXISTING IDE
~ SYSTEM REQUIREMENTS
DOWMNLOAD FOR OTHER PLATFORMS

Download

+d, this content is licensed under Creative Commons Attribution 2.5 For details and restricti e the Content License

Absout Android | Legal | Suppert

13 Android SDK ‘E 49 T &k B3 [22])
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TR RRAL R Y H R B0 LSBT Y F R SR T h, bashre 3% R
R

gedit ~/. bashrc

FhE Bfs e~

o

export PATH=$PATH: ~/ adt-bundle-linux-x86_64/sdk/tools: ~/
adt-bundle-linux-x86_64/sdk/platform-tools

oM P AR BER BB T 54 4 B Android sdk B 324 & (4R 14)

android sdk

2

7 3T 44 % Android4. 0. 3 & T 5 oAp B A R

Android SDK Manager

SDK Path:
Packages
B Mame API Rev.  Sktatus
v & [ Tools Revision currently installed
1 Android SDK Tools 20.0.3 | ¥ Update available: rev. 21.1
" Android SDK Platform-tools 14 4 Update available: rev. 16.0.2
¥ & [z Android 4.2.2 (AP117)
=] Documentation for Android SDK 17 2 % Notinstalled
W SDK Platform 17 2 % Notinstalled
& Samples for SDK 17 1 ¥ Notinstalled
¥ ARM EABI v7a System Image 17 2 % Notinstalled
# Intel x86 Atom System Image 17 1 % Notinstalled
% Mips System Image 17 1 4 Notinstalled
it Gooale APIS 17 2 & Notinstalled
show: [ Updates/New [ Installed [ | Obsolete Select New or Updates |Install 1«
Sortby: @ API level | Repository Deselect All | Delete 6
. m =
Done loading packages. B

14 Android SDK %5
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Rz Android ## F 3 324 & (4o 15)
android avd

F73 - Android4. 0.3 & St k2 HORE R E A AT &Y L testemu

e

Android Virtual Device Manager

Tools
List of existing Android Virtual Devices located at /home/dc/.android/avd

AVD Name Target Name Platform API Level CPU/ABI | New... |

AndroidTest  Android 4.0.3 ARM (armeabi-v7:
~ testemu Android 4.0.3 4.0.3 15 ARM (armeabi-vTi l
| Delete... |

Edit... |

| Details... |

| Skart... |

| Refresh |

~ Avalid Android Virtual Device. k] A repairable Android Virtual Device.
® An Android Virtual Device that Failed ko load. Click 'Details' to see the error.

15 Android fifE 2845 B 1) T

o B EN U Z A AR AR Y F DY o H e AR 4T

HE/PELH e

autotest. sh po# it = - samples ¥ #73 en
Malware APP — i B @& B 3 % » i
BEYHRAE
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autotest_normal. sh

B # it 3 3 Normal_APP # #77%
normal app — B T i& & & &~ #85%

O

samples T B AR R A

Normal_APP FRATs & F APP kR &

CyanogenMod F %13 i 18 e Android system
images

SysVector 2sdr T &k e APP 24 7 system call

7IUE I A vector

PrivateGen H#zedxT ko1 APP 4 {7 private data
leakage operations 32 = vecotr

PrivArffTrans #- Private data leakage operations
vector list 2 #& & Weka + %  arff
B R 2

ArffTrans #- System call vecotor list & 4% =
Weka ¥ 3 v arff 4% 3¢

snort # 7 Android F 3% 7 s snort 34 7 4%

snort. conf Snort rule & =A%
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NetworkMonitor. apk A 4 3w snort rule 4% <7 APP

% 2 MalCatcher H &AM 2251 B157 A

AT A - PETH A BEXEET Y 75| CyanogenMod P 444 & #4
=T P 4 j\;‘%'d © &g e en Android i Supr o KRB kR B

emulator —avd testemu -system system. img —data userdata. img -ramdisk ramdisk. img

&

7T A4 £ k&~ Android H-# F 0 command console i ® oz =
H

/data/logging/snort r % /sdcard/snort log # 37 /sdcard/rules = B p & - 4

|

/data/logging/snort E_%* 3k #% & -snort 4 {7 £ =0k = » /sdcard/snort_log 3¢ 2. & snort

iR E e T AR hiE o /sdeard/
adb shell

mkdir /data/logging/snort

mkdir /sdcard/snort_log

mkdir /sdcard/rules

% % & 4 snort rule < APP: NetworkMonitor. apk
adb install NetworkMonitor. apk

#-snort 4 7 4% snort 12 % snort 2% Z_fF snort, conf £ %] ~ #EE B ¢ ch/data/snort

r % /sdcard P #+¢ o I 2 E-snort gLz s TTT

adb push snort /data/logging/snort/snort

adb push snort. conf /sdcard/snort. conf

adb shell chmod 777 /data/snort

e (THCEEL BH 7 NetworkMonitor APP » Bh:E 3% 2P| k G Bfifn B Y ¢ # J‘Fﬁp i
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|

ERFALT Y A A A osnort rules > F & 4B 16 o

BEENRE Bty @) 1513 2 Weivung %

{£FAFREA . docx

5554:testemu

E NetworkMonitor

SRAERAY

E4Efsnort

EiRAsnort

BB Esnort

16 NetworkMonitor 1 [&j

A P AHBTT RAFROFHRELSZT RS 2 87 {7 autotest_normal. sh
Binpdriv e 0§ APP B BH 72 «‘g{ F {7 autotest. sh B 4 p #+ (v 35 H »
ERAENE S FRERG -

0.3 T &+

A
=l

7 2% ¢ 25 B3t Yajin Zhou, Xuxian Jiang[ 1213 < € hE R BN

big
Fi £ [13 % w4« Behr ¥ APP i+ kiR % o

AILE

I ¥ APP 1345 Google Play %+ APP e #f » s, 4 & 5 18 4f » #imdr£ 3 4
BAEE I8 A FHAP TR ERT A L[13] > Ft ¥ APP R B A
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P ﬁjf%’*‘ﬁf‘—k#‘f%*ﬁﬂAPPo

il APP B &

Books 17
Business 44
Communication 70
Education 26
Entertainment 50
Finance 50
Game 46
Media 39
Music 54
News 27
Personalization 44
Photography 39
Productivity 78
Shopping 35
Social 48
Tool 41
Transportation 66
Travel 51

Total 825

* 3 BEHIIER APP BE AR

ERLALS PRI D a2 SRS T o 2 5 49 WI[12]0 5 - e LA

B AP - S S - BREFRSEDLES SRS L Hwn i ek 4

il APP B &
ADRD 22
AnserverBot 187
Asroot 8
BaseBridge 122
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BeanBot 8
Bgserv 9
CoinPirate 1
CruseWin 2
DogWars 1
DroidCoupon 1
DroidDeluxe 1
DroidDream 16
DroidDreamLight 46
DroidKungFu1l 34
DroidKungFu2 30
DroidKungFu3 309
DroidKungFu4 96
DroidKungFuSapp 3
DroidKungFuUpdate 1
EndofDay 1
FakeNetflix 1
FakePlayer 6
GamblerSMS 1
Geinimi 69
GGTracker 1
GingerMaster 4
GoldDream 47
Gone60 9
GPSSMSSpy 6
HippoSMS 4
Jifake 1
JSMSHider 16
Kmin 52
LoveTrap 1
NickyBot 1
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NickySpy 2
Pjapps 58
Plankton 11
RogueLemon 2
RogueSPPush 9
SMSReplicator 1
SndApps 10
Spitmo 1
Tapsnake 2
Walkinwat 1
YZHC 22
zHash 11
Zitmo 1
Zsone 12
Total 1260

® A SBHIEEEAEBES R

AAF %Y L& @ * 3 supervised machine learning algorithm % 24 2 2 jp|z&
MalCatcher » F]yt A G v e S &2~ 2 B % 84 A %] L training set 17 %
testingset- 2 ¢ & ~ igset? ¥ 75 412 B ¥ APP#R A Z 412 B ER A2~
Box 824 Bk A o Training set & & F * sk#d 7 machine learning algorithm 3"t
MalCatcher 8 ¥ £ R #2582 0 % APP 2 B a7 I # e k 2 %rie 3 4F - Testing set

2B RGPIEY R R 2 {8 g MalCatcher "% $10 & R AR5N ch ¥ B iRy o

d07 AL F APP A B E AR BN AN R A 0 E - dgu2 B
APP 754 €3 - TARRGT ko RIpMECFT P #&II[13] F - #5% APP #7 %
2 ehpermissions ¥ ¥ € F %% i AR A FE B2 B 0 APP A7 2 2 dhpermissions
¥ At iﬂ.ﬁf‘ug s oo d gLV RETR - SE W0 APP (7 G BE4 € F - TR
B WA RN APP 2 BnfT LT AR E R LR e T AR
&_private data leakage operation 2 &_ network leakage operation 7% [F #E %<7 APP

2 et e fBagr R B g G Rt i R
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v

% 1 & d machine learning algorithm s»MalCatcher 2| %78 7 2 2 £ 2 4% 8 »

A K R trainingset ¥ ik Al S99 F XS S ik X P F R 0 R TF AN

¢ 17 MalCatcher st & ¥ st en& ¥ F|# Bagw|ani7 5 Fao L f0 72 it A fieil 7 4

7| training set> #] & 4% testing set ¥ ik A fics b GRET i € ¥R pIE MalCatcher
TR TR PFR T R AR R

AW FPERF] O APF LA AT F APP &AL E R AR T 2 4 fe 5
training set r2 % testing set > fjh{;m training set - testing set #75 4p fe #c & %
RE A APP A1 2 B R AR A o4ept - k0 7§ E_training set 2 E_testing set

R K s enfhadc® > A 2 a4 R E T A dE R 0 AP B A R riR R

MalCatcher # ipl & & A23¢ {7 5 02| 47 7 & PFAR AL 3£ 1| 7 45 ok o

¥t ¥ APP L E B R ARSY o AN B W HEE SEaR AR RS 0 & ok
A & fe 3| training set > & #estk & 4 fe 3 testing set o 4ept— ko jka @ 17 training set

r1 % testing set ® J G dp P HeB 2 XN APP R A M2 B L AR50k A o

45 Yajin Zhou, Xuxian Jiang =% 7 % M[12]0 ER Az % 4 g * 3| F
APP % F @& % e et oo dedf E {0 5 PR R« A B AR P i
LRSSV RERF NI PIEECGeF S E T )8 LFF S o
& J“ff AL FIR ERARNAPEY D K APP f A T o g4 BB s
FRPF T At A F R A PeslT APP T R o private data
leakage operation 12 % network leakage operation # 3 ;ﬁ d iz 33 3 MalCatcher

4 ok RIE R AL o

- BpA e F Y % § H % £ 47 private data leakage operation & i i) & R, 42
k4o o w Ed 31 F A Jygfp:;‘;mAPPg,;E&]é’#—‘k‘%f Lo e
% H & % 4 private data leakage operation & | & & A7 1 ¥ i € i@ A 0 F

LT Ok AP R pF R 4T private data leakage operation 12 %2 network leakage operation

k2 MalCatcher o ] & & A2 5% a3 25 - H ¥ § 7 private data leakage
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operation 17 jx st 4 K {F4F o

% Iker Burguera % % 3& 10 Crowdroid — < ¥ [11] > 3% 3| 2 3 APP % 7 [
e Linux system call 34 i7 4% 2 &k B B & A2 e07 2 > i s 7 e Bk (5 D] e g7

BpR2AFE 24 29 Ry Rt A: P g E S F LR E D

P e e E {AR 0 FP AP R 70 Crowdroid #Tié * en
FEEIAF A FHRY A EREDELARS A T ¥ APP & % 4 5 Crowdroid i

L py B R gk dofe o 7 F 2 MalCatcher s %728 7 & Rt di o

PLob AL R Y - BV G > $935 A 9 endeip] 0 4 2% Linux system call
fEaE Y F o F)t H BT Linux system call & i p| & R AR S v o F
Wi oo TP AR FE R R 42 Linux o system call #2 2 network leakage operation %

B e SRR Gk Ao o

Skt RIS oA R R

Iy

LERA s ARy

1. Private data leakage operation

11. Private data leakage operation + network leakage operation
111. System .call operation

1v. Network leakage operation

V. System call operation + network leakage operation

Ay FREFHILT L A P B * 4 o0 machine learning algorithms %
BRLAFTEZEY AAP 2 b antkder o Fmid ¥ 0 IR F 8 4o 4

(% 5)
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Algorithm

NaiveBayes

Adaboost+NaiveBayes
REPTree
Adaboost+REPTree

K-nearest neighbors

Adaboost+K-nearest neighbors
SVM

%% 5 EFFY machine learning algorithms %1|3=

F 0 APP A Er W B (TR L b A4 EAER 2P HC 0 AR
L% Android HoEEE ¢ 7 Monkey” dp £ KA 2 B0t * 4 g~ ¥ K8 APP
IE o BE A4 100 gk ‘F%ﬁ%]%if'— A BEROFIEFER S 3 f/48 o & Weka
® € > & > & 0 machine-algorithm 4 & P € 4 training set & {7

cross-verification(10 w&) K3l & % » 218 % = {4 » £ 4 testing set i& 7 i)

AR BHREE LR A G K IRA > 4 w4 false negative rate ~ false positive rate ~
total accuracy rate - false ‘negative dp & testing set hE F Az k& & £ ¢ 4%
MalCatcher 3] = & ¥ APP &t & » false positive 4 <h&_x testing set <h.t ¥ APP
kA& & £ ¢ 4t MalCatcher 352 5 B & 423% 0+t &) total accuracy 4p 7487 testing set
Pt $k A P 4% MalCatcher & 7g 4 #f chfk A0t B> 4 i%u%,'\;rd%' *EEIAENEA
FERMAKLERANE R AT ¥ APPRF A4 52 ¥ APP ik#7% testing
set ® F Btk A B o

AR - ) @A NI A ML F A BT b A7k B e false
negative rate - false positive rate - total accuracy rate 7§ S #cdy > & ¥ @ivd 7

Fed (62802 4 DR wFA(H 17 H 182§ 19)
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Moot MalCalcher  Cromdedond v Dl eakage Network Leakage System CalHetwort Leakag
10 il 3 i
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iy 4% ik 24
Ao B0 e . 1T s it it
il . By ik 1 B
Aeitoos EN) BT iL ol Ui}
il 1% s BTh b
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s Postve Comprs
Moorthn— MalCatcher  Coomarond Pl ek Nework Leakase Sysem CalNetwork Leatag
ek 8% 1 46 b2
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Total Aecuracy
Mloorithn — MalCatcher  Croweroid ProvateDalleakage Networt Leakage Svtern CallNelwark Leatage

(L3 Ghi Th4dh
EL i {TAlh
G 0L 4%
Ao RE1 e . . (% 00 el
il . . iy 00 i1t
At 1) L 1M il
il il 01168 B2
228 Total Accuracy [t#gs

B80.00% /
7000 :
i : * : \AN’%“
A
£0.00% /
50.00%
/ s ValCat che r(Qur system)
40.00%
/ =H=Crowdroid
30.00% /\l—"_____’k ==Private Data Leakaze
0% =\ etwork Leakage

/ /ﬂ ==Cyetem Call + Network Leakage
10.00%
T T T T T T 1

0.00%

17 False Negative Rate FL#R[E]
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90.00%

80.00%

M /
\ / =4=alCatcher
000 =H=Crowdroid
\ / =e=Private Data leakage
40.00%

=== stwiork Leakage

30.00% \ =fe=System Call + Network Leakage
20.00% i - !

— &

b
10.00%
Um T T T T T 1

1 2 3 4 5 i 7

5{ I \ \E

100.00%
95.00% /K\

90.00% :_ = —

85.00% // \

o /A\\.‘:\

75.00% === alCatcher(Qur system)
/ \\ =f=Crowdroid

7000% / == Private Data Leakage

== Network Lea
65.00% e

==fe=System Call+ Network Leakage
650.00%

55.00%

50.00% T T T T T 1

19 Total Accuracy EL#[E
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h.6 %—-‘3: A v}frgj;‘};/ms

A FAPHHIFFLIERZFOCRIZE I FREEY

1
F¥ %
; ;
N
?F

0L BRE A & IRA (EA 783 0 8P B MalCatcher %7 e ehf7 4

B Y A E TR Rtk g P AT R

0.6.1 2 {75 B2 Bt iR

2 total accuracy 1— » H R % system call %78 < 9 6~7 = 2+ » &2
Ry - TARRT U ARG BN R Rt L 2By AT LK
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5.6.3 ROC Curve
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