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ABSTRACT

We propose a data integrity check scheme for electronic health record
system. In our scheme, the patient can check the integrity of his health records
when he finished ‘'uploading his health records. Obviously, our scheme is based
on HMAC, so the.computing time of the proof and the verification in our
scheme is short. Our scheme also allows the patient to modify his health records
on the server. In the end, we design a testing EHR system which allows the
patient to check the correctness of his health records.

We consider that the user may outsource his files to the server. To protect
the confidentiality of his files, the user will outsource his files with encrypted
form. As a result, the user can’t search over the encrypted files easily.
Searchable symmetric encryption (SSE) allows the user to outsource the storage
of his data to the server in a private manner, while maintaining the ability to
selectively search over it. We build a keyword-searching system based on SSE
scheme. Our system also allows the user to download the encrypted files
associated with the search result. Last, we analyze the performance of our
system.
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6.3.1F % P <»

Ak a2 A HMAC 607 38 kg Bl Tkl e BEM SV i g4 kb Apig
ST PR G - LREARE KR PR EEE I R R kA

et R A2 A G oo

6.3.2 FkE%E 4T

B o e 6 W%o?u%m%{%%%?ﬁﬁﬁﬁ’%@ﬁﬁ’éﬁ
GenTag.exe i % 34 71000 =t = ‘J ?’ = %.1.6 §epF & o & >t GenTag.exe 1 %
tree_GenProof.exe 5 ™ 4p 4+ H i Ti-p PR g 0 PP T G hies BAES
SRCR RS MHTXE*Wéml éﬂHﬁﬁﬁmwyTuﬁgﬁwgﬂéﬂﬁ

IR A Gate 5 L R SMB e MR R, kS e
Fy"(/J\’;\]FH#EIaZ gi\‘f}%)}” ﬂ’ﬁ% =\ PREgﬂ#mﬁ-‘ ﬁ’iﬂb}eg\“‘“\,ﬁ:‘gfggo

A 6 PERV AL e 4R

HiEME P R 3 42 (ms) o B A8 42 (KB)
GenTag.exe 1.653 3,080
GenProof.exe 0.0156 2,892
tree_GenProof.exe 1.268 2,896
tree_verify.exe 0.256 2,900
CheckProof.exe 0.0125 3,010
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71 E AL AP £ SSE 24t 2 SSE mﬁﬂ/zJZE’JgéﬁﬂgﬁTﬁ“?
Trorg &% Fleha £ > 7301 € A5V s Suehgi g » T4 A1 300k endi g 1% 3%
3 N i 7THHEPAPREZS 2 rLE S%i 150
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AP g %4 R.Curtmola #& 1 659 SSE-1 » SSE-1 &2 £ 50 FZ 7 W* e & 2 7 97 o 2L
¥R SSE-1 hiR R EFEER R 1 O)a L% Swf WA O(n) > aFRE Y ¢
SSE-1 ¢ vh i F »cgis Flpt A g ® SSE-1 RF (TR 4EF HF o B 4 5o ¥ 711
g A erir B R R &5 T.1.2 ¢ #avg Adg SSE ' 7.1.3 § #imin 4 2 SSE i B

5%
= °

4 7 SSE 22 4 5 Eg i

Properties [9] [10] [11] SSE-1
Server computation | O(n) | O(m) | O(n) | O()
Server storage O(m) [ O(n) |OMm) |0O(n)
Number of rounds 1 1 1 1
Communication O() [0O(1) |0(1) |0(1)
Adaptive adversaries | no no no no
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f: {O’l}k x {0,1}7 - {0'1}l+log2m
m: {0,13* x {0,1}? - {0,1}"
®: {O,l}k X {0,1}10g2m - {0'1}10g2m

KeyGen(1%,1') : d # * X Fenip S enb a2 wi iz v A2 Gk
S,y,Z€g {0,1}¢ » ¥ » fij 41 K=(s,y.z, 1Y -
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L I S L
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D(w) » & 2 #-= - DW)¢R* - B4agRp 7] Ligi - B¢ Ligchs - §8333 5
MAET Wene Eabust o Febddedaft B R A B otr =1 B ctr £.5 7
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(i) Z‘.i Ski,j €Er {O,l}lu ? 1Y ?»Ni,jz(id(Fi,j)” Ski,j”(PS(CtT + 1)), }i o
id(F; ;) % &D(w;)® 0% j B2 Eawg o

(i) & Encg,,  (Nj)T 2 & & Algs(ctr)] -
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& Linhoii— B E B Nypaey) P R E B 4T - B &g ¥ £ NULL -
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B2z Alchemy APl d 30 i iveh d su i g A% JAVA T3> 3Lire 3P JAVA

7.2.1 Alchemy API

API[15] %k % =t 38 1 i% - Alchemy APl & - £ 247 2R3

» 24 Alchemy

SSE m *ﬁ—‘:‘ - FJ’?'&V’%—Q ii’i—m—l—»ﬁ > fi#’ﬁﬁh* H —, &3‘—?
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TEn1 T8 2 (b4e i sse) p % 7B 8 BB Vsse B 0 bz B EEY
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‘-\u-

() e

‘-\u-
- ﬁ =

F_

O’s:F:‘

BSOS

B
ﬂ}“%

o

P
5

(iii) =758 7 £ @ * Crypto++pF > “# 7 include #rF & eoifEgh2 ot o B LR
3 4v” #pragma comment(lib, "cryptlib.lib™) > i ¥ = ;% 5t g )¢ * Crypto++
= ;T\“ }E o
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W 16§ 7% s i

Keyword FilelD Filename

. 4

Monday 36[COURAGEOUS COLLINS BREAKS BARRIER. txt
court:37:Court orders ex-ruler's arrest.txt
Mr Musharraf:37:Court orders ex-ruler's arrest.txt

B 17 table.txt
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W 20 B 45 F0F

Download & Decrypt files
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(2012)Cooperative Provable Data Possession for Integrity Verification in Multicloud Storage.txt
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