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Abstract

Personal Health Record (PHR) is an information related to the care of a patient
himself and is maintained and managed by patient. PHR contains variety of health
data such as a patient’s diet, family history, and prescription record etc. Nowadays
with the emergence of cloud computing, many cloud services are provided,
including the cloud storage which enables people to store and manage their data
in remote storage conveniently. Deploying cloud computing platform in PHR
system is not only_inexpensive but also provides wide-area access and large
storage capability for a patient, who can control and share his PHR with other
people. However migrating PHR to cloud storage incurs new security problem:
how does patient enforce secure access control of his PHR? Although cloud
delivers many resources as a service, unfortunately it also gives attackers new
possibilities to launch attacks. On the other hand, cloud service provider does not
promise the security and confidentiality of PHR. Besides, patient may share his
PHR with many people under different access policy. Therefore, we propose a
framework of PHR system, which leverages Decentralizing Attribute-Based
Encryption (DABE) to encrypt PHR and enforce access control policy. This
framework satisfies several security properties such as fine-grained access control,
data privacy and scalable access. And we implement a PHR system to display that

this system is effective.
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B4 %S TAC %5;{ 2 f ikt TACL%E?:IP‘G A ID » PKG & £4 % &4 0 & 11U F T £ 412
%o 4 DEHR-fe £tk iuikif - B TACIRAR K A2 S4k Pz A &4k % ¢ PR AL
- BREIEADEHR e 8 d FARG A RZEF L B R ALT g ATH 55

HP o W@ ?«5’%;{ *AEG AP d FE3% EHR 0 et - i]ﬁ AR R o

TAC,ID TAC, ID -

Data
Provider

Encryption Decryption |

Rl 2 Patient-Controlled System

[10][11][12][13][14][15] ** &4 CP-ABE # A # X iafFdlenia s 8 oS B 4
.&ﬂ,x@ﬂﬂ4@%&&Q@§iiﬁﬁ%’a{ﬁ&éEﬁﬂiﬁ&%ﬁhwwﬁ,akﬁ
S R - BREEAEY S AeB] 39T 0 B S F A PR AL SR 4
Mo 2 A LI SR B AT RESRIE Y I ZHRPRE A FL AT A
BAR? & ff % A4 T F P 4 2 PHR > [10][12][12][13][14][17] K #3044 4% B
Pl BAREY 2T o MAMGEIROT E 2L BREY R AR AR
P EE A L R T N ER L BEp A OPHR ¥ - BRAE (F AL
B ILATE BRI wh 5 A E e



Key delegation
= \_N D t
SK/Q—’ octor

/i
\
Access a\
Cloud

Server

Attribute

Patient
Encrypt PHR

(Hospital A) A (Doctor v Nurse)

B 3 i # CP-ABE 7 PHR ) sL7¢ 4¢

[9]¢0 % sep] 2~ @ S 4% H > F L 1* KP-ABE g % # EHR 14847 17 5 s
k4o 1% IBE k @i KP-ABE mﬁﬁ*{;?l‘;‘u ’ Tﬁv?ﬁﬁ%@ﬁ]ﬁ?—? 2o BFRLT D
A e d ~HELE B P L R CP-ABE A2 B £450 o %P%;#ifﬁlﬁﬁfbﬁﬂ/\ G

PN p
FE? B Z_ o gt Jh kL
#

3B EHR > ¥ % % 3 >R # * CP-ABE # KP-ABE 4 #4c % >
7% KP-ABE % 4% EHR > £ ¢ ®* CP-ABE &k i v 14 75 2~ EHR #0i¢ * & < 4off] 4 “f

7]“ o

Encrypt
PHR Cloud

(KP-ABE) Server

Hospital

Doctor 2 @

el | .l 4 r

B 4 Hierarchical 5 PHR % %t

10



m RS4GRS [8]"5 LF AR S PHR 5] ks 0F
F ORI Y A R DB ABE R AR A $ 2B AR L L1 MA-ABE & i
HEgrd] A AT P KP-ABE kA Bardl > £ B 5o R O BATR
20 0 F 5 BRI S A N R G R S SR E AR 0 AR
AR Y B TR R £ I BIEY S B Ak % PHR - 419
PRI T LR R @ hPHR Y A 0 hw Pk o g ool £R e
Arepgedi e o NI KBS B EATR R % F AR en Ry % F L CNFo 1
R - RS - BREREY v P ER - BRHERGAR > R FRANLG EL
AR 7L ST R o P SR RS R BRR o T b A A s
Pl EE* KP-ABE: #-PHR 1345 8 A sF /il 4e 0 853 PR R] UK BRI F 0 B
£t -

~=h

Key delegation
(Role based)

Doctor MA-ABE
K #

-
\
Access m \
Public domain \\\ ‘
4

Server
Key delegation
(PHR based)
Friend KP-ABE
%tm’bute

i SK Personal domain

Encrypt PHR

AA,

1. (Hospital A) A (Doctor V Nurse)
2. (Allergy record)

B 5 g * MA-ABE 7PHR % %t
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ENEN S -

3.1 Bilinear Pairing
£Gyn— BAc(order) i Flic P indei2 AIRFE > Gpe - BRARHRE P hkiZ kR
# g H 4G AT 4 D A (generator) o B s - MBSO HKc
e:G; X Gy - Gy
PUPE B SR A T g
Q g+ (Bilinear) :
VP,QeG,VabeZ,  e(aP,bQ)=e(P, Q)
Q =2£:3 1 . (Non-Degenerate) :
AP,Q €Gy,e(P,Q)# 1
Q +:*3 4 (Computability) :

VP,Q €Gy,e(P,Q)7 ™5 s 4hid & 41 &k -

3.2 i P~ % 4 (Access Structure)

Definition 3.2.1 (Access Structure)
£ {Py, ..., Py} 5 — 1B party shfk & o iBde¥t VB, C ¢
if BEA and BS CthenC e A = =~
l- s P A C 2ProPrl 88 2 44 (monotone)é e d = B H B R L A
(P, ..., P éh= B 225+ & £ ecollection A 2 A C 2PL-PR\(} o & A ¥ g
& R TAR P2 R 0 & (authorized sets) » & 2 > % & A ¢ chih AL IT L 2324 en

# & (unauthorized sets) -

3.3 Linear Secret-Sharing Scheme

Definition 3.3.1 (Linear Secret-Sharing Schemes, LSSS)
- % oparty chi & P 2 T ¢h- B secret sharing scheme IT 4e % E &> € 3% &
AL E S E

1. = @ party sishare f &A=k ¢ 25 - B & Z, AT e & (vector) o

12



2. - BaEL A A fLiFE I ¢ share-generating matrix - 46 A 3 1 7
gon BiEF oI x=1.,1>% x B A7 53¢ party p(x)THRT o
(p{L,..,0->P)FF - 2tie® v=(57y..,1) " SEZ,s secret > @

Toyui i €Z, o "B ERDRH P Av € A2 - 25 [ B share e & $ &1

I o & - i»share (Av), &> party p(x) - 23 B 6

rllj. Ay p(1)
.""1 = : H
An A o(1)
A
Av = [ E
A

Bl 6 generating matrix

Linear reconstruction property -

ek I £- BRI PS4 A #11SSS- £ S % authorizedset> ¥ ¥ % & I C
(1,3 I={x|lp(x)€S}-w & (1,0,..,0) ¥ r2&d A 5| @dif e L ord &0 %k
TEAG 2 Fipew Rehdldhindex 2 # &5 [ od >t I LLSSS> Flpt s - 2
Wit {wy €Zp)er » ER T Il eh&iF share 2 & {1}, A P77 i d- &
FRERDE I Yy =50 A BB TR L {0,) VLA NP A AREE

koo 3 ize ¥ ik {w,) 95 9B 2 sharing-generating matrix A = o B o

Example 3.3.1 [Shamir t-out-of-n threshold scheme]

Bk - & party {P,..,P} 1<t<n->tn€N-. THFFHHZ A={SC
{P1, ..., P} IS| = t} » dealer » s € F, ¥ 5 secret > «‘fa— dealer = £ E# t-1 B & F, 2
Tl 1y, .., Tl (TR 5 I N enthde o fI* secret s 04 Z ipit il & - 1 degree i t-

1en %850

PX) =1 x e oxt 2t ek mx + s

#® % p(0) = s-Dealer #- share p(i) » % party P, (i€F,)> ¥ &3 2> t & share Iih

]

Pl Edw o f 88 p(x)e R TP A_iE R authorized set S %ﬁ? 24 * Lagrange interpolation

& #7:8 J secrets o

13



Theorem 3.3.1 [Lagrange interpolation]
F U BApERy} 1SiSt Bigd 20 )=y A2 (X &
degree # Az t o Byt f(x) ¥ 1 & T A

i=1 1<j<t
i#j
; . . x—x o X
5= {xy, .. x} > %k Lagrange coefficient Ays=[lyyesmr 717 "

Lagrange interpolation > &« » x=0 » T+ & 3 f(0)=s -

14



A

% w F ~ Attribute-Based Encryption

4.1  Attribute-Based Encryption (ABE)
ABE [2] #_Sahai &2 Waters &+— 4 4 I & #73& 1> ABE & % 0k 3| ¥ 12 3¢ 5 $| Shamir
- 1 ~ I & pFix & 1) o0 dentity-Based Encryption(IBE)[1] » & IBE ¢ > @& * & & 53

s d — ¥ e Private Key Generator(PKG) a2 75 ¢ # F‘ ERLisAd o Rm s BthE

#

IBE & ¥ @ e B4 k5 T b B vzq; Yo thbe o T2 0 B - M Ren
FTHREHEI-FEGhs4 BEEEFFTRAZTHIBRY £ L
FI* L BRY FAIR EHEF SRR R IPEHFILT S T LG EE Ft 0 IBE
PO ks R aﬁgﬁj@%%ﬁ__;, .

A ABE ¢hd| L% 1 & denfi4E - Sahai-fc Water 3 917 Fuzzy Identity-Based
Encryption » = 3£ &4 & A 40éh ABE = @& % f fde i TORPEALE K i IR o 2
B chia > a dd Befe g £ 1 eriE g e i (attribute) k- TRude e LT £
B oeni PR B G O R T F R R Tk o ABE T AR (F IBE it W0 1 AR A
PR F S SR BRI R E on GER G ABE BB I L e S A
A B AT - - S e 0 LR AT R - #1F ABE ¥ TR T
T B B E AL B B LRI T N s RS TR + LN
SEFER o

Bip2 ts 0 pE~ 5 K440 Ciphertext-Policy Attribute Based Encryption (CP-
ABE) ¢z Key-Policy Attribute-Based Encryption (KP-ABE) > iz £_ABE #. 3 & 15 f8 47 W)
PR LR A IR A b BRI A AR Y 2 ¢ o ¥ b CP-ABE & KP-ABE ¥
L H 47 o it %k si(singleauthority) » fif kerm g @ 54 F3F 5 A HFH S
¢ s %k se(multi-authority) » 12T} & & - - 3w 4 Bige ABE 4 %iw E

e

4.2  Key Policy Attribute-Based Encryption (KP-ABE)

—\

KP-ABE % % ¥_d Goygletal [3] #7# 1 » &
% 4 4 (Private key) tid 3 > 2 P2 - BTl o blde BR G - FREETH A
{20127, CwHRT ., LR AT Y 2B V- PR T B

Bk iev o BRI g



{ “2012” , “F L B”, “Srtd” } BB RES R 4ok Alice £ 7 ahq B &4k
¢ oorid e BOALR] R “20127 AND R 0 R Alice s B e 2012 22
SHORARM R T L EE BT Bea BV - B4 Bob hf % AT

PR 20127 AND  “s Rtk d” o RIBob T IR AL B

Z_#& access tree
& KP-ABE ¢ » §#— i 3B 2Lp| 12 access tree %7 » & — B2EF 3 52t ¥ - B k-
out-of-n =threshold gate > n §_3% & BLeh3 & B8 > k &_threshold value » % k=1>n=2 p& »
pg-2hg — 5 ORgate > k=2 > n=2 p¥ > pt §°2L4 — i3 ANDgate - # — B & 24 w] & £
- B T R AR fE S

1. parent(x) w & & 2 x I8 &2 o

2. att(x) w @inE & Berad L o

3. index(x) ¢ w & & 2L x “hindex o

W 7 2~ 1 access tree s &l v eyt By ¥ ey B RR) 2 (Attrl And Attr2) OR (2 of
(Attr3,Attrd, Attr5)) »»

B 7 KP-ABE * = access tree

KP-ABE & * % symmetric bilinear pairing > e:G; X G; = Gr » Gy order £ F# p >
g 5Gy - A LS o

1T § KP-ABE the BFE £ -
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Setup
T_% — 1 attribute universe U = {1,2,...,n}» FF - B A U ¢ FHE | EH- BE
tio G €EZy TP EHE-B yEZ, RIR &4
PK= (T, = g%,...T, = g™ Y =e(g,9)”)

i £ #(Masterkey) 3

MK = (ty, ...t y)
Encryption
EH- Boecretsy s€Z, 0 M- BHRPOEL y HEAL M BB B2 L

E=(v,E' = MYS,{E; = T} }iey)

Key generation
PFEEEEYR-BR R AR ZEKE TS A Ry -

PR g AT P R & accesstree 5 ¥f& — ¥ faccesstree ¥ 2t E & 8L x 0 F T
- B3N p, oA EINdegree Bty — 10 HI¥GE REX T pr(0) =y H

e Bk x K Ls pe(0) = pparent(x)(lndex(x)) EF -1 BEL VAT EH
538580 Bt 0 £ S 4 accesstree P E & B2 B 4 5 HE - BEP TR EHE S

RS TV

Px(0)
Dy = gtatt® forx €S

Decryption
B A& - Bk % 52 DeeryptNode(CT, SK,x) » ¥ & - i % access tree ¥ ¥ &gk
x

DecryptNode(CT, SK, x)

Px(o)
ewwa%”{g“)ﬂ“ﬁ=ewﬂf“@fwi=MKMGv

1 otherwise

g px(o) = pparent(X)(index(x)) A B x ?Jf* R e e(g g)SpX(O) T
EEAHAREZE I EIPNSE AT FHRER R

pR(O))
e(Dg, E)) =e <g Li ,g“i> =e(g,9)P*® =¢e(g,9)Y =VY?

JEEPE

EI
M:F

17



4.3  Ciphertext Policy Attribute-Based Encryption (CP-ABE)

CP-ABE &_d Bethencourtetal [4]% 4 #74% ! » &2 KP-ABE 4p ¥ > CP-ABE &_#-% ~

BHBFRARE > PR AGRIE - BRI bl G - BB TR R HT
FERHRM LA %51‘%” AND ( “%53‘_" OR “#17 )47 A ?ErmmPE LT

TUp i PATas g R R G B A TR > B A B Fred L C Frepld 7 @
EFBRR A B2 FERETH

CP-ABE 4.2 = & symmetric bilinear priring » e: Gy X G; = G > Gy<order ¥ 5 # p -
g G - BASIF > FERE- Bz H {01} -G -

121 §_CP-ABE e BiF 5 i ¢

Setup

EHD BRI o,BEZ, P RISFH E4zgs

1
PK'= (G, gh=gPf=gPe(g9,9)Y
i £ 4% (Master key) & ¢

MK = (B,9%)
Encryption
PR R E G LM A B S AL T 0 A R B P 4 & access tree
d 10§ 8L R Bds " E 2 B 5N ppor @t S Neh degree i ot — 10 EHE-
secrets s €Z, » K % pp(0) =ss P EH tr—1 BPELFHEAR 2B 5580 - 20
B x R LG Pr(0) = Pparentr (index(x)) > = L ER ¢, -1 BEL V&L
= NiEB FEN peo & X Gaccesstree ® g EaBEh R & 0 PR GG
CT = (A, C = Me(g,g)*,C =h*®
Vx € X: C, = gP*(©, C, = H(att(x))Px®)
Key generation
PR G- 2R EE S RN BAGHETEE S o F A
-~ TreEZ, HFHFBRIL JES » TREF- BRE HEZ, BEELNFRE

¥ .

“m|

EL\.

M

E«:\t

i

B W

a+r

SK=(D=gF
Vj€S: D;=g"H(j)",Dj = g"))

18



Decryption

3 E BESL x > 4 i=attr(x)r F i€S R

B

Ea
£

e(D;, Cy)
DecryptNode(CT, SK, x) =
yp ( ) O]
_e(gmH(@)", k@)
~ e(gmi, H({)P«®)
=e(g,9)""*®
i¢s

DecryptNode(CT, SK,x) =1

x sH2EESE ¥ gike iR

Z % x #h3 &8 vviDecryptNode(CT,SK,z) ° ﬁig?lt'i E, » 4 8, 5% 5% t, 1

FREL Bt FEgz @@ E#L 2dc% S, A3 B

DecryptNode(CT, SK, x) =1 e

) 7 (0)
E, = ‘[ 4 sk ,where i =.index(z),S, = {index(z):z € S,}

ZESy
= [ (ecg, gyr@)fus®

Z€Sy
rp (index(2)) Aish ©
= (e (g, g) parent(z) )

ZESy

= (e(g g)rpx(l)) i,Sh (0)

zESx

e e(g’ g)rpx(o)

M2 RO~ vk F 802 0 7 @ DecryptNode(CT, SK,R) = e(g, g)"Pr® =

e(g,9)"” BV EIP 2

C

M=2eD)

e(g,9)"

C
a+p

e(h,g 7))

e(g9,9)™
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4.4  Multi-Authority Attribute-Based Encryption (MA-ABE)
[2][3][4] = ABE ‘¥ #3% > A H B2 ¢« (attribute authority)z. = » & T &_k %
PR G - BT S i FAMGTA S BRIE - B 0 BT A EY 0 03 AgF b Y
oo el R v LR EE - LB Bed B 8477 0 b- BFRSLSY o - B A
A %F%Pﬁiﬂéﬁp\ 7}1-‘?9‘_ ) ;f%ﬁ%ﬁ;&;ﬁ;éﬁ’»fﬂ “physician” =B &1+ > @ “internal
medicine” =B Bty F LRFRE g5 “Hospital A” g LRAFnF AT A i

S AR S B LE- R R N UECTERS S e Rl

Attribute authority(AA)

Medical {Physician, Nurse,
A - tl H
/( ) ssociation Pharmacist}

"::'{Physician, Internal

medicine, Hospital A} CLETGRIE I {Internal medicine,

Specialties General}

L 8 Hospital {Hospital A,

;{Pharmacist, General, Association Hospital B}
Hospital A}

B8 5 R o

Chase [5] **= OO~ &% & 3= i KP-ABE @ i sty Ho > & -
B 4t - B amRu S (GID) » 1% L RuA o R ¥ X T M P R
PR EGRS A - A BB ARG R - B Y & R Y o (central authority) % 45
DA F T BEE K

FAERR Y F o L ERERY AR gl Y MR R TR G R R
R F B[R % 2 F AR P ko @ Chase 4% 4 a4l - 3 U E

I
BT PR S oAz B0 A2 - P AT

m
A PP 7 4 Conjunctive normal form(CNF) » Jk 3u@ a2 ? wic® ~ §_ A -
2 Ay fr;pé,?bu. SRR o MR o

2 15 > Chase et al. [6] #& 41 7 zxigeh= 2 > 1% & f3% & # 5 #cS #(distributed

pseudo-random function) e 77 > # x/% TP R RET S R Aot BB % 7t B



BRI R A4 CNF 2 ¢h > 348 weniicd bR 6 AR wri-wt%]i FRER |
FrengpdE Y o B i ~ & B o

- OO+4 # > Lewkoetal. [7] # 7 DABE » ot % CP-ABE eh % G242 ? w4 %
WAl Bt I T o BB RY H G - BN FRAY KBS RA T RS
ke AEEH AT FR - B LAY oo %7 BT RS Y i S
DHERAL R 2t B R B 2 (S 0 E R Y T R kB
AT ? o 0 AR BRAIY L AL 48T “rf 0 Boolean formula > i * ¥ 0 iE R 4
Feip? AT E AR E R B S AR EERA > A T E AR R E o T
A EE Lewko #T3 et B FI R F AP HPHR ki A EwmaFE 2 € A5 T

-3
FAK -
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< 4]% ABE i & 3 B4r4]2 PHR 4 %

fa
s

G BEE 0 ARAPAR A S S L S ¢ e HPHR i SfR2 0 2 PHR k5
a2 2Tk 0 AP MR der 117 ABE k9 R4 PHR ¥ 2 4% 2 T s >

51  RKAIR it

BPHR s 4d > % hlicrt F 3 PHR$E 2@ 7 %0 At ALk ¢ PHR ¢h

Pep F Aom Ao @ 3B-PHR DA FELARRAEF S & % > 7 T F g d o A RIEF T
PR H dede 35370k 4 2 PHR> = = 5 A %3 PHR 5 G $tenipdifg & v 02 2
"‘Fflﬁ'—‘i&i’w"fffa FIPHR  #7§ of AHIPHR S i 2 s PR B+ - AR F 7 kp k
FEF s FAFF AR CFRALA z“&f;a&:rﬁw~Ph‘sﬁo%¢4—fxfiwgﬂm@sﬁ

B SR PIREPE R A OPHR R GEF 7 Lk A4 LBk p 7 F s 4 2 PHR
F#% - » PHR> = lmﬁ;;}z%&imx;ﬁx%&"’" - SR bk’),% AT B e BRALR] L LA BE o

52 iR
B Y ARG B ES DB IREY < (Attribute Authority, AA)
Ak (4 fj&{PHR B fﬁi‘e‘?f—%‘) B2 PIRE

Yol 94T B s B E - BRRE SR BT o R A K
ﬁﬁgﬁﬁi’ﬁﬁﬂ“iﬁﬂ%ﬁ%ﬁ%ﬁéi? S PR E b OB &
Ao EEY S G RE AL ART PR AGOTA LR Y FROE R GREY R

g%%%baiﬁiﬁﬁﬁﬁ@%ﬁoﬁ&\Wmfaﬁ’@A%b»arﬁkﬁéw’
A E g B A PHR AL 1 > BEp A B4 3 RMAPPHR B R - &% & >
?u%%ﬁ%—#f%ﬁ%%ﬁ%% AP H R AL E R PR R L a
PR EAZHPIRET LG BE52 PHR &8 572 # % 2442 %3% % PHR -
oA HGEAR Y S AL OB 4T EH - VA £k R e 0 PHR > 2 15 % PHR
PRI RPIRER T ZRFREMNLL TR F L BET Ranp R TRES
5% PHR -
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Key delegation
AA, (Role based)

Doctor

@)
~

Nurse

S/ ; ““\\Access \
—r—————— _| “\\ @ \".

Real time | Key delegj:étion | Public domas \
ublic domain
| (FHR bsed) 3 Cloud

o
m Server
p
/
- H // A
Key delegation Family ~Access

PK /(Role based)
Friend

Personal domain

Attribute Encrypt PHR
Authority T e

((Hospital A) A (Doctor V Nurse) A Allergy ) V (Family)

Bl 9 SRR

53 % »>H7

Bk ALY o RGR 2 R RRE AR e 47 ¥ cn(honestbut curious) 5 i i 3% i1
FRETURR SRR R g i e e
P PR AR RTR A L B R R
PRIER AR 2T G g ol e B FI WA RS S SR K
PERRE R T e R CRNE R LERELBE G BSR4
Mo Beil  APRITEYF ML HE LR A BT 2 F AR R4
MR AR AR TR nG RR A R RGP Sk o L p ] P
BEMGS EALKT R L PR O IRR D R PRI i R -

Ry
&y
$5
Pt

“3
ok
3

e
W
=
&
FH R

5.4 PR o

AN AERE D DR R ER T F- BF 2P PHR chipfp sl g &
Benf i AR ARE L E Y AP AG T I B o ) F o AR
Ahla A a Ra oo B AT (public domain) £ 4+ 4 47 3 (personal domain) » r2 5 4 AR & %
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T

P ORAgB R Fahb e L L S FRFARR

ﬁﬁﬁ%*ﬁ%{%‘%“éiJﬁm&v%%%,é LE o A A AR o A
f1* ABE % % & PHR ehig Bp] » 00 @ %  chd 2 22 PHR cnfiaf (v 3 Bt - Jfot &
et — Big* FenmPorle A2 PredkR * F 5P H o Wi ABE 4 % PHR - &
PR A $E 0 PHR G ik e Bogpd] o 957 ek § 2§ R4 e
BALR] o P s A AR FIL R A AR R Y F R £4RY PHR fEAEdR M h g
%o$%w§&gag’éw%ﬁzﬁﬁﬁ%mgwﬁﬁﬁn4%ﬁ4ﬁﬁ,ﬁﬂwﬁ
BORAFER Y F LSRN B A B o I S SR F IR AR

R

541 4R T
A ke ;vim,fgf_z,gg PR e d 2 PHR fiag o v LF 2
L EEX L F AR A Aedr sy E R &~ BN L &S oom o B AR
é’@%ﬁﬁﬁﬂwﬁﬁﬂﬁ%E;%’EE (EX S AN ?%*ﬁﬁﬁﬁgﬁ%
ﬁﬂﬁ%ﬁ’iéi?ﬂﬁﬁﬁfﬁﬁﬁ SR BRI T DT L RAE Y
R AT FRAGONARN @ KoY DGR G R0 o RkE
4§4bgm%?ﬁ?é§32§%ﬁ%%§%’%%iQQ
FHRUE2E>7EEZ 3 %i}%ﬁm?éﬁ’ i F,—{:{" A ?I’mli HREe ¥ e
o

F i FF B Es S RLRRET 1§ BT S REL Lo g £
ﬁkfﬁ"‘?]ﬁ]é%—%iﬂ ;bﬁ,ﬁ “?i” Y P\7fﬂ'” 9 “A§PA” )—ﬁL Iv} f?fﬁ%°
F——‘ﬁ\i’}?‘a*iiﬁﬁ"ﬁﬂﬁf—! PHR f&#a4p M ch/fjhee b 2 IR A AR R iR

%%%ﬁoﬁﬁﬂiiii—g%ﬁi K PHR » 8 £ e~ o R ipliR E o pLeh
R TE ?’x‘%ﬂ”@/ﬁ"ﬁwﬁ?@pf‘*‘"? ém,gw g,};a/\g_#p N

ERe e TP SRR %?13%’@&?@E?$~Hibﬁ$ﬂw%%
ﬁf%ﬁ%o&ﬂ,EQWﬁﬁﬁ%Q’ﬂWﬁiﬂ%ﬁﬁﬁ%ﬁ%@ﬁﬂﬁ&?uﬁ
Pops A W PHR > 3 F B8 m L TR 4 & PHR fAsgip M cnf % 4 k- 23718 ¥
%? iV @B’»:ﬁfq A ePR — z;gm?y,:}:i o B Ko @il?ffﬁ A3 PEF’“'JE ;I;»,péf » VO TR - de F
REGEFL VP RERET T FESTBRE > Fop 4 PHR S BRRIT S
“AfV"AND‘?&f AM)“iﬁﬁ&”ﬁﬁbﬂ%A§%6ﬁ§i’jjﬁﬁk
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TR SR s SR BEOFLT UGB O PHR i A Frd chd W ¥4
Pl 2 % B5% PHR chi3 Bp) > 5@ & 3 5% ¢ 2 PHR G Br2 #9 1F o

542 PHR g3 B30

TP~ A 53 2 Boolean formula k& 7 > H P anE - E A - BRI bl
(a; AND a, ) ORa3; OR a, * aq,a,, ... 1 > m — 1 Boolean formula 7= ¥ 12 — % access
tree k&7 > #7F Eagruiti- BHE LESILERSLED T L ANDFROR-
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8756 file 3 mins ago
u 8756 _key file 3 mins ago
| 27881 file 1 min ago
N 27881 _key file 1 min ago
| 83033 file 2 mins ago
83033 _key file 2 mins ago
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file id file name upload time access policy delete
?}fkﬁﬂ 8756  testxml 2013-05-09 10:55:36 delete
. SOERIS 20704  test.xml 2013-05-09 10:43:18 delete
P L 27881 testxml 2013-05-09 10:58:24 delete
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k2 TF#PHR 64655  test.xml 2013-05-09 10:47:32 J&(AEERE)&(E£)) [ (ZL) delete

81443  test.xml 2013-05-09 10:46:14 delete

83033  test.xml 2013-05-09 10:56:56 delete
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