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Attacking Malware Methods
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Department of Multimedia Engineering

National Chiao Tung University

Abstract

Malware has been spread in the network for a long time and damaged many
application systems. Many commercial activities like the financial sector have
been affected by the botnet in the real world. Although many fuzzing tools have
been used to find related vulnerabilities in the software to improve the quality
and reliability, but the malware usually implements the encryption functions to
protect inner information and the message .communicating with C&C servers. A
general fuzzing tool can’t test malware with satisfactory results. The research
for malware can be divided into two types, (1) the analysis of malware’s
malicious behavior and (2) the analysis of malware’s vulnerability. Nowadays
the former research is paid much more attention than the latter.

Therefore, this thesis will study how we can identify the encryption functions in
the malware, and attack and analyze malware with general methods. We have
collected and organized the vulnerabilities of various kinds of malware, with
possible attacks.

Keywords: Malware, Botnet, Vulnerability, Fuzzing

tools, Encryption function.
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