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A Generic Web Application Testing and Attack Generation Framework

Student: Huan Liu Advisor : Dr. Shih-Kun Huang

Institute of Computer Science and Engineering

National Chiao Tung University

ABSTRACT

This thesis proposed a generic web application testing and attack
generation framework. This system can automatically generate attack
strings for the target system, just like penetration test.

This system uses a web crawler to explore URLs, and generate HTTP
requests. Each test sends symbolic variable to the target server in order to
record path constraint. It can solve constraints of exploit from those
gathered paths. This system is based on S°E; a symbolic environment
based on QEMU. In order to improve efficiency of symbolic execution,
this system uses single path concolic execution to generate web
application exploit.

Finally, we have applied this system to several known vulnerabilities
on open source web applications, and generated the corresponding exploit

successfully.
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81. void foo (int x)
02. | {
B3. int vy = 8;
04. if (x »>= 0)
5. printf(“state 1");
B86. else
a7. printf(“state 2");
8a.
a9. y = x + 188,
18.
11. if (y »= @)
12. printf(“state 3");
13. else
14. printf(“state 4");
15.
R £ R 5 ¢ . FE N S

P A4 B [00<0) ~ (X<0) *

(X+100>=0 0 ’ >=0) / 100<0) &_

y:X+100

PC: (X>=0)A((X+100)>=0) =

A —
o
PC: (X>=0)A((X+100)<0)

i A .

y:X+100

PC: (X<0)" ((X+100)>=0)
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y:X+100

PC: (X<0)* ((X+100)<0)
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Start Y X+100
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To LLVM IR
Concrete value To x86 STP Symbolic executor (KLEE)
S°E
Host OS
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A6. AR #icdy gk £ (Sensitive Data Exposure)

A7. SBT3 § F24] (Missing Function Level Access Control)
A8. Bs# | 3 F (Cross-Site Request Forgery, CSRF)
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http://www.abc.com/xss.ph
Sample code / p?send=HelloWorld

1 <?php HelloWorld
2 echo$ GET['send’];

30> N

http://www.abc.com/xss.ph
p?send=<script>alert(‘atta

ck’)</script> m_

- Attack |

B 6 B ebdn 4 mEET & F

2-2-3 i1~ 7 # (Injection)

3 ~5z# (Injection) ik 5 — % L 2 b B * 2N £ 2 73t

Bt AR N % 23 E Y bR et A58k - o 5 SQL TR
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R R FIRE AR LS S

VRT Aot - R RERYAESNDE G GRS TREE
NEFFELR T F o RGBT B - firm FUARS AR B
M ARl 0 R # 2T R EAARLEE L ABSARREE
FHEFATIEA R B RGR Rp AR FE T

>$‘\

"lb



Sample code

1 <?php
2  mysal_query('SELECT* FROM user WHERE user=".
3 S _POST['user].” AND password=".$_POST['password’]); ?

!ttp:!!www.a!c.com! oqlnp!p

Account:

Normal SQL Query

SELECT * FROM user WHERE
Password: user=admin AND password =12345 §;
o
o X
!!!p!! Www.a!c.com! oglnp!p AT
Server
Account: |adminor 1=1# | SELECT * FROM user WHERE

| user=admin or1=1#AND

Password: | il password =12345

B-7-SQL AL A A

2-3 P ¥ A2 web AR T F Rk L

TR ER-E N SRR BT B BB s e g p AL
EF R AR 2 %"’:E » ORGP E T R AN R ok B o ek B
T A AN H - LR BER I @ B 2l kLo

2-3-4 B BE TR TR

Bt o] Ho-g SR B CRAX 4P I > 3T & de R RRELH (7 1T 5 RE A
Bherie oA s B )55 BEAR R 6 S e

SAFELI[9] ** 2008 & 4% dis4]% A48 F B * 4255 chp 4088 & A 2 scfF
FE oA -REPEH JAVA BT R RN OTREBIFELIE A
MIT 3% 17 Apollo[10] » 2 L #c PHP ehh4ofb 4 H LI A7 % U
U PHP P B* 475N ¢ iBF o

Fg & MIT #x:& Apollo » #& = H # 4t > % ¢ % Adrilla[11] > 3 - -4
ﬁﬁ@?ﬁﬁﬁé@ﬂ%ﬁéiﬁﬁogag IREAREA LA
foi6 0 - BEY PHP T Sen ki SioAdrilla X454t HE ¢ & BB AT R 4o 4g oh

#
4
PHP 3 J ™ A28 G0 BB 17> AR~ 8300 § HApk ™ A2

10
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Kudzu[12] ** 2010 # 4% ) » ¥ - 4%+ JavaScript =2 - H {8 * ;g # <
FITL U A PRAH > L1 E e AHPFIRA BRI R o

2012 # Huang, Chen et al. [13]4* % JAVA %7 fi’a’” A2 3N 53 g A 7 4% )
T e Adrilla Ap 2R AL o vE G A e E M BT @ 6 AL T BEA 47 R

(dynamic taint analysis) & & # #75 cfR s (7RI > 2 R & BHLH
EERE I s gho i * o
TR FE R RS T BAR 0 R R KPR RS T

fE 247 0 T8 BN E - R NE S o

2-3-5 o Hs S 3N E TR R
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T A A I e | AN v 153 2R Rk AL o

PIUIVT[14] ** 2010 #3& &} > o+ 1 & € A 47 | ¢ 0% 3 gy » o
joit o wm A E A 4ﬁ§$3ﬁﬁ$°ﬂﬁ%9ﬁmﬁﬂﬁm?@@i@
TIcEEF R o Em E D N FE P %k o 2011 £ 5 Bashah Mat Ali 5 3
417 MySQLlnjector[15] » B {& * Blind SQL Injection - &2 F B * 2
Y BE G T AP E A o

%t 2012 # s Tian Z4& ) NKSI'Scan[16] °* ¥ Blind SQL Injection #p %
iR A e f B* AR BB e B T AT Ao HURR PR (8
*ehF B BT RCEA ) Se P, PR F L
TR OB R I RBE T EREPID BRSBTS
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¥=%

- FE R CRAX 979 e | Rt 4%

FUERRE D JE B AR o CRAX
AW SE BN FRE T2 5 A&

FCIREE T 8 % socket R BiE - T
T J1* socket iF 4 B ELF AL (Symbolic data) I RIR B KPR P R
TR A2 o
LRFIRE AP LB LSS R R BRTA N S AP A
L P PR By w BB (S HE R F RRTAAE R o MR BTG
vi 46 & 4 B (Exploit Generator) & F 245 ~ & 4 4216 o
3-1 kg fe
Client Web application
Framework
Sym. sacket Language (PHP, JSP, Python...) Svm function
Database
Web server (Apache, Tomcat, IIS...) j
QEMU/Guest OS
l Symbolic value
To LLVM IR
Concrete value To x86 STP Symbolic executor (KLEE)
S°E
Host OS

® 8 CRAX % SE e %%k 5

CRAX = * & S’E T &

+ 53 QEMU (Guest OS) » R % 4 F P PR B &2
FRIET A28 52 L2 (L0 8)-

Z e PIL R % % Symbolic socket 4p T E i o
B~ (7% L5 $eh

R OFIRE e T
';}\“:J e~ f"‘%’i? ’}"”5/?

(Symbolic data detector)
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MR RELE M R RPEFTHMET P8 424 B (Exploit generator) A 2

P o

Test.
unit
S2E
qemu
Symbolic
\'rf!Eb. S data s2e_rmyop
applicausn [ detector ~ |
1 T
1 Te i
% R . Sy chket
Web Snleelis Syrm. Web —» Expolit R
request . eport
crawler [—— sender ———* Server generator — - — »

Sy %ucket I

HTTP
response sZe_rnyop SS;I'P
handler olver

B 9 CRAX %4

2R ERIELE S R g7 o CRAX % - R TS g A
Boo &% A anaE i FRVE® A2 24 & 2 (Control Node) i ¢ 4~ 4
El

~

LIRS

—_

(Computing Node) -

WE S ELF L CRAX L4 %6 (4o 9) » CRAX ficind] & gper '*%W
HTTP & o B4pie (735817 o AT R cndR 2 ¢ L B3 TR

BT AR o

>y
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Login

Crax Console

Crax-weh
Crax Web
Crar-Unix
Crax-wyin
Crax-Android Application URL number Experiment times
Crax-Fuzz eve 9 13
fagforge 7 12
schoolmate 269 4
wehchess G5 B
2 = -
2]
Bl 10 CRAX # 7 4w
Choose App
Show Result
Control Node Front end
Test
Request unit
S%E
asmu
Symbalic
data $2e_myep
. detector
‘i': Sym1mcl'm
N Symbolc -
NS RN s Web Fxpolit _ _
r:i:l?rt et Server =‘geuemmr Jy [t
Computing Node Computing Node Computing Node - i
HTTP
response ‘Te_myop STP
handler Solver
Report
X
0
N

Record Database

Bl 11 CRAX 7 =% 5

3-2 Web crawler
Web #g3VB~18 i % dﬂzﬁ]?\ ?#imﬁ ;"ﬁ —Z ¢ GET ‘fr POST :};—,4‘[17] °
ELAFEEBEN A6 SHPREE N7 AR R o T E -
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P A (Web crawler) ¢
1 GET v POST 454 - ¥ § 45
Fqr 8 i® 5 CRAX m%] 7R

PR T T ARSNATE Te  AE
Bl

| E AR A HTTP & fnddicr #ipat &

o

Web
application
GET index.php?abc=x000 HTTP/1.1
‘ Host: example.com

Web crawler — Database

POST index.php HTTP/1.1
Host: example.com

Content-length: 40

a=xxxx&b=00¢

Bl 12 % F /g emd e 3

3-3 FETHFERZ GPE

PETHFEEEFEET R GE N DT BB @O HTTP £ 30
A RBE TR (LT PIRES (18] o B Adv i BT PR E
AL E S AR E TR RET A S iﬁ?¥$&@ﬁ%g;*§?
d HTTP » B3 1 223 » Pliti b T8 7 55 5950 d P E 0 kiE

R PIR B BT R AP A Lot T - BAR
G050 P i % LR 8 R B (Symbolic data sensor) e 12 PHP 5 6> SQL R
B F IR FTREREREFT &2 A0 ¥ FF 2 mysql_query() g2
& 75w % include() ~ require() %o fizat B BRI P BT

MFEIRGEE S N E T P AR~ TR S (AR BIFEB 13) o
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Web crawler ‘

HTTP Request l

Web application
e
Replace specified parameter to symbolic data C e t (Web server) atabase /

S)
\%

mysql_query

HTTP Response

B0
FLE Pl R g " g F i R B T e
e WL
B i R R
2o B e R o o AT L ]
14 -
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c:,;/vev?er =P | Database
I 1. Experimentrequest i
Control & /RO
Bode data
> sender
2. Experimentresponse l
Web
application

B4 TR BT A

REFHARENIEE LR SB dp b k@ iE &gz
s2e_myop o1& (B 4p £ AR EL T AL M RN E re et o 0 BTSRRI B &
s2e myop #-% & & {7¢05 ¢ @ 3 Host &JIZ o

3-4 HuUA2E
P A B R RER T i p hacfin L o 1t L RRE A $Hkeh
P -

a1 CRNE

Be S eripRR TR o At g > AN :t:&-—fuj'ir i 'I“i?{'fii%@?’r P38 hA 4 o

Yol 15 AT 0 e AeAR I STy R AR R AR Y AT B R
PSS B R A Ay~ X FURISS R fET Ry TR S U] BT
"%'J;‘ L ffg o TV F A EENLH TR A2 HES y Ty~

X e}
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[Path constraint]

Output:y

L) Solve constraint Value of input x

{Path constraint]

B 15 LH R kjaR

< & B 16 \ﬁ;\ﬁ » % ¢ Jw bar(x) shiEmE 1000 F 4f1* solver %k
Foox hig o4l * H - BLISHRE %ﬁk%xnﬁm& » ¥ & bar(x)=100
e F AT A x+100>=0 £ 4 P w i@ fE y=100 &5 BEE T L KR

FiF 5 g% x+100=100¢ # * solver ffz b B3\ » 7 {Fi3 x=0 -

e1. int bar (int x) _
e ¢ y: X+100

e3. y = x + 180; PC: (X+100)>=0
B4.

8s. if (y >= 0) Start /

Ba. return y; x=1 s

88 . return y; :

a9 . } PC: (X+100) <0

B 16 'l Rz o)z
- BE R R YA S o b oo gt SQL FAVEBELE L b o ¥
BE 17T > 2R AP wRRBEENGTREAEAAN > A2 UK
AP E AN AR F 4 o BXst# g4 5 admin or 1=1-- o
a4 ERIFTHFEAD;N T BEARS Eod 3 533557 73 FETHRE
Hoe d 5 TR PR UF3Y 0 solver #1243 it B S P S oI Y
ﬁ’:x’z%é A IR TI AR LI

v
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Web application
u (Web server) Database / OS
% mysql_query
S Mopy;, SELECT * FROM user
Cdat
: WHERE user =[symbolic]
)

)
)

A

. Constraints in
Bpettaiiatoni g symbolic execution

admi n o r ill=1]1i

I«

R ITE L KPR R ARIBOE oI PR L Bk L
TETF ?P+°d*ﬁﬁﬁiéﬂ$ g AT AT St e > T
PHE TR G LR AT g Dl el AR gt e

Bl 18 ELE A ) EE A

FRUEAD ;%fﬁiﬁ'li'l%ﬁ%’p“‘/\i B gHGUR R Y ¥ _eh SQL

solver ¥ Ffzd fo:8 78 -
AL BERFELATER LA

R W RN R & 2 S oE R SR
% admin or 1=1+ A4 FHE 4395 |

FUER S 2 sy 4 frR R - e R
ﬁﬂﬁéﬂﬁww@i E 7 fdg 4
;‘(\‘A ) T"i[]%; N XQ%II‘?#F]

L



P RE{Fa s

X o REA 1 Az o TR E AR AR ELET R s d HalgisAs
ZZd R j&z’ﬁﬁc?a‘% £ admin or 1=1 { # 5 admin' or 1=1-- E\f—‘ﬁ admin'
or 1=1#-

# SQL Query Attack Script \
1 SELECT * FROM user WHERE user=[symbolic] admin or 1=1

2 SELECT * FROM user WHERE user="[symbolic]' admin' or 1=1--
admin' or 1=1#

£ 1 a2 T v s s
3-4-2 it A 4 EBHE

il Ad B R B AT PP oo bt D RGpE 2 R
645 0 B el f fe i BIas - F 8 o

P R Dl kg n;t:ﬁlli'—iﬁa?«’“%* TR ¢ ERF AP
Hrcfipd @ p el d L2 8 P 4Wﬁ%§@WE%ﬁ%
FoROEAET <0 p ol s E ﬁﬁwﬁﬁm§ﬁ€ » F R
A3 HEERACEFRL  ATREALHENTUS

F R RV DR dp 4 K0 RIRP ARoTF g £ e BRI L

;¢ s Ferel §BE M iE solver kEBEN PUE o (GRE 2 LE 2)

Exploit Generator Algorithm

1 string exploit_generator(symbolic symbolic_data){
2 if(symbolic_data.length < target_attack.length)
3 return NULL;

4 symbolic_data.add_constraint(target_attack);
5 return solve(symbolic_data);

6 }

302 P A By
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s

rE FELEHEA

4-1  FREB

BARHY O RARLAR 9 L TR

AHWBEBEINL - E &85 - H %3 Vmware Esxi i 8- 2 (%
¥ 5 A3 Ubuntu Server 10.04 64-bit » 35 4% 5 6 GB; Guest T % - 1
QEMU it3 FES L& E > 2 (7% 535 Debian5.0.732-bit> L4 3

BORIRA S SOE 1.0 K4 H# S, L R PR E 5 Apache >
FTHREE L MySQLS.S.15¢

memory

Computing ~ Ubuntu server Intel(R) eon(R) CPU 6GB
Node 10.04 E3-1230 V2 1 core

Guest Debian 5.0.7 2.83GHz 128MB
environment 32bit

% 3 FHRLB AR
AawE Y A SR HRFEET D DERET ARG RBET I R

Prdl 5 EBFRIE* AR\ T AT % (R 19)’fbﬁﬁﬁk'55ﬁ:§?5§i@}i .
EFIRT ERARET % (B 20) At v N EREIFFHRET IR
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Crax Console

Crax Web

Crax-Androic Application URL number Experiment times

Crax-Fuz eve 9 15

]
]

e 65 8
_and_c_2.08 102 2

0
e 184 218 2

Web Application: testlink_1.8.4

Crawled Url Expolitable Url Maybe Expolitable Url Experiment  Tasting Cusus

e, url mumbar pattarn eraate tme

B 19 CRAX ®F 1

Connected (unencrypted) ta; 20
Length: 33 [text/htnll : htt
Saving to: ‘req' ‘ : E

100 >1 33 em information

2013-05-22 16:26:36 (4.37 MBss) - ‘req’ saved [33,331

S2E: output directory = "./sZe-out-508"

vnet homeshliussZe_envssZesbuild- gemu-debug-pc-bios/. .~ i386-s2e-sof tmnusop_helpe

r.bc

Creating plugin CorePlugin

Creating plugin BaseInstructions

Creating plugin ExecutionTracer

Creating plugin Injection

Creating plugin HostFiles

Can not get configuration value 'pluginsConfigl’ Injection’ 1.concrete XSS’ :
value of type nil can not be converted to string

[State 01 Created initial state

fidding CPU (addr = 0x0x41lebe20, size = 0x4dbcO)

»net homeshliussZe_envssZesbuildsgenu-debug-pc-biossbios.bin

snet honeshliussZe_envssZesbuild gemu—debug-/pe-bios/bios.bin

net/hone hlius/s2e_envssZe/build/qgemu-debug/pc-bios/vgabios-cirrus.bin

met/hone hl ius/s2e_env/sZe/bui ld/qenu-debug/pc-b ios/pxe-e1000 . bin

met/hone hl ius/s2e_env/sZe/bui ld/qenu-debug/pc-b ios/keymapsen-us

snet home hliussZe_envssZesbui ld-gemu-debug.pec-bios keymaps common

snetshomeshlinssZe_envssZesbui ldsgemu-debug/pe-bios keymaps/modif iers

Initing initial device state.

WARNING All urites to disk will be lost after shutdoun.

[State 01 Inserting symbolic data at Oxbfa®3988 of size Ox14 with name 'sym’

HTTP#1.1
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IS

‘3\\-

4-2 FriE A A%
42 ¢ F# Y CRAX 4237 Ardilla ¥ v &£ 5 f28ehd % - 4
PR B - RS E T SQL FALEA SRR Sk o A
BEakipERiEn g2k e o ERANLETIIZ 27 o
# ¥ Number of crawled request }1% PP iy g 1 eniFp] URL #&E
@ Number of SQLi #4p3% URL # i ip| 5] SQL ok "E 4% s ¥ cnis g2 #ic
£ ° Number of all solved constraints P £ 4p tteiR:EAZ" » 7 Gl S
Rl g -

BE YT LT RE ARG N LR o R@ $E - URL 357 &
- hEz A AP o FRIET R AN URD A& S 0 B X T & D
PR . A% 5 o

Line of code 8125 6504 1710 904 144913 52631
CVE - - - - 2009-4238 2009-4883
# of crawled 269 65 . 9 218 65
request

# of SQLi 12 6 3 3 /) 6
(vulnerable)

# of SQLi by 6 12 1 2 - -

MIT

Time per exploit 0.55 min 039 min 0.27min = 0.24 min 3.24min 4.89min
Time for all 148.58 min  25.15min  1.88min  2.12min  706.4min  315.2min
crawled requests (30 TO) (32 TO)
# of all solved 952 15254 1104 934 18047 6322
constraints

# of crawled request: request may contain sensitive data / TO: Timeout

4 P8 F2E%
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4-3 B H o RO R L2 iR
% 5 ¢ ZIT CRAX Web frH is 74 qu 0 o Sz th g o 30 & ¢ ¥ g
TIPCRAX @ % H - RREPHNAGTRAL 1 5 -9 fapl s At
s AT LA > qn SQL TR RS P w B (3% PHP T &

2t o
Approach Attacks/ Generation Algorithm W/B Plateform
Detectd Box
SAFELI[9], SQLI Attack Statically inspect bytecode of WB  JAVA
2008 application
Apollo[10], Malformed Use Concolic execution to find - WB.  PHP
2008 HTML Detect bugs in PHP web applications
Adrilla [11], XSS, SQLI Attack - It combines concrete and WB  PHP
2009 symbolic execution to covers
paths
Kudzu[12], XSS, SQLI Attack Attack gramma and symbolic = WB  JavaScript
2010 execution

PIUIVT[14], XSS, SQLl Attack Perturbation based Algorithm WB = Java

2010

[13], 2012 XSS, SQLI Detect Dynamic taint analysis and WB  Java
symbolic execution

MySQLlnjec SQLIJ Attack Blind SQL Injection based on BB PHP

tor [15], True/False, Order by

2011

NKSI Scan SQLl Attack Modulize SQL Injection patten BB ISP, ASP

[16], 2012 to generate attack string

CRAX Web XSS, SQLI Attack  Single path symbolic WB  XSS: All,
execution SQLl: PHP

* W/B Box: White/Black Box

2 b pE AL/ WHplRETE BT AN sz b [19]
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4-4 L]

d 3 CRAX #AVE-REMIAGFOp P E4 Fo Fpt g0
Pl gk > fE 07§ K % (OWASP 2013 TOP 10 AS) st %8 th+ & & o
T X 2FHF o P ARET AT BT F PP o RENA AT
MR ORI Y F L ¥ hd 2§ (OWASP 2013 TOP 10 A2) -

AR - RERIAFTRAR AL PEDER > Ra ks €4
A AN U] o d H - BRITHRENFTE L& BIRETHE
Rl - R L I NS £ SR IR I £ o o IS G e  E A s |
PR ORT +ﬁnmumwko

o2 FAVENG ORS|oRRE TR ORIZT o T AR
%%’GMXJQ%@Wm%O

TR 2La b R RIS T~ id= AAAAA 218 6 B BRI 0 B
SRS BRG] ac CRAX ¥ g d e 2P 4]58 @ 2045 15 ¢ BBBBB >
T2 PRI AL AR TP CCCCC ° 38A F 4

pn B
ﬁ»?#iﬁﬁﬁﬂﬁlk’%@ﬂ%ﬁﬁﬁiﬁﬁﬁﬁﬁb’UMXQ
#2 5d BATLH Y a K P[] 35 BE o

HTTP Request

GET index.php?abc=AAAAAHTTP/1.1
Host:123.123.123.123

HTTP Response HTTP Response “.'
l' ‘Q )
A R R
HTTP/1.1200 OK HTTP/1.1200 OK AN AN ANTAN
Context-type: text/ntml * ¢ *¢ L

Context-type: text/html

Path constraint b
<html> Path constraint a <html>

some text BBBBB some text <Attack Script>
</html> </html>
Can get other solution CCCCC No solution

B 21 f € A 2 T & B
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-1 &
Aagwmw HNP BRFRET ARG 2 o J 3 3 A H - RSP
NEFRIZRETRY BN DRIB ISR BERET ORFERR 0 5 0

FREE o P Es - AR LRI
TR PIRRE FAE T @ E > P 44 PHP F 7o

Weh b r F R BT S RAHE I ET o T

ORI F st B 75 o blde SQL TR T ~ ik e 7o

Remote File Inclusion) ~ 15 4 /& » sc# (Command Injection) % % o
A

h-2 Rk E -

bAfshe 08 " CRAX A2 bt 2 /e SQL FALME A s i e
GPROEmE P IR BT RN E T g F R L L AR o
SRS S LS T E RS Y R R JUE

Other Web Security issues Target Functions

Remote file Inclusion / Local include(), ~ include once(), require(),
File Inclusion requireonce()...

Directory traversal fopen(), file(), unlink...

Command injection system(), file()...

Code Injection eval()...

File upload move uploaded _file(), rename(), ...

206 FALPRT R AN TEFLME S L

ot e gt 0 F PHP 2 1 0 SQL FAL'Esc¥ > e & S’E &
- BAENT FTE T SABENFIE 0 A3 SE § (v CRAX 23
PR ARG SN GEOETHERNE QST ET AL D
@ o & %k CRAX i #391% 4p k1 554 JSP ~ Python » Ruby + ASP % ¥

[

L=
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