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A Cloud-based Benchmark Database for Software Vulnerability Analysis
and Discovery

Student: Cheng-Yu Chao Advisor : Dr. Shih-Kun Huang

Department of Computer Science and Engineering

National Chiao Tung University

ABSTRACT

Recent attacks like Stuxnet, APT, and on large corporations including
Google, Facebook and Microsoft have caused much damage on valuable
information asset. The Internet warfare can no longer be ignored.

In this_thesis we developed a cloud-based benchmark database for
software vulnerability analysis and discovery. This system is capable of

maintaining executable environment of various software vulnerabilities.

We integrate the automated exploit generation system (called CRAX)
formerly developed by our laboratory into the system, taking advantage
of cloud system to automate the software exploit writing process. The
system not only provides the automatic exploit of software vulnerability
but can also construct a wargame for training security expertise from
emulated environment.
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Overview

2

Exposure [10])R. 4% B4R & 1 ih

R
=

BR A BATRE S BT R K R

’&?
&

g

SR cF SEARIAES I E 38 FF) LRSS

,

% 10 chik i o R R AT Java?

%, 1% i@ Java Reflection APl %5 % > &

Multiple vulnerabilities in Oracle Java 7 before Update 11 allow remote attackers to execute arbitrary code by (1)
using the public getMBeanInstantiator method in the ImxMBeanServer class to obtain a reference to a private
MBeanInstantiator object, then retrieving arbitrary Class references using the findClass method, and (2) using the

Reflection API with recursion in a way that bypasses a

security check by the

java.lang.invoke.MethodHandles.Lookup.checkSecurityManager method due to the inability of the
sun.reflect. Reflection.getCallerClass method to skip frames related to the new reflection API, as exploited in the
wild in January 2013, as demonstrated by Blackhole and Muclear Pack, and a different vulnerability than CVE-

2012-4681 and CVE-2012-3174. NOTE: some parties

have mapped the recursive Reflection API issue to CVE-

2012-3174, but CVE-2012-3174 is for a different vulnerability whose details are not public as of 20130114. CVE-
2013-0422 covers both the IMX/MBean and Reflection API issues. NOTE: it was originally reported that Java 6
was also vulnerable, but the reporter has retracted this claim, stating that Java 6 is not exploitable because the
relevant code is called in a way that does not bypass security checks. NOTE: as of 20130114, a reliable third party
has claimed that the findClass/MBeanlnstantiator vector was not fixed in Oracle Java 7 Update 11. If there is still a

vulnerable condition, then a separate CVE identifier mi

Impact
CVSS Severity (version 2.0):

ght be created for the unfixed issue.

CVSS v2 Base Score: 10.0 (HIGH) (AV:N/AC:L/AUN/C:C/T:C/A:C) (legend)

Impact Subscore: 10.0
Exploitability Subscore: 10.0

] 2-6
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http://10.113.208.200/craxunixs/viewApp/14
http://10.113.208.200/craxunixs/viewApp/15
http://10.113.208.200/craxunixs/viewApp/16
http://10.113.208.200/craxunixs/viewApp/17
http://10.113.208.200/craxunixs/viewApp/18

4-2  AutoCRAX ¢ ==+

AUtoCRAX  Seir#lsh# -5 L ehit * X9 T 46 E BFI 2 ET %

AR FEZ R B L B RF CEEERERIEG D ER R
X3t o 47 Al IR CRAX F ke T IRAE o

4-2-1 2%

% 18 noOVNC E 3/ | * 42503 ~ F &P il £ 17
F o E oo d Rt T AR R PR R Rk

CRAX-Init F % 4 & 4B 4-1 -

3

S
>
:TF
Wi
=

|4

Connected (unencrypted) to: QEMU (Ubuntu_10.04_server_3
sqlabRubuntuld: -etc udevsrules. d
sglab@ubuntul®d:etc udevsrules.dS ifconfig
eth3 Link encap:Ethernet HWaddr 52:54:00:33:c0:74
inet addr:192.168.122.249 Beast:192.168.122.255 Mask:255.255.255.0 |REceulLIEEEENS
inet6 addr: fed0::5054:ff :fe33:c074-64 Scope:Li
UP BROADCAST RUNNING MULTICAST HMTU:1500 HMetri
RX packets:1859 errors:0 dropped:0 overruns:0 frame:0
TX packets:427 errors:0 dropped:0® overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:2731710 (2.7 MB) TX bytes:39044 (39.0 KB)
Interrupt:11 Base address:0xe000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:8 errors:® dropped:® overruns:0 frame:0
TX packets:B errors:® dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:560 (560.0 B) TX bytes:560 (560.0 B)

sqlab@ubuntul®: setc udevsrules.d$

sqlab@ubuntule:/etc/udeu/rules.d$ uname -ai

Linux ubuntul® 2.6.32-Z1-generic—pae #32-Ubuntu SMP Fri Apr 16 09:39:35 UTC 2010
i686 GNU/Linux

sqlﬂh@uhuntulﬂ:/Etc/udeu/rules.ds

Bl 4-12 = F % %8 1% CRAX-Init
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% i CRAX-Init ¥ 14 fhoid i = & 46355 BEARRE 607 4 T TR 3R > & 44 71
TR EE R A2 SR T AR 0 f T CRAX T & 20
4 T S wargame 3EP 0 BRY T & 2enic B AP T o ViR A
NCTU Online Judge & eer*d4] » 3 tb— B f B 3 17~ 20 A il ~ P %

SRELFER R 2% T L 0 B4 450

Application 0S CVE
sudo-1.8.2 Debian_6.0.1 32 CVE-2012-0809
nginx-1.4.0 Debian_6.0.1 32 CVE-2013-2028

mplayer-1.0rc3-4.4.4 Debian_6.0.1_32 CVE-2010-3429
VA B E sl Ubuntu_10.04_server 32 None
apache-2.0.58 Debian_6.0.1 32 CVE-2006-3747
nginx-0.7.65 Ubuntu_10.04_server_32 CVE-2010-2263
lighttpd-1.4.26 Ubuntu_10.04_server_32 CVE-2013-1427
proftpd-1.3.2¢c Ubuntu_10.04_server_32 CVE-2010-4221
koha-3.12-current Debian_6.0.1 32 Oday
o] sle) BRI A Ubuntu_10.04_server_32 None

44 P22 VPREFKWEE -

RERT FHBE O REER KRR

Testbed@TWISC

1= B A 32 EF 1282
CSEP o i3 2 ®
AutoCRAX o 5 o 2 e

# 4-5 FpZ 29 &L SR
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http://10.113.208.200/craxmons/viewTest/23
http://10.113.208.200/craxmons/viewTest/24
http://10.113.208.200/craxmons/viewTest/25
http://10.113.208.200/craxmons/viewTest/26
http://10.113.208.200/craxmons/viewTest/27
http://10.113.208.200/craxmons/viewTest/28
http://10.113.208.200/craxmons/viewTest/29
http://10.113.208.200/craxmons/viewTest/30
http://10.113.208.200/craxmons/viewTest/31
http://10.113.208.200/craxmons/viewTest/32

4-2-2 B RF

hAd P TR LY E Pam%l T8 S8R TN T P
¥ Hcenf B o AUtoCRAX F Byl & HF B L CRAX &7 FF i &

KR e KR -
12 CRAXUnix 6% 5k & ] > JE R | 7 B 4 13 Eiﬁi%] * R E iE'J—FJ?@?] »
;9 (symfile ~ symstd %) > 2R > TR AE Z - X B EHEH TE AV EL )

SREER  RTRET AT RGFIIEINH - L A% 4oB 420

Unix Application: iwconfig_2.6

Crash Input Type MNote len Try Spend
time(shortest)
r 2 BID- 85 1 00:00:19

aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaad

8901
aaaaaaaaaaaaaaaaaaaaaaaaaaqaaaaaaaaaaaaaa
aaa

Choose shelicode || 1000 " Generate Exploft |

Choose shellcode

ubuntu_8.04 /bin/sh 25 byte

Freebsd /bin/sh 23byte

Linux/x86 64 exec("/bin/sh") 30 bytes
Linux/x86 exec("nc -1 6666 /bin/sh™) 69 byte
L clc BExXpe LT}

24



url number pattern create time
a' or 1=1 2013-05-12 23:52:54

56
Abendon

Queueing Experiment (1)

No. url number

pattern create time

aori=1-— 2013-0512 23:53:21

Crax Console

0
[CELELEN Connected (unencrypted) to: QEMU
¢ t[’ symbolic_end’ 1)

quest’ ]
url.replaceC’\r’, *’)

w24 (Read

aConcolic
oncolic mode, addCo
(And 2 (Add W & 4
(Extract w8 0 (LShr w32 (Concat u3Z O ’ "
xtract w e oncat w (Concat wz4/if textl’need_replace’1 t= Nome:
(Read u8 - ymbolic_tex text[’need_replace’ ]
16)))
) in test_url
rch(’ Content-Length ’, test_url)

-PY
88 sqli_url 126 142 aaaaaaaaaaaaaaaaaaaa

oncolic so and pc = Oxb7a5531c
a t() with (Eq fals
MELH St php HTTP/1.1
application/x-www-form-urlencoded

(And w32 (Add

oncat w24 0
(Concat wi6 0
(Extract w8 0 (LSh"

w32 (Concat w32 0
(Concat w24 (Read w8 0 syn) (wi6 15
g to server end...




4-2-4 R BRisskiit
Frdl=¥t CRAX 9 5%k A 2 chie &k » » w5 %7 BB DT
Moo TR R 7 BT RSTELEOPE TR ET o U
ts 3f

L TR T R R A

Queueing Experiment (0)

Complete Experiment (

o

Ne. Crash Input Shellcode create time Exploit
1 CVE-2005-1019 Linux/x86_64 exec("/bin/sh") 30 bytes 2013-04-16 21:34:55  Exploit
2 CVE-2005-1019 Linux/x86_64 exec("/bin/sh") 30 bytes 2013-04-17 13:4218  Exploit
3 CVE-2005-1019 Linux/x86_64 exec("/bin/sh™) 30 bytes 2013-04-17 13:42:32  Exploit

4 CVE-2005-1019 Linux/x86 exec("nc -1 6666 /bin/sh™) 69 byte  2013-04-17 13:49:186  Exploit

6 CVE-2005-1019 Linux/x86_64 exec("/bin/sh™) 30 bytes 2013-04-17 14:23:23  Exploit

B 4-5 CRAXUnix % 2 2 % &

Yulnerable Url(

Vulnerable

Request
q Pattern

GET eve/edit.php?1d=123456789 HTTP 1.1 1 or 1=1

Host: 16.8.2.15 )
aori1=1-
a'or1=1
a'ori=1-—

Bl 4-6 CRAXWeb SQL Injection i iRl %
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4-3  Z = CRAX

d ** Libvirt # & API %E@ﬁﬁﬁﬁ v B R erh B8 E PR FEhe EC2 0

b A PCRAX 9 Bkt L doik = B8 B %4 18 (7 S°E ohd 83

m
b
&t
R
]

o B AL SE (7 DR BB & R AN AV Pk

e
I
=g
w s

FBEes ] 0 T T T R » b|4ei% 8 CRAXUnix ¥ & EIP 5 F 4L =

Foo P REREFA- FBAERALTE R ELARS
4-4 BHRBELPFTEE
7 B3 CVE ¥ 3 PR ~ RiFREE BT RAE - AP 0 CRAX

FHER - BV REOHMBYT R AT o L2 iR g

= N 2e E RAFTHER S I HEGERER > EFTREE  deik 4-4 7))
DB RETBET R RO LB o

i% i AUtoCRAX f B (v A 4 238 » 71l Bz RBE ML 22K 38 > 4p
PRI AAPUE S FEIERET S B N RTEA R g Ry R

7 w0 ¥ %QE*WUHIX;}H Fote it P ShinAg R it 2 7 & LI 2

A R £ (B PR R S R F R R A A ¥

BEFH o bz F i HERR Ul
CVE -3 E d # #
Exploit DB %% CVE B oEIRs 3% # #
Metasploit %% CVE # B & B
AutoCRAX %% CVE B B B e

L 4-6 B BT R
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4-5 Oday %45 - R@E2 B

i% i CRAX Console » P-ii 2& = 33 BLAR ;N cndd (T IR B 0wt B3R B ATIRAR

%E

R 2o P HF Lenlld 4Ep B0 F 0L % su—Koha[19] 5 B 0 % %

iy

==~

g RE X EF L b o X R R EE RSB
B iF CRAX-INIt $2 4 F o % 25— (8 > o £ * o

AP AR Koha b 4 EAEsS 0 4 LEGE I RSP 0 fh % LD
%47 Bk %%ié“i”Tﬁtl”mﬁa g~ Open &3¢ > Fpt v 7 &
MR C A 4 ~ R SEth @i it {1* Opendp % 1 Pipe # it >

#4175 At

_ e were sent a zip file, process any
m» f $
undef
$debug a
opendir my | 3 ; ;
while { my $filens addir $dirhandle ) {
$file = "$dir/$filename” if ($filename =~ midatalinkM.txtfi ||

..

return $errors; # This error is fatal to the import of this directa

1-
L)

Bl 4-7 Koha B 42 #% ;% 75 & (=
JE CRAX-Test . o B B fcLanz ¥ 2 Tk B » 4B 4-8 o o »t b ¥ %

FBHITHE OCRAX-Test T o KA LB A F /R L JF 18 % ¥ — S Eaf i

T L R AR KA PR AR 0 4o 49 ¢
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Connected (unencrypted) to: QEMU (Debian_§.0.1_32_koha-.

Paste Command HERE

destroy |

Bl 4-8 CRAX-Test Koha-current Z4-F w

< X fi

Circulation  Patrons

Akoha

Search = Cart

[ localhost: 18080/ g1 -binfkohattools/picture-upload. pl

More ~

Enter patron card number or partial name:

I [+]1|Search

Search patrons | Check out Checkin  Search the catalog

Home » Tools » Upload patron images

Tools home
Patrons and circulation

Comments
Import patrons
Notices & slips

Overdue notice/status
triggers

Patron card creator

Batch patron
deletion/anonymization

Batch patron modification

Tag moderation

Upload patron images
Catalog

Batch item deletion

Batch item modification

Export data

Inventory/stocktaking

Upload patron images

o zip file

o image file
Select the file to upload:

BIEEE | exploitzip

exploit zip - WinRAR

3
File Commands Toolz Favorites Option: Help

(N B [ By .

Iy
Extract To Test Wiew Lelete Find T izard Info

A
=<
Add

Vimsoan Con
& |J|§ exploit aiptexploit - ZIP ashive, unpasked size 0 bytss
Name 4+ | Size |
[ bt o s “L 3 ipbibzakas Trssed -4 140113 208 327 13345 St dstalmk o g

Bl 4-9 Koha W%+ @454 £~ ik
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B S5 A% M fE ~ nc —e /bin/sh 140.113.208.227 12345 iy 4 » B
140.113.208.227 ¥ F 12345 3 > B (5 /P~ 17 Koha # %A 4 4 *(H)

4-10) > SR R o FEF T REEZ R A4

(test-koha)

Bl 4-10 Koha » 4 *Ujg >~

it

BRydfc [ F 1% CRAX-Test sl §Lat it - f'f & X & HF o -
e g

-Q-ﬁzk}ig"m‘rm’,% ’ r'r’ﬁi’ksﬁp.ﬂ.l% -é‘

Crax Test

Application 0s CVE

sudo-1.8.2
nginx-1.4.0
mplayer-1.0rc3-4.4.4
mysql-server-5.1.69

apache-2.0.98

Debian_6.0.1_32
Debian_6.0.1_32

Debian_6.0.1_32

Ubuntu_10.04_server_32

Debian_6.0.1_32

CVE-2012-0809

CWE-2013-2028

CVE-2010-3429

MNone

CVE-2006-3747

nginx-0.7.65 Ubuntu_10.04_server_32 CVE-2010-2263
ghttpd-1.4.26 Ubuntu_10.04_server_32 CVE-2013-1427
profipd-1.3.2¢ Ubuntu_10.04_server_32 CWVE-2010-4221
koha-3.12-current Debian_6.0.1_32 Oday
PostgreSQL-8 417 Ubuntu_10.04_server_32 MNone

B 4-11 CRAX-Test A R EH
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-1 %

-gg

BN P s PR RF RN G ST RETAERE O WL
FREREL > TE ARSI BLITRB IR ERANE T A
F X EREFOFBR TG ONGTRET URELAY R URFRE
BAT ~ B & A2 @ plfr CRAX ® 7 Exploit Generator ¥2 Fuzzer -

MmO A gc R REREErEP v 2R B o NP B AN T B EirE 2 ah

THRE CEEFIIRBFT N e [ FRFEFLAET R pBF

v B R M R 9 # 5 wargame s T R R R o

Py
S
s
&
=
14

Wargame Malware

' ) ¢ Detect
Exploit Vulnerability
Generator

& Patch

Fuzz Testing

Exploit
AutoCrax Verification

B 5-1 AutoCRAX #* ¢
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-2 A REBY

SHER - BR AR ? B CRAX R PR & 2 VIR e
Wi B B B SRR - AT P > AR - BATHEE &8
PR R RIS R o A REEF P AR BT A ZRS ARk kL
2

L enr i 0 REFIREAFUE &G F Rk o ZFS L B F A LA

WihEm 23 @G 20 SHERIHE 157 Fins > wF]p

E X Ak ZFS R fE

&K

AET

B 45 5 3
£ & 20
* 4 By
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