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Abstract

With the advance of computing power, data mining techniques can extract
useful information from large amount of data. In 2012, 2.5 quintillion bytes
of data (1 follow 18 zeroes) are created every day. Data privacy is of utmost
concern for distributed data.mining across multiple parties, which may be
competitors. In this thesis, we-focus on the privacy preserving techniques in
distributed data mining algorithms. We propose two protocols — multi-party
association rule mining (MP-ARM) and-multi-party decision tree learning
(MP-DTL). Both protocols use partial homomorphic encryption to perform
secure data mining algorithms, which are more efficient than the existing
work. With the aid from the third participant, two or more parties can
securely perform large-scale data.mining algorithms without revealing any

additional information to the cloud servers.
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Chapter 1

Introduction

Data mining is the process of knowledge discovery as shown in Fig. 1.1. The
overall goal of data mining is-to extract patterns and useful trends in large
data sets, which inyolves the knowledge from different fields, including arti-
ficial intelligence, machine learning, statistics, and database systems. Data
mining techniques [1] have been developed to make decisions precisely. For
example, one Midwest chain used data mining technique to analyze local
buying patterns [2]° They found that people tended to buy beer when they
bought diapers on Saturday. On‘Thursdays; however; they only bought a few
items. The retailer concluded that they needed to prepare more beers before
the weekends. The grocery chain can use this newly discovered information
in various ways to increase their revenue. For example, they can move the
beer display closer to the diaper display, or sell beers and diapers at full price
on Thursdays.

There are various types of existing data mining algorithms, these can
mainly classified as: 1) classification; 2) clustering; 3) association.

Classification. Data mining classification is the process to group items

based on certain key characteristics. There are several techniques used for



data mining classification, including nearest neighbor classification [3], deci-
sion tree learning [4], and support vector machine [5].

Clustering. Data mining clustering is to find the groups of objects which
are similar to each other, and differentiate with other groups.

Association. In data mining, association rule learning is a popular
method to discover interesting relations between variables in large databases.
It is intended to identify the strong rules discovered in databases using dif-
ferent measures of interests. For example, the rule {diaper} — {beer} means
that while diaper appears in-a transaction record, beer would also appears

in this record with high probabilities.
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Figure 1.1: Theprocess-of knowledge discovery.

To perform a data mining algorithm, the traditional approach first collects
all data into a centralized site, then run mining algorithms. However, a
centralized database has the difficulty in sharing data among competitors
due to the privacy concern. Data may be distributed among several sites,
which are not allowed to transfer data directly to another site owing to the
untrust network environment.

Taking medical research cooperation as an example. Suppose that Cen-
ter for Disease Control wants to mine health records to find out the rela-

tionship between genders, ages, and health. Insurance companies and local



hospitals hold data of patient diseases and prescriptions. Mining these data
can help the Center of Disease Control to discover important rules such as
gender & age = health status. However, the problem is that insurance
companies or hospitals will not share their data publicly. It is illegal to share
patients’ records without their permissions. Therefore, the protocol designed
in this situation should ensure that all the sensitive information can not be
known by outsiders.

In order to achieve the above scenario, data transfer between the Center
of Disease Control and insurance companies or.hospitals must be encrypted
before sending to another-site. This encryption: behavior limits the capa-
bility of calculation.»We propose the effective protocols for association rule
mining and decision tree learning to teduee the time spent on collecting the
intermediate values before obtaining the mining results.

In this thesis;we assumes that two or more participants want to perform
data mining algorithms based on their joint databases. In the two-party
case, we introduce a new participant Ted-to-help decide whether outcome is
larger than the predetermined threshold or not. A special property should be
addressed to emphasize the difficulty to preserve privacy when performing
data mining algorithm under two-party case. For association rule mining,
one party will know a rule is supported globally, but not supported in his
site. This behavior shows that the other site supports this rule. Thus,
lots of private information is revealed even under a secure protocol. Also,
we assume no collusion in proposed protocols because collision may fail the
security assurance.

We consider a scenario where two or more parties having private databases
plan to compute a data mining algorithm based on the union of their databases.

Due to confidential data, neither party will divulge any contents to the other.



We show how the involved data mining problem of decision tree learning can
be efficiently computed, with no party learning anything other than the out-
put itself. We demonstrate apriori algorithm and ID3 algorithm, both of
which are well-known and influential algorithm for the task of data mining.
We note that the extensions of apriori and ID3 are widely used in real market
applications. Our proposed protocols are designed to securely perform two

data mining algorithms as Fig. 1.2.
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Figure 1:2: The overview of proposed protocols in the process.

1.1 Thesis Outline

The rest of this thesis is organized as follows. Chapter 2 describes the back-
ground on the data mining algorithms and the cryptosystem forming the
basis of our proposed protocols. Chapter 3 introduces the proposed proto-
col for securely perform distributed association rule mining on private. We
present the other protocol for privacy-preserving decision tree learning on
Chapter 4. Chapter 5 gives concluding remarks and outlines direction for

future work.



Chapter 2

Background

2.1 Homomorphic Encryption

Homomorphic encryption is the scheme that allows computations to be car-
ried out on ciphertext. The decryption of computation results match the
outcome of operations performed on the plaintext. The concept of homo-
morphic encryption, or privacy homomorphism was first proposed to the sci-
entific community in 1978 by Ronald Rivest, Leonard Adleman and Michael
Dertouzos. A semantically secure-homomorphic encryption scheme was de-
veloped and proposed by Shafi Goldwasser and Silvio Micali in 1982. In 2009,
Craig Gentry proved that a completely homomorphic encryption scheme is
possible.

Rivest, Aldeman and Dertouzos developed their theory based on the fact
that the existing security and encryption systems severely limit the ability to
manipulate data after it is encrypted and turned into ciphertext. Without the
development of a homomorphic solution, “sending” and “receiving” data are
the only function that can be accomplished with encrypted data. The biggest

concern was the level of computing that processes the encrypted request on



the encrypted data. This manipulation may reduce the security level of the
encryption scheme.

With the advent and rapid expansion of cloud computing, a feasible ho-
momorphic encryption method is crucial. Otherwise, the risk is too high to
entrust sensitive data to a cloud computing service provider. If a service
provider can access data in their decrypted form, the data can directly ex-
pose to malicious users. [6] proved that homomorphic encryption is viable,
though the amount of computation time is a concern.

In [6], the author outlined how to create'an encryption scheme that can
allow data to be securely stored in a cloud environment where the owner
can utilize the computational power of the cloud provider to manipulate the
encrypted data. There are three main stéps in [6].. An enceryption scheme is
constructed thatiis “bootstrappable”. In thisstep, a somewhat homomorphic
encryption scheme can work with its own decryption circuit. Next, an almost-
bootstrappable public key eneryption scheme is built using the idea of ideal
lattices. Finally, the schemata are simplified; while maintaining the property
of being bootstrappable.

Although [6] created a completely homomorphic encryption scheme, it
remains impractical. Homomorphic encryption has evolved to be mostly se-
cured against chosen plain-text attacks, but securing against chosen cipher-
text attacks remains a problem. In addition to the security issue, the fully
homomorphic schemes are so complex that the time factor has precluded
their usage in many applications. Somewhat homomorphic encryption sys-
tems have been developed to address at least the time factor, using only the
most efficient portions of a completely homomorphic encryption scheme.

In this thesis, we apply homomorphic encryption in realistic world. In

other words, efficiency should be taken into considerations. We use partial



homomorphic encryption as our mainly used encryption scheme and combine
protocols design to realize the privacy-preserving data mining process. There

are several efficient partial homomorphic cryptosystems:

2.1.1 Unpadded RSA

If the RSA public key is modulus m and exponent e, then the encryption of
a message x is given by E(z) = ¢ mod m. The homomorphic property is

then

E(xq) - E(xe) = @25 mod m = (r129)  mod m = E(x - z3).

2.1.2 ElGamal

In a group G, if the ‘public key is (G, q,q, /), where-h = ¢*, and x is the
secret key, then the encryption of a message m is E(m) = (¢",m - h"), for

some random r€ {0, 1, - - -+, ¢ —1},.the homomorphic property is then

Blay) - Blws) & (00, by - W s i®) =g 20wy - o)),

2.1.3 Goldwasser-Micali

In Goldwasser-Micali cryptosystem, if the public key is the modulus m and

b

quadratic non-residue z, then the encryption of a bit b is E(b) = 272 mod m,

for some random r € {0,1,--- ,m — 1}. The homomorphic property is then

E(by) - E(by) = 2" r?ab2r2 = aP%2(r1ry)? = E(by @ by).

2.1.4 Benaloh

If the public key is the modulus m and the base g with a blocksize of c,

then the encryption of a message = is E(z) = ¢g°r® mod m. for some random
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r€{0,1,--- ,;m — 1}. The homomorphic property is then

E(x1) - E(z2) = (¢7r5)(¢"15) = ¢" 72(r1r2)¢ = E(z1 + 22 mod c).

2.1.5 Paillier Cryptosystem

The Paillier Cryptosystem [7] is a public key encryption scheme based on
modular arithmetic, created by Pascal Paillier. The homomorphic property

in Paillier cryptosystem is additive homomorphism as follow:

Encryption

To encrypt a message using the Paillier eryptosystem, a public key must be
established first.

To construct the public key, one must choose two large primes, p and g,
then calculate their product; 7 = p-q.- Then.asemi-random, nonzero integer,
g, in Zy2, must be selected so that the order of g isammultiple of n in Z7,.
Thus, the public key‘is(n, g).

The steps of encryption is asfoellows:
1. Create a message, m, with m € Z,.
2. Choose a random, nonzero integer, r € Z.

3. Compute ¢ = ¢™ - " mod n?.

Decryption
1. Define L(u) = (u —1)/n.

2. Calculate L(¢g*™ mod n?) = k.



3. Compute u =k~

U'mod n?.

4. m = L(A™mod n?) - p mod n.

Our proposed protocols use additive homomorphic scheme to securely

sum up the encrypted results, so we take Paillier cryptosystem as our en-

cryption scheme. Also, Table 2.1 shows the key size recommended by NIST

for security consideration, we implement our system with 1024-bit key size.

Table 2.1: NIST Recommended Key Size

Symmetric Key Size { RSA-and Diffie-Hellman | Elliptic Curve Key Size
(bits) Key Size (bits) (bits)
80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15360 521

2.2 Association Rule -Mining

Association rule mining is a process that help find the confidential rules from

a large amount of data. The problem can be defined as follows:

Let I = {iy,i2...in} be a set of items. Let T' = {t1,t...t,,} be a set of

transactions, where each t; C I. Given an itemset X C I, a transaction t;

contains X if and only if X C ¢;. An association rule is an implication of the

form X = Y where X CI,Y C I, and XNY = (). The rule has support s in

the transaction database DB if s% of transactions in D that contain X UY .

The association rule holds in the transaction database D with confidence ¢ if



c¢% of transactions in D that contain X also contain Y. An itemset X with
k items called k-itemset. The problem of mining association rules is to find
all rules whose support and confidence are higher than the minimum support
and confidence defined by user.

It has been shown that the problem of mining association rules can be

reduced to two subproblems:
1. Find all large itemsets for a predetermined minimum support.
2. Generate the associationtules from the large imtesets found.

The most crucialepart affecting the performance of mining association

rules is to solve the first problem efficiently.

2.2.1 Apriori Algorithm

The Apriori algorithm is an effective method for determining association
rule [8]. The idea is to separate association rule mining problem into two

stages:

1. The large itemsets are computed.iteratively. In each iteration, the
database is scanned once and all large itemsets of the same size are
computed. The large itemsets are computed in the ascending order of

their sizes.

2. In the first iteration, the size-1 large itemsets are computed by scanning
the database once. Subsequently, in the kth iteration (k > 1), a set of
candidate sets CY} is created by applying the candidate set generation
function Apriori-gen on Ly_1, where Lj_; is the set of all large (k — 1)-
itemsets found in iteration & — 1. Apriori-gen generates only those

k-itemset whose every (k — 1)-itemset subset is in Lj_;. The support

10



counts of the candidate itemsets in C} are then computed by scanning
the database once and the size-k large itemsets are extracted from the

candidates.

In general, for both frequent itemsets XY and X, we can determine if

the rule X — Y holds by computing the ratio r:
r = support(XY')/support(X).

The rule holds only if » > minimum confidence. Note that this rule has the

minimum support because XY is frequent.

2.3 Decision Tree Learning

Decision tree algorithms are the learning methods for approximating discrete-
valued target function. These famous algorithms in inductive learning have

been successfully-applied in a-broad range of tasks.

2.3.1 ID3 Algorithm

ID3 is a simple decision learning algorithm developed by J. Ross Quinlan
in 1986 [9]. ID3 constructs a decision tree by employing a top-down greedy
search through the given sets of training data to test each attribute at every
node. It uses a statistics property called information gain to select which at-
tribute to test at each node. Information gain measures how a given attribute
separates the training examples according to their target classifications. The

notation is listed as:
e R: the set of attributes;

e (: the class attribute;

11



e T: the set of transactions.

Entropy

It is a measure in the information theory, which characterizes the impurity of
an arbitrary collection of examples. If the class attribute C' takes on [ different
values, then the entropy He(T') to this [-wise classification is defined as

!

Ho(m) = 30~ phogs

where T'(¢;) is the number-of transactions that contain ¢;. Logarithm is base
2 because entropy ista measure in terms of bits. For instance, if training
data have 14 instances with 6 positive and 8 negative instances, the entropy

is calculated as
Hc(F)= —(6/14) log, (6/14)— (8/14) log(8/14) =0:985.

Note that the more the uniform the probability distribution, the greater the
entropy. This implies that it is difficult to obtain clear information from the

current distribution.

Information Gain

Let T be a set of transactions, C the class attribute with [ different val-
ues, A the non-class attribute with m possibilities (a1, a9, - ,an). T(a;)
denotes the transactions containing a;. Then the conditional entropy can be

calculated as follows:

Ho(rla) = 3 He Ho(rtay),

Information gain measures the expected reduction in entropy by par-

titioning the transaction set according to this attribute. The information

12



gain, Gain(A) of an attribute A, relative to the collection of transactions 7T,

is defined as

Gain(A) = Ho(T) — Ho(T|A).

We can use this measure to rank attribute with the highest information
gain among the attributes that have not yet been considered in the path from

the root. By doing so recursively, we can acquire the decision tree in the end.

Example

Table 2.2: An original transaction database

Attribute Classes
Day | Outlook' | Temperature | Humidity | \Wind | Play Tennis
D1 Sunny Hot High Weak No
D2 Sunny Hot High Strong No
D3 | Overcast Hot High Weak Yes
D4 Rain Mild High Weak Yes
D5 Rain Cool Normal |+Weak Yes
D6 Rain Cool Normal | Strong No
D7 | Overcast Cool Normal | Strong Yes
D8 Sunny Mild High Weak No
D9 Sunny Cool Normal | Weak Yes
D10 Rain Mild Normal | Weak Yes
D11 | Sunny Mild Normal | Strong Yes
D12 | Overcast Mild High Strong Yes
D13 | Overcast Hot Normal | Weak Yes
D14 Rain Mild Normal | Strong No

13



Assume that we have a transaction database as Table 2.2. The goal is to
construct a decision tree using ID3 algorithm. We first compute the entropy

which is
He(T) = —(9/14) log, (9/14) — (5/14) log, (5/14) = 0.940.

Then we test each non-class attribute A as root node of decision tree, and
calculate the information gain of each non-class attribute. Here, we use
“Outlook” as an example. We have three values in outlook field, includ-
ing a;(Sunny), as(Overcast)yand as(Rain). 'Using Outlook as the attribute
to partition the original tramsaction databases; Tables 2.3, 2.4, 2.5 can be

acquired.

Table 2.3:"The transaction table partitioned by eutlook (Sunny)

Attribute Classes
Day | Outlook | Play Tennis
D1 | Sunny No
D2 | Sunny No
D8 . ‘Sunny No
D9 | “Sunny Yes
D11 | Sunny Yes

14



Table 2.4: The transaction table partitioned by outlook (Overcast)

Attribute Classes
Day | Outlook | Play Tennis
D3 | Overcast Yes
D7 | Overcast Yes
D12 | Overcast Yes
D13 | Overcast Yes

Table 2.5: The transaction table partitioned by outlook (Rain)

Attribute Classes
Day-|-Outlook | Play Tennis
D4 Rain Yes
D5 Rain Yes
D6 Rain No
D10 |~ Rain Yes
D14 Rain No

For Outlook: the entropy now becomes

Ho(T|A(Outlook)) — 135(_(0.4)zog2(0.4) — (0.6)l0ga(0.6))

+135(_(o.6)zogz(o.6) — (0.4)l0g5(0.4))
= 0.647.

Gain(A(Outlook)) = 0.940 — 0.647 = 0.293.

The information gain of all non-class attributes is listed at Table 2.6.

“Outlook” has the most information gain, so we construct our decision tree

15



Outlook

Sunny Overcast Rain

A N

Humidity Yes Wind
Hig]ﬂnnal Stroé\wmd

Temperature | 0.074

Humidity | 0.093
Wind 0.093
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2.3.2 [ID3; Approximation

The traditional /D3 algorithm chooses the best attribute that can maximize
the information gain. For two attributes A; and A, with close information

gain, we say that A; and Ay have d-close information gains if

|Ho(T|Ar) — Ho(T[A2)| = 0.

2.4 Secure Multi-party Computation

Substantial works have been done on secure.multi-party computation. The
key result is that a wide class of computations can be computed securely
under reasonablesassumptions.— We, give an overview on:this work. The
definitions were given by Goldreich [10]. For simplicity, we: concentrate on
the two-party case. FExtending the definitions to the multi-party case is

straightforward.

1. Security in semi-honest model: A semi-honest party follows the proto-
cols using its cerrect.input, but is free to later use what it sees during
the execution of the protocol to-compromise security. This is a realis-
tic assumption because parties wanting to mine data for their mutual
benefits will follow the protocols to get the correct results. Also, a pro-
tocol, being is buried in large and complex software, can not be easily

altered.

2. Yao’s general two-party secure function evaluation: Yao’s general se-
cure two-party evaluation is to express the function f(z,y) as a circuit
and encrypting the gates for secure evaluation [11]. Using this proto-

col, any two-party function can be evaluated securely in the semi-honest

17



model. However, the functions must have a small circuit representa-
tion. We will not detail this generic method, but adopt this generic for
securely solving the millionaire problem. In comparison of any two inte-
gers securely, Yao’s generic method is one of the most efficient methods,
although other asymptotically equivalent but practically more efficient

algorithms could be used as well [12].
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Chapter 3

Privacy-Preserving Association

Rule Mining

3.1 Problem Definition

Let n = 2 be the number of participants who perform association rule min-
ing with their databases jointly. Each participant ¢ has a private transaction
database D;. Given-a support threshold s and.confidence ¢, The goal is
to discover all association rules which-satisfy the threshold. To ensure the
privacy of sensitive data owned by participants, it is required to limit the
information leakage. Thus each participant knows nothing. Other partic-
ipant’s data can’t be simulated by inputting its own data and the mining
results.

We consider the following as sensitive information and should not be

revealed in the progress of our protocol:
e The itemsets supported at each site;

e The local support count of an itemset at each site;

19



e The global support count of an itemset at each iteration k;

e Database size at each site.

3.2 Related Work

There are several privacy-preserving data mining approaches. Previous work
in privacy-preserving data mining can be classified into two aspects. The
first one aims at preserving participants’ privacy through distorting data
values [13]. The basic idea is that the distorted data doesn’t reveal private
information. Thus it.is safe to use for mining. “The distorted data and in-
formation can betused torgenerate an approximation te the original data
distribution without revealing the original data values. The distribution can
be used to provide mining results rather than-mining the distorted data di-
rectly. This is primarily done by selecting split points to “bin” continuous
data. Later refinement of this‘approach tightened the bounds on what pri-
vate information is-disclosed by showing-that the ability to reconstruct the
distribution can be used to tighten estimates of original values based on the
distorted data [14].

More recently, the data distortion approach was used to boolean asso-
ciation rules [15], [16]. The key idea is to adjust the data values to make
reconstructing the values for any individual transaction more difficult, but
the rules learned from these distorted data are still available. One feature
of this work is the flexibility to define privacy. The other approach is con-
structing decision trees, which will be discussed in Chapter 4.

The problem of privately computing association rules in vertically parti-
tioned distributed database has also been addressed in [11]. The vertically

partitioned problem occurs when each transaction is split across multiple

20



sites, with each site having a different set of attributes for the entire set of
transactions. With horizontal partitioning each site has a set of complete
transactions. In relational terms, with horizontal partitioning the relation to
be mined is the union of the relations at the sites. In vertical partitioning,
the relations at the individual sites must be joined to get the relation to be
mined. The change in the way the data is distributed makes this a much
different problem form the one we address here, resulting in a very different
solution.

Two-party association rule mining has been.addressed owing to the hard-
ness to preserve privacy when performing privacy-preserving association rule
mining. If the database size of two databases are represented by d; and ds,
and the count of ‘an ifemset-can-be expressed as ¢y and ¢s, then the inequal-
ity % > s tests whether the itemset is frequent or not, where s is the
minimum support count threshold. In [17], they used fully homomorphic
encryption propesed by Gentry [6] instead of Yao’s garbled circuit to test
the inequality abeve. The main contribution of this work:is the use of filly
homomorphic encryption. to ‘solve the problem caused by using Yao’s solu-
tion which has higher communication cause since the generated circuit can’t
be reused. But, when considering the efficiency to use this protocol in real
system owing to the efficiency to perform fully homomorphic encryption

In order to realize the privacy preserving association rule mining in real
system, we introduce a trusted participant who only helps us to decide
whether the itemset is frequent or not. This participant can’t learn extra

information except the inequality stands or not.
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Figure 3.1: Proposed architecture (two-party case).

3.3 Proposed Protocol

We extend Apriori algorithm [8] to achieve privacy. The goal is to establish a
secure version of the Apriori algorithm that-minimize the information disclo-
sure during the progress of the protocol. Our work is inspired by the method
proposed in [17] for discovering association rules privately. Their protocol
was based on the fully homomorphic encryption to discover the frequent
rules.

Instead of using the actual support count to decide whether an itemsets is
frequent or not, we use the excess support count of the itemset, i.e. by how
much a support count at a participant’s transaction database exceeds the
threshold support s. For an itemset to be frequent, the following inequality

must be true:

Zn:X.supi > s X Zn: | Dy,
=1 i=1

n

Z (X.sup; — s x |D;]) > 0.

i=1

We denote (X.sup; — s X |D;|) as excess support count of participant i.

There are three participants in our protocol which includes Alice, Bob

and Ted. Alice and Bob are two sites both hold large databases. Alice wants

22



Table 3.1: The notation table of MP-ARM

NuiRrg

S i 1 yport

E,(m) Encrypt m with public key pk
Dg.(¢)  Decrypt ¢ with private key sk

23



to perform association rule mining with the union of both databases. All
sites are assumed to be semi-honest. That is, all participants will follow
the protocol honestly, but try to collect all the data received and figure
out the secret as possible as they can. Unlike other protocols to implement
association rule mining that uses homomorphic encryption to directly encrypt
the excess support count, our protocols do not allow Alice who wants to
perform the association rule mining with fake data to acquire the count of
itemsets in Bob’s database.

Our protocol is composed of two communication steps. First, Alice re-
ceives the encrypted results through cooperating with Bob. However, she
doesn’t know the enerypted support count. In the second step, Ted informs
Alice whether the support; count exceeds ‘the minimum support count, help-
ing Alice to realize that the current itemsetis frequent itemset or not. By
performing the protocol iteratively, Alice can get the complete mining results.

Alice can misbehave and send fake support count to Beb, or vice versa.
Although the mining results will go wrong, each-of them can’t learn other’s
support count. Wewill discuss this situation in Section 4.6

We assume that I = {iyyi3%:-14,} be the set of items. Let D 4. be a set
of transactions owned by participant Alice. Each transaction T"in D 4. is an
itemset that 7' C I. Alice want to check the support count in all transactions
in Dajice and Dpggyp if

> (e x100—s; x D;) >0,
i€participants
if the equation before stands, that means the current itemset is frequent
itemset. Fig. 3.1 represents the basic protocol used in our system model.
These two communication channels are the one from Ted to Alice and from

Bob to Alice. Instead of the role to perform mining association rule mining,

24



Alice also acts as a relay point to help Bob send messages to Ted. The ad-
vantage of this approach is to hide Bob from Ted, thereby enhancing privacy
in comparison of sending messages to Ted.

The protocol consists of two steps. First, let Alice collect the excess
support count from all the other users. After collecting the necessary infor-
mation, Alice doesn’t know the exact mining results. She asks Ted for helping
determine whether the current itemset is frequent or not. These protocols

was detailed on algorithms 1 and 2.

3.4 Measurement

We implemented‘a software prototype to-test the feasibility of our protocol.
The prototype was executed ona machine with a2.66 GHz Intel Core(TM)2
with 6 GB of memory, running the windows 8 operation system. We used
Java as our programming language and Paillier cryptosystem implementa-
tion.

We separated the total execution time into three stages, which includes
encryption, evaluation and decryption. The-data or count value was en-
crypted by the Paillier cryptosystem with key size (security parameters)
equals to 512, 1024 and 2048 which ensures the feasibility of our proposed
protocol on large-scale association rule mining. The results are shown at
Fig. 3.2. At the mean time, we compare our results with [17]. The results
show that our protocol takes less time than previous work on encryption and
evaluation stage but spend more time at decryption stage. Fig. 3.3 shows
that even on larger key size, our proposed protocol can be completed in a

short period (less than 1.5 sec).

25



26



14

12 1\§
208 §
go 6 \
0.4 \
0.2 0.0035 §

| 0.001 . \ 0.018 f § 0.002 N 004

H256 bit " 512bit N 1024 bit

Figure 3.3: The execution time of MP-ARM with different key size.

3.5 Security Analysis

The protocol has no prevention from incorrect data usage as their input.
Under this consideration, we assume that the protocol was executed under
the semi-honest model to acquire the correct mining results. That is, all
participants can gather all information in the progress of our protocolin the
protocol should not deviate from protocol.

Owing to the semi-honest model we use in this protocol, it is assumed

that all participants in the protocol can’t deviate from protocol. By two
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secure channels that we use in this protocol, Ted doesn’t know the existence
of Bob. This improves privacy a little. Our protocol can prevent information
leakage even if one or more participants using incorrect excess support count.
We later analyze the situation if one of the participant misbehaves.

Alice misbehaves. If Alice try to use incorrect data to acquire the infor-
mation from Bob. Owing to the random number k£ used when returning the
calculation results d, the result may distribute over the field we use in the
encryption scheme. Alice can’t figure out the excess support count owned by
Bob.

Bob misbehaves. 1f Bobradds the ciphertext.with incorrect excess support
count, Alice won’t‘get the correct’ mining results from Ted. Nevertheless,
Bob can’t get the information-about Alice’s transaction database. Because
the protocol mainly encrypted with Alice’s public key. Fach itemset at each
site should be requested only once. That means if Bob receives the request
from Alice whoasks for the same itemset twice. He can doubt if Alice trying
to resolve the information on his database. Then he can drop the protocol.

The additional participant, Ted, can’t learn any/information about Alice
and Bob. The value d‘that Ted. receives is the 'summation of excess support
count of all participants. Moreover, Ted does not know what is the current
itemsets in the middle of protocol.

Our protocol can provide partial collusion resistance. If either Alice or
Bob colludes with Ted, then he/she can figure out the excess support count
owned by the other participant. But if there are more than three participants,
and two of them collude with each other can’t get the information about the
third participant owing to the random value k chose by the third participant.

In conclusion, If Alice or Bob use fake data in our protocol, although

we can’t get the correct mining results, but each of them can get additional
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information except the wrong mining result. Besides, Ted can’t learn infor-
mation from Alice or Bob without colluding. Because Ted only receive a

number and judge whether the number is greater than zero or not.

3.6 Multi-Party Case

There are two approaches that can extend our proposed two-party case into

multi-party case:
1. Choose one of the participants as the role Ted played in two party case.
2. Adding an additional participant as two party case.

We then give a brief discussion-about the two difterent approaches, the first
approach is the same as described in Section 4.6 except that.more than two
participants choosing random number to distort their true excess support
count makes it more secure than two-party case. The second approach should
be performed under the semi-honest model. ' That is, ‘assumes Bob is the
chosen one to execute the.steps did by Ted in two<party case.

Additionally, this architecture-uses.only one key pairs to perform encryp-
tion and decryption. This can ‘speed up the time spent on the protocol.
Each participant can calculate his/her own encrypted excess support count
multiplying with encrypted random value and send the encrypted results to
Alice. This can be performed concurrently. As shown in Fig. 3.4, the first
site can issue two parallel mining command, The first issue goes through site
2 and site 5, and the second one passes site 3 and site 4. After collecting the
calculation results from both issues, site 1 can easily merge the final results
directly using additive homomorphic properties on ciphertext. The above

example can save almost half execution time than sequential calculation.
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Figure 3.4: Proposed Architecture (multi-party case).

3.7 Large Scale Privacy-Preserving Associa-
tion Rule Mining

In real databases, the number of itemsets and transactions are much more
than the simulation n Section 3.4. In this section, we measure the relation
between the executionfime and the number of itemsets to test the feasibility
of MP-ARM with large scale databases: The result is shown in Fig. 3.5, we
observe that the execution time double after inserting a new itemset into the
database. This is mainly caused by the increasing iterations needed for more

1temsets.
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Algorithm 1 Finding large k-itemsets

Input: Ly 4, s
Output: L,

Step 1 Candidate Sets Generation

Alice generates Cy, = Apriori — gen(Lg_1)

Step 2 Frequent itemsets Genration,

for ¢; € C), do
Alice sends_candidate-and-encrypted excess support count E4(7T4(c;))
to Bob.
Bob calculates E'4(d+ k) and sends to Alice, where d =T'4(c;) 4+ Tg(c;)
and k is a random number in the predefined field.
Alice decrypts d + k, and sends to Ted with, Er(k)
Ted decrypts k and calculate d,
if d > 0 then
Ted sends Er("YES") to Alice
else
Ted sends Er('NO') to Alice
end if
Alice decrypts the final result.
if The result from Ted is "YES’ then
Add itemset to Ly
end if

end for

32



Algorithm 2 Association Rule Generation
Input: L,,c

Output: AR (sets of all association rules)

for Each frequent itemset L; € L, do

Alice splits L; into all possible i and i5'such that, L; = {i; Uiy} and
{i1 Niy = 0}
Alice sends @y & Es(count(L;)) to Bob
Bob sends E 4 (d =k) and Er(k) to-Alice
Alice decrypts d' + k, and sendsto T with Er(k)
Ted decrypts k and caleulate d’,
if d > 0 then
Ted sends Ep("Y £S") to Alice
else
Ted sends Er('NO") to Alice
end if
Alice decrypts the final result.
if The result from Ted is "YES’ then
AR <+ {ARU i, = is}
end if

end for
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Chapter 4

Privacy-Preserving Decision

Tree Learning

Big data are collections of large and complex datasets. It becomes difficult to
process using traditional data processing algorithms.. The main objective of
analysis on big data is to classify large amount of raw data into meaningful
cluster. In this chapter, we apply our techniquesto implement a classification

algorithm — ID3 decision tree learning.

4.1 Problem Definition

Consider two participants Alice and Bob possess two horizontally partitioned
transaction databases T} and Ty of size || and |T3| respectively, where
T = {T1UT5}. First, we assume that two databases 7 and T3 have the same
structure and the attributes name are public which is essential for joint com-
putation. On the one hand, using universal name clearly would reduce the
complexity of our protocol. On the other hand, even if the attribute names

are sensitive information, it can be solved by using some distortion on nam-
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ing at the preprocessing phase. Here, we simplify the protocol through using
public attribute name. The goal is that two participants should jointly com-
pute the decision tree using ID3 algorithm without additional information

leakage.

4.2 Related Work

Several approaches have been proposed on privacy-preserving decision tree
learning [19-27]. In [18], the goal is to securely build an ID3 decision tree
where the training set.is distributed between two parties. The key idea is
that finding the attribute that maximizes information gain is equivalent to
finding the attributes that maximizes the conditional entropy. The condi-
tional entropy for an attribute in two-party case can be expressed as a sum
of the expression-of the form (v; +vs) X10g(w; +v7). In this paper, the author
proposed a way.-t0 securely compute the value (v, + vy) xdog(v; + vy) and
show how to take-advantage ofthis function to securely build the D35 de-
cision tree. This approach treats privacy preserving.data mining as a special
case of secure multi-party eomputation [10] and not only preserve individual
privacy but also tries to forbid leakage of any information.

Although we can implement this algorithm by previous method, the ef-
ficiency is still a bottleneck if we have large amount of data (big data). In
the following section, we first describe how this problem can be solved by
homomorphic encryption and then use the similar protocol that mentioned
in the Chapter 3. In order to increase the efficiency, we can sometimes share

some non-sensitive information to improve the highly efficient manipulation.
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Table 4.1: The notation table of MP-DTL

The set of attributes

R

C The class attribute

T The set of transactions

A The non-class attributes

Ho(T) The entropy of transaction database T

T(c;)  The transaction count which has class attribute ¢;

T(a;)  The transactionscount which has non-class attribute a;

4.3 Proposed Protocol

To perform privacy preserving-decision tree learning, we can take advantage
of the protocol described before with a little modification. We first analyze
why we can separate the jointed caleulation. The root node can be decided
by calculating information gain under all non-class attributes. Assume we
have n non-class attributes A = {ay,as - - =, a,} The impurity of the original

database is

l

Ho(T) =305 [Z(c)] C (e

—~= LT T
For a given non-class attribute A, Let A have m possible values ay,as, -+, an,
and let the class attribute C' have [ possible values ¢y, co,- -, ¢.

Ho(T]|A) = Z'Tu?f He (T (a(j)),

1 |T CLj,CZ' |T(CL]’,CZ')|
- N _ 1
|T|; Ta) Ty

_ %(—ZDT ay.c) 051 T(as,cl) + 3 [T(as) log(|Ta;))).

j=1 i=1 j=1
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Therefore, showing that the conditional entropy can be jointly calculated by

collecting T'(a;, ¢;) and T'(a;). here,
T(a;)| = [Ta(a;)| + |T2(ay;)],

T(aj, i)l = |Ta(ay, )| + [Ta(ay, ci)l;

where Tj(a;) is from party b and here b = 1,2. This means we can jointly
compute the entropy and information gain by collecting the data through
different partitioned databases.

This protocols contains two steps: 1) Jointly ¢alculate Ho(T'); 2) Jointly
calculate Ho(T|A). <After executing these two steps:: Ted can figure out
the exact attribute that can maximize the information gain. The detail of

protocol steps is'listed at algorithm 3.

4.4 Measurement

The communication and computational complexity for'each party is analyzed
as follow (Recall that R'is the set of non-class attribute and 7' the set of

transactions):

1. The proposed protocol is repeated m - [ times for each testing attribute
where m and [ are the number of non-class attribute and class attribute

as mentioned before. For all |R| attributes, we have O(m - [ - |R]).

2. The number of rounds needed to communicate between parties is con-
stant. To construct the decision tree, and we have |R| non-class at-
tributes, so the total communication complexity is O(m-1-|R|?*). Com-
pare with the non-private distributed ID3, our proposed protocol dou-

ble the communication by inserting the special participant Ted.
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4.5 Analysis

4.6 Security Analysis

The protocol has no prevention from incorrect data usage as their input.
Under this consideration, we assume that the protocol was executed under
the semi-honest model to acquire the correct mining results. That is, all
participants can gather all information in the progress of our protocolin the
protocol should not deviate from preteceol.

Owing to the semi-honest model we use in this protocol, it is assumed
that all participants“in the protocol can’t deviate from protocol. By two
secure channels that we use in this protocol, Ted doesn’t know the existence
of Bob. This improves privacy alittle. Qur protocol can prevent information
leakage even if one or more participants usingincorrect excess support count.
We later analyze the situation if one of the participant misbehaves.

Alice misbehawes. 1f Alice try to-use-incorrect- data to acquire the infor-
mation from Bob.tOwing to the random number k£ used when returning the
calculation results d; the result may distribute over the field we use in the
encryption scheme. Alice can’t figure out the excess support count owned by
Bob.

Bob misbehaves. 1f Bob adds the ciphertext with incorrect excess support
count, Alice won’t get the correct mining results from Ted. Nevertheless,
Bob can’t get the information about Alice’s transaction database. Because
the protocol mainly encrypted with Alice’s public key. Each itemset at each
site should be requested only once. That means if Bob receives the request
from Alice who asks for the same itemset twice. He can doubt if Alice trying
to resolve the information on his database. Then he can drop the protocol.

The additional participant, Ted, can’t learn any information about Alice
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and Bob. The value d that Ted receives is the summation of excess support
count of all participants. Moreover, Ted does not know what is the current
itemsets in the middle of protocol.

Our protocol can provide partial collusion resistance. If either Alice or
Bob colludes with Ted, then he/she can figure out the excess support count
owned by the other participant. But if there are more than three participants,
and two of them collude with each other can’t get the information about the
third participant owing to the random value k chose by the third participant.

In conclusion, If Alice or: Bob use fake data in our protocol, although
we can’t get the correct mining results, but each of them can get additional
information except‘the wrong mining result: Besides, Ted can’t learn infor-
mation from Alice-or Bob without colluding. Because Ted only receive a

number and judge whether the number is greater than zero or not.
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Algorithm 3 ID3 Decision Tree Learning
Input: Partitioned Database T,(Alice),T,(Bob)

Output: Decision Tree
Step 1 Jointly calculate Ho(T)
for each class value ¢; € C' do
1. Alice calculates the count of each Ts(c;)
2. Alice sends the encrypted count F4(T4(c;)) to Bob
3. Bob sends Ea(d; + k;) and Ep(k;) to Alice, where d; = T'(¢;) =
Ta(ci) +Tp(c:)
4. Alice decrypts dj + k;, and sends to. Ted with Ep(k;)
5. Ted decrypts k; and calculate d;.
end for
Ted calculate_entropy Ho(T)-= lel—di log d;
Step 2 Jointly calculate Ho(T|A)
for Each attribute a; €' A do
1. Alice calculates her own T'4(a;) andT's(a;, ¢;)
2. Alice sends the encrypted results to Bob
3. Bob calculates his T (a;) and Ts(a;, ¢;)
4. Bob encrypts the result and sends E4(d; + ki), Ea(dj + k;) and
Er(k;) to Alice, where d; = Ta(a;)+Tp(a;) and dj = Ta(a;, ¢;)+Ts(ay, ¢;)
5. Alice decrypts d; + k; and d + kj, and sends to Ted with Er(k;)
6. Ted decrypts k;, and calculate d; and d'.
7. Ted calculate conditional entropy He(T'|A)
end for

Ted finds the largest information gain and sends back to Alice.

Recursively construct the decision tree.
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Chapter 5

Conclusion and Future Work

5.1 Conclusion

In this thesis, we have introduced two privacy-preserving protocols. One for
association rule mining, the other for decision tree learning. Our results show
that the execution time of‘the protocol is much shorter than previous work.

After adding a_special participant in-these protocols, we improves the
efficiency than previous work. The protocol was shown to be secure under
the semi-honest model of multi-party. computation. The security analysis is
based on the mathematical hardness assumption.

The main contribution was to design protocols to reach a balance between
efficiency and privacy preserving. Previous work either use Yao’s garbled cir-
cuit or combine fully homomorphic encryption. The former approach spends
too much time on complex circuit and the latter one can’t fit into large scale

distributed databases.
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5.2 Future Work

Although these protocols have higher efficiency, they can not assure each
participant using correct data to jointly compute the mining results. Using
signature to promise the data correction may be a possible way to solve this

problem.
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