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Abstract

Computer and internet are the most important inventions in contemporary society.
Crimes against the safety of internet or using computers therefore become a big issue in
the digital era. In Taiwan, the most important law regarding computer crimes is in the
Penal Code, Chapter 36 -the Offenses Against the Computer Security The whole
chapter is enacted in 2003. Although compared with the Penal Code which was original
enacted in 1928, Chapter 36 is very young, it has been 10 years since the Chapter was
enacted. It is believed that the law makers in Taiwan made a lot of efforts when enacted
the offenses of Chapter 36; however, over these years, discussions and critics to the law
and its application have never been stopped. In the article, the main research method
would be literature reviewing and empirical studying of the judgment searched by the
author. The author will then give a brief introduction to Chapter 36 and its legal
background. Second, the authors analyze the controversy and legal arguments to the
elements of these offenses. Third, the authors will see how the courts interpret the law
by case studies. Finally, the authors will provide a proposal to revise and reconstruct the

law to protect internet and computer safety.

Keyword: Computer crime, Cybercrime, information, Electromagnetic recording,

Convention on Cybercrime
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*8 The Computer Fraud and Abuse Act of 1986, 18 U.S.C 1030(e)(1) (“the term "computer" means an
electronic, magnetic, optical, electrochemical, or other high speed data processing device performing
logical, arithmetic, or storage functions, and includes any data storage facility or communications
facility directly related to or operating in conjunction with such device, but such term does not include
an automated typewriter or typesetter, a portable hand held calculator, or other similar device;”). See
generally CHUCK EASTTON & DET. JEFF TAYLOR, COMPUTER CRIME, INVESTIGATION, AND THE LAW
71-168 (2011). See also The Computer Fraud and Abuse Act of 1986, 18 U.S.C 1030(e)(1), available at
http://www.law.cornell.edu/uscode/text/18/1030 (last visited Dec. 1, 2012).

* Article 1 (a) — Computer system

A computer system under the Convention is a device consisting of hardware and software developed
for automatic processing of digital data. It may include input, output, and storage facilities. It may stand
alone or be connected in a network with other similar devices "Automatic" means without direct human
intervention, "processing of data" means that data in the computer system is operated by executing a
computer program. A "computer program" is a set of instructions that can be executed by the computer
to achieve the intended result. A computer can run different programs. A computer system usually
consists of different devices, to be distinguished as the processor or central processing unit, and
peripherals. A "peripheral” is a device that performs certain specific functions in interaction with the
processing unit, such as a printer, video screen, CD reader/writer or other storage device.

A network is an interconnection between two or more computer systems. The connections may be
earthbound (e.g., wire or cable), wireless (e.g., radio, infrared, or satellite), or both. A network may be
geographically limited to a small area (local area networks) or may span a large area (wide area
networks), and such networks may themselves be interconnected. The Internet is a global network
consisting of many interconnected networks, all using the same protocols. Other types of networks exist,
whether or not connected to the Internet, able to communicate computer data among computer systems.
Computer systems may be connected to the network as endpoints or as a means to assist in
communication on the network. What is essential is that data is exchanged over the network.
Convention on Cybercrime, Nov. 23, 2001, CETS No.185, available at
http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm (last visited Dec. 1, 2012).
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