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Abstract

Security is of paramount importance in upgrading a power grid into a smart grid in
which various wired and wireless communication links are used for control, monitoring
and sensing applications. One of the key security concerns that has drawn much research
attention is the so-called false data injection attack (FDIA) against state estimation.
With the knowledge of the grid topology and by injecting proper false data into selected
meters, an FDIA can pass bad data detection (BDD) and become stealth to the grid’s
Supervisory Control and Data Acquisition (SCADA) system. The Energy Management
System (EMS) uses the state estimates evaluated by polluted measurements reported
by tampered meters to perform grid configuration will result in incorrect, unreliable
operations and may even lead to disastrous consequences.

Such a counter-measures (CM) can be prevented if sufficient number of meters (links)
are protected. Unfortunately, protection of a large number of meters can be very expen-
sive and time-consuming. We therefore focus on the scenario in which the grid can only
protect a selected set of measurements smaller than that required by a FDIA-free sys-
tem. A scheme that maximizes the attacker’s cost (i.e., the number of tampered meters
required to form a stealth meter data vector) is desired. Such a design goal is equivalent

to counter the counter-measure carried by an FDIA with a max-min approach. From
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the grid operator’s viewpoint, however, its risk is inverse proportional to the cost of an
attacker as the easier an attacker can launch an FDIA the higher the risk of a grid.
Whence our method is also min-max, trying to minimize the risk of being attacked. Our
solution involves the notion of security index (SI) of a meter which specifies the mini-
mum number of tampered meters, other than the meter of concern, needed in generating
a legitimate attack vector that corrupts a state estimation. The evaluation of a meter’s
SI is done by representing the grid by a grid and then find the so-called minimum cuts
associated with the branch (meter) of interest.

As the task of locating multiple measurements for protection is computational expen-
sive, we adopt an incremental approach which tries to find, in each iteration, the single
candidate meter for protection that costs the attacker least. Finding and protecting the
most vulnerable meter (i.e., the one with the smallest SI) forces the attacker to tamper
meters with higher SI in order to generate a legitimate false measurement thereby paying
a higher cost. As oftentimes there are multiple meters with the same SI and a meter is
involved with many minimum cuts of the equivalent grid graph that link other meters,
we develop further criteria to select the protected (most vulnerable) meter.

Our approach transforms an NP-hard problem of optimizing a successful FDIA into
one that can be solved in polynomial-time for injection-free grids. We thus starts with
injection-free grids and then extends to the full-measurement and other practical grids.
We show that our injection-free solution gives a low-bound on the number of meters any
FDIA has to tamper with. Computer simulations based on some IEEE standard grids
are performed to examine the efficiencies of our approaches and verify the numerical

advantages with respect to other known methods.
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Chapter 1

Introduction

A smart grid is built on and upgraded from a traditional power grid with the help
of advanced wireless technologies such as LTE-A and WiMAX to support machine to
machine (M2M) communications amongst power meters and other grid devices. A smart
grid is thus able to allow the grid operator to monitor the network status near real-
time, and makes applications such as energy routing, network security assessment being
performed more efficiently and intelligently.

The main purpose of the network’s supervisory control and data acquisition (SCADA)
system is tracing the current grid status by measurement collected from meters installed
over the network. The meters report measurements to SCADA through wireless or wired
links. The state estimated by SCADA are then used for, among others, anomaly de-
tection and network energy management which includes automatic generation control
(GSC), optimal flow analysis, and contingency analysis (CA).

The communication infrastructure brings a power grid from an isolated network into
the public network in order to facilitate new innovative applications. However, such a
move also exposes the power grid to many cyber threats. For example, attackers can
tamper with meters remotely for energy theft purpose or to confuse the grid management
by biasing state estimates. In fact, it has been reported in [28] that the attacks targeting

at SCADA system already exist. Recent study by Liu et al. [3] pointed out that an



attacker can launch a false data injection attack (FDIA) causing incorrect state estimates
without triggering bad data detection (BDD) [17]-[21] if it has the complete knowledge
of the network topology. Huang et al. [16] demonstrated that attackers can extract
information of network topology from the correlations among power flow measurements.
Intentionally-biased state estimates may mislead the energy routing process [4], result in
the wrong operations which may cause very serious consequences such as the disastrous
blackout of the U.S. in 2003 [29].

The problem of countering the counter-measure (CM) initiated by an FDIA can be
solved from two perspectives, namely, protecting key measurements (meters) and devel-
oping new state estimation schemes which are immune to FDIAs. The first approach,
which has been intensively investigated, selects a set of measurements for protection so
that the attacker cannot inject false data into these measurements. Bobba et al. [5]
defined the basic measurements as the set containing the minimum number of mea-
surements needed to ensure observability of the network. Bi and Zhang [6] considered
the scenario of preventing critical state variables being biased and proved the necessary
and sufficient rank condition to select the protection measurements. They found the
required minimum number of protected measurements if the grid operator only want
to prevent the critical state variable from being shifted. In [7], Kim et al. proposed a
greedy algorithm to select a protected measurement set and presented an unified attack
formulation. Zhao et al. [10] include phasor measurement units (PMUs) in the attack
problem, and show that, for any set of PMUs in place, the existence of an unobserv-
able attack that is restricted to any given subset of the buses can be determined with
probability one based solely on the network topology.

The second approach requires a new state estimation scheme which is insensitive
to not only nature errors but also human-injected malicious errors. Talebi et al. [11]
introduced the full rank condition based on the dynamic information structure to mislead

the attackers and force attack vector to be zero. Tajer et al. [12] addressed the issue of



attack detection and state recovery using distributed state estimation methods.

Recently, Sandberg et al. [13] introduced two security indices that quantify the least
effort needed to achieve an attack goal without triggering BDD. It was later extended
[9] to illustrate the communication infrastructure of routing measurements and security
metrics that quantify the importance of individual substations and the cost of attacking
individual measurements.

In a large and changing grid, it is difficult to protect the set of basic measurements
simultaneously. A more practical approach for the grid operator would be to place
critical measurement protections sequentially. The priority of protected measurements
is thus of major concern. Before all essential measurements are protected, it is possible
that the network suffers from FDIA. Our goal is to select a sequence of monotonic
increasing subsets of measurements such that, for a given protection subset size, the
selected subset forces an FDIA attacker to tamper the maximum number of unprotected
measurements.

We formulate the problem of optimal attack in terms of the security index and prove
that this problem is equivalent to that of [7]. Both the proposed attack problem and that
of [7] are generally NP-hard. However, when the operator use only branch measurements
to estimate states and an FDIA tampers branch meters only, the optimal attack problem
has a polynomial time algorithm to derive the solution. In other words, the attacker
problem of [7] has a polynomial time optimal solution for this special case. The algorithm
in [7] requires that the attack information is available. The approach of [7] replaces the
zero-norm by £;-norm to search for suboptimal choices of meters for protection while we
are able to find the optimal zero-norm solution for injection-free networks and provide
the grid operator the information about an FDIA’s best attacking strategy so that a
proper counter-measure can be launched.

An incremental approach that selects the meters to be protected one by one with

backward compatibility is adopted. In other words, in selecting a new meter for pro-



tection, it is assumed that all the current chosen meters remain under protection. The
approach is of low complexity as the number feasible subsets of meters is often extremely
large. More importantly, we verify through simulation that the proposed incremental
approach provides near-optimal performance. In particular, for the IEEE 14 network,
the optimal result is achieved.

The proposed counter counter-measure (CCM) algorithm considers only injection-
free networks and protect the most vulnerable branch meter. Nevertheless, we show that
this strategy guarantee better security for any practical power grid in the sense that any
attacker has to tamper more meters to be successfully in evading the BDD test.

This thesis is organized as follows. In the ensuing chapter, we introduce and for-
mulate the state estimation problem and the FDIA in power grids. We also prove that
hopping the reference bus cannot prevent an FDIA from passing BDD test, i.e., FDIA
attackers do not have to know the reference bus index. In Chapter 3, we state the inter-
action between attackers and grid operator including the formal definition. We propose
an incremental meter selection algorithm and give the associated simulation results in

Chapter 4. Finally, we conclude our work in Chapter 5.



Chapter 2

Preliminaries

A smart grid is a combination of a conventional power grid, for example the one
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Figure 2.1: Overview of the electricity infrastructure [27].

shown in Fig. 2.1, which connects generation plants, transmission and distribution net-



works and the customers in a wide geographical region, and an advanced cellular network
such as LTE and WIMAX supporting machine to machine (M2M) communications. The
latter enables the establishment of an advanced metering infrastructure (AMI) which
supports automatic measurement data reporting, two-way communications, demand re-
sponse, and other new functions [1].

With the proliferation of world-wide research and implementation efforts, the scope
of smart grid expands rapidly. Most research and development efforts focus on energy
efficiency improvement, supply and demand balance and operation cost reduction [2].
Due to the availability of advanced communication technology, a grid operator can track
the network status near real-time and perform more efficient and intelligent energy
routing. In following sections, we describes in details how power system monitoring is
carried out. In particular, we introduce the (network) state estimation problem and
solution which is vital for power system monitoring. We also common criterion of the
bad data detection (BDD) which is part of state estimation. Fig. 2.2 illustrates the
complete process of system monitoring. Table 1 lists the notations and abbreviations

used.

2.1 System Monitoring

The main issue of system monitoring is continuously tracing the current status of
smart grid based on measurements reported from meters spreading over a wide geo-
graphical region for ensuring the reliability and stability of a smart grid and avoiding
disruption. The meter placements depend on the grid’s strategy and budget. The
contents of measurements commonly involve voltages of buses, real and reactive power
injections at buses, and real and reactive power flows along branches. The overall process

of system monitoring is illustrated as follow step by step:

1. The supervisory control and data acquisition (SCSDA) system in control center

obtains measurements from remote terminal units (RTUs) located at substations,
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which gather the information of local meters.

generation control.

The measurements are then passed to state estimator, and it will filter the faulty

data by bad data detection and calculate the optimal state estimates.

The energy management system (EMS) use the states estimates to control the

grid operations such as contingency analysis, optimal power flow and automatic



2.2 State Estimation

State estimation [23][24][26], part of system monitoring, is the process using mea-
surements to best estimate the smart grid status. The estimates are state variables
including bus voltage magnitudes and angles. In this thesis, we consider steady-state
DC power system with n + 1 buses, where one of buses is set to reference bus and the
rest n buses are with n unknown state variables. We assume the bus voltage magnitudes
are given, and the state variable of each bus ¢ is simply a bus voltage angle denoted as
x;, © = 1,...,n. There are m measurements consisting of the measurements of real power
flows along branches and the measurements of real injections at buses. Each measure-
ment is denoted as z;, i = 1, ..., m. Note that, in DC power flow model, we don’t consider

reactive power flows and injections.

gij bij

Figure 2.3: Two-port m7—model of a branch [26]

According to the two-port m-model shown in Fig. 2.3 [26], the real power flow from
bus ¢ to bus j is given by
P,y = Vi (gsi + gi3) — ViVi(gij cos(w; — w5) + bijsin(z; — x;)), (2.1)
and the real power injection at bus 7 is

.PZ‘ = V; Z ‘/](Gz] COS(Z‘i — .Tj) + Bij SiIl(IZ' — ZEj)), (22)
JEN;

where V;, x; is bus voltage magnitude and angle at bus i, G;; + jB;; is the ijth element

of the complex bus admittance matrix, g;; + jb;; is the admittance of the series branch
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between bus ¢ and bus j, gs + jbs; is the admittance of the shunt branch linked at bus
i, and N; is the set of all buses linked to bus i.

We apply several assumptions for DC model:
e We ignore the shunt admittance.
¢ In steady-state DC power system, the phase angle difference x; — x; is small, V¢, j.
e The resistance of each branch is typically smaller than its reactance.
e There are no losses.

The simplified real power flow from bus i to bus 7 becomes
Pf] = Vi‘/}bij(fvi > 5173’)7 (2-3)
and the simplified real power injection at bus ¢ becomes
Pr =V Y Viby(zi=—a;) = > Py (24)
JEN; JEN;
In the control center, we assume both bus voltage magnitudes and branch reactance are

given or can be measured. According to (2.3) and (2.4), the linear equations between

measurements P?

i PP and bus voltage angles x; are derived.

The DC state estimation can be formulated as matrix form as follow:
z = Hx + e, (2.5)

where X = (11,22, ..., Zni1), 2 = (21, 22, ..., 2m) T is a measurement vector consisting of
Py and P, e = (e, e, ..., em)T is a random measurement error vector with zero mean
Gaussian Distribution, and H is a m x (n + 1) Jacobian matrix derived from (2.3) and
(2.4). In the matrix H, the columns correspond to the measurements and the rows
correspond to the state variables (buses).

It is typically that the number of measurements is greater than the number of state

variables, i.e., m > n; thus, the state estimation problem is over determined equations.



We want to minimize the sum of the square errors with different weight w; as the function
of x

min J(x) = Z wie; = e’ R7'e = (z — Hx)'R'(z — Hx), (2.6)
i=1

where R™! = diag(wy, wo, ..., wy,).
We perform noise whitening and choose the weight w; = o; %4 = 1,...,m so that
R is covariance matrix of e and the one step solution of weighted least-square (WLS)
problem above [25] is
%, = (H'R'H,) 'H'R 'z, (2.7)

where H, is derived by removing last column of H by assuming that last bus is reference
bus. The state estimates x, = [X 0]7 are then used to smart grid configuration. We
assume the smart grid network is observable (Rank(H) = Rank(H,) = n), i.e., X can
be uniquely determined by (2.7). Note that the identical estimator can be proved using
maximum likelihood criterion and minimum variance criterion under the the assumption
that measurement errors are Gaussian distributed with zero mean [25].

We give two examples of a 5-bus power system to illustrate how to derive Jacobian
matrix H and determine if the network is observable. Consider the 5-bus power network
in Fig. 2.4. where we assume that the network operates in steady-state and calculate the
Jacobian matrix of DC model. For simplification, without loss of generality, we assume
all bus voltages V; and all admittances b; ; be 1. For the first example in Fig. 2.5, the
network contains two meters, one injection meter and one branch meter.

The measurements reported by those meters are as follow:

21 = st = Z (1/’2 - (L’j) = 2(132 — X1 — T4 (28)
JeEN2={1,4}
29 = Pls’2 =1 — X2 (29)

10



V5,X5

Figure 2.4: An example of 5-bus power network. Each bus owns a voltage V; and a
phase angle x;.

The Jacobian matrix Hey can be derived from the DC model z = Ho 1 x + e.

Iy
)
21 |1-1 2 0 -1 0
M—[l ~10 0 o |"™Te (2.10)
Ty
Ts

Using the last bus as the reference bus is equivalent to removing last column of Hc
to get H, ex1. Since szeler,exl is not invertible, the state estimator can not to obtain
an unique state estimate X. Therefore, we call the network configuration of Fig. 2.5

unobservable.

For the second example shown in Fig. 2.6, by following the same procedure above,

we have
-1 2 0 -1 0] —1 2 0 —1]
1 -1 0 0 0 1 -1 0 0
1 0 -1 0 0 1 0 -1 0
Heo=\o 1 o -1 o Mee=]0 1 o - (2.11)
0 0 1 -1 0 0 0 1 -1
0 0 0 1 -1} 0 0 0 1

11



Figure 2.5: An unobservable example with two meters in the network.

T
r,ex2

Again, since H; , ,H, ¢ is invertible, there exists an unique state estimate. In other
words, the network of Fig. 2.6 is observable.

Another way to define the Jacobian matrix is by using a graph model [14]. Regarding
the buses in the network as as nodes and transmission lines as edges, we convert a power
grid into a graph with n nodes and m, edges. Note that m, is the number of transmission
lines and in general m, # m. Define the incidence matrix A € R"*™= representing the

graph (network) as

1 if jth edge starts at ith node
A(i,7) =< —1 if jth edge ends at ith node ,Vj=1,...,m,. (2.12)
0  otherwise

Use the diagonal matrix D € R™+*™e to describe the reactance of transmission lines
whose diagonal entries are the reciprocal of the reactance of the edges. As a result, the

Jacobian matrix H can now be expressed as

P,DAT
H= |-P,DAT .M = 2mg +n, (2.13)
P;ADAT

mxn+1

12



Figure 2.6: An observable example with six meters in the network.

where Py, P, and Pj3 consist of subsets of rows of identity matrices of proper dimensions,
indicating which measurements are actually taken. The sub-matrix P, DAT represents
the measurements putting on the same direction of the directed edge. Similarly, the
sub-matrix —P,DAT represents the measurements putting on opposite direction of the
directed edge. The sub-matrix PsADAT represents the injection measurements putting
on the buses. In the rest of this paper, we use this representation of Jacobian matrix,

and select measured meters by setting P, P, and Ps.

2.3 Bad Data Detection

The measurements sent by RT'Us may incur distortions caused by random errors,
malicious activities, and other faulty. To prevent the false state estimation, the state
estimator uses BDD to check if the measurements is correct before computing the state
estimates. Many works [17]-[21] have been reported regarding BDD. Liu et al. [3] found

that these works actually use the same criterion to detect bad data. We define the

13



residual r as

r=|lz —Hx||s = ||z — H.x/||2. (2.14)

If » > 7, then one declares that bad data is present, where 7 is a predefined threshold.

2.4 False Data Injection Attacks

There are several ways to inject the false data [13], for examples, an attacker can
1. physically tamper with meters,
2. broadcasts strong jamming signal to take over the original measurement report, or
3. directly hacks into the SCADA system through possible routes.

The attack model [3] we consider in this thesis is
a=H,c, (2.15)

where a is a m x 1 attack vector and c, is a n x 1 shift vector. Note that shift vector c,

does not shift reference bus. The attacked measurements injected false data are
Za = Z+a. (2.16)

It is shown by Liu et al. [3] that the attackers can pass BDD without being detected if
they have the knowledge of network topology and can manipulate some measurements in

the sense that the residual (2.14) doesn’t change. The detail is shown as follow according

to Theorem 1 of [3]

|za — Hi%eginlle = [lz+a— H(HR™'H,)"H/R ' (z + a)|:
= |lz4+a—H, (X +¢c)2
= |lz—Hx% + (a— Hic,)[2

= ||Z - HrfcrHQ S T, (217)
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where X, gnie is the shifted state estimates estimated using attacked measurements z,.
The nature question here is that if FDIA still pass BDD, even though attackers don’t
know the index of reference bus. According to the following lemma 1, the answer is

affirmative.

Lemma 1. An FDIA does not change the residual even if it is not aware of the index of
reference bus and perform FDIA by attack vector a; = H;c,, or a; = Hc,41, where H;
is derived by removing ith column of H, ¢, is n x 1 shift vector, and c,41 is (n+1) x 1

shift vector. In general, i is not the index of reference bus.

Proof. We assume index of the reference bus will change, and attackers don’t know when
the index changes and which index is the next reference bus. The reformulated DC state

estimation model is

z=H;x; +e, (2.18)
where H; is derived by removing jth column of H and j is index of reference bus.
~~ ~
mxn mx(n+1)
The corresponding LS-estimator is
%, = (H/R'H;)"'"H'R 'z (2.19)
The received measurement is
Zy =7+ a,. (2.20)

The biased state estimates becomes

Rjshife = (H?Rlej)*lHjTR’lza
= (H?R*lHj)le?Rflz_i_a

= %+ (H/R'H;) '"H/R 'a; (2.21)
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The BDD criteria is

|1Za — Hy%j el = [z +a; — H;(%; + (H]R™'H;) "Hj R 'a,)||
= |(z-H;%;) + (a; - H;(H]R'H;)""H/ R 'a,)||

let H;( HR™'H;) '"H/R ™' = A,
~~

mxXm

= Iz = H;%)) + (ai — Aja))

= [z = H;%)) + (L — Aj)ai)

Note that rank(A;) = n, and A; is a projection matrix, i.e., A¥ = A; [22].
We want to prove that (I,, —A,)a; = 0 is always true in all cases. The possible cases
that attackers may meet:

Case 1: Attacker knows the index of reference bus
a, =H;c,,Vi=j (2.22)
Case 2: Attacker doesn’t know the index of reference bus
a,=Hc,,Vi# (2.23)
Case 3: Attacker doesn’t know the index of reference bus and tend to shift reference bus
a; = He, (2.24)

Note that rank(H;) = rank(H;) = rank(H) = n and H-1 = 0. We divide the proof

into two parts:

1. Given rank(H;) = rank(H;) = rank(H) = n. If H;, H; are both derived by re-
moving ith and jth column of H respectively, then the column spaces of H;, H;, H

are the same.

proof 1. Since rank(H;) = rank(H), it implies that the ith column of H (h;)

are linear combination of columns of H;, i.e., h; lies in the column space of H;.
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Therefore, column space of H is equal to column space of H;. Similarly, we can
prove that column space of H is equal to column space of H;. Finally, the column

spaces of H;, H;, H are the same. O

. If the column spaces of H;, H;, H are the same, then the attackers can pass BDD

without the knowledge of index of reference bus.

proof 2. - the column spaces of H;, H;, H are the same, .".

¢, e R" : Hye,, = H;c,, V¢, € R” (2.25)
¢, e R" : He,pn = Hyd,, Ve, € R” (2.26)
e Case 1: AjHan = Hjcn = (I w Aj)az- =0
e Case 2: AJHZCTL = AjHjC/n = HjC/n — Hicn = (I — A])al =0

e Case 3: AjHCn+1 = AjHjCIn = HjC/n = ch+1 = (I T Aj>ai =0

17



Chapter 3

Security Index and Smart Attackers

In this chapter, we consider the scenario that an attacker is capable of tampering
with multiple meters, has the knowledge of network topology including the indices of
reference bus and the protected meters if exist. We assume that the grid operator can
protect any chosen meter from being tampered. [5] has proved that no FDIA is possible if
the size of properly selected protected measurements is greater than the number of state
variables. We are interested in the case when the size of the protected measurements
is less than the number of buses. In this case, [3, Theorem 2] says that an FDIA is
always feasible if the attacker can manipulate more than m — n meters. In other word,
an FDIA exists when the protection subset size is less than n. We consider the game in
which a legitimate FDIA wants to minimize the number of tampered meters while the
grid operator intends to force an FDIA to tamper as many measurements as possible,
i.e., it wants to maximize the “cost” of a successful FDIA. The equivalent optimization

problem from the attacker’s viewpoint is given in the following section.

3.1 Game between Attackers and Grid Operator

We focus on the range that protection size is least than number of state variables, and
want to maximize the number of meters that attackers need to tamper with in order

to shift state variables without triggering BDD. Table 3.1 shows the objectives and
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| Operator r | Attackers!
< >

Figure 3.1: Meter competition. The line distance represents the number of meters. |S| is
the number of protected meters, and m —|S| is number of available meters for attackers.

abilities of attackers and grid operator individually. In Fig. 3.1, it illustrates the battle

Table 3.1: Game between attackers and grid operator

| Players | Attackers | Defender (Grid operator) |
Goal of players | Minimize tampered mea- | Maximize minimal tam-
surements pered measurements  of
attacker
Ability of players | Manipulate measurements | Protect meters
battle field meters
Field Factors Random failure/Topology extension/etc.

field between attackers and grid operator. In smart grid, m meters are given, and grid
operator can protect meters gradually, in this example |S|. Consequently, the number
of meters that attackers can tamper with is m — |S], called available meters. The bound
of theorem indicates the existence of attack vector proved in theorem 2 in [3], that is, if
attackers compromise more than or equal to m —n + 1 meters, it guarantees that attack
vector always exists. On the other hand, if grid operator protect more than n meters,
attackers no longer can tamper with more than m —n meters. In this case, attack vector
doesn’t always exists. Actually, [5] shows that FDIA is no longer valid if protection set
of n critical meters is carefully selected. Unfortunately, when protection size is less than
n, if attackers only prefer to shift one or two state variables, it is common that number

of tampered meters is far less than m —n 4+ 1 due to the sparseness of Jacobian matrix
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H.

3.2 Attack Formulation

It is assumed that attackers are capable of tampering with several meters, have the
knowledge of network topology including the index of reference bus, and know the index
of protected meter if any. They can inject an attack vector a into tampered meters such

that the measurements become z, = z + a. Recall (2.15),
a=H,c,

if attack vector a is linear combination of columns of H, then it does not change the
residual in (2.14).
Due to the protection strategy provided by grid operator, invalidation of injecting

false data into protected meters introduces the constraints for attackers
S
H’c, =0 (3.1)

The rank analysis on constraint (3.1) presents the proofs in [5] and [3]. we assume that
the network is observable, then there exist n linearly independent measurements. If
operator carefully selects n meters to protect such that rank(HS) = n, then HSc, = 0
if and only if ¢, = 0, that is, FDIA is no longer possible. Otherwise, when number of
protected meter is less than n, rank(HS) < n, there always exists ¢, # 0 such that
Héc, = 0.

It is useless to shift state variables with little shift vector, the second constraint is
meaningful attack that FDIA must shift at least a state variable not smaller than a
threshold 7 > 0

leclloo > 7. (3.2)

An attacker intends to find a sparsest attack vector a (= H,c,), i.e., it wants to

manipulate as less meters as possible under the two constraints above. Thus, the opti-
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mization problem for attackers is

' S
Jnin, [IH ¢ o (3.3a)
st. HSc,=0 (3.3b)
[eefloo > 7. (3.3¢)

Kim et al. [7] combined the constraint of meaningful attack into the objective function,

and the final form can be derived as

min IHS.c.; + hS || (3.4a)
¢ ERn-1 1 ’
sit. - Hieo+hd =0. (3.4b)

S

S is derived by removing ith column of H;

T,%

for e = 1,...,n, where H , hf is ¢th column
of Hf, Hfz and h$ is as the same way, and c,; is derived by remove ith element of
c;. Nevertheless, the optimization problem of searching sparsest solution is NP-hard [8].

Consequently, the authors use the /; approximation to find ¢,;, Vi = 1,..,n.

min IH,Sc,; + heS ||y (3.5a)
Cr,ieRn_l ’ ’ ’
st Hjc, +hs =0, (3.5b)

However, the approximated attack vector may lead to the wrong protection strategy. In
addition, the performance of design algorithm examining by approximated attack vector
is judgeless, because we don’t know whether the number of tampered meters is true
minimum or not. The meter selection basically needs the attack information to decide
which meter should be protected first. The approximated attack information may result
in improper meter selection so that the corresponding protection strategy suffers true
optimal attacks. Hence, before designing a meter selection algorithm, we need to develop
a method to calculate minimal number of tampered meters under given protection set.
In the following section we introduce the way to obtain optimal attack vector so that
the meter selection algorithm determine the to-be-protected meter with optimal attack

information, and the performance is meaningful.
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3.3 S-Security Index

We are interested in a method which solves (3.3) directly. However this problem is
NP-hard. We try to use security indices [13] to construct attack vector. The definition

of S-security index of kth meter a(S) is

ap(S) = Cgﬂlginril I[HS¢|o (3.6a)
st. HSc=0
H(k,:)c=1.

where H(k,:) is the kth row of H. Given a protection set S, if attackers want to
manipulate the measurement z; without triggering BDD , ay(S) is the minimum number
of meters need to be corrupted. The index a(S) directly represents the degree of
difficulty of manipulating kth measurement. If the index is large, it means the attackers
need to manipulate many measurements in order to not trigger BDD. Otherwise, if the
index is small, attackers prefer to forge that measurement due to low cost.

Before evaluating the optimal attack vector, we need to derive all security indices
oy, Yk € 8. Unfortunately, the problem (3.6) is also non-convex and NP-hard. However,
the authors in [14] claim that when the Jacobian matrix only contains branch meters,
security index problem can be transformed to node partitioning problem, and it can be
exactly solved by MIN CUT. In the following, we illustrate how to use MIN CUT to

calculate exact security index for each measurement. There are two steps:

1. use Proposition 2 in [14] to transform (3.6) into node partitioning problem, where

the nodes are buses.

Proposition 2 : Let H in (2.13) satisfy the injection-free assumption that P, =

P, = I and P; = 0. Consider the following restriction of problem (3.6) with 0-1
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binary decision vector:

a(S) = _min [Hl (3.72)
st. HSc=0 (3.7b)
H(k,:)c = 1. (3.7¢)

It holds that every optimal solution of (3.7) is an optimal solution of (3.6), i.e.,
dk(S) = O./k(S),VS

2. transform the node partitioning problem into MIN CUT problem by defining cor-

responding graph and edge weights.
Recall that in (2.3) P?; = ViVjbij(x; — x;) and (2.15) a = H,c,, we have
ar = ViVibg(cs — ¢), k = M(s,t), (3.8)

where M(s,t) is the meter index from sth bus to tth bus. (3.7) represents that the
kth meter is manipulated if and only if ¢, # ¢;, and we want to minimize the tampered
meters, i.e., find a partitions of ¢ so that the border of partitions passes through minimal
meters. We now define the MIN CUT problem on weighted directed graph. Let G(V, E)
be a directed graph, where V' is the set of bus nodes {vy,...,v,41}, and E denotes the
set of directed edges (v;,v;). The edges are weighted with w; ; for all (v;,v;) € E. Define
two special nodes: a source node v, and a sink node v;. The MIN CUT problem is to
find a partition of V| denoted as P(S) = {V4, Vo}, such that Vi, Vo C V, VNV, =

(0, Vi UV =V and minimize the tampered meters:

a(S) = min N(Py(S)) = > ny
P (8)={V1,Vo} {(vi,v;)EBv;€VA,0;€Vp} (3‘9)
s.t. Vi, bV, inVp=0,Viuly =V

vs € Vi, v, € Vi, where k = M(s,t),
where

w = M(i,j) €S
“o M(i,j) e M\ S
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If v; € V4, vj € V for the edge (v;,v;), we call that the edge (v;,v;) is in the cut. For
the clarification that in a directed graph an edge (v;, v;) is cut if v; € V; and v; € V; but
not in the reverse case, where v; € V; and v; € Vp, and the cost w; ; is not incurred in
that latter case. Currently, given a protection set S, the exact security index & (S) can
be evaluated only in injection-free case, i.e., P, = P, = I and P3 = 0. In addition, if
S = (), then the exact . (0)) can be derived in full measurement case, i.e., P, = P, =1
and P3; = I, by solving the MIN CUT with costly nodes problem with auxiliary graph
[15].

[14] suggests 4 step to derive security indices ay(S),Vk € S:

1. Define (v;,v;) and (vj,v;) as edges of the graph G, where (v;,v;) is an edge of
the original power network graph. If the edge (v;,v;) is in protection set, let the

weights w; ; be 0o; Otherwise let the weights w; ; be 2.

2. Denote (vg,v;) as the targeted arc corresponding kth measurement, where k =

M(s,t). Recall that v, and v, are, respectively, the source and sink nodes in G.

3. Solve the MIN-CUT problem on G. Let c%’é(s) be the optimal MIN-CUT partition,

Harc
DAT

H... 2 {_ DAT ,m’ = 2m, (3.10)

:| m’xn+1
and ||Harcc§’“c(3) llo is an exact security index ay(S) of the edge (vs, v¢) in injection-

free case.
4. evaluate all MIN CUT partitions, Vk € S.

We give an example to illustrate how to solve the a4 (S) using MIN CUT. Consider
the IEEE 9 case, the corresponding directed graph Ge.seo(V, E) in injection-free case
(branch meters only) is in the Fig. 3.2, which contains 9 vertices (9 buses) and 18
directed edges (9 transmission lines). Assume no meter is protected. According to

(2.13), without loss of generality, let D = I for convenience, and the Jacobian matrix of
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Figure 3.2: The directed graph Ge.seo(V; E) of case 9 in injection-free case. No meter is
protected.

case 9 in injection-free case is

171 0 0O -1 0 0O 0 0 0
210 0 0 1 -1 0 0 0 0
310 0 0 0 1 -1 0 0 O
410 0 1 0 0O -1 0 0 O
5!0 0 0 0 0 1 -1 0 0
6/l0 0 0 0 O 0 1 -1 0
710 =1t 0 0 0O 0O 0 1 0
1o 0o 0 0 0 0 0 1 -1
9/0 0 0 -1 0 0 0 0 1
Hareensed = 101=77 00 1 0 0 0 0 0 (3.11)
11{0 o0 0 -1 1 0 0 0 0
200 0 0 0 -1 1 0 0 0
30 0 -1 0 0 1 0 0 0
40 o0 0 0 O -1 1 0 0
50 0 0 0 O 0 -1 1 0
60 1 0 0 0 0 0 -1 0
7{0 o 0 0 O 0 0 -1 1
180 0 0 1 0 0 0 0 -—1]

Now calculate the ds(()) as an example, we have the corresponding source node v, = vy

and sink node v; = v, and we need to find a partition of V', denoted as P»(0) = {V1, Vo },

such that V5, Vi Cc V., VinVo =0, ViuVy =V, vy € Vi, v5 € Vp, and minimize the cost
{(vi,vj)€Ev;€VL0;€VL}
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Fig. 3.3 is the MIN CUT for s () of directed graph G useo(V, E) of case 9 in injection-

free case. The cost is

I
I MIN CUT for (vg, vg) = (¥4, Vs)

Figure 3.3: The MIN CUT for as () of directed graph G .qse0(V, E) of case 9 in injection-
free case. The partition are V; = {vy,vs4} and Vi = {vg, v3, v5, v6, U7, Vs, Vg }.

C(Pg(@)) = Z Wij = W45 + Wya,9 = 4. (313)

{(vi,v;)EEv;€VL,0;€VL}

Again for clarification, the 9th edge (vg,v4) and the 11th edge (vs,v4) do not belong to

the same cut, since vs,v9 € V7 and vy € Vy. The optimal shift vector coz(®

C1
&)
C3
Cq
el = les| =
Ce
C7
Cs
C9

(3.14)

S OO OO+ OO

and aq(0) = ||Harc,casegc§1%(s)||0 = 4 = C(P,(0)), which indicates that if attackers want
to manipulate the 2th measurement of case 9, the minimum number of measurements

they need to tamper with is 4, i.e., meter 2,9,11,18.
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3.4 Optimal Attack Vector

In this section, we illustrate how to generate attack vector using security indices and
prove that the corresponding optimization problem is the same as (3.3). For the begin-
ning, we redefine the new security index o(S) which is calculated under the restriction

of shift vector ¢, € {0,1}"

ah(8)= min - [[Eicll (3.15)
s.t. chr =0

H,(k, :)c, = 1.

The nature question will be arise that if the redefined version of security index o/, (S)
is equal to a(S). The answer is yes, if it is proved that the last element of shift vector
c; corresponding to each oy (S) is always equal to 0 due to the fact H,c, = Hc while
the last element of ¢ is 0. Actually, it is not guaranteed that the last element of shift
vector cj corresponding to each ay(S) is always equal to 0. However, if there exists cj,
whose last element is not 0, we can transform that c; to €; = 1 —c;, where last element
of €; is 0. Note that c},c; € {0,1}""!. Further, we claim that the transformation of
shift vector will not change the value of security index ay(S) and the index of nonzero

elements of attack vector corresponding to c;. The short proof are listed:

e The transformation of shift vector will not change the value of security index ay(S)

Proof.
IE5€;]|o = [[H (1 — c;)llo = || = H¥¢;[lo = |[H ¢ lo (3.16)

]

e The transformation of shift vector will not change the index of nonzero elements

of attack vector corresponding to cj
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Proof. Let the attack vector of security index o (S) be aj = Hcj, and the that

of transformed version be a; = Hc;. Then
a; = Hc, =H(1 — c¢;) = —Hc; = —a;j (3.17)

[]

Thus the redefined version of the security index o (S) is always equal to ay(S) with the
proper transformation of shift vector.

Define amin(S) as the S-security index of the network. Let €, x(S) be the best shift
vector of S-security index of kth meter, a;(S) be the best attack vector to attack kth
meter, and A, (S) be the attack set composed by the indices of nonzero elements of attack
vector a;(S). We propose the attack formulation and the corresponding optimization

problem is as follow:

e Outer minimization problem

Omin(S) = min o} (S) (3.18a)
keS
k*(S) = argminay(S) (3.18b)
keS

e Inner minimization problem for each meter k € S

AS) = {ila(S) £0} (3.180)
ax(S) = H.,¢, x(S) (3.18d)

¢, x(S) = argmingepn IHSc.|o (3.18e)
QUS) = mingew  |HSGy (3.156)
s.t. Hbc, =0 (3.18g)

H, (k, e, = 1 (3.18h)

where ay,;(S) is ith element of a;(S). The £*(S)th meter is most attractive to attackers

since attack can launch FDIA with minimal cost by forging k*(S)th meter. Note that
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k*(S) may not be unique. The proposed formulation is proved that optimization problem
(3.18) is equal to (3.3). Furthermore, we use max flow solver [32] to derive exact a}(S),
and the details have been given in the previous section. Therefore, the optimal attack
vectors are derived. The proof needs to use property of meaningful attack condition as

follow:

Property 1 (Property of Meaningful Attack Condition). ||c;||cc > 7 > 0 if and only if
lag| = |Hy(k, )| > & >0, for some k.

Proof of property 1. H, is full rank == a=H,c, =0iff ¢, =0
o el >TE C, #0 s a# 0 |ag| > &, for some k.

o lag| > ¢ forsome k< a#£0. ¢, #0< ¢l =T

The outline of the proof is transform the problem (3.3) to (3.18). Recall (3.3)

y S
mnin - [[HYe:lo

st. HSc, =0

HCrHoo > T

First of all, we replace the meaningful attack constraint using property 1, and the prob-

lem becomes

; S
Iin - |[HY el (3.19a)
s.t. Héc, =0 (3.19b)
|H.(k,:)c,| > & , for some k (3.19¢)

We use the fact that scaling the constraint |H,(k,:)c,| > &, for some k by £ does not
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change the [y norm.

: S
min (e, (3.200)
st.  HSc,=0 (3.20b)
H,(k,:)c.| >1 , for some k (3.20c)

Second, it is desired that convert the constraint |H,(k,:)c,| > 1, for some k to H,(k,:

Je. =1, for some k such that the problem is

; S
in - |[Hy el (3.21a)
st. Hc, =0 (3.21Db)
H,(k,:)e, =1 , for some k (3.21c¢)

The constraint set of (3.20) is larger than that of (3.21). It means the minimum of the
objective function in (3.21) is not smaller than that of (3.20). If (3.20) is feasible, let c
be the optimizer of (3.20) and a* = H,c}. Since |ay| > 1 > 0, we can define ¢} = z—k such
that a* = Ha—: satisfies the constraints of (3.21) and, furthermore, |HSc?||o = [|[HSe*|o,
which implies the constraint replacement. Finally the equivalence between (3.21) and
(3.18) is verified by show the constraint sets of (3.21) and (3.18) are the same. The

constraint set of (3.21) S8 g
SE = {c;| | JH.(k, )e, = 1, HPc, = 0} (3.22)
k
The constraint set of (3.18) SE18) i
SEI = {c,|H,(k,)e, = 1,V k, HSc, = 0} (3.23)

It is obviously that Sg"ﬂ) = Sg"lg), then the proof is completed. The proposed meter
selection algorithm will be based on the information of (3.18) to determine the to-be-

protected meter.
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Chapter 4

Incremental Meter Protection

Even if the indices of critical meters which the full rank condition rank(HS) = n
requires are known, it is often difficult if not impossible to protect so many meters in a
short period. Before those meters are all protected, FDIA may occur by Theorem 2 in
[3]. Fortunately, we are able to force an FDIA attacker to tamper a maximum number of
measurements. In the following section, we introduce an algorithm that select protected

meters incrementally that meet the above criterion.

4.1 Meter Selection Algorithm of Previous Work

[7] suggests a heuristic subset selection algorithm, which searches for the smallest
number of measurements that need protecting so that the attacker will need to tamper
with at least N4 meters to evade detection. For convenience, we call the algorithm as

Kim’s algorithm. Recall that in (3.5a) we have

min ||H§zcrz + hfi”l
¢ ERN1 : :

S.t. Hizcrﬂ + h;s:l — 0.
Let ¢}, be the best known solution of (3.5a) for the attack that modifies at least the ith
state, af = Hflc;‘z + hfi, N4 = ||aj]lo, and A; is the index set of the indices of nonzero

index in attack vector aj. The objective function is

msin|8| s.t. ?Hn }NAZ- > Nj. (4.1)

i€{1
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The heuristic subset selection algorithm is listed as Algorithm 1.

Algorithm 1 Subset selection algorithm [7]
Require: N4, H
Ensure: S, min; Ny;
1. S= @;
2: repeat
Vulnerability Arr(1,...,m)=0;
fort=1—ndo
find A; and N4; based on H and best known solver of attack strategy;
if NAz' < Ny then
Vulnerability Arr(A;) <= Vulnerability Arr(A;)+1
end if
end for
10: k* = arg maxy VulnerabilityArr(k) ;
11: add £* to S;
12: until min; Ny; > Ny
13: return S, min; Ny;;

Howevere, the algorithm is not designed for incremental protection, but for a given
target N4. Furthermore, the sequence of protection set of the algorithm in the order,
called protection strategy, costs several steps and runs which implies high complexity.
The complexity of deriving protection strategy of Kim’s algorithm is O(Ry, x r X
n(Na, HS) x m? x n?) < O(m x r x m3 x n?) = O(r x m* x n?), where Ry, is the
range of Ny, for example, if Ry, = 20, the algorithm will execute for Ny =1, ..., 20; r is
for each N4 the algorithm will run for r times and select a protection set with minimal
protection size; n(N4, H) is the number function of Ny and H bounded by m; and m
and n are number of meters and buses respectively. Note that the complexity analysis

in [7] is not for protection strategy, but for the algorithm itself.

4.2 Weakest Meter First (WMF) Algorithm

To force the attacker to tamper with most meters, we formulate a new optimization

problem. Given a size of protection set A, we want to find a protection set S satisfying
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Optimal
Protection attack

S constraint Attack Vector Y A
SUEEES Generation = Meter Selection
Hic, =0 (Min Cut)  FECYRA%
l*
Addl"to S
Protection
Strategy

Figure 4.1: Meter Selection Procedure. Optimal attack set of ax(S): Ax(S) =
{ilaxi(S) # 0}

|S| = A such that S-security index of the network is maximize.

8%2&4 Oimin (S) (4.2)

Recall, the S-security index of the network o, (S)

minS = mi S
Omin (S) rglelgak()

The S-security index of the kth meter ay(S) [13], k € S is

a(S) = nin IHS ¢, |
r

st.  HSc, =0  (protection set)

H,(k,:)c, =1 (must manipulate kth meter)

However, we currently cannot figure out the optimal solution of problem (4.2). Instead,
following the continuous evolution of smart grid, a incremental meter selection algorithm,
called weakest meter first (WMF) Algorithm, which is motivated by the characteristics
of MIN CUT, is proposed to find sequence of protection sets. The algorithm protects a
meter at a time. The flow chart of WMF is in Fig. 4.1.

The meter which is cut by minimal cut most frequently is defined as the weakest
meter, which means it is most vulnerable. When such meter is protect, many cuts

related to this meter will disappear, and the candidates of FDIA will be reduced.
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Algorithm 2 Weakest meter first (WMF) algorithm

Require: H,
Ensure: S
. S= @;
2: repeat
3: initialize v = 0,, to count vulnerability of meters;
4: find attack set A and oy, = |Ay| using MIN CUT and HS, Vk € S;
5: Qpin = Ming(ag);
6: find the meter index set D = {k|ax = aumin}
7: for i =1— |D| do
8: for j=1— ’Ap(i)| do
9: v(Api)(J)) < v(Ap (7)) + 1
10: end for
11: end for
12: I* = argmaxjep v(1);

13: add [* to S;
14: until MIN CUT no longer find any solution
15: return S;

For each iteration, the algorithm calculate the S-security index for unprotected me-
ters under the current protection set §, which is empty at initial. We define an array v to
count the vulnerability of each measurement for every iteration. The cut corresponding
to minimal S-security index will be selected to vote the array v. The weakest meter is
the meter whose votes is highest in v, i.e., the weakest meter is cut most frequently, and
this meter will be protected first. When the maximizer of v is not unique, we randomly
choose one from all the maximizers. Therefore, the algorithm contain randomness. It
is required to run only once to determine the protection strategy, which is different
from that Kim’s algorithm need to run many times for each N4 and select a minimum
protection set.

By exploring more topology information, the enhanced WMF (EWMF) is proposed.
The idea is that the more votes a meter get, the more cuts disappear when such meter
is protected. We consider not only the minimum cuts of minimal S-security index in an
iteration, but all minimum cuts passing unprotected meters. Both WMF and EWMF

contain randomness due to non-unique maximizers.
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Algorithm 3 Enhanced weakest meter first (EWMF) algorithm

Require: H,
Ensure: S
. S= @;
2: repeat
3: initialize v = 0,, to count vulnerability of meters;
4: find attack set Ay and ay = |Ay| using MIN CUT and HS, Vk € S;
5: Qpin = Ming(ag);
6: find the meter index set D = {k|ax = aumin}
7: find the meter index set F = {k|ay, < oo}
8: fori=1— |F| do
9: for j=1— |.A]:(i)| do
10 V(A (7)) < V(Ao () + 1
11: end for
12: end for
13: [* = argmaxjep v([);

14: add [* to S;
15: until MIN CUT no longer find any solution
16: return S;

The best strategy from 100 times simulations and a single simulation are selected for
comparison. The best protection strategy can force attackers manipulate most meters
at each protection set, i.e., the best one has maximal ng\;lf mingoy(S). The IEEE
standard grids [30] are used for simulations. We observe the protection strategy of
WMF in Fig. 4.6-4.7. When protection size is from 0 to 250, the restriction of protection
strategy doesn’t discourage the attackers too much, called flat region. We observe that
the numbers of intersections of minimal cuts of minimal security index is little in IEEE
300 bus. It results in that when a weakest meter is protected, the other minimal cuts
still exist. Both WMF and EWMF contain flat region. However, in flat region, EWMF
still eliminates minimal cuts in the ”future”, even though the S-security index in the
network is dominated by the dispersed weakest meters. After flat region, the steeper
slope of EWMEF shows up due to fewer candidates of possible cuts. The comparison for
other cases are given in Fig. 4.3-4.5.

The complexities of WMF and EWMF are the same, and the complexity of maximum

flow solver is O(n? x m). We can derive the complexity of WMF is O(m? x n?®), which
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is smaller and more compatible with continuous evolution of smart grid than Kim’s

algorithm.

4.3 The Importance of Optimal Attack Vector

The performances of EWMF using optimal attack information and [/;-approximated
attack information suffering optimal attack and [;-approximated attack in injection-free
grids are compared. The [;-approximated attack vector is calculated by CVX tool [31]

and optimal attack vector is derived by MatlabBGL [32].

L1 attack information L1 Protection i#egy
~uf IWMEF =
Min Cut attack information Min Cut Protegtion strategy

Figure 4.2: The overview of the simulation to reveal the importance of optimal attack
vector.

All combinations in fig. 4.2 are simulated for IEEE 30, 57, 118 and 300 bus. Table

4.1 shows the number of meters for each case.

Table 4.1: Number of Injection and branch meters in full measurement case for each

test benchmark
| Test case | node (bus) | edge (transmission line) | # of Injection meters | § of branch meters |

case 9 9 9 3 18
case 14 14 20 5 40
case 30 30 41 6 82
case b7 57 80 7 160
case 118 118 186 54 392
case 300 300 411 69 822

In Fig. 4.8-4.11, l;-approximated attack can almost reach the same performance as
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optimal attack when the protection strategy calculated based on optimal attack infor-
mation. However, when the protection strategy is evaluated based on [;-approximated
attack information, the [;-approximated attack cannot find optimal attack vector some-
times, which results in non-smooth curve in Fig. 4.8 and 4.9. In the past, the optimal
attack vector is infeasible, and the performance of protection strategy is examined by
[i-approximated attack, which may result in overestimation. In all simulation, it is
observed that the optimal attack can find sparser attack vector than [;-approximated
attack. Furthermore, there exists the performance degradation due to attack information
correctness. Since meter selection algorithm such as EWMF needs the attack informa-
tion, and [; approximated attack information can’t feed the ”best” information to meter
selection algorithm so that it selects an improper meter to protect that optimal attackers
need NOT to tamper with. Even though grid operator protects meters, that meter is
nothing to do with optimal attack. Therefore, the same optimal attack strategy can
always be launched. Otherwise, if we feed the best information to meter selection block,
the selected to-be-protected meter are always in the list of optimal attack strategy. It

will force attackers to change their attack strategy.

4.4 Experimental Results for Difference Objective
Function of Protection Strategy

In this section, we simulate the interaction between attackers and grid operator.

All meters in the smart grid network are unprotected initially. The optimal attack

information is applied for both algorithms, and injection-free case is considered to ensure

the optimal attack information. Protection strategy of IEEE 30, 57, 118 and 300 bus
for both EWMF and Kim’s algorithm are given.

To begin with, we introduce how to derive protection strategy using Kim’s algorithm

by several steps. Because optimal attack vector generator is applied for Kim’s algorithm,

Kim’s algorithm is modify in Algorithm 4.
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Table 4.2: The table of protection set for each N4 in IEEE 30 bus. Ry, = 20,7 = 10

Na S |S| | ming oy
2 [ 0 2
3 [34,16,13] 3 4
4 [34,16,13] 3 4
5 33,37,5,19,2,22,23,26,9,10,24,36,11,29,4,39,32,20,16,13,34] 21 6
6 [5,22,23,19,37,33,2,27,8,32,17,35,11,26,24,10,1,39,34,16,13] 21 6
7 (33,19,37,2,5,22,35,23,40,41,29,31,4,30,21,24,14,9,17,39,34,16,13] 23 8
8 (33,5,10,35,2,27,41,31,22,23,37,19,26,8,1,30,25,14,38,17,34,13,16] 23 8
9 [5,33,3,8,15,37,10,35,25,29,41,31,30,32,2,19,20,1,26,11,22,38,24,16,34,13| 26 12
10 [5,1,8,15,33,2,4,19,22,35,32,37,31,23,24,30,40,41,20,14,27,38,21,34,16,13| 26 12
11 [5,1,15,33,8,19,2,6,22,23,11,21,31,35,32,25,20,30,37,40,10,38,29,34,16,13| 26 12
12 [5,15,22,8,1,2,9,19,33,23,31,36,10,35,27,30,32,37,39,26,17,14,25,34,16,13| 26 12
13 | [5,1,19,4,2,15,21,17,25,24,23,20,31,30,27,36,32,12,37,33,10,41,8,38,11,13,34,16] | 28 16
14 [5,15,19,1,8,21,31,33,9,36,35,27,30,32,26,22,23,37,14,4,17,40,39,25,13,16,34] 27 14
15 | [5,8,15,19,21,33,31,9,36,35,25,24,23,27,30,32,26,41,2,37,40,17,39,1,14,13,16,34] | 28 20
16 [5,1,33,15,19,22,23,17,32,21,25,24,4,3,8,9,36,35,10,40,31,37,27,11,38,16,34,13] 28 16
17 | [5,8,15,19,22,17,25,33,32,31,36,3,35,30,21,26,10,40,2,37,38,29,11,24,1,34,16,13] | 28 20
18 | [5,33,3,8,15,19,21,17,25,24,23,18,31,30,36,35,32,12,2,37,29,38,10,14,1,34,13,16] | 28 18
19 | [5,19,8,15,21,31,25,17,24,23,27,36,35,30,32,26,33,10,41,1,2,9,37,14,39,34,16,13] | 28 20
20 | [5,33,19,1,8,15,2,3,17,21,25,24,23,22.6,11,36,35,10,41,31,28,37,27,32,38,16,13,34] | 29 00

Table 4.3: The protection Strategy of Kim’s algorithm selected from Table 4.2

NA S |8| mink (072
2 [ 0 2
3 [34,16,13] 3 4
5 33,37,5,19,2,22,23,26,9,10,24,36,11,29,4,39,32,20,16,13,34] 21 6
7 [33,19,37,2,5,22,35,23,40,41,29,31,4,30,21,24,14,9,17,39,34,16,13] 23 8
9 [5,33,3,8,15,37,10,35,25,29,41,31,30,32,2,19,20,1,26,11,22,38,24,16,34,13| 26 12
14 [5,15,19,1,8,21,31,33,9,36,35,27,30,32,26,22,23,37,14,4,17,40,39,25,13,16,34] 27 14
15 | [5,8,15,19,21,33,31,9,36,35,25,24,23,27,30,32,26,41,2,37,40,17,39,1,14,13,16,34] | 28 20
20 | [5,33,19,1,8,15,2,3,17,21,25,24,23,22.6,11,36,35,10,41,31,28,37,27,32,38,16,13,34] | 29 00
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Algorithm 4 Modified subset selection algorithm [7]
Require: N4, H,
Ensure: S, ming oy,

. S= @;

2: repeat

3: Vulnerability Arr(1,...,m)=0;

4: for k=1— mdo

5: given HY | find A;, and oy = | Ax| using MIN CUT;

6: if a, < N4 then

7 Vulnerability Arr(Ag) <= Vulnerability Arr(Ag)+1
8: end if

9: end for

10: I* = arg max; Vulnerability Arr(l) ;
11: add [* to S;

12: until ming o > Ny

13: return S, ming ay;

For each N4, Algorithm 4 returns a protection set & and ming . Taking IEEE
30 bus as an example in table 4.2, we run 10 times for each Ny, i.e., r = 10, and
choose the protection set with minimal protection size. Ry, is set to 20. The meter
index in protection set is in order. For the same cardinality of protection set, we choose
the one with maximum minga,. The protection strategy is showed in Table 4.3. The
performance is plotted in Fig. 4.13.

It is necessary to emphasize that the protection strategy doesn’t follow continuous
evolution. Each protection set for different protection size is independent. Take the table
4.3 as an example, when grid operator protect 21 meters [33,37, 5,19, 2, 22,23, 26,9, 10, 24, 36, 11, 29, 4, 39, 3
(in protection order), and the grid operator get the additional budget to continu-
ously protect others. The next protection size is 23, and the protection set is [33,
19,37,2,5,22,35,23,40,41,29,31,4,30,21,24,14,9,17,39,34,16,13]. Grid operator can’t sim-
ply additionally protect 2 meters to force number of minimal tampered meters ming oy, to
8, since the different elements between those two protection sets are [14, 17,21, 30, 31, 35, 40, 41]
whose size is more than 2. In other words, protection strategy of Kim’s algorithm doesn’t

support backward compatibility due to independence of each protection set.
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We now illustrate the protection strategy evaluated by one-shot algorithm: EWMEF.
The protection strategy is simply & which follows continuous evolution. We illus-
trate the algorithm for TEEE 30 bus, and the corresponding protection set is [34,
13,16,5,19,2,22,37,23,33,21,1,11,40,29,38,36,8,17,24,32,31, 35,15,4,20,30,25,9] in protec-
tion order. The performance is plotted in Fig. 4.13. The advantages of EWMF are low
computational complexity, support backward compatibility and continuality of protec-
tion strategy. Backward compatibility here is that the next protection set with protection
size k + 1 contain all the meters of the previous protection set with protection size k.
Continuality of protection strategy means that the protection strategy exists for any
given protection size, i.e. A in (4.2) has no restriction.

We furtherr consider modified Kim’s algorithm so that the protection strategy of
Kim’s algorithm support backward compatibility. It can be done by evaluating the
protection strategies steps by steps. In the beginning, we evaluate the protection strategy
and select the protection set with protection size 3, where the true point is located, as the
first point of incremental protection strategy of Kim’s algorithm; the second protection
strategy is derived based on those 3 protected meters, i.e., the following protection
set must contain those 3 meters. Follow the same steps, we finally can calculate the
incremental protection strategy of Kim’s algorithm in Fig. 4.13. We observe that the
gradual protection strategy has little performance degradation due to the backward
compatibility constraint. Because the Kim’s algorithm is not designed for continuous
evolution, the time complexity of modified Kim’s algorithm is extremely high.

Thirdly, we use brute force algorithm to find the best protection strategy for IEEE
14 bus. The protection sets for each protection size similar to Kim’s algorithm is inde-
pendent, i.e. it is not necessary that the next protection set with protection size k + 1
contains all the meters of the previous protection set with protection size k. For each
protection size of brute force algorithm, we try all combinations of protection set to find

the protection set that forces attackers to manipulate most meters. It is desired to check
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Table 4.4: The pros and cons of Kim’s algorithm, incremental Kim and EWMF'.

Feature Kim’s algorithm | incremental Kim | EWMF
time complexity High High Low
backward compatibility No Yes Yes
strategy continuality No No Yes

Table 4.5: Time complexity for each case under the PC with 3.33GHz quad-core CPU
and 16G memory.Ry, = 20,7 = 10

Case / (sec) Kim incremental Kim | EWMF | EWMF 100 times
case 30 44.3445 113.5589 0.3396 29.8138
case H7 223.1978 621.8101 1.5318 158.8618
case 118 (Ry, = 20) | 1.3208 x 10° 3.5016 x 10° 9.8351 982.2705
case 118(Ry, = 80) | 7.5740 x 107 2.4457 x 10% 9.8351 982.2705
case 300 (Ry, = 20) | 9.3500 x 10° 2.2437 x 10* 63.2345 6.444 x 10°
case 300(Ry, = 80) | 6.2653 x 10* 1.4503 x 10° 63.2345 6.444 x 10°

the gap of restriction between the Kim’s algorithm, EWMF and brute force algorithm.
It is show in Fig. 4.12 that all of them can provide the same restriction. Furthermore,
the protection strategy of EWMF provides low time complexity, backward compatibility
and continuality of protection strategy. Comparing to brute force algorithm, EWMF se-
lects a meter at a time rather than all meter at once; the time complexity is significantly
reduced, and the performance is the same as brute force algorithm in IEEE 14 bus.
Finally, we compare two meter selection algorithms with optimal attack information
for IEEE 57,118 and 300 bus in Fig. 4.14-4.17. The performance of EWMF is almost near
that of Kim’s algorithm for each case. The pros and cons of all algorithms are concluded
in table. 4.4-4.5. Note that the restriction provided by Kim’s algorithm depends on

Ry,. when Ry, is set to large number, the high restriction will be calculated.

4.5 Position of Injection-free Case

Protection strategy, which protects branch meters only, is evaluated using WMF in
injection-free case. The nature question is that if the operator can adopt the protection

strategy to real world? The answer is affirmative, and we guarantee that attackers need
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to manipulate more meters. To complete the proof, we define several matrixes. Let HP
be the Jacobian matrix of branch meters in all transmission lines, H-#!! be the Jacobian
matrix of injection meters in all buses, i.e., P, = P, = 0 and P; = 0, and H*® be the
Jacobian matrix of injection meters in buses connecting to the generation. Define the

Jacobian matrix in real world case as

HY
H? - |:H£’gen:| ) (43)

ie., P, =P, =1,, and P; depends on the bus located at generations, and in injection-
free case as

HY = [HP], (4.4)

ie, P, = P, =1,, and P; = 0 depends on the bus located at generations. Let S be
a protection set, which is one of any possible combinations of all meters in the network

and P be a protection set, which is one of any possible combinations of branch meters
in the network, where S € M, S = M\'S, P C MB, and P = MB\ P. We define

security index in each case. The S-security index of kth meter in real world case is

aS(S) = min HHE{SCrHo (4.5)

Replacing the constraints in (4.5) we derive P-security index of the kth meter for a

practical power grid

of(P) = min  |[HF el (46)

st. HYPc,=0

HY(k, e, = 1.
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Define P-security index of the kth meter in the injection-free case as

aE(P) = min ||H§I75cr||0 (4.7)

c ER™

st. HYPc,=0

HY(k, e, = 1.

With the same protection strategy, we want to show that attackers need to manipu-
late more meters in real world case than in injection-free case, i.e., mingeanp al(P) >

mingcp af (P), VP.
Lemma 2. The best attack strategy in real world case can be selected only from S-security
index of branch meters.

inal(S)= min af(S),V¥S 48
min gz4S) = min o (S), (4.8)

Proof. Tt is obviously that min,cs ot (S) = mingegnie ap(S), VS, if and only if

: R o R
S) > S 4.9
0 RS 2 iy o) 49

It is easier to prove (4.9) than (4.8). Therefore, we prove (4.9) by contradiction. Assume

e R L R
mingesaae @y (S) < mingesnye o (S).
Then there exists at least one injection meter so that it’s security index is minimal.

Let the minimal one be kL, € SN M such that ofi () < mingegnps o (S).

min i
min

be optimal solution of oy (S). " rank(HY) = n . HPc] 5, # 0. This im-

Let c!

T, min

I

plies that if attackers want to manipulate k,; th injection meter, they must manipulate

at least one branch meter.

Let one of branch meter in attack set Ay (S) be kP € SNMP and ¢, be optimal so-

min

lution of oy (S). . [|HF ¢} yinllo = ot (S) < mingegnpe of (S) and minge g ve @ (S) <

k’{nin
5 (S) = |[HicP,|lo. We can obtain that [[Hicl ,.llo < o (S) = [[Hicl,||o, which
conflicts with that ¢, is optimal solution of a;%(S) O
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Corollary 1. The constraint sets of (4.5) and (4.6) are the same, Vk € P,VP. There-

fore,
af(P) = af(P),Vk € P, (4.10)
which implies
min o (P) = min a (P, VP. (4.11)
keP keP

Lemma 3. The P-security index of kth branch meter in real world case is always greater

or equal to that in injection-free case, Yk € P,VP.
a(P) > oy (P),Vk € P,VP. (4.12)

Proof. We prove by contradiction.

Assume o (P) < o(P),Vk € P.

Let cf, be optimal solution of ai¥(S), Vk € P. a}(S)' = [[HEcl, [|o = [[HPcllo +
[HE e llo > [HP e lo = [[HY egflfo-

Let cr’k be optimal solution of al(P), Vk € P. The contradiction is that ||[HNct k||0

ad(P) < ap(P) = |[HYcyllo, since ¢y is not optimal solution of a} (P). O

Theorem 4. P be a protection set which can be one of any possible combinations of
branch meters in the network, i.e., P C MB, MP be universal set, P be complement
of P, i.e., P = MB\ P. o(P) and ol (P) are the P-security index of kth meter in
real world case and in injection-free case respectively. The following inequality is always

true.

> . 4.1
kg/l\}[r\lpak H(P) rkn€17131 oy (P),YP (4.13)

Proof. According to Lemma 2, we only discuss on P:

R . R . R
min o, (P) = min o (P) = min ag (P),VP. 4.14
keM\P " (P) ke(M\P)MB © (P) kep " (P) (4.14)

Note that P C MB C M and S C M, i.e., S contains all possibility of P. Therefore,

(4.14) is always true.
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From Corollary 1, we have

: R . R . R /
P) = P) = P,V P, 4.15
kgﬂl;r\lpak( ) = min oy (P) = min ay; (P) (4.15)
Lemma 3 implies
min ap (P) > minag (P),V P. (4.16)
keP keP

From (4.15) and (4.16), we obtain

: R P : N P
> s vp
kg/{}tl\lp o (P) e (P)

]

(4.13) indicates that applying the protection strategy of WMF in a practical power
grid can force FDIA attackers to manipulate more meters than in a injection-free net-
work. The full measurement case corresponds to the special case when all buses have
generator attached. Therefore, (4.13) can be easily extended to the full measurement
case and other practical cases. Note that each protection set P in the WMF protection
strategy satisfies P C M?P, since it does not protect injection meters.

If an operator has the knowledge to determine the protection strategy including
injection meters, the restriction become further stronger. The explanation is as follow.
Given a protection size A, let S and P be one of any possible combinations of all meters
and branch meters only respectively such that |S| = |P| = A. It can be observed
that ming af(S) > miny, o (P), since the constraint diversity in former case is plentiful
for grid operator, and operator has more choices to select a set of stricter constraints

indicated by S to maximize ming af¥(S).

4.6 Near Optimal Attack Vector for Practical Power
Grid

The method to derive optimal attack vector is only in injection-free case. In this
section, the near optimal attack vector in real world case which considers injection meters

is illustrated. To derive such attack vector, we propose the following steps:
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1. derive the shift vector & x(P) in injection-free case (HY)

2. derive the attack vector aif(P) in real world case by
al(P) = HR¢, . (P),Vk € P (4.17)

3. select the sparest attack vector from (4.17) as the attack strategy in real world

case.

Case: IEEE 30 BUS/Topology: I-|njFree/ATK: MIN CUT(OPT)

30 T T T T T

25f —8— EWMF 100 BEST 4
- B - EWMF
—6&— WMF 100 BEST

20f : - & - WMF B -

mink o, (least number of meters that attackers need to tamper with)

1 1 1
0 5 10 15 20 25 30
Number of measurements being protected

Figure 4.3: The performance of the protection strategies using WMF and EWMF re-
spectively for case 30.
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Case: IEEE 57 BUS/Topology: I-InjFree/ATK: MIN CUT(OPT)

30+ .
—8— EWMF 100 BEST

251 - B -EWMF i
—— WMF 100 BEST
- & = WMF

20+ . . g & .

0 i i | i i
30 85 40 45 50 55
Number of measurements being protected

mink o (least number of meters that attackers need to tamper with)

Figure 4.4: The performance of the protection strategies using WMF and EWMF re-
spectively for case 57.

Case! IEEE 118 BUS/Topology: H, i, /ATK: MIN CUT(OPT)

loo T T T T T T T T
90 - —E— EWMF 100 BEST| RN
g0l - B - EWMF Y
—— WMF 100 BEST !
70} - 9 - WMF . N R

60

50

40+

30

20

10

0
100 102 104 106 108 110 112 114 116 118
Number of measurements being protected

mink o, (least number of meters that attackers need to tamper wit

Figure 4.5: The performance of the protection strategies using WMF and EWMF re-
spectively for case 118.
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Case: IEEE 300 BUS/Topology: F‘njFree/ATK: MIN CUT(OPT)

100 T T T T T
90 —8— EWMF 100 BEST|
- B -EWMF
80 | —€— WMF 100 BEST
| = & = WMF
70+ ¢

0 50 100 150 200 250 300
Number of measurements being protected
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Figure 4.6: The performance of the protection strategies using WMF and EWMF re-
spectively for case 300.
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Figure 4.7: The performance of the protection strategies using WMF and EWMF re-
spectively for case 300.
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Figure 4.8: The performance of the protection strategies using optimal attack informa-
tion and [; approximated attack information for case 30.
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Figure 4.9: The performance of the protection strategies using optimal attack informa-
tion and [; approximated attack information for case 57.
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Case: IEEE 118 BUS/Topology: H, ./ ATK: MIN CUT(OPT) & L1
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Figure 4.10: The performance of the protection strategies using optimal attack informa-
tion and [; approximated attack information for case 118.

Case: IEEE 300 BUS/Topology: H .../ ATK: MIN CUT(OPT) & L1

100 T T T T
90 —B— EWMF: OPT/ATK: OPT : 7
80 —&— EWMF: L1 /ATK: OPT

= © = EWMF: L1 /ATK: L1
A EWMF: OPT /ATK: L1

70

0
275 280 285 290 295 300
Number of measurements being protected

mink o (least number of meters that attackers need to tamper with)

Figure 4.11: The performance of the protection strategies using optimal attack informa-
tion and [; approximated attack information for case 300.
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Figure 4.12: The performance of the protection strategies using Kim’s algorithm and
EWMF respectively in case 14. The protection strategy of brute force algorithm is added
for comparison.
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Figure 4.13: The performance of the protection strategies using Kim’s algorithm and
EWMTF respectively in case 30. Ry, = 20,7 = 10
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Case: IEEE 57 BUS/Topology: F‘njFree/ ATK: MIN CUT(OPT)
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Figure 4.14: The performance of the protection strategies using Kim’s algorithm and
EWMTF respectively in case 57. Ry, = 20,7 = 10
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Figure 4.15: The performance of the protection strategies using Kim’s algorithm and
EWMF respectively in case 118. Ry, = 20,7 = 10
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Figure 4.16: The performance of the protection strategies using Kim’s algorithm and
EWMF respectively in case 300. Ry, = 20,r = 10
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Figure 4.17: The performance of the protection strategies using Kim’s algorithm and
EWMTF respectively in case 300. Ry, = 20,r = 10
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Figure 4.18: The performance of the protection strategies using Kim’s algorithm and
EWMF respectively in case 118. Ry, = 80,7 = 10
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Figure 4.19: The performance of the protection strategies using Kim’s algorithm and
EWMF respectively in case 300. Ry, = 80,7 =10
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Chapter 5

Conclusion

5.1 Summary of Major Results

In this thesis, we consider the game between a CM called FDIA against state estimation
of power grids and the corresponding CCM adopted by the grid operator. We define
the S-security index of a grid node and formulate the FDIA as an equivalence to the
attack problem of [7]. Although both optimization problems are generally NP-hard, we
manage to solve them for injection-free networks. Based on injection-free assumption,
the performance of an optimal attack is evaluated via computer simulations on IEEE-
standardized power networks. On the other hand, the counter counter-measures strategy
is designed on a max-min formulation. We propose a incremental-based algorithm which
selects the most vulnerable meter, one at a time, for protection. We prove that our
CCM strategy guarantee a lower bound on the minimum number of measurements with
which an FDIA has to tamper to pass the BDD test in any practical power grid. The
numerical performance for IEEE 30, 57, 118 and 300 case is provided to validate the

proposed approach.
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5.2 Future Works

We have presented a practical solution for a grid operator to select protected measure-
ments if it not feasible to protect all critical meters from a worst-case perspective. There
remain many related issues that needed to be addressed. First of all, as we adopt an
incremental approach, no general optimality for a fixed protected subset size can be
claimed. For a practical power network with injection and branch meters, our scheme
ensures a lower bound on the attacker’s “cost” but not the maximum cost. Moreover,
other CM objectives such as maximum attack impact can be evaluated and the AC model
which is more realistic should be considered. Finally, phasor measurement unit (PMU)
placement should be considered jointly to enhance the network security by forcing an

attacker to gather more network information and increasing its computing requirement.
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Table 1: Glossary

the number of tampered sensors (meters, measurements)

the number of directed arcs

the number of measurements (meters)

the number of state variables, note that number of buses is (n + 1)

m X (n + 1) Jacobian matrix representing the topology

m X n matrix derived by removing last column of H

n X 1 vector of state variables

(n+ 1) x 1 vector derived by adding zero to tail of x,, note that Hx = H,x,
m X 1 vector of measurements

m x 1 vector of measurements errors, s.t., z= Hx + e

n x 1 vector of estimated state variables, note that X, = (H'R™'H,)'H/R 'z
m x m diagonal covariance matrix, s.t., r,; = o7, where o7 is the variance of
the ith measurement (1 <i < m)

Threshold for the Ly-norm based detection of bad measurements

m X 1 measurement vector with bad measurements

m x 1 attack vector, s.t., z, =z + a

n x 1 vector of estimation errors introduced due to a, note that a = H,c,
the set of all meter indices in network

the set of injection meter indices in network

the set of branch meter indices in network

the set of protected meter indices, S C M

the number of protected meters

S=M\S
the set of protected meter indices, P C MB
P=MB\P

the matrix formed by the |S| rows of H, indicated by the indices in S

the matrix formed by the |S| rows of H, indicated by the indices in S

the Jacobian matrix of branch meters in all transmission lines

the Jacobian matrix of injection meters in all buses

the Jacobian matrix of injection meters in buses connecting to the generation

. o HE
the Jacobian matrix in real world case, HY = |:HI,;;en:|
' B
the Jacobian matrix in full measurement case, HY = Hlfau}
T

the Jacobian matrix in injection-free case, HY = [HP|
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