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ABSTRACT

Supporting mobility and security simultaneously is the basic motivation of this thesis.
An intuitive solution may be the combination of two internet protocols, providing mobility
and security respectively. Despite direct merging of two protocols reusing existent software
and network hardware, reduced system efficiency is further caused by redundant elements

shared by both protocols.

Besides the resource squander of duplicate proceedings, a conflict may be break out
between two protocols. Sacrifice-0r extra-actions of -one protocol for processes of other

protocols may be caused.

When Mobile Node changes its network domain or IP address, it usually needs a lot of
procedures for supporting mobility and security. User would feel the break off of the
connection, and the communication or internet protocol would suffer timeout in realistic

applications.

This thesis provides a method and system for mobility and security, comprising Virtual

Private Network (VPN), Mobile Agent and some Mobile IP mechanisms.

The mobile agent acts as a representative of mobile node, and executes
pre-authentication and pre-negotiation with the multicast mechanism and the binding list of
Mobile IP protocol to make mobile node continue the previously communication after
changing network domain. VPN architecture not only provides security, but saves the
handoff latency for mobile node. Therefore, the transmission performance and security of
this system are the same as VPN, and the handoff latency is less than Mobile IP to make this

system suit real-time protocols.
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1.1

ZFg 2
HERFREE DR R G E B HFH R (mobility) = 7 7 4
A R ek B & 2 (security) iEBrE < RETEARL 0 b PEE BT
Fih TR mr e R AELE REX B I ARGF I E 0 RE Lo A H
{76 e 2 e g1 L (Mobile IP) [1] 4e b ' et 2% > (IPSec) [2] ~ & % 5
e #eF A g (Virtual Private Network, VPN) 4c + Mobile IP [3][11]> X @ H -
FED B TRV EFAICE AT P 0 AT BAR S ek

#
L L
[
ki 0 FlES BRBEASTALEM  EF 7 2 %R B AR L
£ % > b4 VPN i@ i (tunnel) ¥ Mobile IP igﬁ.mﬁ_ﬁfﬂ e
FOEHFEEATRAL A B2 FET NGk BRI A
[4][10] > % 7 = & 5§ DA B o WhGR R P Y - f st 0 A AR iF-
ﬁvﬁ‘j\ﬁaé‘, °

IETF (Internet Engineering Task Force) #£7X 7 #& ' Mobile VPN &35 3+ =
[11]> e v @& * 7 & & Mobile IPE =8 VPN & 5 > io 8-~ tg's T”&‘%P%ﬁ%@ﬁ%ﬁiﬁ ’
» FB R F ]

¥ oob o — A A3 B (78053 (Mobile Node) 7 &4 pF » &7 90 A e it &\ §_
F P ok enpFiE » R PR BT R 2 %;ah%i (Layer 3 handoff) » iz 1 a2 (7
B il MU L e AT S Agehgl o ip BRSBTS

Z 7
® LATREEPRFEATOIP a o ¥ { TR & (routing table) -

® iR RIZ A (Home Agent) & RIZPPRE (Proxy) » 17T if e

Gl
R R P YRS 2 BEE e

® BT NT 2 MINE IR -
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HEAANEZ R AL ER® o VPN %+ ]éé v e b d 32 X4 (Mobile

Agent) sgjiFer — 1 Mobile IP 4] kr PP 7 {81 % }_'r:}_ - Mobile Agent

FOEH A FE a0 w v 1 VPN e 2 H i §F 4k Ao PRI
# %% (Quality of Service, QoS)m:;% APR TS 5 VPN chze T#’Wﬁ‘»?'l ok A otgde A
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2.1

$-% FRopMej

Virtual Private Network (VPN) & 2% 4

P e a &b R (dofetE R Internet) [R5 PfL S £ %R (private
network) » &3 & ob fo BT SR VS o MAR RPN RS 2 i AT g
Epp o » ]S;:; Intranet = @ ¥ & 2 & ¢ g @ A F ik 4% Intranet 3 B~ F R PE
TP ERNTBEBEEI TR IR :i‘k‘{;m private network & 5 F #83% %

‘f‘\%lt:!'_o

R BN R GET RGOS AL F ORI ROEERL U BB E
+] @ ;ﬁ,@;;& P AR AR L FH A R Y ERERDTET Y AR 0 1
"‘&%,4&%," e A i K‘?«;I," o ,t-}_ o

¥ F 4 R (Virtual Private Network, VPN) R & 4% &5 & 42 & eh
Internet % < t§*% X K 5 ¥ faE T privaté network P RE e H - g
HEwmEP A RRAER = (VPN ; Gateway) £ - i@ (tunnel) > ¢4 tunnel
¥ H LY BEAT G b T (P_0|nt-t0-Pomt Tunnellr]g Protocol, PPTP) ~ % = & i if {2
%_ (Layer Two Tunneling-.broto'c_oi, E2TP) [5] ~ 4 % i % > 12 % (Internet
Protocol Security, IPSec) % i-’ Pbotunnel e kg H F] Bk IR Aol
# Intranet p — 45 > & FREGEREADFHE 220 %E - Jﬁ" oA
~dehzEfE o TAa B VPN Gateway Bz = tunnel > #-5 B geidig S - B 3
Gateway i ¥ 2 j& B 4 > 40 L2TP 22 ¢ 0 L2TP i @R E (L2TP Network
Server, LNS)£ L2TP 52~ & s 2 (L2TP Access Concentrator, LAC) -

Intranet

Internet

Femaote Lser VPN Galgway

W21 VPN &%l



Intranet Internet Intranet

VPN (rateway VPN Gateway

W22 VPN A&%H2

2.2 Layer Two Tunneling Protocol (L2TP)

[6] PPTP (Point-to-Point Tunneling Protocol) %_¢ Microsoft ~ 3COM ~ U.S.
Robotics ~ Ascend ~ ECI Telematics % & % #7585 & 3 & » >t OSI 457 % = f i»
[ s R 3 N —;f.'f:’.?wx E FR% R R3S

Fe p¥ Cisco + fp 4 5 B 3 ’é~ =z %IJ i‘ﬁxﬁf" "i (Layer 2 Forwarding, L2F)» @ 5 &
Internet 4 % 1 48] % (Intemet Eng‘lmeér,mg Task Force, IETF)#:3 * » Cisco £
w B PPTP eho @ }%%ﬁfr;fai__ é, L;ﬁfw i(Layer Two Tunneling Protocol,
L2TP) » & & PPTP 2 L2F '&f‘llﬁ.!@-’ RFC @sﬁ;i 2661 [5] °

L2TP # £ & 7 & ¢ F 4c?rw< }_H ’ Mruv/];%épiwgﬁo IPSec T4 %
1 [15] -

L2TP tunnel e =8 > & B PR B & # o 7 2818 L2TP Network Server (LNS) »
i —'ﬁ B+ o 728 5 L2TP Access Concentrator (LAC) -
2.2.1 L2TP Message

T B 5 L2TP 35 entt ;8 > L2 PPP tunnel # % > # 4c + L2TP &0 header »
X ig A— 4 UDP £ IP header » UDP header 47 %% % port 1701 -

L2TP packet
PPP Header
Outer UDP Header L2TP (192.168.1.3 >

[PHeader | >pot 1701 | Header | |g 659

B 2.3 L2TP Packet Format



m H ¢ L2TP Header stz ;¢ 5

12 bits 4 bits 16 bits
TILIX[X|SIX]|O|P|X|X|X]|X]| Ver Length (option)
Tunnel ID Session ID
Ns (option) Nr (option)
Offset Size (option) Offset Pad ... (option)
T:OAF#mL L addmni L1475 Lengthiz— i - N
- f@t;{év‘lostlé&,‘ﬁﬁ Ns ~ Nr ## = » =4 4 - iﬁ;{é»loO-l%&rrp
Offset Size &1 - G- TRBAXN0 P E% A1 B AiE iaﬁ@gﬁlmﬁ B
EERL z@;oVer. L2TP 5= 4 > g o % 2 Tunnel ID : L2TP tunnel 7 1D - Session
ID : L2TP session #71D - Ns @ p* 21 4, e sequence number » Nr @ T — 3 3¢ #p J 3
3 4, & sequence number o
2.3 Mobile IP # /A

7 5 e 2 e it 2 (Mobile IP) “&3E IP i nk (B0 B & 7 4 - fAi
T v S & 8 (Mobile Node, MN). fode™s e + g 25pF > (57 & % B 94
IP i=qt ker H @ e & 2hiE (728200 35204 |[ETF (Internet Engineering Task Force)
BT kR - [1] -

 MN B &I - BRTEPRFF 8 ¢ &5+ B0 - B IP a e f i Care of
Address (CoA) > MN ¢ & &+ (Home Network) RIAIZ 4 (Home Agent,
HA) » HA B & Home Network 3 MN # < %k p i@ 3 & 2L (Correspondent Node,
CN) ehite » ¥ 5d Wi (tunnel) #:% T CoA -

MN i 30 pF s B 2 * ch e P ab AL 5 Faza (Home IP) » HA & e
B A% ARPE U Tk Hefc ¥ Home IP shdf # g€ :% 3 Foreign Network (2-Home
Network z_ #h 3= fe3gt) o



2.4

Home
Network @CN

Internet

MIF minnel

@ MM
MN @ Foreign

Metwork 2

® 2.4 Mobile IP % 3v2 f#

®] 2.4 _Mobile IP -} sz 4 B> Ho MNL i * 18 FA-CoA-FA (Foreign
Agent) % Foreign Network .® % 4% :MobilelP &5 @ PR % » v ¥ i Foreign Network >
EH T e MNL #7i¢ * 5 CoA F FA dhizak » a4 5 FA-COA - FA f2 3¢ _HA @
kit e {80 1395 Home IR kg g Lk ™ wR i MN (1% MAC i=4t) -

m MN2 & * c7§_Co-located-=CoA (Co-CoA) > MN2 & £+ HA = = IP-in-IP
i@ 0 HA m@_%ga&ﬁvyj&{ MN2 f g & R @ * 5 IP =y fa
Co-located-CoA -

Mobile IP 2 & . 4 # R in% &

IETF % Internet Draft ¢ # 77 Mobile IP & 5 # 4 + 8 (VPN) % & pF >
SEA NN E F R Y Rt [0 R v e aunirils % [3][1]

2.4.1 KAk

% fE IETF e jek [4][10] #g ek ’f#?‘;ﬁ Mobile IP 22 VPN % & & 7 % Home
Agent (HA) i & 4 j TR L ARER A ke N2
Foreign Agent (FA) % .27 & “rg i e AR o



® #1]- ~ MIPv4 HA(s) Inside the Intranet behind a VPN Gateway

% HA 2z intranet ¥ > 4 VPN Gateway %3 ¥ chpF iz » MIPv4 & Z 4834 5
(encapsulate) # VPN tunnel (12 = 2 IP Securlty (IPSec) %2 5 &) 2. p od 3t FA
% ek IPSec #risEanp 70 F MN 7 3% A % IPSec ﬂ‘%tﬁvAdvertisement’
A Y P A s @ % FA o 24 % Co-located mode » B+ § MN 2% 5 =

% P& > VPN tunnel s Z A re-negotiate s (% o

® #:3) - ~ VPN Gateway and MIPv4 HA(s) in parallel

VPN gateway £2 HA - 4=3c # DMZ ¢ » i~ & & 3% MN #& intranet p &% internet
o #15 MIPVA ihdte 3 ; R % g DMZ (DeMilitarized Zone) o ig#-5 % 241
SORENG o F1 5 DMZ A B R enl Vb ik o Bt L 2B hR B B R
FHF A ™5 VPN B3 kb o e £ 425 % 3 (7 2% 52 % (Denial of

Service) ¥ iy o

TR M 24 MIPV4 £ IPSeciefjk st BE % > % % MIPV4 445 & IPSec 2. b »

ple A4 - 1B 73] 40 IR A8 AL MIPV4 % IPSec “F > B Z 4 HA 2 VPN
Gateway g routing logic = iz 22 5 %15 ' & VPN Gateway & %<t R F® » # &_
At MN ko ehit e B2 HAZRFERE MIP header > £ = % VPN Gateway ; i*
% MN it e R iT4p & o

® {73 = -~ Combined VPN Gateway and MIPv4 HA

pUHCABR 2040 — 03] hrouting P 4R e ig & multi-vendor interoperability
(# 3 MIPv4 mobility agents ~ mobility clients (MN) ~ VPN server 22 VPN client 5t
d w7 e o vendors #rd k) HR A F1 5 MIPv4 mobility agents ~ mobility
clients (F 5 MN) ~ VPN server &2 VPN client & 7 d I - FTFfF K3+ °

® #7]x ~ MIPv4 HA(S) Outside the VPN domain

IPSec # & MIPv4 z_p > ¥ HA 7 % VPN Gateway #3£ » #r12 MIPv4 &3t
P 7 F £ 52 VPN Gateway & > IPSec tunnel - e £_»> ¢ % Intranet ¥ ;2§ HA 7%
Ao MN = 2 - B3 XZiEa HA k4 (FRIZ L 5 X Intranet P & 3% &
mobility - “f pe2 otk o SF I FORGEIL G E R B chR AR o

® #71]7 ~ Combined VPN Gateway and MIPv4 HA(s) on the Local Link

VPN Gateway 4 = NAT Gateway 4 ¢ »27 i * private IP 5nHA 12 local link



7 Nl B o F A K MIPVA 355 A IPsec 42 g > IR SR 5% - BHAAP R 5 F 2
MIPv4 f¢b > B s d (routing)™ & 2 E e LAt Rt L o e B BB A A
WET A OIEF > FE % 2R A F A4 local link s 45 8- € (AF fe o

2.4.2 Mobile IPv4 Traversal Across IPsec-based VPN Gateways

G SE dads s Eie [3]0 IETF & 2005 & 1 9 41577 00 i it
#1 [11] > 2/ R aiv 5 Draft> & A2 5% > T chp eha 3t % & Mobile IP £
IPSec-based VPN > 11 fp Pk - i dv (228 % 22> T &7 ag @ % G cfie Al 8 0 7
TS BT I

B 2.5 A0k seehZE 4Bl 0 17V 45+ i & Intranet i;%ri&‘{lnternet (External
network) ; ¢ ¥ 5% DMZ (Demilitarized Zone, 2£E £ %) > ¥ - TAER % 2|47
& byt (External network) @ % f w3 B FRAOE F AR 0 2 kY IR RS
Hof £ H-VPN chd e R EIE & DMZ 2.7 o

MN ()

B 2.5 Mobile IPv4 Traversal Across IPsec-based VPN Gateways 7 - #l

+ + & % Home Network » MN 7 HA #7 &2 fe 0 #% ik B & =7 Mobile IP >
# HA #ikzz 5 i-HA (Internal HA) - + T & & 3 %% 5 Intranet ¥ 7 Foreign
Network:MN § ¥ i feigdt 3 = B 2532 MN 2 F 34 (7 & R 4 B % o Mobile IP



¥ > T(c), £+ #* Co-located CoA> T(f), R

En
A

% & IPSec (% >0
% Mobile IP > iz d
Btk .- 4 Mobile IP > #7u #

(IPSec tunnel) » 4 & % Co-located $i-3% =7 Mobile IP ; " (cvc) | =% B

o

B B s

FOF

(fve) % 7 §

& E_Co-located -5 -2 Mobile IP -

m

gﬁa

2.6
PR

%E‘.f'

-~

| MN-APP | |MN |

Registration Request

L,Pf#—t‘ l—(CVC)J ’}’3—\“"1”%»”1

¥ X-HA iy o

x-HA

" | Registration Request

VPN

| Z_FA-CoA > g + £ F 3

¥ MN picds p 5 3

<> External network o § MN fizdt 3 3 27 Intranet i 3
%2 > @ 4 3 IPSec tunnel cniFds i > Ado b e R} 40—
f vt g oen External HA (32 5 X-HA) k3 EPRFE o d 3%
% 3 Co-located &2 FA #25% -

El_éi )

= & tunnel> & ¢t & 5 FA #25% cioMobile IP> # & 8_VPN tunnel

FRORE S

\ i-HA |

o~ ]

Registration Reply

-

"X
Registration Request is not
received by i-HA

wait for detection period for response from i-HA
may also retransmit to i-HA, depending

on config

IKE (la)

IKE

-
|

IKE

IKE

-l
-

Registration Request (2a)

A

Registration Request (2b)_

no Reg-Reply from i-HA

Registration Request (2 c}

Registration Reply

Registration Reply

Registration Reply

-

connection setup ok, bidirectional connection up

Packet (3a)

Packet (3e)

| Packet

-

Packet (3b)
- Packet (3c) - Packet (3d) ~
Packet - Packet
Packet .
Packet - |
B 2.6 Mobile IPv4 Traversal Across IPsec-based VPN Gateways 3t & i
MN i #h & B o g B2 2303 (tunnel) > = 300 68 0 348 @ ifjede b B
BTG 0 MN @ J2 = g chtunnel o

B 267 3 tdte L2 €705 T(la), ~ "(Bc), 2% 2

-10 -

LHET B



2.5

(B 2.7) engte 55 -

Protocol |l 1y Une
Source  (1a) | Co-located CoA | x-home addr, 00 IKE
Destinution x-HA VPN Cateway S0
Ir 1P IF vne MIP
{2a) | Colocated CoA | x-home asddr. VPN-TIA | ANY o
x=-HA VPN Gateway 1-HA 434

TIA: Tunnel Inner Address

P P UDP

(2b) | x-home addr. VPN-TIA | ANY
VPN Gateway -HA T | e e

P UDP

MIF
(2e) | vPN-TIA | Any
i-HA 434 | Foomest

TS
. User
{3a) J-hmRM¢. o
P P P P
(3b) | Co-located CoA |  x-home addr. VEN-TIA | i-home addr. [[ooaer " el
x-HA VPN Gateway i-HA N protocol
T3 T3 T3
(3c) | x-home addr. VPN-TIA | i-home odde. [N E’]"
VPN Gareway i-HA CN protcal =
P IP
. User
(3d) | VPN-TIA | i-home addr.
i-HA CN T
P
) User
Je =homme sddr.
ey |1 N protocol

Wl 2.7 Mobile IPv4 Traversal Across IPsec-based VPN Gateways 4F & 3%

{76 72« (Mobile Agent) [8][9] » ¥.- 7 &t T2 BHEH » & phis
TP AAKCE Y ASL RN o v T B AR E gk 2 Al 4

I SRS Rt e gl R

T@ﬁ;&ﬁ%i@ﬂ’ﬁ{ﬁéﬁﬁﬁiﬁﬁ&ﬁ’iﬁ%%%$&%%

Fad eFEEAF T LB TR AGREE T BLRY F vV LKA AN
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(Autonomy) £ {7 #+ - (mobility) » p A £ 8 4p KIZA T E i p N
PRA W R F AL v b2 2T B T iR i%ﬁt“ AT
ke (% 5

?,h‘t

B R R A F g BT OB A A K5 (distributed

e

programming) » i £l A prE G|t 0 RJEAEAE S FHHE L o

FHRIZA T H A fENE S R Le &Y G A3 4 Java

FRUVFLLAEARAMKA L OSHT R A B o R R Fo N
ERFF AN A NI A d (T RS AR AR B 2 FF
S8 USSR

@ FV IR FE NI A REES A0k SRJEAR S AR S 0 F FLE T

CRE SR S %ﬁﬁixa, R A o A R HRR TR TR
B H B TR rgnlde

® i AaE

LEDEREE S (cllent server. parad|gm) ® o client fr’ server %’7 B - B Rl

ﬁ@@g&ﬁjiiﬁj%@E’ﬂéﬁﬁﬁﬁ4?ﬁ§$“ﬁ {7 s
BB 0 F AP Rt Y I A Tk s gi}fﬁ'u?}tu,&mﬁi < FB
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