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Design and Implementation of Driver-Level Network Event

Notification Mechanism in Linux
Student : Ta-Juan Chou Advisor : Dr. Chien-Chao Tseng

Department of Computer Science and Information Engineering

National Chiao Tung University

ABSTRACT

As the wireless technologies advance, it is now a trend to equip a handheld
device with multiple wireless interfaces of different wireless accessing
technologies, such as GPRS, 3G, and Wireless LAN. Because different wireless
access technologies have different.communication properties and constraints, the
multi-interfaced mobile devices neg&d an.interface manager that can select the
most appropriate interface -according 1o the ‘user preferences and statuses of

wireless networks.

Current Linux operating system'is insufficient for the interface manager to
react promptly according to the interface statuses. Interface management is
normally accomplished by user programs running in the application layer.
Therefore, application programs that manage interfaces need to issue system
calls periodically to retrieve interface statuses and reacts to the changes
accordingly. However, interface statuses may remain the same for a long period
but change suddenly depending on the network deployment and environmental
conditions. If the interval of system calls is short then these system calls will
result in wasting system resources for useless information. On the other hand, if
the system call interval is long then interface management applications may not
react promptly to the changes of interface statuses. Furthermore, even with

frequent system calls, interface management applications may still not be able to



gather the statuses in time due to the scheduling policy of the operating system.
Therefore in order for interface management applications to react promptly to
the changes in interface statuses, some notification mechanism is required for
the operating system to notify interface management applications of the changes

in interface statuses.

In this thesis, we proposed and implemented a new mechanism called
“Driver-level Network Event Notification Mechanism” for the Linux operating
system. With the mechanism, the Linux operating system can notify user-mode
processes of the changes in interfaces statuses to eliminate intensive system calls.
The mechanism also provides a signal-like method in UNIX for processes to
register handler functions. In order to speedup the handling of the interface
status changes, we also modify the scheduling process of the Linux kernel.
Experimental results show thatsour mechanism can indeed shorten the time an
interface management program [reacts to the:changes in interface statuses and
eliminate unnecessary system calls invoked by the interface management

program.
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struct 1freq ifr;
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if (1octl(skfd, SIOCGIFFLAGS, &ifr) <0) {
fprintfistderr, ("%s: unknown interface: %s\n"),
ifname,strerror(errno));
return (-1);
b
safe strnepy(ifr.ifr_name, ifname, IFNAMSIZ);
ifr.ifr_flags |= flag;
if (loctl(skfd, SIOCSIFFLAGS, &ifr) <0) {
perror("SIOCSIFFLAGS");
return -1;

}

return (0);
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struct 1freq
{
# define IFHWADDRLEN 6
# define IFNAMSIZ IF NAMESIZE
union
i
char ifrn_name[[FNAMSIZ]; /* Interface name, e.g. "en0". */
tifr ifrn;

union

i
struct sockaddr ifru_addr;
struct sockaddr ifru dstaddr;
struct sockaddr ifru_broadaddr;
struct sockaddr ifru_netmask;
struct sockaddr ifru_hwaddr;
short int ifru_flags;
int ifru_ivalue;
int 1fru_mtu;
struct ifmap ifru_map;
char ifru_slave[IFNAMSIZ]; /* Just fits the size */
char ifru newname[IFNAMSIZ];
~ caddr tifru data;

+ifr ifru;

| 3
i3
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state-based mechanism event-based mechanism
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higher protocols

dev.e (generic driver layver, adapter-independent)
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ét@: (driver code, adapter-dependent)
( net_rx() )C net_tx() )

(nct start xmit() ) (net stat“t xmtt()) (HET GPEHU> C“Ct EWPUD
». .

)

dev-=stop(

Fig.2- 5 Linux ?ﬁ“j il ’—Jﬂﬁ
IO RRESS T SRR [0 R A 4l
Eﬁ » B SEPTERY g}ﬂalxéﬁffﬁ net_device JLfli- [ﬁfi”& {gh i Hf 15j]] dev_base Firsiclé ; net_device
"rﬂ“ﬁ‘g#ﬁet%”&/mcludellmux/netdewce h > H5 I%&p VErF JTHIFE . BN RS
SRl D;&H\ﬁffu :
® — RN
r_—ltl%u — HEERUEYF lﬁﬂiﬁﬁéﬂ? Iq[ﬁ%‘ }B’E[ngéﬁ EI}%?FEIEP%'[EE » 2 Rl
S A 1 SR B name GIERRFE £7) - next Gfmﬂ
o (AR BRI RAR) o ifindex (£ VR AR ESHI) 1
state (| fjRREVAHNIUINER) S50
o MR



W FHRPRREFSATRITR - Hp1e £ mem_start - mem_end (H fipv5
‘IT%‘L?E‘ fff) - base_addr (/O i) - irq (irq f4f5) - dma (dma 3pj3Eigf)
i o

® gﬁx%ﬁ“ﬁ'%ﬁﬁ"ﬂ" :
- ORI » SRR TR (I iR
= et R g i RLAR IS - # AT (i hard_header_length (isiietf &
FPEFURE) o mtu (:Eﬁfﬂwilﬁi?ﬁﬁ' ) > tx_queue_len (ﬁi‘ﬁﬁthf WIpU-="%) - type
(7 & 78 %7 ) - dev_addr[MAX_ADDR_LEN] (@ & o fif ) -
broadcastfMAX_ADDR_LEN] (?’1 *fF[') SR -

® E'—é?%?ﬁ'ﬁjﬂﬁqﬁ'i :
A TR SRS R AL~ (VRIS - SR [ ol B A !
OB E IR IR & PN E) i ptr (IP A2 ﬁlfﬁ k) - ip6_ptr
(Ipv6 A 14 FT;J aﬂ) » ax25_ptr (AX.25 ifff# 14 Lﬁlr«% YR SR

® RPN ECEF RS
““p R Ef?ﬁ?]ﬁ‘%%ﬁﬂ?“ﬁ?ﬂﬁ@’ﬁ%ﬁ%ﬁﬁ“Elfjjf‘g.fr%? B init() > uninit() -

open() - close() > hard_start_xmit() - do_ioctl()==" -

2.4 SRS

FREEL L BT RS SRR e R AT [l s R el R
O (DTOPF R R AR P %“I?SL?E‘,;) BRIV A o SRRERE T R - L
BN SR S k] T R AR

B IR A (R S S BRI AR 0 E ORRAOTER - Linux
ﬂ‘éj’iﬁ: Erv s 7+ task_struct 'E}#_Imﬂ? (EEFAG r“ﬁ% include/linux/sched.h) |7
FS Y B S AR (process descriptor) ’Fé‘fzgﬁﬁli’@?ffﬁf%@?ﬁ’ﬁ fq?ﬂﬁ‘?fdﬁ'lﬁg}?*’
TIPS AGINE ~ PRETR I**@FTJI* A [NIRL a8 fhy B e YR A
ﬂﬁ‘i’ﬂhﬁﬂﬁ'ﬁﬁﬁfﬂi‘tﬂ?? It ﬁ‘ EHEIZH_%I_“IJF[ CERRAR O R R
H FR 32 IR Fig.2-6 -
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state

flags

ptraced

process
status

prio

static_prio

run list

array

schduler

related

sleep avg

timestamp

last run

linkage to

parent

child

sibling

parent/
child/
sibling

pid

iy

fs

files

mm

sig

process

W
i

tty struct

tty associated with the process

fs struct

current directory

files struct -

pointers to file descriptors

.
.
-

-=Fip-

mm struct -<t{-m-

- -

pointers to memeory areas

signal_struct

signals received

Fig.2- 6 (7t

11 state FFA0 PO A, 5 A TAOTE S SR e

TASK_RUNNING : “_L‘Eﬁl_‘?:ﬁjj‘rjﬁhl_‘f[&ﬂi_—d rﬂj‘?ﬂz}i%gﬂ R

TASK_INTERRUPTIBLE ,Hﬁrf%%
ERYS Rl T £

= fﬁ AR = s

SRR RS ET 2SR TG R
Iﬁ'ﬁxg[ﬁ&ﬁgji_HWE%ﬁllﬁl ?ﬂfl

[E]?[

P TASK_RUNNING » 5 7 G (0 55K 1 A A= o 1 o
H U ES RS TASK_RUNNING -

TASK_UNINTERRUPTIBLE : A1 TASK_INTERRUPTIBLE}{J{F&?FE'W

’ B%_J‘LP:“

5 (R S T SURpE I 2 TASK_RUNNING -

TASK_STOPPED : {7 A =I5 {fh > j 7% SIGSTOP ~ SIGTSTP - SIGTTIN
I3 SIGTTOU [ 3 * - 4 -
TASK_ZOMBIE : {F#d = jfe 5 (1 A )4 05 wait(py L E P77 wait

(1791 waitpid() ~ wait3() ~ waitd() -1 il

YR o
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2.5 13BN ISR {1 B R AR

7 LR R R F‘Wf@ﬁ - (PR R R A Pt
~ ARG B S » {7 B AT L T [P T ™ 1 2 PR 1 O i
At > A% u\ﬁi—-—\‘{‘éfﬂlgljirgl Tk [P 0 oo 'EﬂE\jfE"ﬁE' PR A ’g,.[»y:gﬁ L
(U H 8 A R A 2 Eﬁr » SP Ti}a“gp%f;aj iy iff)kwréﬁlﬁf‘.}pjrcl[mﬁﬂr+fﬁl'%&
P ELRY SR HE AT FJ;I.“JF[ S I[V*E:,JI?EIH‘ o

g 26%’§¢F[J;ﬁ}/‘, Al F [ s %p =, j [ﬂ pmﬁjﬂ ) 'ijH:'f éﬁg¢pﬂ[fj;, “‘F o 1 S U HE
E'luﬂfa’f‘ur, IR SRR GRS i EY R [oggy o I H > A IR Ui
RIS R ORI P R A4 PRI - S R A T o R
F&ria”py thread _info 9 n\ﬁ*ﬁ[ Eblv nﬂﬁ A’ Eiqﬁﬁﬂ Fig.2-7 -

struct thread _info |

struct task _struct *task; /* main task structure */

struct exec_domain *exec_domain; /* execution domain */

unsigned long flags; * low level flags */

unsigned long status; /* thread-synchronous flags */
~u3i2 cpu; /* current CPU */

_ 832 preempt_count; /* 0 == preemptable, <0 => BUG */
mm_segment_t addr_limit; /* thread address space:

0-0xBFFFFFFF for user-thead
0-0xFFFFFFFF for kernel-thread

*/

struct restart_block restart_block;

unsigned long previous esp; /* ESP of the previous stack in case
of nested (IRQ)) stacks
#

_ud supervisor_stack[0];

Fig.2- 7 thread_info ¥
A8 HE it ]"E;,[p =2 JI ™ = EHF
° mcl%&ﬁ%@ﬁ LT [ IAVRELS A YR (thread_info) o
® [Fi¥ .'ﬂ@faﬁg%iiﬁ (hardware context)
® Yo FRE PP - AR
- J{[QPIJF% Yo [ 1 8k o K Elfg{v[l[ﬁi Fig.2-8 fir=- o
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kernel mode

stack
0X015fbfff e

NOeIS
JO [IMO0IN)

0x015tb000 -------- > \J

thread info

0x015fa000 ---» <« current thread info
Fig.2-8 §) © 1l

2.6 EHIH i

7 Linux LR 4 RS SR ¢ AL R B R
SRR U 1 GRS AR o TR o (S L
PR - (ERL - oy g LA T E B B 5 R A O 2 2
CHEESRLE Y S F 4 I SRR USRS T Linux S - 2 4
77 FREIAEZE Jaﬁfl'srﬁ@f-ﬁfrﬂjﬂjﬁmfé%ﬁu%ﬁ £ TR fl&éﬁ , (notifier chain) [12] -

ST AR RSP O PSRRI » T A g R R A
F IS i Fig.2-0 RE RS REHB B, - AR~ WO
Sﬁ » Epfre

®  rnotifier_call 41 £l WFBHRE - Y < SR AR HE T

2
W self Fi {laf5[p 1) notifier_block iU -

B event BRIV
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W priv B WP AR AR A R PR R T Rl
® next ELAH " — [ IV -
® R priority HN PR iR PV AL - priority 0T il EEAVES -
s T VSRS ﬁ'[z.] A 2 P ﬁ%tF'J SR Tﬂ SR -
struct notifier block
int (*notifier call)(struct notifier block *self, unsigned long event,
void® priv)
struct notifier block *next;
int priority;

Fig.2- 9 notifier block %743t
,ﬁ“' I F”f £ 5 netdev_chain - E 749 “HIEJ{EH — {[& notifier_block
TR » i g A ALY 3 U P [ BB T3 AR H9 5 s g
E\er ; ﬁ{rﬁéy /Ul_.%ftpj BOEY S1ak Iﬁﬁui%ﬁ%’ﬁg\ﬁuﬁﬁﬁw notifier_block fiv
notifier_call 7k > ’5 A EIﬁE%;%F "I (A L jp ()
PE VR mﬁ%ﬁ'l/['ﬁ%ﬂ' Fig.2-10 A o

-# bond_netdev_event() .-» pppoe_device_event()

netdev_chain » notifier call H #| notifier call p -
next next
priority = 1 priority =

Fig.2- 10 netdev_chain = [
11t E netdev_chain o~ LR fISRAVERRE > g Rt
call_netdevice_notifiers() - register_netdevice_notifier()!'] & unregister_netdevice_notifier() ;
calI_netdevice_notifiers()%’ﬁ fzf&lﬁi'»P‘—‘PL[[ﬁj netdev_chain %}P‘Jiﬁ}p%@ ([ e
register_netdevice_notifer()rlf?f [F’IJ netdev_chain ﬁ%tP'J J }{ﬁ’ [ s E B R (notifier block)
p PEI ‘[SW?-'}’H' ; unregister_netdevice_notifier()}![J:% = Eﬂﬂ%ﬁ%{llj AR

quﬁr%@mgm 1% pJ[plﬁl[;E’l’call netdevice_notifiers()¥ =% T [ﬁjpfj[plfsj@ 2 S
PO FIEHE ] TFIF ! R S EAAI R RCE 1 Table.2-1 7.
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I e

NOTIFY_DONE | “IFE[) » [ 2 R -

NOTIFY_OK S RS IE 2

NOTIFY_STOP_MASK | =T {1 » % = i [F55: 1 il lrop=] -

NOTIFY_BAD {Eﬁ ISR @

Table.2- 1 {4l i dp il i

2.7 %;FE} —f‘pﬂ%ﬂ}:

TR PO AR VAL A T ) Ry P R ¢ AR A (Wireless LAN
WLAN) M ffi * 5 VBRI (T GPRS ~ 3G ~ A1 PHS ) « i il i il
I 1 gl o (PR AR AR 0 RS R R P AL s

e (R -

ﬂt;; R

PO E V| 4P 350 0 R RO R B R AR R (1
WLAN-GPRS-~3G-PHS) 15?‘1'?‘*1%;?];%'[ & ISR R Ui Sh s 7 Cross Layer Design
In 4G Wireless Terminals[13]1F=5 ¥ %ﬁf[l}[ﬁeﬂ i P rﬁi”‘ Tk (fH AR “Fﬁ“j‘ﬁ'
iﬁéjgmg EjAP| R IR I R B RS r:[:ﬁ% GRS A Lk g ST AT E A S R
f% (vertical handoff) - pIih® | ﬂ ﬁﬁ,n}%wﬁruﬁfﬁ MR L% ﬁdﬂ—ﬁﬁ-mﬁtﬁﬂ lﬁﬁ‘f
PO » R AT i E R e e (cross-layer) FOIAIBSHL  l
tHRRE A P e ) G =R I ‘FUFIFE?L PR Fig.2-11 -

Application

Transport
= 2 n 6
= 1 - = = ar - p—
=HSHZH %8 F

o ==
Network i = = _E
Link

Fig.2- 11 B57e A i
248 Mobile IP Applicability: When Do We Really Need It[14]f%55 4 » a3 2
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(mobility support) épﬁn‘ :
® iz (location management) -
® 5= (handoff management) - &£ B PANT g

O ML ST PV IR SR ZEPRE (policy) - I E I IR RO
PR 2R A | LR ;cz_t’ﬁkﬂu Enl’liﬂjﬁﬁlﬁ&%ﬁkﬂ » [']7 Mobile IP Applicability: When
Do We Really Need It f[ifl[[§l == JRITEIER Jé»#é’*%sygh e A [‘El g*p J% (155 i
B G (transport layer) F5RL7E" %t (application layer)

T 5 AR SRR I T e SRS P AL T
{9 (DR o ISV S » S A (RS oy R e JT%‘-*fFIJE‘IJfL
(=TT UNIX 356 50 R B by A et Al ul?[pwg}n%&fcgm@; EPIFIE
R RS SR I O SRS A E R ™ I E R GO R A
™ PR S S AR g R OIS SR e

2.8 HUT VHO DAEMON
S5 RPpERRR o BLI A58 (Helsinki University: of Technology, HUT) 1 2005 & fiv 3
E] 8 FIpu— [t study cluster [l 1= ﬂliﬁﬁw KL NS ) 20 Féjé,%ﬁpfﬂ,{l)r%@mp[ﬁl
Fig.2-12 Ffra. -

PR 2 P A S R (API) R i A
HH P2 BIRLFR - (R J%@h’r'ﬁjﬁl@ﬁfj’?ﬁﬁ?‘ (daemon) ’ﬁsE' PR [ [ AR
TEH A= /T A VHO Daemon [V fiffg < IPC (Inter-process Communication) [IViffig F[‘
o F@E@p@%?“ £ {F 3L % [F > VHO Daemon ﬁif@iﬂ » VI FR]IPC puTh U A (R

P ‘f:‘l L J*y[:h 'g, NG 2 PV E PR R L = IE;CPEPL[IE;UFlfj[ﬂlp[,[mg\\’ro

16



Application Application

VHO API VHO Java API
‘ | VHO API
VHO Daemon ‘ ;
User space L2 API (Ericsson) POSIX Socket Interface
Kemel . ’

L2 (Ericsson) #——————— Sockets (Ericsson)

Fig.2- 12 HUT VHO Daemon . #3434
ARSI ) P
° %ﬁﬁ%@@i@;&‘ﬁlgﬁg*# ] HIE{JFA,[], :
o
u r%ﬁ? AUHIREYTRAE
L I"jr%liﬁﬁh?*

() ‘ﬁ:’:‘mi‘p o

® I [y VHOAPI (Vertical Handoff API) Hi{%F -

® Daemon Hi[F o

g RRE T AR SRR ] % o B R i SRR

H| Ericsson §&5fY L2 %ﬁjﬂ ) %L}’FE[FTJF"J PRFS PRIV Fﬁj%ﬂﬁﬂ% F]%”w TR
S AN A

® (1"l IPC [ERGH: (3 AT J%“'ﬁc

® R APT L E T H R

® Iiglavaly]
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ITZ T BRI R (R R R R

R R @ AL [ i RSP ) 5 (PR RCRT ) R
FIt e B AR O 02 8] PR GOTGE, ST TR 3R 2 g
’eﬁlrﬁgurgﬁil PRIV & (generation) F[I{EGE (delivery) - I') ki fji 7 | A fHIFAS ©
. Bl B
3.1 FUEEE S
FF”W'F‘L”‘I— AOEHEE T S B
Lo plIfEs 52 Ep) ) Hebisr (R ngf@?g%ﬁﬁﬁkfgpgaﬁ@o
¢FF.J¢ aﬂ@;@ IR SR e S R (R e SR
;ﬁéﬁﬁﬂ ) clerH[‘lﬁ\ fg,{ﬁr I{I[E} B Ifglﬁfﬁ\ Fgr%}lfﬁjﬁkfgpfjaﬁé o
2. [EER PHZVE R O
[+ ol = S T e £ BT PR SR o 25 (14 77 S ™ 1
R S A A B e SRR i o T A (0 ™ e S sahgE o o [ (et
PHPRCE! o
3. ff I E I RO P (RO LR G A -
B | R AR ORI | 5 (ORI Y S R
et B RS (S BRRS ARy /7 [ R AR R ™ P
BB ORI R 2 G FU R R
BL RIS ] EEUE > F5 e R -
® (R HifpuEt 7
° (/p[ﬁr, IEE PRt ?
® (I IHA T A g ?
® Y[ I St PO ?
® YN R PR VR IE A (T R ) 7
® NI RPUCR ORI A (i R R T A ) 2
BN PR i l*'ﬁﬁl‘_f{ﬁ ,,17 G IR o B R U gﬁlg s B RS
T R R R ﬂﬂ“‘ﬁuﬁ i APIRLFERF A o 25 AR (A0 = -
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,_

R Jﬁ%ﬁ# Intel x86 -1 ' Hfit !\~ 22 HHLY >

3.2 SRR
UNIX 555 (e 'lfJ?L,F’uLiE]ipg&%fFU“E sl
1. =& ﬁﬂﬁrﬁiﬁl UH S [ R ﬁﬁ[rﬁﬂ VEHI VSR
(AR S A o fl AR T ™ T
rjﬂ;,aﬁ AR A T T AT 2.1 (175 VEJIIH o EUh S O g
® [Nt
FREE AP Ry 32 flaf > I FORHBRET TR N A ] S g

A

ER AT

® FRLHEL
[FIPRRRFIETF (5 v W OOV 1 0 2 POTFIRRE PR B - ] g S
RS -

F=f > POSIX.1b[]* 3 EI[EJJq Fivf(Real-Time Signals) » i I'] *'| s [‘PJIE[ﬂ H‘ﬁ?ﬁ.ﬁ?
* (Asynchronous 1/0) *' frEV’FL[K‘ POSIX.1 Hrs 7 ol /i 1o -

B Ty o R R D ARRG ) = IR SR T (POSIX.L &
FUfY R Y RLET B (R 50 (file descriptor) U EL [ T it P
Ho k] HA AR E]A ﬁ”é‘,ﬁflp TFE IR A HHEARY Toctl () Ak = PL a1 > i
Sl ENEE ISR SRR AR -

gy RO T DR AR R A = g 2 O (BT s S
]ﬁ » { kLA ﬁ”u“ IRy 1P Riel%) [[Eajc i ﬁ;%lﬁ};%ﬂ B Iﬁxjﬁlf[glig\kﬁkuﬂip[[g[p
ARFRE 0 2 R 2l R A B (system call) SO
AL (callback) > e difF o & [ > = 0FREs (scheduler) *@m ifif%mﬁ:til |

AT A o

F AR Ve O RS W {%‘Pﬁ[ﬁ;’}

o I ﬁffﬁ]?{lﬁ[ﬁ 75 (Event notification)

° ."ﬂf«_i??il (process management)

® FHEHES (scheduler)

‘:: «IFF[ 73 T AR [ F”FTJI Z’Dﬁ‘?ﬁ' Fig.3-1 H-
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Haelspace call

Network Event :
s Scheduler (modified
Handler (new module)| : ( )
register ‘ : reference
call E y
' process/events
H —i
J management structure
b (modified)

kernel space Device driver

— System call

Physical layer ‘-"?\’ @ ------- + Information update
v e + Information reference

R
—p  Function call

Fig.330" afaw Iér::ﬁm' Wi

' !" |~ - <
33 FWPTMUER S
“,{ﬁ’hjlﬁl” EHNH - ﬂgtpg F[L} i ﬁrlg\r, I 5:5‘“1_:?71__;[5{[]_ I:”IHJ[EI FI Ak
PR - (S o

AR AR R R L ﬁ'rﬁj‘ﬁh f,ZIDQ%‘l' Fig.3-2 =

typedef void (* _iwsig_handler t) (int);
int iwsignal(int signo, __iwsig_handler_t iwhandler, char *namebuf, unsigned long bufsize)

Fig3-2 kP ILAHRHE Ty
HF s BT (S BT S e  p pLR FfrFx:tF FUF P - 572 s Bl < [
AP FRRARAR - e BB AR (NULL value) [ - S AARBRER ) i
H o Y2 (R (2 SRR RRIEE (buffer) b HATRE FF A 1 > 45
SRR IR R T R A R ]

34 MR Y S

FJ A BRI e [_{;—‘Iﬁ;ﬁ?‘,nﬁj@j F'EHJ:F lﬂf_’ﬁ A= ﬁj}fﬁ:ﬁgﬁﬁ?ﬁjﬁl
EI < EURCER PR A B R J:I»j:‘?ﬁf o BRI 1 [4?2 53 E’iﬂﬁmn/' T
TV (P IR ORI R A T AR AT o T IR P L
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- Fgﬁ JE‘@P@%E = J\Fjﬁ s T T“ﬁH' ;Hlﬁu*j;; g%hzeup NN Fgg@w;gﬂ fg;[ﬁﬁ ol g £, E
FPEBFERY =0 5 Ay ’}iﬁ R S S E@;ﬁﬁ@*frﬁ'ww
3.4.1 FREWFEZ A U EVE L

AT 2.6 FHEAGE AT F[ﬁﬂy’} [ SRS RT3 )+ flv. (notifier
chain) %ﬁu s T +Jf1ﬁ,t,@§;{;%g hpﬁﬁ PR ROt [[alﬁﬁf{g,f[ p@ﬁipﬁﬁ&%
netdev_chain » = &' Al K LL%Jnﬁﬁ@%’é@f’é%i*ﬁ#ﬁ‘éﬁﬁrfﬁ%ﬁﬁﬁéﬁé#{ﬁ%?ﬂ
TR g RARVEAII Table.3-1 -

Hiff 78 N b
NETDEV_UP 0x0001 R [AfEe /1 [P =
NETDEV_DOWN 0x0002 FTJ P TSRS /7 e e

NETDEV_REBOOT 0x0003  (iaffte /7 [ MR IRIREHRL (el ETPTRY ©
NETDEV_CHANGE 0x0004  [oREEARE = HEASE i -

NETDEV_REGISTER 0x0005 Gt RRETAHE 0 g A< pfr
NETDEV_UNREGISTER | 0x0006 [ffi¥s FREEAE = pliff = 2% -

NETDEV_CHANGEMTU| 0x0007 il /7 [1R45*MTU (Maximum Transfer Unit) -
NETDEV_CHANGEADD | 0x0008" FiflE# /1 [ 1. it i+ B -

NETDEV_GOING_DOWN| 0x0009  [+REEAHAHY IFF_UP F=AEkLyE R Vi -
NETDEV_CHANGENAM | 0x000A g Rsmgtl {3 .

Table.3- 1 Zak |t JH[ﬁME@;{ﬁg*q Ve

715;@5%}{51’@13 [T Ao HFL R I Uqﬁ,mlﬂ{@;{ lﬁg&aﬁkﬂ A= R A
[il] - = [P ESY 10 PEGERRRE AR = 81 FOR - Skl [l A5 0 1 A= - s e
HIFHE u&ﬂ 3:@% ;fF jﬁzgjpﬁﬂi rgipqﬁ'?' E@g@i@ HJ}{Jﬁt o
3.4.2 H W R R oE

1 BTV 7 10 T A3 HRLAS S OB B A
fiio3 » (ERLER = [ TEY 10 FEREEE IfFE'FTHHfF It PR T - WE'WTJ Y
R [ R SRR AR EAAY - I T R RS R
S N

1. fﬁf},t,{ﬂ&%’ﬁxﬂ (carrier on) -

2. ,ﬁ,m{m&*ﬁﬁ'wﬁf (carrier off) o

3. %D?ﬁf},nfﬁ'“étf[ VP b fIEE o

A RSO B AT AR IR D 1 BRI
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[ HBAS - PUAEA s G BT R IS 191 H A - eSS R THER
EUPH S AR R ﬁlﬁﬁp\ﬂfkﬁjj (ELRL o S 2 B H R R O [ R
SEAT I P S SR S AR 7 R B EI;FEIFTJ R o 2]
SORAE AT S5 PR R e

3.5 AR RIS

= Bl e EBIUNIEATI T > BT i A O R Y SR IR
oo ARG VR S i SRR (R HE )] R LT
AVFF IR P o R EAE O R O IR R DR el ey
(PP F=aEl A POTIRE » (LR » S (R T = SRR O R (52 - P
EEP R (=2l 17 ipae R -

T R QJF*TJ[FI**EF%FJEIE[W%F”%E }{’j’fﬁﬁz‘q’ﬁ&’?‘/ it 5 7 ]
(bitarray) [F@Eer o [iySEP AR 2 Hi P pURER s 2 [ SRR S AT (process descriptor)
Froprser— g Il v i '%I*’EF’?EW Xl o 2 IR AR R A A
l%’?JQH'ﬁF °

ﬁlﬂﬁ IV A R AR g s AR ﬁ}lfj‘%ﬂ%ﬁf@l’# BI{’FE‘%F*FJ\Q@E‘;‘E‘?
- ﬁQ&[i}”ﬁ*[L% (event descriptor) a2 = [(AEEEVE 58 A ;{ﬁj’ﬁjﬁ“ :#Eiquf{f £ 4’_}
UL s LR X L LR U i S TR NGRS Ul) R R b SN jm&é@ik

Elg g )II‘F‘j 7 o

3.6 HifFfio &
,if”@ﬁZ 2.3 [l HifFpvik 4 (generation) I'J & [dE (delivery) fv [ﬂ » BT
AREE RV 2 T S5 TFIR s A R AR S S IR ) = A
Foo RGeS H[ Ay 10 FEAEE FREAE S I 9F o FS PR E T TR Ay 3.2.2 (1A
19 P o -

7 Linux %{;}%‘:W » B E 5# *“ﬁf‘ﬁ{ﬁk@%p@aﬁ%ﬁ%ﬁﬂg[:f_,;:iﬁ%{ﬁ'}ﬁ,q P JEIeJ;E;[EI Jﬁg{ﬁ:ﬁ?h‘ et
e (lﬁfﬁwﬂi %‘ﬂﬁli A S A UISEY net/core/dev.e)  ERTREL - Er}‘iﬁﬁ']?{ﬁ‘}
L b R “TE[E[ P AR E‘ﬁfﬁlE'J 10Ct() 7R [IL] 1 RV = e
SHERR IFF_UP BA2 > = S RLGRT [EREAE ety dev_close()pyide &iﬁﬂf‘éﬁ (B Ay
e SR IREER R = Tt 1R dev_close(yli il ™ )51 fl Ry = H i
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G ER

A DI R plER R AR EL RS S lERLT 25 P
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ﬁﬂﬁﬂ/}*“' : Linux kernel version 2.6.10

5% /7 = {F : Debian Linux sarge

RN NN

AT

€ GNU gce 3.3.5 (Debian 1:3.3.5-12)

¢ GNUId2.15

4 GNU make 3.80
€ GNU Debugger GDB

4.9 :]”fﬂyﬂﬁlﬁgﬁ R EIvEf e

T AR ET PRPVAREE BRI e
| E AR ;pﬁpﬁ AT B Table.d-1 Fra -

£ 18,78 o T P R A

FRECAIT B R =T
IWEV_DEVUP NETDEV._UP 0x0001
IWEV_DEVDOWN NETDEV_DOWN 0x0002
IWEV_REBOOT NETDEV_REBOOT 0x0003
IWEV_DEVSTATCHG NETDEV_CHANGE 0x0004
IWEV_DEVREG NETDEV_REGISTER 0x0005
IWEV_DEVUNREG NETDEV_UNREGISTER 0x0006
IWEV_DEVCHGMTU NETDEV_CHANGEMTU 0x0007
IWEV_DEVCHGADDR NETDEV_CHANGEADD 0x0008
IWEV_DEVGODOWN NETDEV_GOING_DOWN 0x0009
IWEV_DEVCHGNAME NETDEV_CHANGENAM 0x000A
IWEV_DEVCHINADDR — 0x000B
IWEV_DEVCARON — 0x000C
IWEV_DEVCAROFF — 0x000D

Table.4-1 =5k
:]Hfffﬂjgﬁff?ﬂ S AL f

ERA AR RS 2 =i
(AR R RS ST (APL) o Linux T
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4.2.2 B HEERI VAR i 18

AT ERE PRI A PRI TSR R pOalpls By P = 1 ] - = 2 U S A
netif_carrier_on()!'] = netif_carrier off()= r%i—j&fgg [ B A E}ﬁzln’xﬁﬁ fY state A1
iY__LINK_STATE_NOCARRIER &7 ©

Y {Ffisas fg-o Y netif <carrieron() 3~ netif_carrier_off()j}=* - 7 lF:F AT
N[t iU call_netdevice_notifiers(L Japf R | AL R {1 éﬁa SRS
o AR PSR Linux kemel 2.6.10 Fl1 &4 includeflinux/netdevice.h «

4.2.3 i ffff]flflif?‘?‘? [=r] B%Elfaﬁa

3 ﬁ”vrﬁ,t,ﬁggﬁgﬂquﬁugﬁi » YT A = PR s A Pg[géﬁz AP R AU
AP RCESOE > R PR L A A Vl«z’i&lFﬁfﬂﬂuiﬁ'ﬁﬁ‘l b [l
s (eventblock) - H ufF]EafFufp%E};{el,igﬁ#qu%ﬂ Fig.4-1 5=

struct event blk {
char ifname[IFNAMESIZ];
unsigned int event_num;
struct list head proc_list;

5
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struct task struct {

char *devname buf;

unsigned int event blocked
__iwsig_handler tiw_handler|[NR_EVENT];
struct list head iw chain:

struct list head evt blk chain;

struct thread info{

iw_flag;

Fig.4- 4 S Adsgi it

[l Fig.4-4 L5 IS 4 = RESEPIHT  FRl pOosypIAg > I as o -
®  struct task_struct [* s

W devname_buf : @E‘ H }’F'EEIUEJ"'EIHJF?I‘? ERANTEE ERUE

B event_blocked : — P R VEET » EeA T T REUEEpY [’ﬁ%

W iw_handler[] : — 5 {0 2 R EFY[RIHL ?Igm

B iw chain: 1» I 1] lFrJﬁ;tP IHpJ,ﬁEpJ'E[ o

m vt blk chain: g@: B3 cliNinES LIS
® struct thread_info | [Frigfpufigd

W iw flag : IR R A R AR

(IR -
E'IIEI EIJ?{:{I‘U WJEIL PL[ e ylflL[ﬁitPJ‘Fl 3:1' sl [ {@%@Eﬁ , %Ilﬂﬁ R F"HQ?J

%F'J ﬁnfj £ &’B”ﬁ”lﬁ" SR = [l SR fi‘?ﬁ;h i (static declare) EJH'I/[JHI’ iz
NE F{Ib‘“jgﬁ PR A RL 3 F AR RO T DR B L
P B IRL T

qgl Fig.4-5 55 » ﬁ {E;lff“ 15 Tl /7 e ﬂjﬂi ff=] ﬂﬁﬁﬂ—} joctl = A L[4
ﬁ“UT AR ST e A IR = oct FAH AJF% &l /Py IFF_UP BEAR Fé'j

30



A A g e 5 R R i’E;IE'JE@é*ﬂE?“ ek P LR
RPN (4 (TR 1R dev->open()) Fﬂ,fiﬁi'm AT )P R Fgﬂf{lﬁ
[~ L] call_netdevice_notifiers()p¥[&t ﬁﬁ'[gm,éﬁﬁ netdev ;gipﬁ!?ff Sl /Jﬁf{l Py [ P e
= P E'}’P‘I’ Pllfiﬂf? I'F"ﬂ%til' F S8 T SR W A I’E“ﬁP‘I' PLIE BB S =t gﬁﬂ
2 LR IR 2 SR S R A S A A
\ﬁy&muw%@

user space

....................................  ommmemmnn Rt AR SRR SRR A A S AR S A AR PR AR AR RN
' registered processes
: |
il. ioctl() I | i I
' (enable an network device) | _,D _,Q l
i ;. T .
= 5 2
' ~ ~
: e
v NE-Handler
Generic Driver Layer |-; Y
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P 34 2 PR PR L9 R o ) SR U S e -
ENTRY(resume userspace)

cli
movl T1_ITWFLAG(%ecbp), Yoccx
JnZ no_1w_event
mov! %eesp, %eax
call handle 1w event sig
jmp restore all
no iw_event:

Fig.4-6 (FMRLL 3 7 BB (AR
[ Fig.4-7 KL {SU5i 1 Linux 2.6.10 A5 [HIFY = | 2 RFVEERf A - ﬁ A
SR [ T E = R o I FIIRn o pHp SRR 1 R R T
q«g‘ll [Ir\i 5= ﬁ[?“i]}dgﬁi HER L5 £ ret_from_exception ~ ret_from_intr I'] =
syscall_exit > ’é vF 1 ret_from_exception I}~ ret_‘from_intr %E[plﬁ g e ([ A ]
E%ﬁ%’M%iﬁﬁwmwmwwﬂ%Wﬂmﬁﬁ’%ﬁiiaa%%m%%ﬁ’w
R T AR IE“P I L1 do_signal (= £l ) + LRIV {9 -
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)

work pending or
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L —[ do_syscall_trace() J

N
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[ schedule() J
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RSO - A FURTRIBERIARIR > 2 2 B P [ R P | R S
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il process of prev T
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FASK_UNINTER
RUPTIBLE

SCt state =

SMP load TASK_RUNNING

balance

- exchange bit
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select process
from
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45 R PLAYE EE
8T 4.4.2 15 PIETRERN » HESEFLATE 1) 576 £ TASK_INTERRUPTIBLE SR
| FLRE ) R S FIBR UL TASK_RUNNING > g1 s »
TRLETF 'Jrﬁfép& CERAVI HLJFF[ s ’J‘}I’E[%F%g;i A 3
EEI o
FIEV™ T gRe sl e o 53 It (R 25 g u"ﬂ@gﬂuTASK_RUNNlNG
ANERFLE] TASK_INTERRUPITBLE JPE » ARALP ELTS A TE P22 A kst
o R E 2 IS SRS < MR TV SRR RO - P
75 K] A TASK_INTERRUPTIBLE i@t TASK_RUNNING [F » g/ ﬁfj =
PG & o kL [P R RS R LA PR R T B RS (0 i R
PRI AR Jﬁ%) » TR TR TASK_RUNNING 0
U FESFIERE - N OIS ) SRR AR ERERE T TASK_INTERRUPTIBLE
15155 TASK_RUNNING guﬁﬁfg@& PR R 2
TR P 2 TR AR R e 1P T SR 9 7 s L
- WAy (AT TR B R g eIt 1) ,%m S RIS AP R
PIRIA S5 FREAORIT > W07 R  BER i L - 4 A i g0 ) o
SO R R R T PR AR -

DECLARE WAITQUEUE(wait, current);

add wait queue(q, &wait);

while(!condition)
set current state(TASK INTERRUPTIBLE);
if(signal pending())
* handle signal */

schedule()

t

set_current state{ TASK RUNNING);
remove wait_queue();

Fig.4- 10 PR 1 0 5L [ IO A
E:’I‘ﬂ} [’FEJ}-{% {’?@EI@}{J{FEEH TASK_INTERRUPTIBLE #i5% TASK_RUNNING E?Jj ) FSZIE
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S scheduleQff ™~ FFBIERT » 1 » TS ™ while SEIFGO2 7 > ¥ LY
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[ﬁl Fig.4-10 f[ 171 signal_pending()fi~[pi! il B — {2 1l lf—ﬁ SR L] 4 ZET [
EINTR - ERESTARTNOHAND ~ ERESTARTSYS F‘/ ERESTARTINTR -

o MAEEY EPRRFHH 1» ASE A PR IR B RIE (Rl ~ PR i s) -
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BV B SR U [ R s s > ) oA , ?DF%%?@(% FRIVAVED[H{10] -

FJE%IF[
SRR L [:Hilﬁ‘l [;gj
PR
EINTR ERESTARTSYS:| ERESTARTNOHAND | ERESTARTNOINTR
E’»Er%} 2ol Efﬂfﬁ?/; rE; FrEh = 1E7 FrEt =
P Sl Er g~ E1F#~ ET##1
eI s P& A5 ETEH

Table.4- 2 A BRER (R k= L e S5 o P LR = B 5

Ef[1> % Table.4-2 R i " A RIFYSLSA_RESTART iﬁf[ﬁﬂiﬁ@ﬁ@%ﬁé
S AR Rt SRR T sigaction Ak ILRAEFEAR) - o AR
o AR L T? P RLE R

[ %’ﬁﬁm 1o RGBT P L o e s A 55 755 1(2"*&%% Table.4-2 Fra- ikl
M2 P i SR V70T [ RO PR

=5 PSGEL ARRL Iy P R e e » PG ™ 8 R TR 2 P e Ry
B I AR PE P EINTR B @A b [Py L[ i ERESTARTSYS -
ERESTARTNOHAND - ERESTARTNOINTR Eﬁﬁﬁl?ﬁ?ﬁb I AR L Fﬁ[ﬁj 8 2 ] =
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B AP o
1k Z5 PP signal_pending ()g il ke 2 & ?IJ%*FF%{TFJ fﬁ#ﬁﬁg} i BRI

B I G

static inline int signal pending(struct task struct *p)
i

1
if(p->thread info-=iw flag = 1)
return 1;
telse
return unlikely(test tsk thread flag(p, TIF SIGPENDING));
v

Fig.4- 11 signal_pending()ff&f) <
Tt ?ﬁﬁj fﬁ SRPVECE TR handle_iw_event_sig()?. CE e FS %U‘ég'rﬂ?[ ﬁwggil fiY fﬁ
SR YR A SRV fREA [y ST PR R o BT ORI R

if(regs-=orig_eax = 0){
switch({regs->eax){

case -ERESTARTNOHAND:
regs-=eax = EINTR;
break:

case -ERESTARTSYS:

case -ERESTARTNOINTR:
regs->eax = regs->orig_eax;
regs-=eip -= 2;

-

Fig.4- 12 F1#mh = 2l o
PV 7 S ORI R R I R O e e
handle_iw_event_sigQ| = 1" ™ FAR=SfiS » 2 [l £ EINTR V9 bl fishe
[P E IR
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if(regs-=orig_eax = 0){
if(regs->eax == -ERESTARTNOHAND ||
regs-=cax =— -ERESTARTSYS) ||
regs->¢ax == -ERESTARTNOINTR)/
regs->eax = regs-=orig_cax;
regs-=eip -= 2
'
Fig.4- 13 2 % | I e IR P = AR p= LI P TR =
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