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Student: Chun-I Lee Advisor: Dr. Chien-Chao Tseng

Department of Computer Science and Information Engineering

National Chiao Tung University

ABSTRACT

Because of recent advances in wireless access technologies and services,
we can access Internet anytime and anywhere. Furthermore, it is now a trend to
equip a mobile device with multiple network interfaces of different wireless
accessing technologies. For instance, there are many off the shelve Smartphones
and PDAs (personal Digital Assistant) equipped with WLAN (Wireless LAN)
and GPRS interfaces. However, in these mobile devices, there is absence of an
effective mobility management mechanism to utilize multiple wireless network
interfaces simultaneously. In the thesis, we proposed and implemented a
middleware to integrate the multiple heterogeneous network interfaces for the
handheld device based on Windows CE operating system, so that handheld
device can roam and handover between heterogeneous networks seamlessly.

On the other hand, there is often a seriously problem in mobility
management. Mobility management is not efficient enough due to lack of
underlying network interface status. For example, handover between
heterogeneous networks produces long handover delay, so that quality of service
can not be guaranteed well. Therefore, we proposed the concept of cross-layer
network design in our middleware. Our middleware can provide underlying
network information to mobility management program in application layer. In

advance, by means of event trigger mechanism we proposed, mobility



management program can be notified underlying network status change rapidly

and react to the change promptly, so that quality of service can be guaranteed.
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BAE > F PR TRA SFE AR T T AR F T K TR o P 1 TSR
B2 S & B - 2 i~ gk (ProtocolXxx Si3Y) o 2K NDIS &0V B keeed > 228 &

=

R enBgds A7 3% K Ao TSR AR B Tdt e 2 v R B AN R E T -

224 7 4k Spd e

BN R SRBAZS A R P RS N o T K chif SRR AN 2 Y o i

AE RIET R A R

o iAo niEi L

bldc ¥ 3t o & ek (Ethernet) ! 2 2z 57k % B (Token Ring) @ ﬁ%ﬁﬁé Fe sl 2t e
¥ 18 ﬂi%l %3¢ (Asynchronous Transfer Mode» ATM)i# % it 3 38 558 42 3% 2. fF en¥ [ K
Shbedzst o B G A O S RBRIE TR B d L 2 o @S

&0 F 27k

o it

¥ A ehdte PR B LA VARG - e PR FNE BACH K DR LR AT
ﬁ“ﬁTﬁﬁﬁ?%ﬁE%ﬁﬁéﬁﬁﬁﬁﬁﬁﬁgJ%mﬁéagy%xﬁw
?gm » PR (FRAR G (T LRBRBERTVER AT G ik R RS AN ot

e AL TSR P AR BiE 4 o

® & @i f UL rr 5 4 % 4% (Load Balance Fail Over, LBFO)

A SE S WY - RAROI R E AR G DB RS AE R
o e EREBE-E PTG FFEE o
. Fivlc b e Fa

b bR B AR AL LT E e A RIS L) gt P o

BE o 0TS et o
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BN 4K BRE AN R R e o R et RS AR fo A K cni (Rl B S
B R 0 T R E R A R B

® I TRFARE B

P AR SRE 475N kg o NDIS & 58 R € »F v ProtocIXxx &3¢ ek K ek
R R o TR it Rl R SRE AR k0 ¢ A SREeAR i:iﬁmg\
B TR AR - koo

o FInlIRIEIHRSAEE B

P Ak Spde 4758 R 28 > NDIS G038 E € »2 2! MiniportXxx &3¢ ket & e
P TR AL AL o HOT ) R P SRR RS0 ¢ A SR AR P AL R
nid R me AR - ko

Prae ARG 2N S AL D Em? 4 AT 4238 (NDIS Filter Intermediate
Drivers) fr % ¥ @5 ¢ 4 & Spf-4z 3% (MUXcintermediate drivers) o & #-4 5] 4 5 3875
A f e 4 K BRde ARt o

o ERpv Nk SRS AR

@&ﬂ*%ﬁ%ﬁ*%ﬁA—@@%m@kﬁﬁ%ﬁ*%géi—%@ﬁ@
B F ARERAERIGHR M TR AR RESES §HE T PIIAY Y
P AR RIS AT o R 0K TR AR LB 2B S feTde 218
T g et p F o blde o WIRY A A SRBAZS T e B e R AR EH 8 DT
o R R R R TR

BT R 28 f3 0 EiRA Y AR RE RS DR REEE PR T KR o
W RIS AT - M- Sl T
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Protocol Driver

Protocol
Driver Open Adapter 1 Open Adapter 2

External Bindings

Miniport Edge [

Virtual Adapter | Virtual Adapter 2
Filter A A
Intermediate Internal Bindings
Driver v v
Open Adapter 1 Open Adapter 2

Protocol Edge [

External Bindings

Miniport
Driver

Adapter | Adapter 2

NIC Device 1 NIC Device 2

Bl 2-8 Em 7 ¢ 4 & bz

o TR 4K HE AN

Toiig® A K SRE AR5 2 — fRerpe 2 o ’3&%@%?]“ AR Bt 4250 AT ATk
i B B SRE AL T U F IR R SRR AR R e T E T -
o MUX # 4 B BREAZN T 0% - $ 5 0 SH- A LSS EfeRE 46+ D
HEM GRBE il HZR e e c g PP Mg frP Rl BRI 2458 -
M- B IaK L - BH- Y A RSmBAST IR EAL S BF N
TRER G KR o B A DR AR B ¢ A SRS A TR 2 D R R
WIS AL Gl e - B R R SRE A o TR 4R SR AT

NERTE EAOILT @ dnb e R @i g e TR - B R A RIS
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#4230 o 4ol 2-9 o

Protocol
Driver

Miniport Edge

One-to-n
Intermediate
Driver

Protocol Edge

Miniport
Driver

Protocol Driver

Open Adapter X

External Bindings

Virtual Adapter X
' Internal Bindings
Y
Open Adapter | Open Adapter 2

External Bindings

Adapter 1 Adapter 2

NIC Device 1 NIC Device 2

W 2-0 - % %@k 4K Spbs Azt
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3.1 NP FRE AL

L

A a s AR B i§’~“‘f‘_—-ﬂ4‘gx\§}_%‘r}gﬁx gL L #Erﬁgr]‘j’/\'s?‘frﬁ i3 J< %o o

BL1I R FRBREADZ IAFET S22 RPFEF T

A VU A TR EARFERF BRI FIRFRE TR NG AR

& & Windows XP (7% s sy Fi¥7 - £ RIOWIP % %o » %% Mobile IP 2 %>
RN AR TRERTEG A 2 UM Ak BN 0 SRR CE S R
U Rk 2 s BB AT Windows CE (FE T 5+ o Fak- il o Al

htsm x &AL RIONIP & % -

3.1.2 Design and Implementation'of @ WLAN/cdma2000 Interworking
Architecture

a—

RithWwE? AR F Lol B S% T T P lOTA (Integration Of Two Access
Technologies, IOTA) | T “r B F eniE MR L kit B & 24 BING > IOTAR i
R |0TAZ = =4 -

® |OTA Ri B (IOTA Gateway)

IOTA R BAE 7 BB+ 5t 4o 3-1 9777 :FEFIE L 2 Radius %

% =g (PR E > Mobile IP 2 #h 3 (A7@ B g i s® ® » DHCP #PRE » NAT ke

QS HEBFELANREFTHEF AR PR T ME BF G P g RN

PR PBE F N e A R Bedi kY 88 3 1T Linux 1R ¥ & sLehd 48

F o
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Session table in DB

Acct table in DB

. Web
QoS5 Foreign Acct DHCP
daemon agent daemon WebAuth  gaemon  ache
Radius
IPF browy IPF
TCP/IP TCF/IP
stack stack

IPTables: packet filtering, packet mangling, NAT

(WI-FI as built-in AP) Ethernet interface to APs Backhaul interface

# 3-1IODATA M if &% 4

e I[OTA % =34 (IOTA Client)

IOTA 1% # B A F Calehdl g XP e L2 b 5 deB 32977 » LBV A

2z BIat BA @ * = A (Graphical User Interface GUI) » A% = 38 T a7
b RS Sy ‘«uf"'» Pt TN R R LR FRE AR o * 2 VT e iF
¢ 355 2 Mobile IP3afp B &7 <A HiFd F 12 o & SHFH AR AR ET -
B fcrm Bt X8k Suehil ¥ fp o 4 ﬁ‘ﬁ,{ﬂﬁ-%’;}‘@% Nk B
O Feaiphl e o BA R F 4G R eiER dﬁ?& Lo EfEsdr S
A T F-&%%E’ % Mobile IP 2 + & i® IPSec 3% & sty 7 L ¥ E H$ £ g (Virtual

Private Network » VPN)=:& T p v gt £ = :8 © ¥ F e Lucent = & 7 4% ¢ IPSec %

(4
SrE ki o
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Graphical user interface

MIP state | Metwork || Network Main

machine | detection | selection logic VPN

2 o /
S & Interface-abstraction layer | IPSec
T w Mobilit control
23 .;|i.;-,.|-.t1:IIr DialUp | CDMA2000
-~ Ethernet WI-FI PPP PPP
8% TCP/IP protocol stack
S5 VPN/IPSec client driver*
s3
ELE Multi-interface mobility client driver*
L7 B |
[T .
~= 15-835shim® g emet WI-FI 3G-card  Virtual MIP

PPP device card driver driver driver adaptor*

] 3-2 IODATA % = =5 3% #

3.2 Blb Ak RB

GEARA B E KR SR L R -

3. 2.1 Cross-layer Design in 4G Wireless Terminal

awme @ o dg B TCP/IP & frst ehZE g & 7 R B J{r T h 81 oot
REE S LR E R o b RN N Ry
HPLE o BT PEL o (TR BEA 59 R DR R Y BEr i SRR o

an\h
s

o

ﬂ\_y}

Re A E o Al

B0 R AEERER RRLK T T’Fiﬁ#’tﬂ: 7 coordination planes f£4 - Ifdﬁ TE AT
i} ehcoordination planes £4p * — BETF A PRI kg2 Ul - # Fh 52 Fhd
T/ 2 ¥ MARE ¥ o & B coordination planes #8% § i1 £ R - FOR AL o T4 &
#w< ® > 3% 47 2 fd coordination planes » 4] 3-3 #7r :

® Security

ARELZTEAI R LA R ORI RO ER By 1:4@31%1%;5;;’%: ik
EI
® QoS
19



R BT AR QoS g KAt gl > EFR T AR AT F IRAES T o
e lobility
17 e sh BE B A5 B0 PF TaE o enfe LT MR PR B o B]4e Mobile [P
£ pFarig 2 g TCP congestion control 3% #xiy 14 7% ehf? 4 o
® VWireless Link Adaptation

f24F] 5 AR ERG SH M8 2 R 38 o 54 BER (Bit Error Rate) -

Application
Transport
> w 5
==
fEHsHEH 8.5 E
S — 2 M L T T+ —
& o =} E=a
Network ] = ==
1]
Link

B] 3-3 CROSS-LAYER COORDINATION PLANES

FIp bl > TF - BT FrE g T8 > 4ol 34977 » 2 kA 5ih

BESE- BT E PR e B F AW R R TS R T 2.
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Events

State
variables

Events
Cross-layer

TCP/RTP
IP (MIPv6)
(gtmi) 802.11 | BlueTooth

-

State manager

variables

Events

State
variables

34 B5HE K & (Efs
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£z % #1 RIOMIP

Yo 2 RATEGE S RIONIP 5 - v e 5 B BT R TR GO e v 1R
%3518 Mobile IP +5% » Afiedicil @ & (Windows 2000/XP) Tt s ki * L & 3
oA e be B PR e STAUR P5PR A% o A F M3t o fe -0t 0845 45 7] Windows CE . NET

.,

,_,\f ,\.rmr%/, BT Lo

/!

4.1 RIOMIP #8741 4

Bl 4-1 #7/E 77 0 B_RIONIP 588 5k o7 45 - WY iF(E)F ohivh GART ITF k5
Foena it s o 5 a b ek oh TCRAIPI S 3 fr ¥ £ 274 e i+ chif (7 3235 Spdo A2
0 B¢ o 5 PPP engt B R 246 >0 GPRS;PHS 22 CDMA2000 % 2 7] 2. g+ #7 @ * o

2

poek s B 2 R R @ % Windows Sockets #r B gL AR B Y AR5 o it ena 2 A
LAY TR TR B A ) A RIEL T S B T REATAT
H B szt > & NDIS 384 4p B95. NdisProt # = Z%#-425% > Mobile IP fR7%¢ R &
SRde Az 0 11 2 NdisFlt spde425% o o o B 5 #pe NdisFlt 7 * 0 [pFlt s 425 o 12
PR GR R 2 R o vE- B 2 K ehR G RIONIP FE IR E P AR o BT

A LA e o
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Windows
Sockets
Application

RIOMIP Mobility
Management Client

ELERPES)

New code developed,
specifically for
heterogeneous network
integration

' Interaction with existing
Windows OS modules

IpFIt Driver

TCP/IP Protocol NdisProt Protocol
Stack Driver

ELERRENIEN

NdisFlt Driver

Mobile IP Service IM Driver

NDIS Wrapper

o NdisFlt Driver:
NdisF1t sr#° 425% 2 f1 * #73} 9 NDIS-Hook et 37 R 4F & 4t ¢ * cnsgpds 4250 o

A+ v g2 3endis. sys o dl & (Export Table) % ¥ #% NDIS Wrapper #74&

eihdn gt s FIHFR e chrt i o LT BRET - B 4G 0 BE B A PSR

AN w e wred 338 (Callback Function) @ & 2i gt 48] (Rule) @ #&

WiEt e e diE o

o [pFlt Driver:

IpFlt Bpd 425" B2 & & % NdisFlt Spd #4258 p B3t @ v el S 8
(Callback Function) o ¥ ¢t — @ x i Rl EF - B A5 > K GRFE I dte &
Bié ¥ & sch RIONIP Mobility Management Client ¥ hite & plfice (Packet
Sniff Module) -

o Mobile IP Service Intermediate Driver:
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% Windows 2000 2. {8 sk A et AL § 1T % 5 5L 2 & 7 4R & (Media Sense)
drsan 0 B KPR A G R B R ARSI o AL “f’“@‘ﬂﬂ*&a
FEo A w2 TCP/IP 3 3 2 sui e € AR B3 > € 3 3% 88 /i o + 1 TCP/IP 4
LERE S i R 4 a2 H o BE g d o gt BREs AR50 ﬁéiifx;‘aﬁu TCP/1P i 3t
TSP AR 0 KRB R R R et
e NdisProt Protocol Driver:

NdisProt Bgés 425% 5 — 12 T 5B 4258 e U eni®* T 2LE 1 o (F R A4 €h
Bagte Sy @ A kP E- B 4G TR SRR B PO 03 NDIS Sede A
PR iR
® RIOWIP Mobility Management Client:

RIOWIP =g IZ > e N EFBHME Eopre, vELEY 1T FiEL B
JER P TR AR kid A B TR R SHIRAE, H P SRRt o
P EIE, R ORREFE PRAEZEHES. FREFHERE S
HARNPN AT E T L Ehe Rl 414 A E T A S A ficE, T AHER
Gk B BB R G — e o

NDIS #* = #5 \ﬂiﬂ > /41 5 (NDIS User-mode 1/0 Module): f # &

NdisProt t 2 5% # A28/ il o 4 B enw 5y 5 B@ e T Rl R

FoAT N dEBE e 2k w] ] Y & ik oarig 2 MAC mhk R BLE A B

PRA PR AT RREEE V- BERHA AP LI BRARE G RREBSRD

25 BiEite o

ite it (Packet Sniff Module): i#:iE IpFlt Spé- 423 T ALY Bim
ArF RIRE P ik & Fdrak o [P/ARP 4@ (F 7 6esp i fth 2 edd pE) 0 2
% 7 d 8 A4k c2 Mobile [P ApBEZU A o

fede—+ ¥ e (Adapter Management Module): 2 & it 5 f § #7304
Bt i * & 2r 3k o 15 iE & STk @t en [PHLPAPI & A6 i % 30 3% & (Dynamic
Link Library, DLL), peds—+ ¢ ®Hcle v FiE:% 3% 2552 &k 2 TCP/IP 2
TIRB AT P AP cn S, Ao+ o [Ppel, Bd A8 ARP EBE o L

Bicies € 41%* NDIS * = o5t o~/ PR R R EREME 2

o 0TSRRI HETRYp o B F fRaRT P R R SRR P R T

fe, TR IFIH AT E R R R SRR R AP B e -
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78 e v e it s 230 i -2 (Mobile IP Tunneling Module): 785 "5 4
Bats dA i el f oA e endp AT e (T, P AT A Al i BN
@@ﬁannpuaéﬂ?ﬁﬁ@&ﬂﬁﬁﬁﬁﬁﬁﬁmw&ﬁmﬁﬁﬁf

78 v e R b TRk e (Mobile IP State Machine Module): i#:
PRl Y Ee AN T AN e AR v é PR B g ¥ MTF =

B E R AR R o R ARESLEG R P R RET R E
BN R ETAL R B 2 T B e R B TP M T AL, Bl R BT F 2
(78 RILE LG oo B0k 2 b PRk R F (TR R R
P TNl ¥ i 0T o

B0 i@ ﬂ#i"’ﬁ & (Graphical User Monitoring and Controlling
Interface): - #ie 5 — WA chig * A G > (R * 7 UK L * ohd
JRIfedet o 0t BEH VRS s 0 TR RS 2 TR RERRERE TP
B o DildoderF Saa R B o B R B (Aok T OUBE) o B
L R ERR LR T ARG R T o e Bk

Wi FT L Fea S AR g

4.2 # 3

gy P AN RACER- RIONIP# 45 3] Windows CE T & F #1738 3| chR¥ 3 o ikt B3R

;‘I__Qfs!\_* :‘—a T/'t"}l;:‘ f»u *}?m% PE"”T'jli\ .——I\ﬂ—\, w@q\ﬁm«,},i 2 7#5? o

421 B* AN ok B SRR AR 2 & mﬁa?l » /ﬁa?] 21 (110) = 3¢

& Windows NT i #]ehie® L o b o g chiy ~ iy 138 8 34 ¢ 56 (Packet Driven)
1o & — B~ gy g (T g AL - B AR fpd B RHE AR DT AL
FRE AT %l P AE T o @i B ate ARFE S [RP (1/0 Request Packet) - & 1/0
Ty AR ho el 5 G BB 3R

1. User-mode & * #23:%3i% 8 % $e0 Wind2 Subsystem # 4! 1/0 ;ﬁ—]‘\ | doeE e

CreateFile() ~ ReadFileO)fr WriteFile() & s kL3t o
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2. famﬁg?]%%:] ‘BB (1/0Manager) ¢ & #tie® /05 %> ped & - B s
R IRP -

3. W~ B4 TRV A2 - 4en 1/0 ¢h5 i ot % e Handle - % IRP @t
&g F ensgds #25% vh Dispatch-routine

4. Dispatch-routine #& & IRP @ #7# g Renddic 4ok £ » 7 EHF
FHfads T 2 H P2 IRP iz 5 #F &2 (Pending) » % ¥ 3u3% [RP 23] %7
A o

. FHAELEL kg~ g LR o B N 2B User-mode
FfET AR ek R /0B e Erd s HFARE §- By k.

BB AR 4B 4-3 #7om o d % Dispatch-routine ¥ ™ 2 8 1 rdZiz® /0 3% -
AAR A RE TR T AR o TR T /0 s (TF L E R
(Asynchronous ) ° 2= # 1 /0 m%@iﬁ{ HiERAE [/0 o2 A Fv NEd
(overlapping) > #4742/ 7 11 2% % F I/O)f@“’ﬁ_)? * o B IR s (T e
o e LY RE - R EFRETFIRENE G "Mj*] %ﬁa?lﬂ,mih F o oo fo2bie 4 o
ﬂi;—] %ﬂi;fjﬂifﬁi,{:}'&r"r BBl 4-2 #77 o

Synchronous 1/0 Model Asynchronous I/O Model
) o Execution _ Lo 170 Status
Execution Request Resume Execution Request Returned
Begins Begins
Y v v Y \ v
Calling Calling
Tread . > Tread . )
Execution Execution
1/0 Processing 10 Processing I—l
Processing Processing Processing Processing
Begin Completes Begin Completes

B] 4-2 SYNCHRONOUS I/O vs. ASYNCHRONOUS I/O
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I/O Request Fro User-mode

User Mode Win32 Subsystem

I/O Manager
Kernel Mode
Creates IRP

Validates arguments

Handle user buffer

Invokes driver's dispatch routines

Y

Driver- Dispatch routine

+ Validates arguments
Marks IRP as Pending or complete the /O
request immediately

+ Returns to /O Manager

Bl 4-3 ¥ 475 & BRdo Azt 1/O v et A2 ]

@ RIONIP % ¢ > [pFlt ZRde 425 & B 4f# 3] hdte & B w & Packet Sniff
Module /¥ » LA™ b i ipit 2 o sl o AT Hogica B 442 @ ifehinde

1. Packet Sniff Module i£ =¥+ % i DeviceloControl &3¢ » #-3% 32cdt e en

5 % Buffer enizst @i & IpFlt Drvier o 4o & #7if » % fumﬂi%] IN ﬁi%] MEIR ¢

$= i3 [/0 Request 4% & 4+ [RP > @£ [pFlt Driver » 2 % % e R il

R FL £ [RPF P e
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2. IpFltDriver ﬁ%—felk_iﬁi%] » ﬁia?J 3R IRP #Rse & /a2 (#* ¢ MarkIrpPending
AELEFY ) o P gt [RP AR A G R AT -

3. FHFE I g Kdte TR - B IRP #riesrh Buffer o o

4. Packet Sniff Modulec ¢ * GetOverlappedeResult i ¥tust sk & %irﬁ;f] IN ﬁ;f] 4
5 (Eehid o

5. % Buffer @1 2 &4 - EmRF 4 IpFlt 425 § 4 B4’ IRP
(%9 [oComplete /& szt ) ki & Packet Sniff Module % & 1/0 # iFi& & >
& Packet Sniff Module 2 % @ 4@@ 3f B3t & 1718 e o

6. & = rfed DeviceloControl i fedniN » @i 37ensE r% a5 [pFlt Spds 42

N

BEB O ARACT B 4-4 7o o @ AR A chet el AR B e B 4-5 e

Packet Sniff Module

4. Use GetOverlappedResult() to
Wait for 1/0 complete

i A
Be[\?iiu:l;glg:gg 5. Complete the IRP to notify 6. '5_‘31'@ atmther
( PUSH BUFFER, Packet Sniff Module When: DeviceloControl
pBEf"fer] A. Timeout ( PUSH_BUFFER
B. Buffer full . pBuffer )
YyYyvyy y

2. Pending and queue
the [RPs.

3.Store the filtered -
packet in the buffer IpFlt Driver

associated with one of
the IRPs

Bl 4-4RIOMIP 41 & i i% ;42 )

A Windows CE %% 5 F 4rdk 2 7 izt e 4] - Windows CE i 3 IRP izfdite
2 il gk ’f#f’ﬂi,ﬁ AT R FEZER fﬂﬁs?l ?‘ﬁs?lﬂi‘;’ 390 AT 50 AR RIONIP x4
ﬁﬁ@%’ﬁ%éE&?#?ﬁ@?ﬁﬂ#%ﬁﬁ%ﬁﬂi@ﬁkﬁﬁﬁ»ﬁ&*ﬁo
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void CMobilelP::IpFlt()
{
DWORD bytesReturned;

while (m_bActive = TRUE) {

Issue multiple

IoContext buffArray[4] = {50, 50, 50, 50}:

for (UINT index = 0 ; index < 4 ; ++index) {
if (buffArray[index . loBuffer() |= NULL || 'buffArray[index].init() {
continue; // buffer initial fail

DeviceloComirol
(PUSH_BUFFER,
pBuffer)

0

H
if (!DeviceloControl(m_IpFltDriver.handle(),

IPFLT_PUSH_BUFFER, // operation control code

NULL, {/ input data buffer

0, /! size of input data buffer
buffArray[index].IoBuffer(), /1 output data buffer
buffArray[index].IoSize(), /1 size of output data buffer
&bytesReturned, 1/ byte count
buffArray[index].over()) // overlapped information

i

&& GetLaftError() = ER] _10_PE
uffArray[index].deleteBuffer(); // push buffer fail

for (index = 0 ; indgx < 4 ; ++index) {
if (buffArrgy[index].loBuffer() == NULL) continue;

1f (1GetOverlappedResult(m_IpFltDriver.handle(),
Wait for /O buffArray[index].over(),
complete @ &bytesReturned,
TRUE))

buffArray[index].deleteBuffer(); // get return Huffer fail

IPDispatch(buffArray|index . loBuffer());
if ("buffArrayindex].init()){

continue; // buffer initial fail

another DevicelO
1 with new buffer

()

if (!DeviceloControl(m_IpFltDriver.handle(),
IPFLT_PUSH_BUFFER, // operation control code
NULL, J/ input data buffer

0, /¥ size of input data buffer
buffArray[index].loBuffer(), // output data buffer
buffArray[index].loSize().// size of output data buffer
&bytesReturned, /f byte count
buffArray[index].over()) // overlapped information

&& GetlastFrror() 1= ERROR_TO_PENDING) |
buffArray[index).deleteBuffer():
b

case PUSH_BUFFER:

i

/f make sure the buffer makes sense, we will not
/f revalidate later.

Validate the
parameters

PIPHOOK_BUFFER buffer = (PFIPHOOK_BUFFER)

MmGetSystem AddressForMdl(Irp->MdlAddress);
if (validipHookBuffer(buffer)) {

/ complete the current buffer/irp
I
PIRP Irp = NULL;

void IP_ HOOK_GLOBAL_DATA::flushBuffpr(BOOLEAN locked)

/HtsDebugPrint(HTS_DEBUG_LOW, "Invalid Buffer Tag'n");
return HtslrpReturn(lrp, STATUS_DATA_ERROR);

H

ULONG size = sizeof(IPHOOK_BUFFER) + ((buffer->entries - 1) *

sizeof(IPHOOK_DATA));

if (size > loStack->Parameters. DeviceloControl QutputBufferLength) {
/{HtsDebugPrint(HTS_DEBUG_LOW, "Invalid buffer length'n");
return HislrpReturn(lrp, STATUS INFO LENGTH MISMATCH);

!

loMarkIrpPending(lrp);
ipGlobal.queueRequest(Irp);
return STATUS PENDING;

Mark IRP pending, queue the IRP and
return pending status,

BOOLEAN
IpHooker(int Direction, int Interfacelndex, void *Packet, unsigned int PacketLength,)

if (htons(eth->eth_type) == 0x0800)
1 PIPHOOK DATA iphookdata;
iphookdnta = getBuffer(dipGlobal):

il {iphookdata) {
ULARGE_INTEGER ticks;
KeQueryTickCount((PLARGE_INTEGER j&ticks):
iphookdata->timestamp = ticks.QuadPart;
ookdata->tag = IPHOOK _DATA_TAG:
iphookdata->sequence = sequence;

Store packet in

if (PacketLength = 0) | Buffer

@,.

b

el

{(PVOID)&
(PVOID)Packet,
PackeiLength);

packet.eth_payload[0].

Jatalength = Packetengih;
iphookdata->direction = Direction;
iphookdata-=iflndex = Interfacelndex:

ULONG Information = 0;
PVOID context;
if (Vocked) {

lock(context);

!

if (currentlrp) {
HisAssert(currentBuffer);
Irp = currentlrp;

currentlrp = NULL;

ULONG valid = currentBufffzr->valid;

Information = sizeof(IPHOOK_BUFFER) -
sizeof(IPHOOK _DATA) + (valid * s[zeof{IPHOOK_DATA));

currentBuffer = NULL;

|
if (Mocked) {

unlock(context); @
}
if (Irp)
] HisIrpReturn(Irp, STATUS_SUCCESS, Information);
i

} ‘ Call ToComplete to return IRP and notify ‘

calling thread

45 3¢ @28 m AR H
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4.2.2 e FE S

t RIONIP® > NdisFl1t Bx# 4255 41 * NDIS #F# (NDIS Hooking) &rits7 k4 # 4
¢ o gkt HEITRLLEA B 2endis. sys % 2 & (Export Table) » % & # NDIS
i o Zorde it B s ihizyl - Ripe VIR 2 A Tehdnst o dogt - R 0 9Ty

TNDIS ehanst » fR g XA 2 I RJL o HEHET L BlAcR 46

AT FE LAT > FHREMAN(e 7 DLL 2 SYS);KIVJ 2;&%4@” BERFHERS
(Portable Executable File Format) o #73 w H & chi® ¥ ki 2 { ik i 5 ci5pd 42
FFRy A > Flgt N &3z ndis. sys mffth\qﬁu? v1ig = ¥ # NDIS 9 APl - @ 4 &
S S A

- NdisRegisterProtocol

- NdisDeRegisterProtocol

- NdisOpenAdapter

- NdisCloseAdapter

A% HE b af APT 2o {8 o 2 a2 B ket e NdisOpenAdapter () #7% 3
NDIS_OPEN_BLOCK 7 44 %tdq & iz P A S & & o ndis. h b p - v e L2 0
H P jes BiE 2 Rdcdt e a4 4k Sendllandler - SendPacketHandler £
TransferDataHandler o 4t — RKagad = 7 fEB4t e chde (7o & % 282 VR iR
T BRde AT o OR B o JF R SR Ee 4250 % OF Aondis. sys 2 (SALH P 0 A H B s
#2384 tepip. SyS B F AT 218 o "f prz ek o e dE S N E A R SR

lF:r—,; ‘»uﬁﬁ?]giﬂ./z,?/ F“'%@ﬁﬂ j&-uﬂ_‘pi\.o
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TCP/IP Protocol Driver

¢ Protocol Driver
(tcpip.sys)

Intermediate Driver {optional)

NDIS Wrapper (ndis.sys)

Miniport Driver Miniport Driver

] 4-6 NDIS HOOKING 7 #77 & ]

Pd o e M E S X R X 2 F ¥ e (undocumented )
TR AIH BT g e P SR A L AT o AT A MR Y - BRTEE > 2 RS
B p > HEE G o F - B NDIS ® 4 & cnspde 4250 o ki NdsiFtl sgés 4250 & B

_@jfg it o

4.2.3 e AR e AR BRI AR 2 B A~ [l 04

e 4.2.28% 333 & Windows NT (¥ %L 5 #r5 B* 258 Hpd 4258 F o
ﬁ?‘l%ﬂiﬁﬂii‘rﬁ%’?‘{é IRP FEt gt i oo A7 5 oy ~ iy s IE3R g AL LR 7 LA

oSO IRP TR S B B5RE 25 o & IRP T EH42 6 > 3 B MjaorFuncion
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ﬁﬁa,%&ggg%»%mﬁmmﬁ%]@oa;m_ﬁ%ﬁ*wm’ﬂWﬂu%ﬁ
1kﬁ»ﬁﬂﬁﬁﬁmP%ﬂéﬁ’&%ﬁ%@mwwmmWM%?ﬁﬁ%ﬁMW@

o 415007 975 IRP FALEHT & chly /\%J = e P Al T PRI 126 S R SIS T
FORRAGRE e eink RSN § 2 2 AP H I~ 3B D IRP TS - A
 IRP_MJ INTERNAL DEVICE CONTROL #_& B Spdf2pF 2 B @adrd)* » ¥ & R

e =2

N P N
BN R Uk v o

IRP 1/0 Function Code Win32 API Function
[RP_MJ_CREATE CreateFile
[RP_MJ_CLOSE CloseHandle
[RP_MJ_READ ReadFile
[RP_MJ_WRITE AaRE,, WriteFile
IRP_MJ_DEVICE_ CONTROL ‘ j; % ""DeviceloControl
IRP_MJ_INTERNAL_DEVICE CONTROL X

# 4=1 IRP ii%] /\ii%lﬂ'.g'm% i A R

MNP SRR AR i BEan U ¢ 0 ORI R B A A o0 [RP TR B

P ip ¥R e dispatch routine @ 4c® 4-T #71 o

CPP_DRIVER_ENTRY(PDRIVER _OBIECT DriverOhject,
PUNICODE _STRING RegistryPath)
!

DriverObject-=MajorFunction| IRP_MJ CREATE] = IpHookCreate;
DriverObject->MajorFunction[ IRP_MJ_ CLOSE] = IpHookClose;
DriverObject-=MajorFunction[IRP_MJ DEVICE CONTROL] = IpHookDeviceControl;

DriverObject->DriverUnload = IpHookUnload;

s

] 4-7 DISPATCH ROUTINE 31
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7 & Windows CE % % & » #/25 IRP ?#—'%ﬁ‘_mﬁi{ L SPIEANLE A S SR S
7% NRF TR AR R SRR AR 2 Fé‘*mﬁ%] ?\/ﬁ%] d1# iT e 28 m A Windows CE i %
AKX G 0 T &R - fAR IR A G SRdA25% (Stream Interface Driver) > i F (FiE A & o
FRE AR MG P TR T 2N fr X R SR AR 2 F’“mﬁ*] 7‘/%] VA G oo BT R
A SRE AR L doie A T R Y AR e KB SR A L [ el ~ 4 6

Mg 433 60 il g o

4.2.4 # fL 3 R e 2 2 2 a8 2 (DHCP Client API)

- Windows XP (% T 5 ¢ » X E 7 Sl MR ITIRTE P haVE o B
R BEFY ARah R I PRI IE PR AP I RE R AP ILBLFIRE S
FrEpF oo

A RIOMIP 4258 2ad & Fiia gt S sV B 3 B0 B 3 83 2 LW
Bepfzht > foiip - BEE > KBEEME Fi-a £ F % - Aa & Windows CE T 5

FAH R B3R o B SRR Bl FiT S N o KR AR s A o

43.1 2 Pﬁv‘bﬁiﬂ ﬁia?l
4o 4-1-1 #t4 i > Windows CE (v %% 2+ 2 ia‘»;"{?EFﬁv‘Hi%JM?i%Jﬂ'. FE U A
g e KPR TR A o
a2 R IR %‘u{'f’ PR T AR Bt ey~ SN E
Z B BREBEENEFETREBY c BPRERE AR iy TR "F’i‘}f%* ﬁi;‘ﬁ%] ?‘ﬁs?]t‘i‘z‘ﬁ 3
TR Fope ig@,ﬁﬁwiﬁﬁﬁﬁﬁﬁﬁﬁwigﬁﬁ#o
EASADFIES 2w RTARRALA L Windows CE (F¥ T 5 1 g zefptl g
frient gl RRPF E2L0 5~ fi 5 B2 SV oF ¢ 3 T R efR i 50 e
% Windows CE ehki @ - $30 975 g™ 4258 a 3 > “T Ildne Rz 5 2 GB
e ¥iiefmtE s & (single virtual address space) > 4@ 4-8 #7177 o H ¢ — 3
Aeet 7 Ak 2 33 B 32 MB st (slot)e H @ 2 3] 33 5Leisc RANH € 44
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REEE B Rt 4258 42 B (process); @ 0 BListH Bl RF B AT A 7
e 423% o 1 BLenze R, P E_IE F % Execute- In-Place (XIP) ¢3DLL - 0 5if- 1 5L
RN T UARS H - 64-MB R BN e B oo

4 GB
Kernel Space
Statically mapped Un-cached
Virtual address Cached
2GB —

Shared Memory

Slot 32

Application
Space

Slot 0

B 4-8 WINDOWS CE & %% 3+ 1,48 A fic ]

- BARR I TR AR GFE O e BB E R A e R A 1
(clone) - >3]0 ’?/iéﬂ,‘é»?ﬁfﬁ o WrRF- BERI > (TE KA FI (AT R RS B
R P EGE R ik dn v B - R AR ko TR AR R T e iR A A e
Tecrf Rce R a0 @ & BE* AR R AP p C ds R 0 BN 4 e R,
#-g 3 24 e Rt Rk b v (Memory protection exception) o #7r4 3 » & 2% Windows CE
TR R Tl 8- onfReRW T F o kL5 R d] o R0 e iRk

HEA
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FRHF AN o m VR (TR kAP BTt K AS N B o 4o NK o
FileSys > Device & GWES » € Ak 3% i3 Berd v o 205058 cfR B A7 cze (R, o 70
SR A2 5% & EJ? & _ReadFile WriteFile & DeviceloControl iz % e (% % 5t 30
PEo T U B TR R e B R e R R o L E - PR SN d 5
TAEN K6 2 2 LS R e R B oaze AR, o

5@1w$ﬁﬂ¥?ﬁ£kﬁﬁﬁ%ﬁﬂ%a#géi@%yﬂgﬁjb

i
G R o BRE AR Rk Steny o~ Bl SE T S SRE AR L F TR 0 kA

FREE - NP R R Fl- BREFARDLIIAIN > FZINT L sichiY

%
g
P
.
N
|
|
Y
wn
D
#
o
=
]
O
=
)
=
=]
10)]
wn
—
o
=]
wn
3
T
:E\
\"‘\}
T
Wi

DWORD SetProcPermissions (DWORD newperms) ;

3 des — E At (bitmapdad— B &4 LE ded B S i
B o Bldo s B ARE G ] g R A IS N R R 3% - LR
A Lo v GRS 4 0 S edona N Rge BT P e R O AR o 7 i
B2 R0 B IR L B RO AR B P A s § o B A PR
RSN UG EL RN R B R Y oo fiegiehy B9 Fulipd > 2
AR A e R 3 PR Uen i~ R L OxFFFFFFFF - 38 vd v cf B ¥ 02 03 Br o7
T ks e A o

b 30 AR AR I DBl APERT el T G Rk St

DWORD GetCurrentPermissions(void);

SH SR G @ F AR P R R U A o Ao S SRS AR e
PR B A RGN @RGSR EE F A foet e RSN A RE AR
VAR R o

- BRI R B RE T - BPEFERF CRERRE 305 cREH -

Moyt AR ip?’ (-3 i m#p%ﬂ?.'? (R3S BURS S SF - %\)J'*”"} 47 o F i

PREefri A0 KR FIARA (device. exe) #TH » i #7rL g Spds A2 30 T T4 ﬁig?l A

~E
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i Peehnk el SRl R N e KR B IR H AR ALY~ P 0 BLie R o B AR ATl
EERDEERIpIEET L 5020 Fladpthitdp e B BE% 007 05 & 0 Buis R -

Yot i BAp R AR SLan N Y h i TRE kg p B F IR eI kst eh
AR A ane R o F15 BB ARN A 0 e MM i R B R 0 4 § AR
Boap e dnelRiy o Matst > § - BRY N AR FEE o B g TRt R
A - 0 st S RAF U R e R B AFUST A
e R 0 ES Bio R e FIROT MR a5 kO R FP
A58 f 0 B R TReniE P e B B 1 AN E R PRI B R AT s A -

T ks g Flind houd st S g iRt L ek B pHRLpe - BEH
SRR B EREE X G V- Biptdpe BB B R TE AT R §E
FRSHY R g (T o AT R 2 R BLR R A e T e kSR
TG e 3tk iyt i g 1F

LPVOID MapPtrToProcess(LPVOID ptr, HANDLE hProc);

B¢ - B SRR Bt B 0B R A it e 8 R TR e
BRE AR5 & hdrig of el B DR A o Bl i T S e 5t

hr
3

HANDLE GetCallerProcess(void);

—&%i’J&ﬁﬁ@&ﬁg?ugﬁﬁﬁﬁﬂQ@%%%’%T:

pMapped = MapPtrToProcess(pln, GetCallerProcess());

B TR B BN NEER L T - BEAGRL RS Ao L ok
CEMe g wd o AP A AR ) X3 F# (shared event) 3 3¢ o E 2

L Windows (F3% k5 dh- fid 2> v 7 023 A B FH TR Fenl H b 7o 2t g

PR - AR HS R o RA T A K LA - B TRY S ok B A7 FAR
B RT - BRET rﬁé LR R e T T AN AR A B R
3-SR L VI APV RS e ARE S Sh A

— AR E EandE l't‘fs_ N e
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1. ¢ (CreateEvent k= = F it Ao

9. M EAHBULEEFENTEANGARIICN B RN TES BERT o U HFED
r¥ el WaitForSingleObject kR & FF 2 A g 4 o

3. FiTHiTrm1 v A2 »¥rd SetEvent R AF # » KL 2 HiFHEBo

4, 7 Bk pE o »frY ResetEvent K€ X F # A

FE B AR Ao B 4-9 Frow o

Process A
@l CreateEvent | | Event A l_. Un-signaled
Thread A Thread B

Do Something

@

»| WaitForSingleObject |

@ | SetEvent | GD | ResetEvent |

[Event A

signaled

Do Somethin
® Do Something

Bl 4-9 F 38 (e

BER b E Y A BREFR AR - BARARG 0 R* AR IR REET R
AT AT ﬁﬂiﬁé"‘%‘ﬁi?"‘{? MEF o RAabek & a3 B2 RARLEHF - BEE
e NP E P F R BN {eSe AR B - BE 2R € AT g AR

. BrRiofsrEzF A

2. {U* DeviceloControl #% i* s Hanlde & % 5g#: 425¢ o

3. B4zt e Duplicatellandle 4F - @ AT Handle F fRipre 2 A e
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S

=

4.

it

¥

5.
6.

R R R R S ST WL S
S 4% \‘}W)’?i"‘Ai*ﬁ'\?}@?ﬁL .
B* A ERTEA R EEARRS ATIE R

5B e AR o ] 4-10 0 o

e

Rl

Application

"’| WaitforSingleObeject |

@‘ CreateEvent I <|§>

ResetEvent |

@ ‘ DeviceloControl |

J
@ l DuplicateHandle ‘

@ [ SetEvent }—

Device Driver

B 4-10 & 3 % 58 17 50

bod A o 50 R TR ) iy~ gl A RS SR AE A R E T AT T

% % & Windows XP ¥ % T 5 F [RP eh# st o

typedef struct  ASYNC 10 {

HANDLE ayncEvent;
PIPHOOK_BUFFER buffer;
DWORD dwCurrPermissions;

} ASYNC_IO, *PASYNC_IO;
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ASYNC_IO ehF - B LG % e G TR N R 72 T 08 505 BIF - - @
L asyncEvent » * % i tediy gy I F T ST R P R AT DT - BRI
dwCurrPermissions » * &k 3B » ¥ r® PFeT g & chig Boj 'l o

V-2 o SR A2 e o S igcéﬁ—@?] » iy d1 8 e chgg ] ToContext 1%
TP IR S o Rk % kL3RR 9 B~ 8 A0 F R i OVERLAPPED 2 & » &
Windows % CE ¥ & £ 72 L 4% » #prustaei@ % — R Be g o % k4 2 4 i)

» ﬁie?] 2 aE % o i3 :is e [oContext 40

class loContext §
/1 Attribute: Overlapped Structure

Do not be support in

HANDLE asyncEvent; - Event For
Asynchronous /O
UINT nbuftfers; Complete

UCHAR *rawBuiter;
IPHOOK BUFFER *buffer;

{Method:

®] 4-11 loCONTEXT T #1277 & Bl

GO PR T ZER b g 8 By R RERS g ] 1R R i se 0 Rk chPacket Sniff
Module y£7 "1 Skt 42.5% B 18 3t & Shfle §E (T ehi AR HAri L P i 5 B 2 - 42
o AR 412 F 0 f B BB RAR o2 B OR] d-x AR g 00 R0 E RAHRS

oA 2o th o A ipd A B E_L 7 i & Windows CE 173 k3t F 2Lk H m@?} IN

CERLE R
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Packet Sniff Module

4. Use WaitForSingleObject() to
wait for asynEvent

1. Issue mutilple $ 5. Use SetEvent to set the 6. Issue another
DeviceloControl aSyncEvent to notify Packet DeviceloControl
( PUSH_BUFFER, Sniff Module When: ( PUSH_BUFFER
pBuffer, A. Timeout . pBuffer,
aSyncEvent) B. Buffer full aSyncEvent)
YYyYyYYy Y
2. Store related info Call DuplicateHandle to get aSyncEvent
IMASYNC 10 | o[ Call GetCurrentPermissions to get

structure and queue it _I MENOory Access permisions
Call MapPtr'ToProc to get valid buffer
3.Store the filtered address
packet in the buffer ——— Call SetPermissions to set valid
associated with one of permissions

the AYSNC 10s

Packet Filter Module

%]"4-12‘. @ @Jﬁuffﬁ :r i

BT OMACIE 13 {8 24 6 1B gﬁﬁ#ﬁ :

1. Packet Sniff Module %&£+ % % DeviceloControl & 3% » #-5i 5 34t e en
5 i Buffer chizit B35 A nSRdzst o ¥ 02 B fd 5 B 00 Ap ezt
F?"*}ﬁ%l )\ﬁ;;]:l:é—ﬁji & — TG LSRR AR o

2. BpEARsR-EL R OIRIIE ) g~ B 1 ATR & DL e~ ASINCIO TR R AR
B o % ¢ 45 {1 Duplicateandle s ¥t &3 (B 2 o i » By 1 5 o
v1 GetCurrentPermissions KB~{8 § pF & 2 czc (i 3B~ ¥ #b > B 5 B &k
g R TS (R4-13)0 ¢ 30 dpifdpw 2 TR 3 e TS iRw
0L OF fdy e 4 IR Tk g 4
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typedef struct {

Etgll:}? tag;1 - Pointer in structure.
U LDNC] en;r{lfi’ Need to be mapped
] = B to corrrect virtual
| PIPHOOK_DATA buffer; et v

{ IPHOOK BUFFER, *PIPHOOK_BUFFER,;

W 4-13 3 % T AL

3. FIFEIIIE pF o Bite G R - B ASYNC_IO #riedkini rw g o

4. Packet Sniff Module € * WaiForSingleObject i st & & & 558 42 3% f &
?t}lﬁ-}ﬁﬁ;f])xﬁ;:]ﬂ!i B

. H¥HF®R&ET 2 {5 & —f;]‘ F-ERKEREd o il ¢ 2 #r SetEvent 4 2t
e 3 ﬂi%l » ﬂi%l I F 25 3% Packet Sniff Module 2 % % 425 3 B3t & 1F{8 g2 -
6. £ =¥ DeviceloControds’ i ) @ FERTE IR T foip HE SRR A
ﬁ»ﬁﬂiﬁﬁﬁ@ﬂﬁo ﬂﬂmwkﬁ%%% HEERRY TN ER
ES E IS i

A0 M £ & AR o i AT W el -
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i

void CMobilelP::IpFl)

DWORD bytesReturned:
IoContext buffArray[NUM_OF BUF] = {50, 50, 50, 50};

while (m_bActive = IE) {
for (UINT index :index = NUM_OF_BUF ; ++index) |
if (buffArrayfindex].ToBuffer() 1= NULL || tbuffArray[index].init())

{

continue:

H Issue mutilple

i (IDeviceloControl(m_IpFDrver handlel), .
iEUReeotontlCall verhandled) DeviceloControl
buttArray[index] loBufier(),

MIP_PUSH _BUFFER, .
@ with buffers and
buffArray[index] loSize(),

buttArray[index].asyncEvent().
async 1/O events
- &bytesReturned,

buffArray[index] eventSize(),
NULL)}

buffArray[index] deleteBuffer():
H
F

for (index = 0 ; index < NUM_OF_BUF ; ++index) {
if (buffArray[index]. loBuffer() == NULL) continue;

Use WaitForSingleObject() to
wait for asynEvent

INFINITE})

@ iff WaitForSingleObjeet{ *(HANDLE*}(buffArmay[index.asyncEvent(]),

void flushBuffer

buffArray[index | deleteBuifer();

H

else

1 IPDispatch(bufTArray[index |.loBulfer());
if (buffArray|index].init))
i

continue;

else

Y {BOOLEAN locked, PIP._ HOOK_GLOBAL_DATA ipGlobal)
i

PASYNC_I0 Irp = NULL;

ULONG Information = 0

PVOID context:

ULONG valid;

DWORD perm;

if (Mocked) §

lock(context, ipGlobal);

t
if (ipGlobal->currentlrp) {

ResetEvent( *(HANDLE* bulTArray | index . asyncEvent());

perm =SetProcPermissions(

ipGlobal->currentlrp->dwCurrPermissions):

@ if {!DeviceloControlim_IpFltDriver.handle(),
MIP_PUSI]_BUFFER,

buffArray[index].asyncEvent(),

buffArray[index].eventSize(),

) buffArray[index].loBulTer(),
Issue another DeviceloControl | gy rarrayfindex . loSize(),

with buffers and asyne 'O events | &bytesReturned,

NULL))

ASSERT(ipGlobal-=currentBuffer);

Irp = ipGlobal-=currentlrp;
ipGlobal-=currentlrp = NULL;

valid = ipGlobal-=currentButfer->valid:
ipGlobal-=currentBuffer = NULL;

|
it (Mocked) §

T
buffArraylindex].deleteBuffer();

unlockicontext, ipGlobal};
t
() |
SetEvent(Irp-=ayncEvent);
LocalFree(Irp):

()

Use SetEvent to set the aSyncEvent
to notify Packet Sniff Module

case MIP_PUSH_BUFFER:
Ll ASYNC IO* Ip:

PIPHOOK_BUFFER buffer = (FIPHOOK_BUFFER) pBufOut;
if (IvalidpHookBuffer{buffer)) {
return FALSE;

¥
if {sizeof{ [PHOOK_BUFFER) + ((buffer-=entries - 1) ®
sizeof(IPHOOK_DATA)) > dwLenQut) |
return FALSE;
L

Irp = (ASYNC_IO*) Local Alloc(LPTR, sizeoff ASYNC_IO));
Irp->dwCurrPermissions = GetCurrentPermissions();
C) Irp-=buffer = (IPFHOOK_BUFFER *) pBufOut;
DuplicateHandle{GetCallerProcess(), *(HANDLE?* )pBufln,
GetCurrentProcess(), &(Irp-=ayncEvent),
0, FALSE, DUPLICATE SAME ACCESS);

IqucucR.cqucst(Irp, &ipGlobal);

break ;

Store related info in
ASYNC 1O structure and

queue it

BOOLEAN
IpHooker(int Direction, int Inter

{

void *Packet, i int PacketLength,)

B!

Call SetPermissions to set
valid permissions

if (htons(eth->eth_type) == 0x0800)
1 PIPHOOK _DATA iphookdata;
iphookdata = petBuffer| &ipGlobal);

SetProcPer ipGlobal. p->dwCurrPermissions);

if (iphookdata) |
ULARGE_INTEGER ticks;
KeQueryTickCount({PLARGE_INTEGER j&ticks);
iphookdata-=timestamp = ticks. QuadPart;
iphookdata-=tag = IPHODK_DATA_TAG;
iphookdata-=sequence = sequence;

if (PacketLength = 0) {

NdisMoveMemory((PVOID)&iphookdata-=packet.eth_payload[(],
(PYOID)Packet,
PacketLength);

} Store the filtered
?phuukdata&d?hﬂ.cngﬂl = Pac%cl].cnglh; packet in the buffer
iphookdata-=direction = Direction; associated with one

iphookdata-=iflndex = InterfaceIndex; h
— of the AYSNC_10s !

Bl 4-14 3fe @423 450427 & B
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432 i d R SRS A i

B22¢ AE A RENDISEES - He 3 @40 ¢ Ak SBAS Aot i
,‘{gcj BRI A S a4 o AP T- B 4K SR AN kR Rk e NdisFIt sg
A2 o hipEF Y o AR b o R - B 4K SFBAEN S fodom I T R
PAFE AT e ot i o F]LH R nE Ko N A R IT I B 4K SRE AR o

ER - B AERBAES > LEERFES BAe 0 - B LHmEAES
Hoo- BESTEBREBRFRANAG o a‘ﬁﬁﬁkiﬁﬁ & ProtocolXxx & 3% » fé«‘grih{
MiniportXxx 3% o F] 5 3+ K enps TSR d AR50 R 0 ¢ 4 K SR AR5 %&:ﬁ% i il
W ARF AR om TR ik R SRE AR A S 0 ¢ R SRE AR R AL R R T R SR
TR g oo %ﬁd A fEAw 0 ¢ AR ERE AR A fI* NDIS &' > fo b T K oh
FRE AR T o M A4 e 0 ATE R F end N dok 4-2 97 > KT 9‘\3%&}5&‘ BEE

S N R L o

Miniport Handler Protocol Handler
MiniportInitialize ProtocolBindAdapter
MiniportSendPackets ProtocolUnbindAdapter
MiniportQueryInformation ProtocolReceivePacket
MiniportSetInformation ProtocolReceive
MiniportReturnPacket ProtocolStatus
MiniportTransferData ProtocolRequestComplete
MiniportHalt ProtocolResetComplete
MiniportReset ProtocolOpenAdapterComplete

ProtocolClose AdapterComplete
ProtocolReceiveComplete
Protocol TransferDataComplete
ProtocolSendComplete
ProtocolStatusComplete

% 4-2NDIS ¢ 4 f Spds 258 4 & S5

® T BN
ProtocolBindAdapter
BE - BRE A G AR RdR A 8  NDIS R g A B ke elip B S

KR R TRE RN AR i R RBRE AN R A AT RS
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e o RER m{f]k—f}"—i #* v NdisOpenAdapter 2 @;%f%/é] R R G EE o 2R
Mo FERR AT ARSRFES AR SN EL A REBERBEY o @
#igere? NdisIMInitializeDevicelnstanceEx Ji3¢ > 2P v 0w & 4 - B g i
FISTR

f i@l Ak SRS O R RBEERAR DT HER 5 S
SHTEM A - v - o AT E R RR A R RS - B
QIBHE o0 LB IFFRE - SR RL - BAREEKE
fr’}’&%@ﬁiﬁ]t‘ A R BRds 4238 (X3 — fheo

ki

ProtocolRecievePacket
FORR Rl R SRE AR T RIS 2t o v F g e
NdisMIndicateReceivePacket » @ NDISjt § & v& ¢t s is § i 5 bl L spde 4250 &
23038 0 R fcdts ad it oom A AR SRE AR > AT RIS 21
4ok F 7 & APRe g 2 ereiNdisMIndicateReceivePacket » #54 4+ ¢ /L

B Ry, %5 e IR A% o
ProtocolStatus
o ek 7 il SR R SR AR g - R G el o FoRE G AT
scgpE > v g 4 et NdisMIndicateStatus & 2 4wt & s T spds 4258 o @ 5 T

SRt AT RS W A RIE S R R e o A P A g SR A2
B¢ APE Y € R e NdisMIndicateStatus > k4 4vt B bl T 5 Hs 48 50
ProtocolSendComplete

g E B a0 31 BRGS0 fotE 0 A AU BT R
B oNDIS % 451 = e LB ds 4258 {o™ K ik i 23 Spdo A5 2 B enfp 3 3k 17
AV b ene @ BiEdte Lob)o a2 SFE AR efe? 7 NdisSend 2 t¢ - NDIS
SisC R € 3 et &R gk (R 42 3B A0 F (TehMiniportSend AR St o 2 E_s B
MiniportSend md® & 5% ¢ » 3k R 23R T 3 - & § F 3 BE4fe > F L Rk
o Aok k iR 4 s+ o> MiniportSend AJZ & N ¥ L A w iy
STATUS_PENDING » # % #te & &% Fed2? » 2 1 fjf‘u:‘E‘}“ o @ WKt TSR AR5
v¥ v 59 NdisSend ﬁhg < 7| STATUS_PENDING & w 3% - @ & Pl iR 423 E 1 »
At BERRE AR T BE N3 2055 v €2 ! NdisSendComplete k 2 4ot
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AL BRI e < Ap W 3 o NDIS 503t e o v RS AR 5 6
ProtocolSendComplete ad® & 5% » Kk fats i ends i® o B BB A2 40 @) 4-15 #7577 ©
AF A AT AT R (v & Ja Tkt ¢ T S R Aod & b T
oMM BEFTRAEWIEY > A€ AHFEHBIE RITARNG 0 - H aRE

Smp

Protocol Driver
| ProtocolSendComplete |

F 3 |

F

STATUS_PENDING

! |
NdisSend | NDIS Lib]‘ar}'[ NdisSendComplete |
A |

ry

STATUS _PENDING

h 4
| MiniportSend |
Miniport Driver

Bl 4-15 NDIS 3 & @ i% 25 4 38 (c fo 5t

® N ERIESREARS W

Miniportlnitialize

wv AR SRE AT Y 0§ R T SRE AR A 6 ¥ 9 Protocol - BindAdapter & 3¢
Akrfed g > v € 3 v el NdisIMInitialize- DevicelnstanceEx &3¢ % & 2 #%id
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MiniportQueryInformation
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MiniportSetInformationHandler
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MiniportSendPacket

BB Y o NP R F) R L A SREBARNTET kehdte o Ain
Gzl P oo AP E & ERre K (repackage) #te o TFRe R ATendte f it 3+ (packet
descriptor) » B i 4te ch¥ % £ 6 17 o & is AT 2 3t7¢ 2. {8 » »¥rd NdisSend

& Ndis— SendPackets = 3t B 3% % &% & chuk in i B S5 d 4250 o

- Ao FHA Ghole ¥ EIRATY 4K SRR kP B A E o A S
Hefazi t NDIS B Az3¢ ¥ 3 olf defe gty i fefs 5 -

NDIS #f# i i & R4 A 7 M SRR 7 ¢

e NDIS_PACKET: *73j chdfe 45 i+ » * ks it & NDIS Zpde 4258 4L o ch— 1 4

¢ @ g-odpiRkd @it TR ER o AT R ENDIS_PACKET ez 5 742

HFH o 27 Private # v — dpi% > * k8 &% NDIS_BUFFER 7¥k g7 7 hi

E
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7 MiniportReserved §= ProtocolReserved = = i % #f = > 24 F e 4
B opbo Az g 7 o AP ea B kg e AR ESRE AR BT Kok R
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typedef struct NDIS PACKET ¢
NDIS PACKET PRIVATE Private;
union {

struct {
UCHAR  MiniportReserved[2*sizeof{ PVOID)];
UCHAR  WrapperReserved[Z¥sizeof( PVOID)];

s
struct |
UCHAR MiniportReserved Ex[3*sizeofi PVOID)];
UCHAR WrapperReserved Ex[sizeof(PVOID)|;
i
struct |
UCHAR MacReserved[4*s1zeof{ PVOID)):
b
i
ULONG PTR Reserved[2]:
UCHAR ProtocolReserved|1]:
' NDIS PACKET, *PNDIS PACKET, "*PPNDIS PACKET:

] 4-16 NDIS PACKET - i #
e NDIS_BUFFER: * % xﬁiéfu m“%'@r”& i +% et oo iz AR
#07F — % o & Windows CE o b %9 £ 2 NDIS. BUFFER » — MDL(Memory Descriptor
List) » * kfpit- B m 3";‘("‘3‘]‘%’@; Fm@ égm g -
B A-1T{c@® 418x Blor & & BT Spdrivdy i - Bite o FLAF 58 NDIS
13 R~ B3te F&* BB NDIS_BUFFER % ¢ & % 7 -
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NDIS PACKET
(Packet Descriptor)

[ Private Head

NDIS_BUFFER
(Buffer Descriptor)

| MNext
StarVa

= NULL

Packet Data

] 4-17 SINGLE-BUFFER NDIS_PACKET + % B

NDIS _PACKET
(Packet Descriptor)

Private Head

NDIS_BUFFER
{ Buffer Descriptor)

| Next

} -

StarVa

!

Packet [Data

NDIS_BUFFER
{Buffer Descriptor)

li

| Next
StarVa

NULL

Packet Data

B 4-18 MuLTI-BUFFER NDIS_PACKET 7+ % B

B ORSRE AR AL G 0 A X7 R el TR 5 L3538 NDIS

SRS R kBB o AR F T G N el % dedk 4-3 07 o
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NdisQueryPacket Returns information about a given packet

descriptor

BufferCount Count of buffer descriptors chained to the
packet descriptor

FirstBuffer pointer to the initial buffer descriptor
chained to the given packet descriptor

TotalPacketLength The total number of bytes of packet data
mapped by all chained buffer descriptors

NdisQueryBuffer Returns information about a given buffer
descriptor
VirtualAddress Base virtual address of the virtual address

range described by the buffer descriptor

Length Number of bytes in the virtual address range
described by the buffer descriptor.

NdisGetNextBuffer Returns the next buffer descriptor in a
chain, given a pointer to the current buffer

descriptor
#-4-3NDIS FP<3f7 4p 4 30 ;%

e 4 SRE AT B R RIRE R BT Kehde > Ak Hd T
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3. T 54— (B NDIS_PACKET #f¢ 45 it 3 #1 8 2 ch e % ¥ a0 & 5 — > #r 10 A fp
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BOOLEAN
filter_packet(int direction,
int iface,
PNDIS PACKET ndis packet)

BOOLEAN result = TRUE;

PNDIS _BUFFER buffer;

UINT NdisBufferCount:

UINT packet len, packet offset, buffer len, buffer offset, hdr len;
PVOID pointer;

@ NdisQueryPacket(ndis_packet, NULL, &NdisBufferCount, &buffer, &packet len);

if ((buffer == NULL) || (packet len < sizeofistruct ether hdr)))
return TRUE;

@ NdisQueryBuffer(buffer, &pointer, &buffer len);

if ((pointer == NULL) || (buffer len < sizeofistruct ether hdr)))
return TRUE;
it (ntohs(((struct ether_hdr *)pointer)-=ether type) =— ETHERTYPE_IP ||
ntohs(((struct ether _hdr *)pointer)-=ether_type) == ETHERTYPE_ARP)
i .

if (packet_offset < packet_len) {

@ NdisGetNextBuffer(buffer, &buffer):

if (buffer == NULL) break;

@ NdisQueryBuffer(bufter, &pointer, &buffer len);

if (pointer = NULL || buffer_len <= 0) break;
buffer offset =0

return result;

Bl 4-19 B~chidté ] 4 6
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{

VOID

MiniportSendPackets(
IN NDIS_ HANDLE hMiniportAdapterContext,
IN PPNDIS_PACKET apPacketArray,
IN UINT uiNumberOfPackets)

Filter the packet

| tesult = filter_packet( DIRECTION _OQUT, 0, pPa.cket}1

if{result)

| NdisAllocatePacket(&status, &pSendPacket, pBinding->hSendPacketPool);

if (status 1= NDIS_STATUS_SUCCESS) |

if (status I= NDIS_STATUS_PENDING) { | Alocate new packet descriptor
Re-package the packet NdisMSendComplete(pBinding->hMPBinding, pPacket, status);
}
continue;
'

pProtocolSend = (PPASSTHRU PR_SEND)(pSendPacket-=ProtocolReserved); |
pProtocolSend->pOriginalPacket = pPacket;
NdisSetPacketFlags(pSendPacket, NdisGetPacketFlags(pPacket));

Keep tracking
original packet

pSendPacket->Private. Head = pPacket->Private Head; |

pSendPacket->Private. Tail = pPacket->Private. Tail; | point to original buffer descriptor |
NdisMoveMemory( '
NDIS_OOB_DATA FROM_ PACKET(pSendPacket),
NDIS OOB DATA _FROM PACKET(pPacket), sizeof(NDIS_ PACKET OOB_DATA) );
NdisIMCopySendPerPacketInfo(pSendPacket, pPacket);
NDIS GET PACKET MEDIA SPECIFIC_INFO(

pPacket, &pvMediaSpecificlnfo, &uiMediaSpecificInfoSize);
if (pvMediaSpecificlnfo = NULL && uiMediaSpecificInfoSize > 0) |

NDIS_SET PACKET MEDIA_SPECIFIC_INFO(

pSendPacket, pvMediaSpecificInfo, uiMediaSpecificInfoSize);

;

Send the packet

NdisSend(&status, pBinding->hPTBinding, pSendPacket);

if (starus != NDIS_STATUS_PENDING) {
NdisIMCopySendCompletePerPacketInfo({ pPacket, pSendPacket);
NdisFreePacket(pSendPacket);

1

I

telse |

status = NDIS_STATUS_SUCCESS;
NdisMSendComplete(pBinding->hMPBinding, pPacket, status);

continue;

B 4-20 Gifdte fod 476 3 SULALE b

53




433 B nhim B ARN R 0E

G RS S SR EE S i RLR TS SR Rt R By R R
F AT I AR R M B SR ISR AR o - B G R Ax Y T
Barrai kFembat o nBF e Aafl s APLEFIEL L4579 H 10 B

Silce g BB E Y 0 3L ARL 44 FHEMGS ABL TR - - RpP o

HANDLE CreateFile(
LPCTSTR IpFileName, DWORD dwDesiredAccess, WORD dwShareMode,
LPSECURITY ATTRIBUTES IpSecurityAttributes, DWORD dwCreationDispostion,
DWORD dwFlagsAndAttributes, HANDLE hTemplateFile

)

BOOL CloseHandle( HANDLE hObject )

BOOL ReadFile(
HANDLE hFile, LEVOID IpBufter, DWORD nNumberOfBytesToRead,
LPDWORD lpNumberOfBytesRead, LPOVERLAPPED IpOverlapped

)

BOOL WriteFile(
HANDLE hFile, LFCVOID IpBuffer, DWORD nNumberOfBytesToWrite,
LPDWORD IpNumberOfBytesWritten, LPOVERLAFPPED IpOverlapped

%

BOOL DeviceloControl(
HANDLE hDevice, DWORD dwloControlCode, LPVOID IpInBuffer,
DWORD nInBufferSize, LPVOID IpOutBuffer, DWORD nOutBufferSize,
LPDWORD IpBytesReturned, LPOVERLAPPED IpOverlapped

IS

% 4-4FILE /O & 3%
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XXX_Init
XXX_Deinit
XXX_Open
XXX_Close
XXX_Read
XXX_Write
XXX_10Control
XXX_PowerUp
XXX_PowerDown
XXX_Seek

% 4-5 STREAM INTERFACE FUNCTIONS

Tom AR AN SRR RN Y o A (TR R R R G S5
XXX_Init
DWORD XXX_Init(DWORD dwContext);

DWORD XXX_Init(LPCTSTR pContext, LPCVOID IpvBusContext);

FARFEAA L SE RS OF M KXY FER ¢ L e RE AR 0 nit &
P a Init et LAEG P EA > B F S EOAE o e aATRY PR
BESADILE A FBAUBDY - BrE AV B D - BF etk e KEFE
R % Registry 42 5 g 423% 12 = ihi #4875 (active key) » *75 K E | »r
N EZREAZ AR § e Registry § oot 848 o iz Edo %k Spb AR AALE Y A2 T B
TR %3@:)?‘»7 - TAAFRF P gk e

% Registry # & - 73 % HKEY_LOCAL_MACHINE\Drivers\BuiltIn

BT NSRBI AR 0 Bk MBS AR G AR KR IR p Bl r ot b AT s
A TR ORI S 5 AR ok A
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HANDLE RegisterDevice(
LPCWSTR IpszType,
DWORD dwIndex,
LPCWSTR lpszLib

DWORD dwiInfo

HANDLE ActivateDeviceEXx(
LPCWSTR IpszDevKey,
LPCVOID IpRegEnts
DWORD cRegEnts,
LPVOID lIpvParam

4o % i 4 RegisterDevice iﬁ“ > A enEBed A5 5N 0 Init chE - B 5&&1} g
RegisterDevice sh% w B Sodfc> #r 0 8 ¥ A E{ e > SFp AN KPF LT R
TR ?1“' kGRS T OT M o A ik VP el ahd ActivateDeviceEx 0 Init ehE - B
“riben- oo ESRHAAZ S & Registry 4 #/5 F # indpik o @ 4ok Init S5

4 5 Pl s = B Sk ﬁ%‘u{ActivateDeviceEx ko B Sdk o
S0 3 ALG g ARl e s cds (T o (e d 0 AN ehspds A7 N 3 2
3 U R R R o

o 0L g SRR e A e B o 4 1 BT A
B
{zr%i\)\ ™ 3 5@%%_‘?_}\‘:»/?‘?‘ IQ 0 ¢k en
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B R E ? L
¥ AR (T (device context handle) - - dp iR i\#p
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el AR IT . AADPIFF P > d mBANE g4ANA 2 i‘%?\')\_ ~
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XXX_Open
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DWORD XXX_Open(
DWORD hDeviceContext,
DWORD AccessCode,
DWORD ShareMode

);

B A28 e CreateFile k B faspds A2 pF > 32 B ﬁ:;‘ﬁfagr}ﬁ;ﬂiﬂ o i3 I —
B5fch Init 38w @B > @ % - 4ok = B 58P 4RI CreateFile e% = v
¥ = 2¥k ~ B AT 3 P7550 (read/write & read-only) fr 3 enficst
(FILE_SHARE_READ # FILE_SHARE READ) -

FORPARSN R TR AN B - B chikE B REEL ¥ Y &
# 77 B fx ~ 48 (open context) & ¥ 5 - BApth o dpo - FALBHEY K FH gk &
B o Ak FHEALN LF L LGB ﬁﬁ@*ﬁﬁﬁk%ﬁﬁ%ﬁ’ﬁ@ﬁﬁﬁﬂﬁ
ROR Rz ks - B AR BB Ak 0 o F R B Y B 7 - R R
MY oA Ark FREARN A D R AR R o B F N6 R S R 3 s

—%%&’%EJMt@@w%ﬁiﬁo&ﬂﬁﬁmﬁﬁﬁﬁ@’ﬁiﬁﬁmﬁ%o

XXX_Delnit

BOOL XXX_Deinit( DWORD hDeviceContext );

§ SR E AL 4§ (Unload) 7 Deinit &3 o § 4ot o o 50 3% st~ @ » Sdics

KE A R Deinit &t % Rypn] 00— B SRE AR R WAL

BIE B o - TR M AR A 4 o B A g AE s
B R TR MER G R e (7o s 5 1w @ TRUE &
4ok 4 pr § T4 Plw @ FLASE & o

XXX_Close

BOOL XXX_Close( DWORD hOpenContext );
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3Rt f25 e v Clsoelandle & B B v 2_ o 97 B fxenggds 4258 FF > Close & ;u‘iﬁg
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XXX_READ

DWORD XXX_Read(
DWORD hOpenContext,
LPVOID pBuffer,
DWORD Count

);

F Rt f28 et vl ReadFile & Sod sV &k 5 BB 258 P > B 4250 ch Read & ;u)?;,g
Aeted o SN % - B Asch Open S N T BB L AR o % B AEcL T Y 475N
PR R RRF BT el O - RSB R DS ] ook Ly IR
Bw o~ B O P R R B

XXX_WRITE

DWORD XXX_Write(
DWORD hOpenContext,
LPCVOID pBuffer,
DWORD Count

);

tp > Read & 3% T Tk ends 17 > Write S Bl f F @ TR ad (5 o §
oAz efed WriteFile [k sod0 3% k 3 BoBpd A2\ pF > Spd A2 chlirite & ;tfiﬁgy;;;@
vlo SNy - B 48k s Open S\ Pr @B FL AR o % - B Sl s REr R N kg
% * KFREB TR Bl BEREIETFERD] ook ilF EREFE B

a1 N <AV s TV - ol

XXX_I0Control
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BOOL XXX_IOControl(
DWORD hOpenContext,
DWORD dwCode,
PBYTE pBufin,

DWORD dwLenln,
PBYTE pBufOut,
DWORD dwLenOut,
PDWORD pdwActualOut

¥R f27 e e DevicelOControl & e3¢ %k 5 B Bpds 4238 pF > Bpds f2.5\ e
[0Control ﬁ‘vi“:ffuéfrﬁi“i'” oA FHE AN/ BNEF - BAEFF AL N F DA
G oo S BRE AR F Y BB A G Ko AR 0 LAY 0 46 K TE R
£>@m % * Read v Writeo 24§ T’Fﬁﬂ?EFﬁﬁﬂﬁj » ﬂia?J Idsi's 7 ¥/ @ 2 [0Control
% - B 58 i Open S8 TR OB Ea AR 5 @ 5= B Fdcs X Tk B4
ORI TR o e B ARG T U R R A AT LT R

syl 17 0 LERAPEE A
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#define MIP_DEVICE_TYPE (32768 + 638)
i

/{ TOCTLs start here

i

#define MIP_API_BASE (0x800 + 55)

#define CODE_N(n) (n + MIP_API_BASE)

i

/1. start hooking

i

#defing MIP_ENABLE [CTL_CODE(MIP_DEVICE_TYPE, CODE_N(0), METHOD BUFFERED, FILE_ANY ACCESS)

i

/1 2. stop hooking - only the thread that starts a hook can stop it

i

#defing MIP_DISABLE | CTL_CODE(MIP_DEVICE_TYPE, CODE_N(1), METHOD_BUFFERED, FILE_ANY_ACCESS)

i

/3. Hook this

i

#defincl MlP_PUSH_BUFFERl CTL_CODE(MIP_DEVICE_TYPE, CODE_N(2), METHOD_OUT_DIRECT, FILE_ANY_ACCESS)

i

/1 4. get adapters list
i
#define NIP_ENUM_ADAPTERS |CTL_CUDE(MIF'_DEVICE_TYPE. CODE_N(3), METHOD_OUT_DIRECT, FILE_ANY_ACCESS)

i

/15, set hook src address

i

#defing MIP_SET _IPADDR |CTL_CODE(MIP_DEVICE_TYPE, CODE_N(4), METHOD_IN_DIRECT, FILE_ANY_ACCESS)

i

/1 6. set hook src address

i

tdefing MIP_SET _IPIF| CTL_CODE(MIP_DEVICE TYPE, CODE_N(5), METHOD_IN_DIRECT, FILE_ANY_ACCESS)

i

/1 7. set block hooked arp packets

i

itdefing MIP_FLT_ARP | CTL_CODE(MIP_DEVICE_TYPE, CODE_N(6), METHOD_IN_DIRECT, FILE_ANY_ACCESS)

i

/1 8. set block hooked ip packets

i

tfdefing|MIP_FLT_IP | CTL_CODE(MIP_DEVICE_TYPE, CODE_N(7), METHOD_IN_DIRECT, FILE_ANY_ACCESS)
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Application RIOMIP
Encapsulation
TCPIP L NDISUIO
Virtual Adapter-1 Virtual Adapter-1
OpenAdapter OpenAdapter
Home IP . -
Miniport-1 Minmiport-2
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Application RIOMIP

TCPIP NDISUIO

Virtual Adapter-1 Virtual Adapter-1

Encapsulation |

OpenAdapter OpenAdapter
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A2 blarBiEdte B o NDISE S B v BONAR @ R EROEE FA A B e

v NdisOpenAdapter & ;824 # 4 s g & A cnfe it oo X ¥ T B (7 2 5 5 80 4250

cff (¥4 % o NdisOpenAdapter sPZ_& 4™ #757F » 5 = B LTI 1w chw I K

F gt 05 3SR b AR 5N chik T4 12

VOID NdisOpenAdapter(
PNDIS_STATUS Status,
PNDIS STATUS OpenErrorStatus,
[PNDIS HANDLE NdisBindingHandle, |
PUINT SelectedMediumlIndex,
PNDIS_MEDIUM MediumArray,
UINT MediumArraySize,
NDIS HANDLE NdisProtocolHandle,
NDIS HANDLE ProtocolBindingContext,
PNDIS_STRING AdapterName,
UINT OpenOptions,
PSTRING Addressinglnformation
)

FlaB2F R MESRGAEN AR IR ES A2 RERRBEY - f BT
v4 NdisIMInitializeDevicelnstanceEx &zt » AP e g 4 - B ol SH o @
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6.4.
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PRI SRR e $ 5 5 B AE Y AR SEAR  A R LR - ke
e eppE iz € w2 e NdisIMInitializeDevicelnstanceEx &3¢ & 4 v — ehjg ik 42 3%
FE oom 2 (SakereipE s B g ef e NdisOpenAdapter & 3% B 22 ™ 6 i (R 4235 o0
Bl TR TRRBER TS o L0 MR- B I SRR AP
AT T AL K e Bl

typedef struct _ BundleAdapter|

BOOLEAN deviceCreated;

NDIS HANDLE hMPBinding;

NDIS STATUS statusLastIndicated:

BINDING* bundleAdaptersfMAX _BUNDLE ADAPTERS];
int rnumBundleAdapter;

int primaryAdapter;

{ Bundle Adapter, *PBundleAdapter;

B deviceCreated: * k{fzemilizif 58 L 722 > ok T R] ¢ rfed
NdisIMInitializeDevicelnstanceBx st & 4 vi— g R R HE o

u wwmﬁwz%%x&ﬂﬁ%ﬁ@ﬁfﬁﬁﬁ@ﬁﬁ%ﬁj@ﬁaﬁ@
ﬁ&mik%ﬂoT%Qﬁi%ﬁﬁiﬁ@ﬁﬁﬁﬁ%’%%ﬁﬁ%ﬁ%ﬁ°
B StatusLastIndicated: “& 4kt KRR i 7 BIETHE AL T TR o

B bundleAdapters: * k458 & A o (R BB O ko gy R 3 il
BB TS E S R KBS AL o

B numBundleAdapter: & & F iE = b vk (Tl L

E'l

B primaryAdapter: IR i o ck k7 R R R

2 3¢ cif (e fodt
,L 22 -

pa g AF &N 4 B3 NDISfy it dten= 38> 23 F 5 F F2 w i ® 4 & 5%

X

FARNPE > ¥ T RS (TR eaehde (T T AR A R mendy i AL Bt e

2

F o TR 0T o KT AL BRIP4 @ IR (T {ril 7 3 K i AR
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PR A
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NdisGetNextBuffer k B~18 T — B % % iy i 3 o

—\
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S ET S 1 LR
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3. & AT S FIE R BN A PSR EAE - BATEH

¢ fp it o hipif Aef e NdisAllocatePacket & 5% kfie 8 — B ATendt e i+ o £
FoL REREATNEFRR LT AR EE T HERHE DB ET o o o
NdisAllocateBuffer & ;¢ % fie B er ey i+ o & {8 f’ﬁd pf v

NdisChainBufferAtFront = & #®F EDIATeDiT ¢ fy it + o
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Layer Event State Variable

L2 LINK_UP MEDIA_IN_USE
LINK_DOWN MEDIA_CONNECT_STATUS
DOT11_RSSI_TRIGGER DOT11_BSSID

DOT111_BSSID_LIST
DOT11_SSID

DOT11_BSSID_SCAN
DOT11_POWER_LEVEL

L3 IP_CHANGE MIP_ENABLE
GATEWAY_CHANGE MIP_MODE
ROUTING_CHANGE
MIP_IN_HOME

MIP_AWAY_HOME :
2 6-1 BrE A e @ @Ry AT E ok Rk

6.2 Sbdrs ol AL Bk ehil it
LT R P A SRR OB (A EREGR D 1},&,&7 B oL e 1 B4 i
b Rt AR AR B g A RN AR T R AR~ G o )
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RS SRS F FX EIUTIES. T3PS 08 S5 IR R RS

I I S G NG Y
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6.2.2 #& it =¥ e 4577] (Inverted Call Model)
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System Function

L3 Info & Event

System Private Stream L2 Info &

Interface Interface Event
TCPIP CLM
@ NDIS Interface @
NDIS
Miif Driver Miniriﬁver
<> <>
€ <

‘ NIC NIC
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CLM_Subscibe Ewvent

L2L3.DLL

DevicelQControl

’_//

with event name
and event handle

Stream | Interface
CLM Protocol Dirver

Store the event
handle in the event
queue according

CLM_I1OControl

the event name B —
N SetBEvent
1 |
ProtocolStatus
A

NDIS | Interface

NDIS | Interface

Miniport Driver

NdisMIndicateStatus

Bl 6-2 B5Fs & e pe (2 Ly A Bl kSR

6.4.4 % Tfrh @ wB K R

¥ v v CLM_Query_State 2 # 39 4 Ba it fi S dicp > S5V 2 6 4 v o
DeviceloControl 4= & # 3 s 1 KR HA0 0 K G LB EHTo Rk & RBhhi e
FAp @R CLM pde 4250 o Spde 4250 § 194577 % B30 Rk b e & Lt S AP M
ONDIS Azdsp e v AR B i G ALY gk Rl RERE AN 539 c FBRTUr A
3855 1 B HE (TR A2de T B 6-3 #1 o

& NDIS42 6 > € % 7 3F 5 NDIS object identifiers (OIDs) » #* & i £ 3% % 4 s @ &

Gt Sl 0 Bldod 6-4 5 - R STE ¥ hOIDs o ¥ ¢ NDIS B4 35 5 4414
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SRR AT T EZDOIDS 4re S i ERFHERAG oA BRER IS X o
NDIS 2 %_5%# 42 ;% % i NdisRequest &% » 7 12w & & chik ind 2 3p e s f2 8 5 1) 4 39
2 3% % OID 3+ o CLM $5 2_5g° 42 3¢ r;ﬁ%%ﬁﬁ TR SR BT AR B e B F e

2K TAP B e B Sl o

Name Description
|OID_GEN_SUPPORTED_LIST | List of supported OIDs |
| OID_GEN_HARDWARE_STATUS | Hardware status |
|OID GEN_MEDIA _SUPPORTED || Media types supported (encoded) |
|OID_GEN_MEDIA_IN_USE || Media types in use (encoded) |
OID_GEN_MAXIMUM_LOOKAHEAD Maximum in bytes, receive lookahead

Size
|OID_GEN_MAXIMUM_FRAME_SIZE | Maximum in bytes, frame size |
|OID_GEN_LINK_SPEED | Link speed in units of 100 bps |
|OID_GEN_TRANSMIT_BUFFER_SPACE || Transmit buffer space |
| OID_GEN_RECEIVE_BUFFER_SPACE | Receive buffer space |
OID_GEN_TRANSMIT BLOCK SIZE Minimum amount of storage, in bytes,

that a single packet occupies in the transmit
buffer space of the NIC

OID_GEN_RECEIVE BLOCK_ SIZE Amount of storage, in bytes, that a single
packet occupies in the receive buffer space of
the NIC

|OID_GEN_VENDOR_ID || Vendor NIC code |
| OID_GEN_VENDOR_DESCRIPTION | Vendor network card description |

OID_GEN_VENDOR_DRIVER_VERSION Vendor-assigned version number of the
driver

| OID_GEN_CURRENT_PACKET_FILTER | Current packet filter (encoded) |
|OID GEN_CURRENT_LOOKAHEAD || Current lookahead size in bytes |
| OID_GEN_DRIVER_VERSION || NDIS version number used by the driver |
| OID_GEN_MAXIMUM_TOTAL_SIZE | Maximum total packet length in bytes |
|OID_GEN_PROTOCOL_OPTIONS | Optional protocol flags (encoded) |
| OID_GEN_MAC_OPTIONS | Optional NIC flags (encoded) |

OID_GEN_MEDIA CONNECT_STATUS Whether the NIC is connected to the
network

OID_GEN_MAXIMUM_SEND_PACKETS The maximum number of send packets the
driver can accept per call to its
MiniportSendPackets function

% 6-4 — A L ATR Y 0 0IDs

77




A B A 2 Bicfodp & 5 OIDS 40
OIDs Name

OID_GEN_MEDIA IN_USE

OID_GEN_MEDIA CONNECT_STATUS

OID_802_11_BSSID

OID_GEN_MEDIA IN_USE

OlD_802_11_SSID

OlD_802 11 BSSID LIST

OlD_802 11 POWER MODE

+
~

6-5 #151 o
Event Name

MEDIA_IN_USE

MEDIA_CONNECT_STATUS

DOT11_BSSID

DOT111_BSSID_LIST

DOT11_SSID

DOT11_BSSID_SCAN

DOT11_POWER_LEVEL

% 6-50IDs fr ¥ © %/
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Description
Media types in use

Whether the NIC is
connected to the network

the MAC address of
the associated access
point

a list containing all
BSSIDs and their
attributes

the SSID with which
its NIC is associated

requests the miniport
driver to direct the 802.11
NIC to request a survey of
BSSs

power mode of the
802.11 NIC
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CLM_Query State

L2L3.DLL |

with state variable
name, interface
name and buffer
store state value

DevicelOControl

Stream | Interface
CLM Protocol Dirver

Y
CLM_10Control .
mapping state
Ndi RI. 4 variableto
sRequest \ Corresponding OIDs

NDIS | Interface >\

With Corresponding
OIDs

NDIS | Interface

Miniport Driver
Y

MiniportSetlnformation
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