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A block cipher is a kind of symmetric encryption algorithm that operates on blocks
of fixed length, often 64 or 128 bits. It transforms blocks of plaintext into blocks of ci-
phertext of the same length under the provided secret key. A common characteristic of
currently widely used modes of operation such as CBC, CFB and OFB is the sequential
procedure, i.e., the encryption/decryption algorithm can not start to process until the pre-
vious operation finished, which is considered to be inefficient in multi-processor struc-
tures. In this paper, we combine CBC mode of operation and the binary tree data struc-
ture to propose a new structural binary CBC encryption mode allowing parallelized
computing. A significant property of the proposed mode of operation is independent
branch operations. When applied in multi-processor structures, different branch opera-
tions can make effective use of CPUs to perform in parallel, which will lead to shorter
computing time and greatly improve the overall performance.
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1. INTRODUCTION

Conventional symmetric cryptography [1, 2] can be categorized into block ciphers
[3, 4] and stream ciphers [5, 6]. They differ in how large a size of the message is en-
crypted for each round. Block ciphers use a block size of 64 or 128 bits as one encryp-
tion unit and produce the corresponding ciphertext block of the same length. Data En-
cryption Standard (DES) [3] and Advanced Encryption Standard (AES) [4] are two
widely used block cipher algorithms with a block size of 64 and 128 bits, respectively.
Generally speaking, such block encryption procedures are more complicated and require
additional memory space to store temporary outputted data. Stream ciphers such as the
well-known RC4 [5] and the one-time pad (OTP) [6] instead encrypt the plaintext one bit
at a time. In fact, stream ciphers can be regarded as a block cipher of a really small block
size. The advantages of stream ciphers are easy to implement and fast to generate the
ciphertext. However, owing to the low diffusion property, a malicious adversary has the
possibility to break the confidentiality of the message by taking advantage of language
frequency distribution techniques. In addition, the one-time pad requires the provided
secret key to be as long as the message length, which is considered to be impractical re-
gardless of its perfect security.
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In 1980, the National Institute of Standards and Technology (NIST) proposed four
modes of operation for DES encryption in the FIPS PUB 81 [7, 8]. We briefly describe
these four modes as follows:

(1) ECB (Electronic Code Book)

The plaintext is divided into 64-bit blocks and each block operation is independent
of the others. That is, for each block, the plaintext encryption can perform solely without
having to wait for the finish of its previous round. As a matter of fact, ECB is the easiest
and the fastest mode to implement. However, its security is the weakest, since no addi-
tional mechanisms are incorporated besides the basic DES algorithm.

(2) CBC (Cipher Block Chaining)

In CBC mode of operation, each plaintext block is XORed with the ciphertext block
of its previous round while the first plaintext block is XORed with the initialization vec-
tor (1V). The 1V is public information and must be generated randomly for any particular
execution of the encryption process. The XORed result is then applied to the encryption
algorithm under the provided secret key to get the ciphertext block. It can be seen that all
the blocks depend on all the previous blocks. By adopting the extra XOR step, this mode
of operation is more secure than ECB.

(3) CFB (Cipher Feedback)

The CFB mode of operation is a close relative of CBC. The first plaintext block is
XORed with the result of the encrypted initialization vector (IV). For each round, it en-
crypts the ciphertext block of its previous operation and then the encrypted output is XO-
Red with its current plaintext block to produce the ciphertext block. Since the ciphertext is
fed back into next round as the seed, it is called the Cipher Feedback mode of operation.

(4) OFB (Output Feedback)

The OFB mode of operation is similar to CFB mode. The initialization vector (1V) is
applied to the encryption algorithm and then fed back into next round as the seed. The
first ciphertext block is computed by XORing the first plaintext block with the encrypted
IV, while the ith ciphertext block is derived by XORing the ith plaintext block with the
encrypted output of the (i — 1)th encrypted result. Each block operation depends on all
previous ones.

It can be seen that all modes of operation except ECB have a common sequential
procedure, i.e., an encryption/decryption algorithm can not start to process until the pre-
vious operation finished, which incurs low efficiency in multi-processor structures. So
far, several other modes [9-12] have been developed, such as CTR (counter), CCM,
EAX, GCM, OCB, LRW, CMC and EME modes. Among them, CTR mode is designed
for parallel computation. Yet, it can not maintain the non-linearity of IVs as CBC, OFB
and CFB modes. In this paper, we combine the CBC mode of operation and the binary
tree data structure to propose a new structural binary CBC encryption mode which al-
lows parallelized computing and still maintains the non-linearity of IVs. A significant
property of the proposed mode is that each branch operation is independent of the others
and can perform in parallel without interfering with each other. When applied in multi-
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processor structures, the structural binary CBC encryption mode can make effective use
of CPUs and gain better performance in terms of the computing time.

The rest of this paper is organized as follows. Section 2 states some preliminaries
for facilitating readers with the following contexts. Section 3 introduces the structural
binary CBC encryption mode. We analyze its security and performance in sections 4.
Finally, a conclusion with the significance of our proposed mode of operation is given in
section 5.

2. PRELIMINARIES

This section first gives the complete definitions of symbols, operations, functions,
inputs and outputs with respect to the proposed structural binary CBC encryption mode.

2.1 Symbols

|b|: The bit length of the block b;
Y;: The ith chain text block;

P;: The ith plaintext block;

Ci: The ith ciphertext block;

IV: The initialization vector;

K: The secret key.

2.2 Operations and Functions

@: The bitwise exclusive-OR operation;

RT(X): The transformation function that changes the bit sequence of the message block X;
Ex(P;): The encryption function that encrypts the plaintext block P; under the secret key K;
D(C;): The decryption function that decrypts the ciphertext block C; under the secret key K.

2.3 Inputs and Outputs

This mode of operation has three inputs while there is only one output. We define
these parameters as follows:

Input (K, 1V, P)

o A secret key K whose length is appropriate for the underlying block cipher.
o An initialization vector 1V with the same length of the block cipher.
o A plaintext P of any length.

Output (C)
o A ciphertext C having the same length of the plaintext P.

The inputs and outputs are described in terms of bit strings. Note that the initializa-
tion vector 1V is public information and it must be generated randomly for any particular
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execution of the encryption process. The primary purpose of the 1V is a kind of nonce,
i.e., to be distinct from each encryption algorithm under the fixed secret key, so that en-
crypting the same plaintext twice will generate different ciphertexts.

3. STRUCTURAL BINARY CBC ENCRYPTION MODE

The structural binary CBC encryption mode has the structure of binary tree, whose
encryption process XORs the plaintext block with the previous ciphertext block and the
first plaintext block is XORed with the initialization vector IV. Details of the encryption/
decryption procedures are stated below:

3.1 Encryption Procedures

From section 2.3, we know the inputs of the proposed mode of operation have three
parameters (K, IV, P). First, we compute the ith chain text block as Eq. (1).

v i=1
Y, =4Crirz i>landi=0 mod 2 1)
RT(Crijz) i>1landi=1mod 2

That is, the first chain text block Y; is just the initialization vector IV, the ith even
chain text block is Cry,7and the ith odd chain text block is the transformation function of
Cri1, denoted as RT(Cripp).

In the root round, the input block of the encryption function E is formed by XORing
the first plaintext block P, with the IV. The encryption function E processes under the
provided secret key K and its corresponding outputs constitute the ciphertext block C;. In
the second round, the ciphertext C; is XORed with the second plaintext block P, to pro-
duce the input block of the encryption function for the even branch tree. The odd branch
tree starts with the third round which takes the transformed ciphertext C; XORed with
the third plaintext block P5 as the input block of the encryption function, so as to output
the resulting ciphertext block Cs. Note that both the second and the third rounds are in
the same level. It can be seen that for the ith even branch tree, the input block of the en-
cryption function E is the outputted ciphertext block Cr;» of its parent node XORed with
the plaintext block P;. Whereas the odd branch tree takes RT(Cri;»7), the transformed ci-
phertext block Cri;,7 of its parent node, XORed with the plaintext block P; as the input
block of the encryption function. Here, each encryption function E of either even or odd
branch tree processes under the fixed secret key K and all generated ciphertext blocks
C;’s will constitute the whole ciphertext C. More precisely, we can derive the equality of C;
as Eq. (2).

Ci=Ex(Pi®Y) 2

The encryption diagram of the structural binary CBC encryption mode is shown as Fig. 1.
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Fig. 1. Encryption diagram of the structural binary CBC encryption mode.

3.2 Decryption Procedures

In the decryption procedure, the first plaintext block P, is computed by XORing the
initialization vector IV with Dy(C;), the decrypted ciphertext block C;. For the even
branch tree, the ith ciphertext block C; is first applied to the decryption function D under
the fixed secret key K and then the corresponding output is XORed with the input Crij
of its parent node to recover the plaintext block P;. Whereas the odd branch tree XORs
the ith ciphertext block C; with RT(Cri;7), the transformed ciphertext block Crj, of its
parent node to recover the plaintext block P;. After all decryption function Dy(-)’s finish,
these recovered plaintext P;’s will constitute the original plaintext P. We can generalize
the equality of P; as Eq. (3).

Pi=Dk(C) @i 3)
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Fig. 2. Decryption diagram of the structural binary CBC encryption mode.

The decryption diagram of the structural binary CBC encryption mode is demonstrated
as Fig. 2.

In the above encryption/decryption procedures, each round only depends on the out-
put/input of its parent node and thus procedures of the even branch tree will not affect
those of odd branch tree and vice versa. In other words, both even and odd branch opera-
tions can perform in parallel in multi-processor structures, so as to greatly improve the
overall performance.

4. SECURITY AND PERFORMANCE ANALYSES

The underlying building block of the structural binary CBC encryption mode is ac-
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tually CBC mode of operation. If we start with the root and always choose its left suc-
cessor as the next node, such sequential encryption mode will turn out to be the CBC
block cipher. Consequently, the security considerations of CBC can be directly applied
to those of the proposed structural binary CBC encryption mode. Its security relies on the
fact that each ciphertext block is indistinguishable from a random permutation and the
unpredictability of the initialization vector (1V). Since the CBC block cipher is shown to
be secure against various attacks such as ciphertext only, known plaintext and chosen
ciphertext attacks, we can claim that the proposed structural binary CBC encryption
mode is also secure against these attacks. Table 1 evaluates the performance of our
scheme with original CBC and CTR modes for encrypting/decrypting n message blocks
assuming n processors can be used together.

Table 1. Performance evaluation of the proposed scheme with other modes.

Item Scheme |  Proposed scheme Original CBC Original CTR
Waiting time O(logn) Oo(n) 0(1)
Completion time O(logn) Oo(n) 0o(1)
Relation between IV Non-Linear Non-Linear Linear

As shown in Table 1, the proposed scheme outperforms the original CBC mode in
terms of waiting and completion time under multi-processor structures. Compared with
the CTR mode which is designed for parallel computation and has been widely used in
high-speed network standards, the proposed scheme has lower performance. However,
our scheme does not have to implement the successive counter circuit and the non-linea-
rity of IVs provides stronger security than the CTR mode.

5. CONCLUSIONS

To overcome the low efficiency of traditional modes of operation due to the se-
quential procedure, in this paper, we proposed a new structural binary CBC encryption
mode combining the original CBC mode of operation and the binary tree data structure.
The encryption/decryption procedures can be separated into two parts of even and odd
branch operations, respectively. Without interfering with each other, each branch opera-
tions can perform independently and parallelized computing is feasible in multi-process-
sor structures, which will greatly improve the overall performance in terms of the com-
puting time. Further, since the proposed encryption mode is based on the operation of
CBC, we conclude that the structural binary CBC encryption mode is as secure as CBC.
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