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Design and Implementation of a Fast Handoff Mechanism for
IEEE 802.11i-based Wireless Networks

Student : Ya-Hsuan Tsai Advisor : Dr. Chien-Chao Tseng
Department of Computer Science and Information Engineering
National Chiao Tung University
Abstract

With the advance of wireless internet technologies, the transmission rate of IEEE
802.11 networks increases significantly while the deployment cost decrease substantially.
Many IEEE 802.11-based hot spots have been deployed in public areas, such as airports,
transit stations, restaurants, and hotels, so that hot spots users can surf the Internet and
subscribe services even when they are away. from their home or offices. However one of the
most important issues that remain.to be solved-in 802.11 networks is the security issue. The
downside of using wireless technologies is that anybody can effortlessly eavesdrop
messages in the air with a wireléss network-adapter. Therefore, IEEE 802.11 specification
adopted wired equivalent privacy (WEP)"to protect messages transferred in the air.
Unfortunately, WEP has a significant flaw in security. Hence IEEE standard committees
proposed 802.11i specification as the security enhancement for wireless environment. IEEE
802.11i employs more complex mechanism to achieve data confidentiality and integrity.

However, it also increases the handoff delay time.

In this thesis, we adopted a new method, pre-four-way-handshake, to shorten the
handoff delay of IEEE 802.11i four-way-handshake. Together with the pre-authentication
procedure defined in IEEE 802.11i specification, the pre-four-way-handshake can reduce
handoff delay perceivable by a mobile node (MN). Before commencing a handoff, an MN
communicates with candidate target access points (APs), through the access point that the

MN is currently associated with, to perform pre-authentication and pre-four-way-handshake.



Both the MN and each of the target APs store the results of pre-authentication and
pre-four-way-handshake in a specific data structure, called security association (SA). Each
SA has a unique identifier for identification purpose. The MN needs only send the
corresponding identifier to the AP with which it newly associates. The AP then uses the
identifier to find the MN’s SA to retrieve the MN’s authentication statuses and key materials.
Because the MN have performed the authentication and key exchange procedures with the
new AP before it starts a handoff process, the MN can continues transferring general
packets immediately after it has associated with the new AP. Therefore the application
interruption due to handoff can be reduced substantially by the pre-authentication and

pre-four-way-handshake.

Because the MN needs to obtain the addresses of the candidate APs beforehand for
pre-authentication and pre-four-way-handshake; we.also proposed a location information
exchange architecture to assist the fast handoff. In thisarchitecture, there is a location server
that maintains the configuration“and ‘topology-information of APs. Besides, it also keeps
track of MN’s locations and predicts which /APs the MN might handoff to. By exchanging
messages with the location server, the MN can obtain the addresses of the candidate APs

and perform pre-authentication and pre-four-way handshake when handoff is about to occur.

We have implemented a prototype that employs a location server for pre-authentication
and pre-four-way-handshake in IEEE 802.11li-based networks. Experimental results show

that our proposals are very effective.
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dodk Bz w AR RAPRFRLE T 2o
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2.2.3 |EEE 802.1x i& i¥/x 42

IEEE 802.1X fri 4 e it £ o 38 (T ey fgdo™ > H P J0ZEenife £ @ % v i

R AR T od B 277 5 D R A A F 4 W LR A 03 iE'%T ek § > & IEEE

‘m\H

802.1x ¥ A& 5 LK d s L @R FE > @ ¢ ;ﬁ—iﬁ ¥ 11 * EAPOL-Start e
EAPOL-Logoff st 4, & 2 # & RIWIEAZF % 08 P w303l # k8 — 4Leh
¥4 SR R T4t e B d EAP-Packet % %] ¢ IEEE 802.1x ki {t e

Supplicant Authenticator Authentication Server

e

1: Association request——————=

-+——2: Association response

3: EAPOL-Start———»
a—4: Request/Identity

5: EAP-Response/ldentity———— 5: RADIUS-Access-Request——s

-+——0: EAP-Request -+——+6: RADIUS-Access-Challenge

7: EAP-Response T: RADIUS-Access-Request——

Y

-+ R FAP-Success

-+—8: RADIUS-Access-Accept

Bl 2.7 |EEE 802.1x % ¥ 42 &
L Y fe BRGHEL L0 -
2. BTG PELE BT E f
3. ¢ fr'ﬁ 1 — i EAPOL-Start 2t & £z~ IEEE 802.1x 2 #4285 -

4 B4V 4 W ORI AR LIEAER o REF FF N - B
EAP-Request/Identity 3t& -

5. ¢ i v k- B EAP-Response/ldentity 3+ & - ot 4t § Ak 4 % 1)
RADIUS Z:E PR E » 1% 5 Radius-Access-Request 3+ & -

6. RADIUS 3E @R B % k- 1 Radius-Access-Challenge 3t > pt3t# ¢
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SE ik (v EAP-Request i3 55 ¢ 3% - H ¢ ¢ fARM B B L -

7. Yy EAEAayrE ¢ 3t EAP-Response s LiE® o i Ld 3y

mﬁ ##& 3% % Radius-Access-Request 1% F|3RGE P PR B F o

8. RADIUS :u:E PR B 15 12— i Radius-Access-Accept 3 & /8 %3 %
Boielt o FIPIRIEY § 3 - B EAP-Success it LY g 0 X RS

# ip |IEEE 802.1X :33EAZF ©

% 7% IEEE 802.1X ¥ (ilzE > siE PR EfrY srH § A2 - P S 41 &
4 (Pairwise Master Key » PMK) » 2_ {$ 32GE P PR B € H#-pt 2§31 £45i% T ;.1;&—‘;{ )
» f]}u{gi # A3 P-gL b o> #r0 |EEE 802.1x 0 p e g Pﬁ——‘ﬁ FOGE R PR B G

FEENE T @ SLIES H Y G fr ARG BB E 4G - P 4L £ 45

2.3 Robust Security Networks
Robust security networks®(RSN) <_d'-IEEE 802.11i #7 % & ! - e §e )
fo o BHE 0§ RRIEG A ESRATE B iRd] - PR Fl T - BRTOE >
PR RARE S AR R AN G RNEBEES L AH DR R PERIES RSN 1T
,]V_J_—_ :
1. (RO RBFEZ  FREDEGKERS TLHE -
2. wilie * IEEE 802.1x k { F i37Efr i3 By g DT d% o
3. @ *AFfedg4kE @ (key management) fofy & (hierarchy) s £ 4
Fri# 1+ (freshness) o B L o
RSN A JJ‘ q,\% j\jﬂ_ ﬁ}i P;:ﬁi mgﬂ‘# r}%&.} ’ ]E d 5 E] g,J 5_}&-&)‘—% lf B2 Eb Fd
10 A R b g 7L RSN SR R0 4 R 2 RSN BB T
- RZBRA ARG AP S RSNRREAA S §HFINY > P RMAL
Bethd 2R e BT - A% RERPERL P R Lo
24.1 RSN & %tz 4{#

45 IEEE 802.11i ei4ptt » — A § 2L B A R G BTLR * R DT R -
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IEEE 802.1X ¥ i» 33k 40 2.2 & it » (78 & 8L E o iw @ ,ﬁ——*‘ﬁ ik d o
B A BB TR R OLE Y S ORE R B IEEE
802.1X 3L 1T » F PP Y PIWIER & 0 AR FEBRr{TH S 8L ¢
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EMLEIE AP BERFRERrARGFEEERT - LD
T M - ETEFOIHL KT E A N S HE L%
(Pairwise Transient Key » PTK) » J* X 4 87pF £ 4% € % wlte f2RF 5 2 o
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B 233 HHP o

ER SE RIS R P R PRl O IR G e S I S T
NP AL AN RBRIEE Y T - B el o 2 {807
B endf e 406 G BEEREE BN -

i IEEE 802.111 4 i i 4 jE W5 B 4o ) 2.8 -
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Supplicant

AP/ Authenticator Authentication Server

IEEE B02.11
Probe
Authentication
Association

g IEEE 802.1x / EAPOL
= PMK PMK PMK
= - ———————————————— ﬁ
@2,.”{ WPTK
v Normal Communication
Bl 2.8 |EEE 802/100 £ &8 4 5.8 SUK i )
dOTF AEsf e AGER § £ K BoR 0 IEEE 802110 3 7 A iz
B4 > & * 7 TKIP (Temporal Key Integrity Protocol) 2@ & AES (Advance
Encryption Standard) % /% 52 % EFH > WG RE 5P Hous gl 2 TKIP
T RE s f o siEa 2 5 4 21404 22
1 |d=dsw £ (initial o IV) £ & =& -
2 | d A BT E Mgk B 5 X TB33 & 4rTH (weak key attacks) e AR o
3 /)‘1’}3 - '5"}5 A gk R A AR BT o
4 | EHERY LB - BN PR PEE [ ARG -
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5 | #xE i Lsc# (reply message attack) 2§ 3 e o

% 2.1 3 AE e et gk

[ Py RY2 [ | LY %"éﬁj
p e LB e b
EARES -3 Ea R - BMALREERAE D 2R LML BT 3
Ao B ER A e R EHE 2 o 1+3
H- 36 £4giRE | HEBHe (0B i 1-2-4
Ahew £E R H bt doe T REL® TR - 4240 & o 14
E4pE L Hobe BagicF 8417 L e R 4k &4k - 4

% 2.2 TKIP #%t7 ®% wf §cezit

AES p-E_% B NIST (National Institute-for Science and Technology) = B jzi%
RT— SEHER e w2 el B R foi#E > A5 d Joan Daeman
Vincent Rijmen & i #73% 31«0 Rijndael /% & /# xpL; o g R AESFE 27 11 i
* 128192 & §_256 = & s B E S mkbL 4 | o iz £ IEEE 802.11i plie— %

PR AL 128 A g AR B EE L | o
242 RSN 44 +# 12 (key management)

RSN 444 =7 2 8F > - BESHI b4 m ¥ - Pl ESHUGPEF 2450
WP 4T d 4 442 HU FAEA E o

FMK - »  Data Encryption
Nonce | =
) *  Data MIC
Nonce 2 - . Key .
Computation
MAC 1 _ Block ™ EAPOL Encryption
.
MAC 2 - »  EAPOL MIC

Bl 2.9 & $R &G E
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o] 2.9 1m0 AHEE AT T UL S fh AN F ER RS RLRE
t 4 2 7 (Message Integrity Code » MIC) #7& * thisg% 3 L+ Rt &4k

® Fil4r @ £4% (Data Encryption key)
® il A £ 4% (Data Integrity key)
® EAPOL-Key 4 % £ 4 (EAPOL-Key Encryption key)
® EAPOL-Key = %+ £ 4% (EAPOL-Key Integrity key)

B i fe IRE LT e ML EL LS B 4 P
M 17 s 021 EAPOL-Key B p et 3487 pF £ 45 P 2% ke 20 L35 2389 on
e o B 210 2 211 3P 0 N HATRF £ 4T Ao B 0w 2 RSN ch & 4514 K (key
hierarchy) » # ¢ PRF-X &_i* & - 1 % §* #ca0 §c (pseudo random function) € 2 2
X L E;mﬁg,]*:u o d p¥ —;% F* AES iwhi2 > TR E&HIT-FH=
EEM & 45 - 4= 128 bits & £ 4 g e TKIP G E i DI A 5 &4k
feFi 2 B 4k L 5 128 bits £ B Hd Je iéa%

Pairwise Master Key - PMK
256 bits

PRF-X(PMK, “Pairwise key expansion” ,

| Max{ ANonce.SNonee))

Pairwise Transient Key - PTK
512 bits
EAPOL MIC Key EAPOL Data Encryption | 1y, MIC Key
128 bits Encryption Key Key 128 bits
- 128 bits 128 bits -
Y 4
Protect Key Handshakes Protect Data

B 2.10 RSN £ %% & (TKIP)

16

Min{AA,SPA) || Max(AA,SPA) || Min{ ANonce,SNonce)



Pairwise Master Key - PMK
256 bits

PRF-X(PMK, “Pairwise key expansion” ,
Min(AA,SPA) || Max(AA,SPA) || Min(ANonce,SNonce)
[| Max{ANonce,SNonce))

Pairwise Transient Key - PTK
384 bits

EAPOL MICKey | BAPOL Encryption | Data Encryption/MIC

: Key Key
128 bits 128 bits 128 bits
Y hd
Protect Key Handshakes Protect Data

B 2.11  RSNu& 4l & (AES)
243 wi L ¥EE (four way ha‘ndshéke)

§ ¢ 3% = % IEEE 802 Ix & ff\;,:;;ﬁfﬂfé" FRFAGT ALES kD
}%’ov:?ﬁ,%#i iﬁkf’ﬂ'pﬁﬂf“ﬁﬁ-ﬁj\ Ao Ad g BRLART

£ 0 EAPOL-Key thif & 28 ki Bvh @1 & Lo 2 LI L A PP aheT
® FEILE G RGEH B AR PR o i 4G -
® B A UTRE L4k o
® [Fohd NP A4RT AT R TR AR T4 B T AL B LpES o

B 212 Fr 2l L9 E 2 He2iimin AR 0 R4 BT o
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Suppli

Derive PTK

cant Authenticator / AP

Message 1: EAPOL-Key (ANonce, Unicast)

A

Message 2: EAPOL-Key (SNonce, Unicast, MIC)

Derive PTK
Generate GTK

Message 3: EAPOL-Key (Install PTK, Unicast, MIC, Encrypted GTK)

Message 4: EAPOL-Key (Unicast, MIC)

Install PTK and GTK Install PTK
IEEE §02.1X Controlled
Port Unblocked
B 212 =L 4EE 2 HEILARE
L %02 < [EEE 8021X iR+ » #0110 ¥ ¥ foiniid §#7 F feh

S AL SFRES LR AL - B g N Bar A LES

THEAZ 0 A pLicfl 5 SNonce - ANonce o 4 5] G ¥ ;J%-JF‘{ fréﬁ:;éﬁig A

4,

PSP

FOFEE E A - B RE R -Ed WL FTA 2 gt i
ANonce -
3 ;ﬁﬁ——‘ﬁ Yol A= 218 > €% A2 Z 4 e SNonce {r# iz« ANonce
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4 YFENRAL RV AER AR ELD Y GH A Ptk
SNonce » @ 3 4 = hEFRdte » € 1% = HH87pF £ 4542 -7 EAPOL-Key
REREGRFE NN L AR A T RIER LS ) AR

L7

eL ©

g;

5. R eIl ALz 2880 g% A ¥ F 4 e ANonce fr#% fz <7 SNonce
i S arAE e S B NS AT S 4 R F LI, § T S HY R &
7@ EAPOL-Key = B bdg ke e L 2 FB K 5B 32

FEo R AAPCRI A AL D hdt s JARLRIGT i 0 GRE Y g F
R A o BAry SR ARE S IGEY X § EATA 2 ¥ e drps £45 (Group
Transient Key » GTK) -

, H oo

7

It

6. ;,l;i}’_ﬂ # A

L0 A 4 % X P £ 4m o EAPOL-Key 4 %
*ﬁﬁ’kﬁﬁa3345?§

& Ge- BF S HATE &4 (install PTK)
B L R B AR KRS TR

7o R E IR L SR RATEH P L R R BT R

%ﬁﬁﬁ?g—’;ﬂ; ﬂg;}-’_)ﬂ'a ﬂmﬁ‘ﬂ%ﬁ&$%ﬁ¢ﬁlg"4'o

A ijﬁ—rﬁ‘g C zaw i LELIIFHFTRE o

b

0. ¥ ¥ RLE X ESHUR A e R4 e IEEE
802.1X it ¥ 3~ a‘fﬁ% s B - Ak 3t E chidiE o

244  3pkiniE (pre-authentication)

% IEEE 802.11i sn#itism s % & 7 1% 7 L303E (pre-authentication) v B-4%
LR N FRAFRIGEAAER P Bl G TS R

® (¥ & Ehindgk £l g e IEEE 802.1X ¥ »iniLé-4A B nE i o

P TR FH SR TR AR GBI A o (TR gL

il

AN
IR
e

Ve U eng AT BBRRE (RIRGE 0 BEAR TR BT G S i
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° T8 G BET U e PR § OB R A3 P 2RiE 7 |EEE 802.1x ¥ i 3LGE o

- 420 |EEE 802.1x 4+ & £.i¢ * ¢ * 3] %] (EtherType) 88-8E % i % F A& 3 %
FER 0 E AU PCBE € S A 8] it ¢ R R T 1* LA Mt A B it e
T % EAPOL sfirie R ed® > 5 7 & 2 EAPOL 4% ¢ s %) Fg A u3Eendt s B €
# % v A% 88-C7 kg > @ § A FEECI A W hite > Kg frH U
ER A B - RgyeIE o . fr%—lﬁ']’** %73k 5o (distribution system > DS) 4=
e BN oom AFEAIGEARA ¥ o |IEEE 802.1x ¥ f3ti#i¥ EAP-Packet
EAPOL-Start iz = fEg %] et s o

Suppliant Current Associated AP . AP Authentication Server
(rely message) arget /

) (;li}
’/ "ﬂ?’ [5 Ethernet [ ) Ethernet

EAPOL-Start——m

EAPOL-Start———

-«4—EAP-Request/lIdentity— ¥ -4—EAP-Request/Identity

—EAP-Response/ldentity—m | —EAP-Response/ldentity— 1+ —RADIUS-Access-Request—m-

+—EAP-Request:

-+—HAP-Request -4RADIUS-Access-Challenge—

[EAP-Response - EAP-Response—m + —RADIUS-Access-Request—e-

-+—HAP-Success

+—FEAP-Success

«4—RADIUS-Access-Accept—

Bl 213 Ff A RIEARR]

B 2.13 #P 1 FF AL AR 0 o R 5 AN EERREP EER TR
FARARGE PRI F @R 9B R hR RGPS Py - BREL L
Ao & GE R D FE & B PR AT BB AR A K el (MAC
address) o § (T8 & B4 P R A GFEEOT R FE R P 0 BT VRIFEAE L
BHREa Al Bk > EE ARSI AT RERP 0 R FRL

Gl o A B T AHm e I R PRE MR R T LA KR R
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FUEARES AL AH SR BERGFEEHF T FiR- P 241 4
4 m F> ¢ % PMKSA (PMK Security Association) chi g 4iigiz » 2 (8 (7
g ELEE L TP RERGEE )I&? % PMKSA @ %% IEEE 802.1x ¥ i» 3%

FE B ARETe ML ES DR o
2.4 #E‘ Fﬁ‘g <~ Ay jL
24.1 Pre-Authenticated Fast Handoff in a Public Wireless LAN Based on

|EEE 802.1x Model[17]

# < #_d Sangheon Pack f= Yanghee Choi = #7341 » © 3% 417 — B )

Ul ({‘

2>
3

s

T

ki
gk

-
*E R e £ F B (Frequent Handoff Region » FHR) $£4 i 3] -1 3 £ e 4] » &
5

=
PR P R EMRGEEE > €d PRAR GRS IFE D - BT

i)

4

i+
PHEREE RSP EY - LR AT B2l 2L E - BEEZ S v R
(weighted directed graph) » = H' % ¥ (edge) g £+ 5 = ;4o

i“ ,;g,j f‘l‘!’—-grﬁ' B i%\:‘ mﬁﬁ,;%%'ﬁﬁ ) FMFIF_W’J?!?IF > m

NGj):d 2R GPEIHLIERAGTHE|FEFL Do

R : 40 RAHTE | L2 EMRHHE | FEFAP 0 b EAHIE
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H(Gj) : ¢ &R 5E2E 04+ 3 855528 k£t 5] (handoff radio) -

W(i,j) : @5 3P8i 2 jz FFfaig € » g—frH(”);\,); VR T4 o

LY M R L R

RE R EHE S N A PR B R R
ARRE D g Rk

Bt o - BESS hop#k ¥- £ E R

£ B214 L2 S HEFROERLE > RE R hop s 20 A B E
BEFPRAIRTLE 30 A HREY EA GEEY FH g gEA kb ﬁi}i At g%ﬁ'
3 AT R R AR B BRI A RGET M A P £ o oo

2.4.2  Proactive Key Distribution Using Neighbor Graphs[15]
P B #.d Mishra % 4 #13% e w38 0 — B 28 A B (Neighbor Graph)

PPEE 0 Rl G B 2 ENELZEAS Y gAGPEAESEER T oug I A
P OATE XTI BASGHEE b AR GIE2 Faop AR gLy o
o R EEC h

SRz o ied BRFPEBHLIER > NPT LR
TR YRR EEEL 18 PP T VS SIEV N NG Y A
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TH R ELp BT
R PEEDo R g w B EFEAIRGEY X FAH G 8P
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vE (T
nEEI ERGEECH
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Movement of the station

|{fA_\
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= r —(B)
H c ’ il
',‘ : II|I
# r III
s e ".
D \E \
| .fli‘\
Y,
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Physical topology of the wireless network Corresponding neighbor graph
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B 215 ARk Blaud
2.4.3  Location-based Fast Handoff for 802.11 Networks[14]

Th A Tseng & 4“1k Mieny HBE NAI% G gani= i Tk i
2 hp e 4ol 216 + X F0ATT 0 FANPT Y TS AEL RN i
BoRHENEBB A I REE P A PR BRARPEFHSL AL L
PR G g Tld iz} R -

B 216 2 L3P 0 dofm 2 EHT A 3L I hE MG BK ARG
P owinim B A (XoYo) > 2 AIF H L i

w RS GRS RR - ARG VB - KRB (TR SRR € R At

o o S B T LB i

E:A_FE Xq: Y
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Y2 Xy Yy)

H '\\" L'~._ . API

v \ ?-' -l.‘. l::x| J y| ,}
AP, i {xn 1 fl'r;ih-h'"“x._:i_
B ) s e

AP, @ (x, . ¥,)

(a) Determining potential next APs (b)) Movement path of the station

W 216 7 2B FRART - @A LR
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T BN PR AN it R R 2 A2 B ESD F RS UARER %
RABNE* AR50 chv BT 30 e ch TR 4250 kS B S Ben® R{ 5
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Communication Communication
Paused Resumed
| |
IL-I HandofT Delay I-Jl
| |
| |
| |
\ |
|
|

Probe & Association > IEEE 802.1x Four Way Handshake

Authentication

Bl 31 PR AR

Bl 3.1 ¢ IEEE 802.1X ¥ (inifsr 3 chpi ' » 7 d # it 2 T A i03E" 5 % 2
Ao MmN AIF A A LIEE HDD N RFREI B A LESR
A2 Ao 1935 234 S enf R FFARIER PR MALFE L BB > FRE

Bhne B P ARE MG > A s RN - E TRL LR
KE- R FAFRE FHESRRERELPIRED & RRBE RN > 4 @

B B
R ¢ FT04 (76 & BB (T P R & 55 Boghenitgl o
32 Fphw i i iEF R4 (Pre-Four-Way-Handshake)

FAALLRIGER A 218 > §% PMKSA ks 34t &4 B iH &8
frP BARGFEREFHT AT A NAELIH2ZBR  AFLAT ALELIR
e e
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Jl* EAPOL ¢ %k i@if > 5 1 §3R A HEAPOL 41¢ § 1% %] » #f 1 8
2 = A3u i 88-C7 - mMGFE-EL )t ¢ X Alu|ehit e 2 § fix o Foken
B2 o PHRAEM G IR AT PF oo T b S ARk FRE
d PR ABEAE THhER SR e A LFEL AR aTEAe
MAFES TR HEAPOL 417 #5 %] 2 EAPOL-Key

BN REFLe NLFEL AR DEFHFESR FET I AL P EENR

FEE T PR ERGERREREE T @i h §EET R

FEfeS i (T b B W S MG B AR A R S ERTE 2 o
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i
[
T
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KA Eagadn 0 § AR W LES LHL S K4
ek HHUTRE £ 4R D R L o

FREAaphe n SBL LS 0 2 67 PTKSA (PTK Security
Association) #-% % &3 T k > PTKSA ¢ ¢ 3 0T $ it !

— PTKID

— =~ HYRE A

— S5 E 2 ER R (Pairwise cipher suit selector)
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Supplicant

I =

Generate SNonce

Msg Ib

Derive PTK

Msg 2a

Msg 3b

Msg 4a

Create PTKSA

-+—FEAPOL-Key(ANonce, Unicast)

—EAPOL-Key(5Nonce, Unicast, MIC )=

-4——EAPOL-Key(Unicast, MIC)

EAPOL-Key(Unicast, MIC)y——s

Current Associated AP
(rely message)

Target AP

(1)

(g)

Ethernet

Msg la

-+—FAPOL-Key(ANonce, Unicast)

Msg 2b

—EAPOL-Key(SNonce, Unicast, MIC)-»=

Msg 3a

-4+——FBEAPOL-Key({Unicast, MIC }——

Msg 4b

W 3205 % e L LS i

Gienerate Anonce

Derive PTK

EAPOL-Key(Unicast, MIC)y——

Create PTKSA

B 32473 Le 4% (#ﬁm,,,uﬁ_ R e N Y IS
Lo 0 W2 B AR S 0 0 FE el R EAFIEE T R

3 4442 PMKSA
UL IES AT 0 4 A Uit 5 SNonce f- ANonce » 4 %] &

# &

‘f!\

2. 2 ﬁl‘ﬁ@ﬁ?"?&éﬂ$ ﬂ:;% g _

A 2 ehgt i ANonce -

RFPELATE 4 o

LS

SRAZ- BB M T A

AP AL R P RR

30 FRPRAMFEEEIML - 2B g AEZ 4 D

ANonce i } & #rdcat o 0280 S RTPE £ 4R

4 YFEFEAMLC Y RER = Ld Y

SNonce » @ 4 = &0

A T
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EAPOL-Key % Jf2 £ 4 %3+ 8 Nt 2 M G/ » KR =
F\Q}'?rze}ti;’qe 0
5. FPEAERGPEIIN LD 20 £% AEATE 4 0 ANonce fri e
e SNonce b & “igcit 2 343 B IS AT £ 44 0 RF D RA A
B¢ % PMKSA ¢ & $f 45 pF & 440 EAPOL-Key % 1 &4k %k # &
He RN LAFERRABET IR FRAEL PR AL D ahite

PR R 0 PERAR FEREE T R4t

6. PHREMFFZHENANLZ »FHROWLZS g3 E - AR FELRK
hAs kI AR R

& ST R BB LT A
MWEF AR BAR GRS B P RO HURF Lt T A4
Rl &3 L = endte 5 At e 5y 0 ¢ FEE T At
8. Yy FEdnLle ki aHIB AT L NLES R FEORE
9. Y EZ P HREMGEESSD D O HYE 24 PTKSA chik i
Wi T ko FLBERTIE T PR A BB L - PTKSA e
HRTPE & 4% ST R RS

LAé chfp M TR o4 3o

Transmitter / I :
Message Source MAC Receiver MAC Destination MAC Media MIC
la Target AP X MN wired
Current .

1b Target AP Associated AP MN wireless
2a MN Current Target AP wireless \

Associated AP g
2b MN X Target AP wired \
3a Target AP X MN wired \Y
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Current .
3b Target AP Associated AP MN wireless \Y/
Current .
4a MN Associated AP Target AP wireless \Y
4b MN X Target AP wired \Y

% 3.1 FEAw WM LFEL e TR L

=% 3¢ 2 (Location Information Management) %3+ i
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0 15 16 31 32 63
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0 47 48 55 56 63
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