Abstract

Linear cryptanalysis is one of the most important attacks of block cipher systems
such as Feistel netowrks and substitution-permutation networks. In this thesis , we
will focus on linear cryptanalysis on SPNs, and give a complete linear attacks on a
4-round SPN with 16-bit block size and 32-bit key length. We will discuss the
strategies of linear cryptanalysis on SPNs and give the detial algorithms. We first
define the linear probability of an s-box, and use Piling-up Lemma to compute the
linear probability of a trail. Then we describe how to find the best trail and then
attack the subkey bits. We also study some techniques to improve the success rate of
the attack.

Next we give the algorithms of finding the trails, attack strategies, and the
backtracking strategy. We will discuss how many plaintext/ciphertext pairs do we
need for the given trail. Then we attack a simple SPN structure to show the
performance of these strategies.
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