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An Intrusion Prevention System against Mimicry Attacks

Student : Kuang-Hung Cheng Advisors : Dr. Wen-Nung Tsai

Institute of Computer Science and Information Engineering
National Chiao Tung University

ABSTRACT

With the development of the hardware and Internet technologies, there are lots of
applications available on the Internet, However, there are always hostile assailants in
the open network environment.: Though many- different intrusion detection techniques
had been developed, assailants can- always attack against the weakness on these
techniques, and try to evade-from 1DS detection.

Based on system call ‘interception-technique, we develop a real-time intrusion
detection and prevention system, called AMA-IPS (An Intrusion Prevention System
against Mimicry Attacks). In this system, users can describe the model of attacking,
through a GUI interface, in the form of state changes. We integrated the
immunity-based techniques into the state-based IPS to detect mimicry attacks and thus
improve the detection accuracy of the IPS. In addition, we examine penetration
pattern's accuracy with the human immune system model, and thus reduce false
positive. This system intercepts every system call invoked by an application program
and tries to match any penetration pattern. Once there is an evidence showing some
penetration is undertaking, the system can terminate the penetration process before

injury.
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anomaly detection— £ > 3:]‘52,15& .?}F{J (L [ JUR KAy ﬁi%l?ﬂ%’i?lﬁ" il J‘p‘faﬁ
2o A itraining BT meodeIEJH,EZnormal model » [K[F=d- Fllearning,” anomaly
detection’® | AH[filfr iR i E%ﬁ%l | training ¥ ] ﬁ'?ﬂl}‘ﬁﬁ%ﬁﬁ]ﬂ\ﬂj . ﬂﬁ'{
FS PP [ltraining setfIufkf % » Wﬁtrammg?fﬁ%'fcli@?%ﬁyﬁ‘ﬁf? Sl

= £ §=§,H§ U YR figtraining - P training e R 2V T ;‘ngﬁﬂ s Bl
normal modelfi 5 25 IFAT@@ BN i%l?ﬂﬂ%’i?FﬁE'ﬁﬁlJlﬂE[J“h BRIE N p SETE |
misuse detection F » “ifiERLE, training set' EEIntrusion behavior » < f* = £ {fRE]AY

IR o PP ST P Y FRAEIDS - g s ACME[10] -
[ T 9 E I R T B 4R 2y e fonormal

behavior model ﬂ%{g%?anomalyfﬁiﬂﬂ*ﬁ’ﬁ%‘[ﬁﬁﬁwﬁfi% °

'_Y
4_

2.3 #F# s ke e’ (System call interception)

EEANES SR e (1 PO S8R SILTE R 2
0 AR 5 I AR U [ AR - R [
AR AT o R AH Y 5 U 7 A R AR

2.3.1 ¥ §* » #r e (Loadable Kernel Module)



T‘iﬁ:ﬂ‘ﬁ%ﬂ[llﬁ&ﬁ@\ | R S L B 25 P A7 SRR T A plp ™
E '%’E'F‘fjﬁf ° FH PR T DS (module)ip B — AR ¢ o {EHRLS i I LA EEEVE]]
F9 R R = 553 < RIS R OILAE S BEY  BRORT < i F T
SRR UEHQI%E%% HEESRLINUX™ R [t B9 25 » (1B 0 SO S
@A FEEHET Y device driver - file system” o [t HV 4“5 (Loadable
Kernel Module - fiAZLKM) [fLRLFE e 4= Ppepu— (st i RIpY 3

) [T = Jﬁg’ﬂ I init_module() #{Icleanup_ module()lﬂy?x GRS
00 THRLE R A (G A TR A g REPT L o B R R
MO (1= 7% ey PR f R

[ﬁl@ﬂ__ & “Linux Device Drivers” ?'H[ﬁ’-’rEJ[E'prJ~ %%[ﬁl ° i/[l[ﬁiﬁﬁﬁ . Tﬁ’ﬁ%ﬁ*
EH T L] “insmod” ?F FI*JF:%}H (LA &L A9 F= “insmod” ?F JrF’ij
PLSSE FL 1 “init_module()"™ Ff » (0 OB 27 & g oo P
HRHFOTDREEES < D e - B R O R w | F"”@
AR TS T gz]ﬁglﬁﬂj ﬁ*’vii‘/, Pfs | “rmmod” ?‘F'[ gﬂ'ﬁ:{%{ﬁi{'
AR o
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" Module " Kernel Proper
it
insmod ====== init medule() register capability()
----- =i ——
*‘. capabilities([]

]

]

I
rmmod ====== cleanup modulel) P unregister capability()

W 4

: One function BEEENy Daiz  --==9 Fynction call = Data pointer
= Muitiple functions " Function pointer - ®  Assignment o data

IR A

i TR R 2V RN & R B  (epm » 1
SRR PL[EU%@ [E PF“TT; N SR I e SV A Elfjjtzt'ﬁj[]@ o FJ = 4
RS IR AR (i » I O IR VSR & VRt -
I [ﬁIS’:’p’ﬁ o AR L (system call table)p[ 17, ;r‘F’[ ff" | @@Fﬁg R pL[Eyl;c Em;rF,

TR R PRI 5 1 [ 0 Rk
P LI Fl VPR 06 P PR DL o B 4B 1 ) e
LAY Rl n”\ﬁl]‘—r' AL A HL VA
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Program A

1 5
System call invocation
open ( testFile , O_CREATY);

Operating System 4
2
ystem callAabl;

open| * funtionalities

‘Original kern:

W 5 TR

T AR L AR ;»;ﬁP\_’PL pﬂzz“ui' EIF VR [ B R A it a1
REIE PP D[l[ﬁiﬁf[rp J‘ﬂc | ot :

Program A

6

System call invocation 1 - .
open ( testFile , O_CREAT), Pre—Action.

Inceptor's code :
Operating System f *4 Post-Action

5 ;

i)
ystem callAab

— funtionalities

T R N e T

SR I R RSP LI » Jek 0 P LR A VR S U 1)

P — 31 o Pl AP L R R il = ﬁ'ﬂ/ﬂffﬁﬁﬁ 2HE B
FIFPLRUA G RS e R 2Rk -

P AT S P E SRR > FH LKMA Idevice driverfiud ¢ 25 PR 17 LKM



H i < system call tablefid[’ | I 5 TR A VLR S L=

AR LR R =S PR T0 LKMETIRSFER Y« TR W RTRI A o e ks
PLFRER T o S = IV = i (et e 2V FRUE poexiti = » Sk
T ABE pinit_module() i =t H o RS AR L HI;fF[[ (| FUE exitpy = IJ}‘Fﬁﬁ,clvt ?F
[ fvexit » &7 5 AR iicleanup_module()fF= #! - {°1system call tablef&'FL - M|
FHPAR R IRVRUE foexity = o i/['ﬁﬁf{iﬁ[lﬁﬁﬁi' LA T A P‘—’leexuiﬁI[a =
ARPERL ﬁﬂﬁ@lﬁi’?[]fﬁiﬁ"@exiﬁ[?“ g Eﬁ'iﬁl’[ﬁ' PR [El%ﬁ;{jsystem call
table &Rl » ff f%exitiﬁ[[a* SR AL f PHEEUE fuexitiiEt -

1l extern wvoid *sys call table[]:

: i i

3

4 gasmlinkage int (foriginal svys exit) (int):

. = A%

& asmlinkage int fake exit functioniint error code)

- - - -

2 printk("HEY! sys exit called with error code= %d ‘n",error code):
- =2 3 !
10 return original sys exit (error code)

11} -7 -

12

12 int init module ()

14 § -

15 original sys exit=sys call table[ NR exit]:
1e - - N - -7

17 sys call table[ NR exit] =fake exit function;
18 3 - - - - - -

13

20 void cleanup module ()

21§ -

ZZ sys_call table[ NER exit]=original sys_exit:
23}

7 s L

24 A §déE % So(Human Immune Systems)

Lﬁﬁﬁﬁgﬁﬂ%*W%@vmw*’?ﬁg”ﬁﬁﬁ$W%@W@Fﬁ
FEEpG R B BIATR ROEIEEE  H R e S R R
Ak Fﬁﬁ AR g9t e ™ R TR U PRI ET N o A A

It 25 B/ s B (7> 25 = ] VTR R ™ (R B8 Sk

R R R FTRL TAf @ (lymphocyte) - F 78 155, ~ i (antibody)
WS ISP 21 (BRLOT P > ) O PRI AL A S pRoAT e PR
L~ S S PR SIS P R LR (antigen) - -

13



(bt IRE IR b o L PR PR R o e 20— ﬂigi[ﬂkffgﬁr SERSY PRI R
RLRERSETV G5 7 Sg R & [OWR A R PRLE | THIRE » ok 2 o)
PRGSO > A | Rl OB ﬁ%&’iﬁ_ﬁxmw Y8 -

Deletion of T cells with
high avidity for self MHC
(which otherwise could
Thyrmus causa autoimmunity)

Negative

,@ > si?:;i':;; ,@3 Py

Developing T cells T cells lhat can T cells that can
{each with differant TCR) interact with MHC interact with MHC
with anly low avidity

Peripheral lymphoid system

3 —f Mgtu ration
Binding of pathogenic peptides to MHC | @Q,‘ and seeding

lzads to high-avidity interactions with -
the TCR and results in T-cell activation Q{) -%--':'-E':'-q‘f

The repertoire of T cells is shaped by both positive and negative selection
Expert Reviews in Molecular Medicine © 1999 Cambridge University Press

qav B 5% ié%?'(r;*aéfﬁw)ﬁ@;f 7

— [T U e EIAEQ[IHLQ[HJP#J(posmve selectlon)ﬂlFl[ﬂ [
(negative selection) f-FH[[F j’F SR ER R BRI R e o L—[F' ;.Hf P AIE (e
AR ZORTE PHIOAE R T D RO BT A e AT A 1
“LHﬁ“U 4 (MHC- restrlctlon)rﬁzlPﬂ = FI[H e ﬁi%iﬁl'ﬁw GPHw sl B B

FE'F” f[ AFHE #lfpﬂﬁ e RLE > TEs(self-reactive) fuaf M > I |siEsd 211
ﬁJE VAP S o Fre TR IRl & 2 P I 58V is(autoimmunity) o

T BRI R E g 2 A VR Bl (S R R
SR TR VRS 0 ) WU“ TR 12 P g e pudt P -

H B 17 Ev«w“ ) o VBB 5T L R
PIETCIIE=e Y & RpOBRL - G~ FR T (R LSRR po 9t 3T
Iﬁlﬁ?‘ii [~ (activated) - T@?F[I' P gt E'ﬁufﬁ#ﬁﬁpr? Y lﬂﬁﬂ»ﬁ“t |

FL« W
SR < FERTI U R R A SO P
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KLl Rd o T o O A O -

EIE (1] o APPSR B B A 257 - 322 7 clone selection
FUTRTEE  BREGHIGIE TS | S gL o E L firmemory  cell » rﬁ’&;&i"
3 Tl c SR S A S e ?F“r,’%?E‘ﬁ W oo

P ERLET R B ORI TR [ S TROR (PIR  RI SR
RFOLT LB » HOLE (I 2 o P R P A 5, -
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PR MY

& apry £ iﬁ?@ﬁljﬂpk i S ¢ﬁﬁ:1/ﬁ[7dpj‘k IQIE
RS NWft«’If‘*W‘?ﬂfﬁi’Fpuﬁ'iJ %’%ﬂfé& AR L %U?*“V eI e
P PRSI G SR o Bl I L P M
(B B2 LB TR B 1906 [E (PRI * B B
FORERIE T AP 321 1T B 50 R 2R - o
P P PP IDS AR PR - AN T IDSTYE R R
Tt 0 331 ?&IFEJ}-I%“J}' TPV BT R R R R IS R SR
R (CAp/E [ENAPE

3.1 #h » &Rl (Related IDS Techniques)

Y= IS IR SRS 2 TR RIS AT T AT AR A
iy P (AR RE R (I

=

3.1.1 N-gram ¥

~ R IPARAR R OIS R (R < S S LR R T Y
AR [T IR PO (R SR fol B VR AR RN - PO R L [ SR
SRS P L] o PRI T g B a2 s P e =2 TRl R
SRV F 2T I ENEE ﬁ*ﬁ‘lﬁ%xﬂlﬁ”‘ﬁp*%ﬁ Fo AR P L PR R
oIt e

N-grami& 5Ll 1Stephanie Forrest=™ * 48 i173: 1996F $4:11[18] » =7 1998 .
HBRE[LT] T | 34T AP L Bt AR - P9 20005 [T

I =i et FL G pH (process homeostasis) IDS[1] - lﬁﬁiﬂi B~anomaly IDS »
%E*‘%“‘ﬁmﬁﬂjp— [LFS = o I R 1 =3k e PLPE - (system call sequence)

16



ST 0 PSRRI > | 5 A 2 ”gﬂLFuF o e — ,[anj;@
A= (privileged processes) i — = fﬁ'] i B Ew[v[qa‘[(self database) > 1H|[a' TR ?Iiﬁ
EP%iEI |[Ei%;k‘7‘iq§j %_FIKE[FE#[;FH . ﬁﬂ?ﬁ*{’gi %D%T\L_ ) ,ijjlp[ F[‘JIFU PR yi—f s

Ul hl- f[ﬁi@jrlbﬁj = ELE PR ngpjﬁa S o P LR A gt o e

open > read > mmap > mmap > open - getrlimit - mmap > close

% 1 N-gram g L—[slrj = B e PR B 5T [HIF’—‘l

call Position 1 Position 2 Position 3
open read mmap mmap
read mmap mmap
mmap mmap

N-gram & FEr[ 1IN 7 A B EAIN [l 7 AR PLEVRA BT - I INSS > 2
JI[E{ ‘KGEP\_"I:”I'%(EAL%E S I[ ;Tﬁ[]“ ]:”I F\L_.ﬁj,%l tfyj:“f L—-ﬁl i~ £ ET’?I‘“ ?[I{[J

a‘j_‘ I’[E{[fll |:

> window sizesK+1=4 § EBIEEBI) [ 2R [l mmap o RS RL]

[ it = A PLIE\JFTJM: > Open i< IS (A Firead - mmap » mmap - [fijread i i

(- Emmap > mmap o P57 [plfp\i‘ﬁl B Rl PR W SR SR [l R
[FURLBT= EEY [l m AR P L > FRFSRERES o Bl A o IR A A [[ﬁ‘[ﬂ‘ﬁ » i
Ip2m. -
#< 2N-gram g T 5 EERR
call Position 1 Position 2 Position 3
open read mmap mmap
getrlimit close
read mmap mmap open
mmap mmap open getrlimit
open getrlimit mmap
close
getrlimit mmap close
close
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ﬁj’r [F[ 7 LR ’gwi_f B % t[”FJ | j‘ﬂ‘ﬁh*ﬁﬂli AL S P
B = L P L 2 alipe PLIF[ JJHEH 7 £ FrfE mé‘%‘?’ | tTE‘fE‘*E N5 %‘
PP U7 R R L]~ 2 DRI =S % (B S 2 e U

5 o

37 .

\

open > read - mmap > open > open - getrlimit - mmap - close
?%ngﬁﬁfj LR ’?l e IR T SIEIER l]I/J S
(1) %2 open [ip03|t|on3ur+fﬁl'* 1<% open -
(2) #2 readi:position 2~ ‘FFIH NLE Ejopen °
(3) %<2 open+position 1F"J'+fFIH < F|open -
(4) %<2 openposition 2y fF fF'H NLE £ getrlimit -
IFFEIN-grampiv =55 0 [REG, F‘ﬁlf“ﬁ AR PEPLPEA > %E}E‘ﬂ' E| ¥
[ [ERE = Hiwindow size N?J iﬁxﬂvﬁﬁ [ > window sized¥—+ » 5 [F{' 7 RV
BRI > PR LR IV 2 P A T BT O SR R -
FEISSp ﬁyﬂjﬁ 2 o
SRR UE | S LRI s 32 Ay s P L F"Tt” F'LJ‘?“‘“E‘\T’ o {7
W AR b L AR U R ALIATR T .H@ SL R
TEHR o PIYE o I F'Lii*ﬁ' bR (JpA2) 1 - Efﬁ\?é%fygﬁi?ﬁﬂﬁlfJéﬁ‘
P AL SR S ERAREHE o F‘Elﬂﬂw%;}i}wmdow size » lﬂ%ﬁﬂﬁﬁ&%&mﬁ AE N
R R B iﬁ—ﬁii FFE (ERR T =0 Ji?;@ﬂ‘

302 rUk G S A B

(State-Transition-Based Technique)

E BEL}{Ji'}i?ﬁ%(Finite state machine > FSM)f~J5Ei 'SR [~ [_’ﬁ EIT [ﬁjgg;{&—%y | K
Fpat BRSO IR o TR F fiE B - 2SRl ik
LB FOINERFZRE o Z5 R DA IQ RV~ TR P
A TPl R BRS R > OPRORL- [l SRS e e ) O =" - 4
I A FHR A F T DTRRE IR S RLREEY 7 [ (I e e

18



open open write
The open file is an object file  File name == comm

- Compromised
Initial state i

open open
File name == comm  The open file is an object file

ﬁsﬁﬁl 9 I') FSM }*F", uT"S‘@.—rth--Jﬁijﬁlﬂ’,@iiﬂ“

(= IFSMY 53 A3k pl 1Bk, #7952 780 % | [liReliable Software GroupF=fft i
AL pUSTAT (State Transition Analysis Tool)[14][20] » & J;:‘F%ﬁmt*”ifb" JSTAT
ELRLEE Y[ISTBIPW[24] - STAT it M [17%) [~ fruf_fEiiipia s i > f= %= Rule-based
RN T Lt iibuc P RO N g IR STATH FIH =T
P e A F[\J«E}?*$¢E¢T%1§15' TP 5 2B 'JF‘ JEI*J]B%_T
’Fﬁ'*f R = ﬁa’?f’ff&f ‘

STATH Jﬁl%%ﬂ[ﬁlqﬁigulDS#d%JEﬁ () (i/[l[ﬁllofﬁﬂ ) > B R
(audit record preprocessor)}[ﬁ”ﬁw HENI e aﬂgﬂh-&qﬁ fi* B R J?Fﬁr“ ° Era
(knowledge base) & A i+ P (rule base) #[132 Ey ' (fact base) [nﬁﬂi (75 o ARt

SRR SR ﬁ}{kﬁ:w F”Fﬁ%ll 2L F ﬁﬁiﬁﬂzﬁﬂo fi o1 [#¥(inference
engine)7 VAT E | AU Er R < 2] 'i?rfcm Fl RO R E Y T R R
ﬁ‘“f,tﬂﬂu’ i 2 hE[’AA+ﬂ:;\ o [B¥(decision engine) F& {1 HESE > | Hﬁifqﬂ [
PR -
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[\u dit Record

Cprocessor

KH ywiedge-Base

..........................

N
Fact-Base Fact-Base |4 Inference
Initializer Updater I!E Engine
...........................
.............................
i
i
Decision Decision v
. Table Engine -
1
i '
i
L rewnsnnnvrerewrannanvflocreeaanm
Decision
Engine

SSO Interface

B 10 STAT i

STATH S = on-lineAfoff-linefiy * & 754 o & off-linefi=V [ 1 » STAT j fr=
f e IO B R e L RGN T R o Tron-linef8i=N 1> & ffd [';jtgjgl“fgﬁ
e - 7 RS 9 L (pluginy FARERYEL ¢ STATAUR)
B PRI ’*Aﬁ ZUﬁTﬂxﬂfﬁHﬂ IR EE S BRI AT
qg;ﬁlll}{ﬁj’STATFJ PRy o S Hcmf
W 5 50T 27 (TR PSR U A R VR RS -
STATHZS B 5 I ISR e A FRETRLS B T = s > R0 P
R FL pARSH PSSR 2V R R S0 pusp I 2 %Eﬁ"ﬂ TYHR S L
Df,rlﬁjﬁﬂjf PPy P R qulj M [Fmguf'srg&gajr l%——:fW\~ (R FEAY o [
IRHE ek o [HISTATCE[FSMAS FRVIEL] - r:[jg{;{@ ARG > TN
[ SRS R B AP

Cerin S ad SR R s
BJFJ?HE vk

[l e B puie =]

= [N EpY ST

0
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Intrusion Detection
System Boundary

Audit Records

l

Audit Collection

Mechanism

Audit Record

Preprocessor

Anomaly Detector

Profile-Based

State Transition
Analysis Tool

| Q | |
|

| S50
| Interface
|

|

|

Audit Data
Archiver
Retriever

Archival
Storage
Unit

Site Security Officer

AL 7 (e A A

3.2 AN ARALE RS2~ EHR kR

(Immunity-Based IDS'Systems)

L%ﬁ@%%ﬁ%%“%@@&—*ﬁﬁ’wﬂﬁﬁmFﬂ%w?@?ﬁﬁ
EREI RBP4 Ulifquﬁ%[—,—w“’ﬁri[ J
{9 55 M5 PP el iy M 3 - T YT 2 ORI B SPIRET)
PRt a“ﬁ'ﬁtrﬁlm APy (R AR [28] [29][30] » A Affl 1S /7 ,%inJf[aiJ‘J 8
BRI AR RLRED [ -

o
2

321 AN ARALE K2 A BER L.

Zhang Yanchao=~ BALNEES

(AR

2001 $EL ﬂﬂk%m@%%Wﬁ%@“
FR[28] - F5 e BT Fpl =R A A RS AR R ] [T
(o R AOSEE (E  ~ edvbeakf S3 A

_-EH
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|[ﬁq[ﬁ" ;LE_'RE\FI I %Ziﬁr EHIRT > BTUPASEAP address » port number3E<57H
[yt P EPEE - SR ERLpY A 7 1] (bit string) > [T ] %a\ﬁ'ﬁﬂiﬁ’?a’ FFEH]
28 (detector) > fLzk A By — (-2 £ Lﬁm‘mﬂ/J POHIBEE gﬁ%ﬁ&pn s
FEIH * A0 ] O RSO RS o e I 75
T HARIAR I I - A g (AR RS okl RSB 5 1 -
L2 RLE IS ) 1) Jﬁqugql » = 5k (primary system) g1 4 SIS
EEri Sk R i (i {13 5% (dletector agent) -

_-El

Detactor Detactor
Agent 1 Rgent 2

raren g Hﬂ
- | H

=y |

Datector Dekector
Agent 1 Agent 4

hgent n-1
Detedtor
hgent n

oD

[ 12 FLRS * BEEIETE 1IDS VUM

qaﬁmgﬂgggﬂgs@wﬂmgqgﬂ ; _I—EH@JFFB}} LT 2 AR IR EIJ?H]E&&E% &P
HIHS FIH 12 % (negative selection)== ‘Eﬁ‘w AR A R [[ t%&ﬁ’[H
PTRAIT > AMRRIER & 2 3 OB - T PR R N R
ﬁﬂ'xﬁﬂﬁ!ﬁ ARy £ > A g IRPERA A ] PR rﬁﬂfj}ﬁ fyi=
RER I 2B < S P P SRRSO PR AT 2 PR B Al
I'F'ﬂﬁa’x;”?% Mt POREns > 53 F ) 5 Mt
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A Randaom

Frogess
Primary
system MMature
Eechors
. r
traffic -
agat ive
——| Pretreament » " ;
: "] _selection
k
mature
eLecho
ig”,” L 4
Lacal Decector Deteator Deatact ot
Computer hgent MJEnt AOant
7 C
IL.-"' \\___'_ '\-\.\__\_'_,/
Clone Clone Clone
Selaction Selaction Selection

R 13 A~ ERIRVE R 1DS VS A

[A1ARL~ PR o 2 xﬁ[ﬁF @E*F s ‘EUJFMF']?@E'@JFWI'E@Q@ o PEFIEN IR
[ ."%pﬁiﬁﬁ%:“ il EWUF”W o IR R A SRRy
P”J » PR E“}:*’F‘iiﬁl'“ ’ l*ﬁ*}fﬁF 5 ﬁ%ﬁqﬁ@n’\ﬁfﬁﬁﬁﬂ v =R HOERT
%lﬂ’?}%xﬁgﬁﬂﬁ o i%t%if B Jﬁf;’xﬁl’ﬁ%?ﬁﬂé‘ SRy (L2 *I?c‘ REESEIES
(memory detector) > nﬁrﬂj |P|E3E'U—ra“3£ |

Random
Generation

01101011010310...1L0101

Y
Immature
detectors

Ne mabch during training peried

k.
Amy mateh during Mature Exceed activation, . .

) , . Activation
craining peried detectors threshold

n't exceed aftivation B
d? B = . vabie Ko Admistraetr Admisrator matph
threshold durigg tescing

rericd affipmdnce af figmance

4

Memary
: Deakh
b detectors

R 14 PERIEEYS G

i

B R (SRS > P RS 23 TRERLIE (i (activation
threshold)’E\‘Hﬁ@EH%’S?ﬂéiF [ SR 3T RS P J[ﬁ%?ﬁﬂé’é?ﬂﬁ“ (G
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o SRR pE R ORI PRt £ ULV RERS BRE T o BA 1 T R
(g F FﬂﬁP’Uﬁ?ﬁ?'{f ISR I Il FECS AR e IRl gt o
i (RERIBTY B I I 0 V) ) o (  (WTR Hil
gl (R RV 7 - RIS 82 2 P Iﬁﬂjﬁf%‘ﬁﬁ I
LESE Taads o (S HE I ‘Fﬁdﬁ [ S o

PSR 2 (PR TS B e i e PR R (g > [N
=7 %:%l R IH e REAIYEAESRY » BLA Fphtanomaly[ivIDS o Ry d-pudsss
R SRS [NELRIEES O TR A ’FA"“HE& ﬁfgﬁ'gmygggﬁ
g Ti «Lﬁ s ik e e UTSEREE EIIIH— }gg\ﬂj iR IFFEU*”T%@E«T%&T.
PITI » PAIE=e 2oy T BRS R R TG | B S T (R psS RS Y
[T TR > fERAPSER = e

3.2.2 IGSTAM

Immune Genetic State sTransition Analysis Model(IGSTAM) [30]£.Zhou-Jun
Xuz™* 732003 F Fr 1y “EF SRR ES SESTAT AT i pu= 455 (2
[REIEE "Tjal:[[—{’—‘?}‘lEIJFSM]qJ‘E{\JW F,(state space) SE [F SER 1R fifey
\Iﬁﬁlfiﬁfﬁ‘afglr- S={ file_name» full_path> owner > member - eid > gid > permitted >
located - same_user - same_pid - shell_script } » FSM/*fE sl 5= & " | (system
signature action space) Aft#— {f{fi"] ﬁ?{p SETR Jpﬁ[‘ﬁ A={ read » wirte >
create - execute - exit » delete » modify_ower > modify_perm - hardlink > rename } -
H3HT- * BIAOGT > IIFSM AT S -

Z. 3 mail utility * EHRAHE

Step Command Comment

1 %cp  /bin/csh  /usr/spool/mail/root | assumes no root mail file
2 %chmod 4755 /usr/spool/mail/root make setuid file

3 %touch X create empty file

4 %mail root < X mail root empty file

5 %/usr/spool/mail/root execute setuid-to-root shell
6 root%
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mod_setuid{object)  mod_ouid{object)

1 setuid{object)=disabled 1 ower{object}==attacker

' ' 1 ower(object)=attacker
. 1 Exists(objecty=false |2 serid(object)=enabled
2 attackerstroot

Q%\‘ 15 mail utility * [EHRAHE DV REEEEIA S qgﬁl

IGSTAMHI}-{:‘T T RS %ﬁkﬁtﬁgf[y Jll(state-action chain) » I : SA=
(S1,A1,S2,A2,---Sn) - vénﬁ*iHlE’?Pgﬂﬂ‘J@F|(Vaccme)ﬁiﬁi[%%.z.lﬁlp\@:iﬁugg' » Rk
FUFERY S (R £ > S Rk SR ) -

[ 16RLIGSTAMIoFARfR SRR (7] ~ B o 2otk » “LIinhye
= PR ) Vac="(SLALS2~-An-1,5n) « £ & % [ RIATE
Non-self selection - ﬁl[y P32 PV I FRE S - I - ﬁfﬁtj = BRI
Gl ST FURL (EGEETH 7 Jﬁkﬁﬁsﬁwl lPs - RS- B
POESRTIPIA o [ R J@Fl

[ Initialization ]

Vaccine DNA Library,

t':—ulf selection Vaccine ctcaring‘_
vaccvaccine
l 1 Erpeﬂ DNA library
STAT matching IAdaptive DNA library
Hybri&l
Mutation Reactor

ﬁa%‘]l 16 IGSTAM ?ﬁ*ﬂﬁ%ﬁ'
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TP YRR R E 5 R IDNAVE (adaptive DNA library) » FIJ??J'EI?JDNA
ikl ESPSERIEEA IS 7 - DNAT ST EL RS > - ?Eiigﬁz #IDNA (expert
DNA library) » 1o = P2 UR LIS B f o ] P8RS R R
Gl e bh- FERLHTEEIDNAR > RIF i pHRVBR T 5 O puFmb -

TR IDNAR I i 1) 45 5% VACCINE={ Vac , A }» VackLi i
PLATI APIpvARL =l g bl (> e ’Afﬁﬁf@ﬂp AT
3.2.LFNAVIE Rl - — PR T Mg R ARY i st = *’uiﬁlﬁﬁ@iﬁ
(3t TR IDNAE R RER T RDNAVE RIS [ Pt 1 5 BV e

H ’*‘,T%%F[J(Hybrid)ﬂ— FEEL PN TWJUE'}’? Py EEVacl 1 Va2 s
B9 (ETRE S B o e g (T A VBB 5~ flFrruVacs » skl
E HFH pAE I (ERRAR T S BRI o

J\?@?E&TF[J(Mutatlon)%i~ FEFLPNTETETE A Fﬁ}g&ﬁkgp DB - LS
Hx‘ﬁ'ﬂﬁ'ﬁ@%‘?lﬁlﬁ SR TPV E7 [pfo2 45 i RS

IGSTAMEEEIRLE * R RL NI I+ RLF 1 SO 8RS £ * o €
PR (IR e S B SRR R 2 [T T S PEE3.2.1 /A
[ E TSR I~ S B e s o v (ERHBR 2 B s i e
iy > PRI (PR e D FRAVIES & & SR i 20 [N | VL Pl g
PR e ARl P S SIS BN

3.3 A A~ B p kR 2

HESR ™ [ (IR 55 =1 % 5 2 REFIDS Y T B E Ay ) i
[61[01[26] » FIWHIFE Sk = B9 » (IR & puss B, 200 B > ) -IDS
('S 2 PR RLT FIRI21027] - ¥~ [RIDSHORG 54 A BLAipvgs - ok g
- ﬁJEﬁlfJﬂﬂikﬂ\ﬁlH[gﬂEHP LIRS S FE L ’ﬁrﬁa}ﬁ 1 eI DS[
SO [A1L3] A AT R P A DS RIS B

3.3.1 #& » no-op & sur¥ed 2 sz

PRI HERY [0 * 5475 ELAYIDS » - HEEU* el = |
R NI - BRIYBRRGUH N 45 T BL292E [ (no-operation) i =
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RSB & [ J‘Hﬁii% IDSETSEMEIOREE - [ 3.L1H 1 /1 3
FION-gram 3 5 » =6 SETR IR [l ol LT 9 P LRI K e - T’%’T
ﬁﬂﬁﬁyﬁwwaﬁﬁo@ﬂwﬁaﬁtw;ﬁpﬁﬁﬁfﬁ‘ﬂﬁﬂmﬂ
e 6T Jgg[,Jlg;@Llr;*;lp Jﬁflgwosmﬁu s ’lﬁﬁﬁlﬁw IDSE\JI*TF{'J i BV E PRI R
A FRRREAL o B BRSSO ET R DT 3 ﬁ{”fLU’EWﬁ“EU
NO-0p 7= PLLRY 9 IDSZE PR VR FuTS B » T 02 (L ™ (25 10
3£ 7 n0-0pr S BIVHL A [ AL B[ S it Tl kP
[ =R P [*@fg POREE R LA R I R AR 2
AR IDS S 7 5L o S R Ve LS RV R =
EHIDS A FR AR M JUIETENE © F) 7 misuselVIDS AR 1 - f] Bﬁ ]aﬂzb,rm
FEVOR o FFEISERR IR BLS S pURERRCR USRS T - 7 no-opiiy
SRR -
She Ef,&f?ﬁ[ggﬁ%ﬁi}ﬁrj = £ H[ ,%EE%ZF =TS HE(Mimicry Attacks)[4] - F‘j‘ﬁ“

NO-OPfIvSEBk:E 4 Tl R pE v3§ﬁ1—~}

read() write() close() mumap() sigprocmask() wait4()
sigprocmask() sigaction() alarm() time() stat() read()
alarm() sigprocmask() setreuwid() fstat() gerpid()
time() write() time() getpid() sigaction() socketcall()
sigaction() close() flock() getpid() 1lseek() read()
kill() 1seek() flock() sigaction() alarm() time()
stat() write() open() fstat() mmap() read() open()
fstat() mmap() read() close() munmap() brk() fcntl()
setregid() open() fcntl() chroot() chdir() setreuid()
1stac() 1stac() 1lstat() 1lstat() open() fcntl() fstat()
lzeek() getdents() fcntl() fstat() lseek() getdents()
close() write() time() open() fstat() mmap() read()
close() munmap() brk() fcntl() setregid() open() fcntl()
chroot() chdir() setreuid() 1lstat() 1lstat() 1lstat()
1stat() open() fcntl() brk() fstat() lseek() getdents()
1seek() getdents() time() stat() write() time() open()
getpid() sigaction() socketcall() sigaction() umask()
sigaction() alarm() time() stat() read() alarm()
getrlimit () pipe() fork() fcntl() fstat () mmap() 1seek()
close() brk() time() getpid() sigaction() socketcall()
sigaction() chdir() sigaction() sigaction() write()
munmap () munmap() munmap() ezit()

i 17 45 no-op EREPTLLY S8
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332 MR L v

YBITSEBE A i forkfi o Jﬁ&flfJIDSiﬁ]ﬁfJ’ﬁFlforkH'ﬁéﬁlfﬁ]‘é?“ﬁ'}’l"e
TR RSV > TRRL T [ 2 AR A fork T e o= RS s [ELRLE R SR
S [ IRE ST [T BRI O

PR (SBR[ P L5
open( “/etc/passwd” )
write( “/etc/passwd” )

close()
ft= PR TGS D) 2 A P - BLDS RS * BT EL  (RAR

S Tfork - 4 Y- [ S SR I R k/‘ [ I ER y[lﬁgﬂllgﬂ?
» F11 2 70 open( “fetc/passwd” ) 0V F’?@Tﬂﬁiﬁii ffir = (file
descriptor)#[[*' [IPC(Interprocess Communication)fi~ ™ =¢ [ﬁ“quﬁ REERIEE ST T
ose() RIS TR « IDSH §7175 [HAH Hi o A
= 'J”‘*’SrETﬁvf?Ji,“ ’Ff'sf/m?i [REAISY
SR T 7S [ ST

h#w%ﬁLH%WWﬁJ}*

ite(fd | fd
open(“/etc/passwd”) fd write(fd) close(fd)

ﬁ' 18 B pFEHRE Y FA [ErSHR
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31
=
s
d
=R
%
-g‘.l\;
%

‘_.
A
N

A AR AR g T Y AR s YRR e - R IDS
ﬁplﬁ%ﬁﬂﬁ“?’"ﬁﬁﬁﬁpw’ﬁﬂ@{ I ATREAFOTIE » IDSPYREET HARL ) = Set
s b ISR (AR s 4Ll 7 R T ?ﬁw@f,ﬁrﬁwﬁ%ﬁ ’
) S O T MRS S e SRR i - Py
&PV | B AU B 3 IDS*'%FUI%?HJ T fgi?[:;yp A=k y»p\fﬁﬁzgj@’ +4.2
FIE 25T /7 A 0 no-op A= LI HRETR=S B - 11431125 (PR /7 A
0= PEHLBEIRRIES T AN AR 5 PRE F B {rd gid JRETAVIDS
AR SR REEE P IR ¢ R 515 R -

4.1 7 ¥ s5x¥ ¥ 2 #& Pl (Examine Improper

Penetration Pattern)

5 G I I PR ERIESE N te S G s A (N ) IRE R I B [ES RS A R
SRR P EE Wﬁf}”’*‘%@ﬁ”j% AR R e AT BV RS — FERLT
L2 (False positive) - "H}Hrﬁ A EL RS T BRS 8 bl FERLE IR
(False negative) » =B = KERRAIEL L 70 - AR E ] ffEnies e - eplg 1
i PAERARA TR A g P PR

ﬁmianomalymlimlsuseﬁJIDS%’BQ* |V > anomaly IDSUREZ]
PRS- S BV TOR R T SIS s PR ATE VIR R B ST (I B
THE 97 ﬁ' ﬁtngf:ﬁwﬁfwwwa& misuse IDSPYFEZ e FIH TS BME SV U548t
o [P ST B it O b FLENH T RN R - A AL S5
R R R R P R e b J/?fif*ﬂﬂﬁﬂf

411 2> % 75 F 4+ E(Normal Behavior
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Database)

¢Frm?1/ ?EL['F[J—T;{JC#%%& (EASY i misuse IDS » M [ H 7T [*Ef ﬁT
TR ESITEMEAY > T PR (RSB o TR DRV EE o IS LR
Lo 7 R 2P gl R AR B - 53 KRR (TR © 7P (Training
phase)#{ HHFEE T F (testing phase) » 4 | A /7 g i@ i FS =

7 ARPETES S JTE (LR E T A (U 2 SR RIS T
TR > g ,rf[rj 7 LR ’g[ » PR T f[' ﬁt'rpuﬁﬂﬁﬂ anomaly IDSHIﬁ
fL proa g 5 fm‘ ELERRIE o B3I A Y N-gram RURLF I R 1
anomaly IDSF|I » ﬁr LT PRUBRLE | (IR B - 0y R ﬁ' LR ]
R AR P AT B -

T .ﬂt'rE‘*r#[?[Eﬂj PORLERI T 2 PURURT > B RUN A i
F1 > FoRL P R VI H RS * IR o BERE S S o F - A
iﬂrfﬁdé&wﬂ;ﬁ ! Hln@’iﬁ s‘ﬁj*' ESEET < SR e BRI R
e TR VR o R RERRN e = [ (R AL
R T SRR R - R AR R S g o I LR -

412 §:58H % (Negative Selection)z. = %

ERHT ] PUFAL * PR R R R [ O, S0 - A
| TSR AT B A (P 2 ST o T f[' VPRI B b
BRI 2 |8 P BRRAS o AR R 1 G (R bl
TR -

S P R TS IR (4 7 T R
i JFEFEF ﬁ' l—:ﬁ%{ S RLTS B SR R IR P B - FRLE bR v S R
B > R IR R TR S R H (e B LG % 0
BRI PO P 3 10 0 LB SR S
&IHI]E—{, e > iR B R T S e ﬁ % ot S LB
[l [P AFU?&E REARNE
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1

rﬁﬂﬂl
LLI[rJ_ /ﬁi—r‘w{ <
-

@W Qfﬁ
]T I] ,[»P"Fi thr-t
Ry T3

v R folé’ iP”
B~ H

5 2
EEPJFI

=l
7

gy N
7

LA RIS .
fé e Fi
R s FRRRILA]
BRAS TR

Ly

s T e

R 19 FER(ERD

42 [k 3~ no-op & Surted 2 s

o 331 FIES /A - 1 N-gram BB P’dfﬂﬂwl’?ii ’
EL”'FE‘W'J 171 1 7 % no-op [y =R L SRERR]  SRyN ) STAT > FIFT'J@)%:“
% (key event) s ?[Jiiu_’fv B E\'Hiﬂf—‘ﬂﬁj‘%%l\i SERRPERL %’T (SRS 5 5

Tgpj No-0p =AM L[ KAH;E:LMJKFJ“ > FE R[] @"E no-op ¥ ERYUEEL
(EPEVHET] S 100> RO PR s BRRC FSM QAT 20 s - [ af 4D
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SERRPRTL > E [faﬂ 20 s fle{ERH] > N ERIF=FSM £i— {[# DFA(Deterministic Finite
Automaton) @?Up B PRI S L - PP ace lﬁm[ D SESAPE LR
(R (R = 22 ol UL FSMIRTE IRV - PU= ik s - 1)
B = R AT EL I » BEIRERLF e pu iy SRR, URER
o8 s (= AP PR (R [T @ FIERG ce Al o ZS{PTRC T PREAY
TSERE F s TS HE (evasion attack) 0 % lﬁﬁzﬁl ISR a [{IETRL- W no-op it
ARPZPL > H ey 1DS FY IR -

ﬁﬁ[ 20 ’F’@F", FSM Z5BRMEAY

G5 BRHG TR SRR 0 FSM (7 Bnigf) « 1> 3 (0]
L FSM kg » 25 1L IR 1 g TS
Sub-FSM > JL1If! 21 - gt BT - SRR 20 Flv - F Ry fod ~ 26 B ARl
T EO BEC R A 2 %% B 43531 (Depth First Search + DFS)
FSEIPESE BIN » P SR WA W e b g O B
BT PR o [ 22 SRR T - W FSM T % i sub-FSM /i ET -
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[ﬁl 21 sub-FSM ZSBREHY

Ggraph (FEhD

V[Gnodes in G

T Gledgesin G

P[G)path from initial node to final node in G

DFS(G)
for each node u & V[J]
do  colot[u] <--WHITE
sr[u] <--MNIL
foreach node u £ V[G]
do if color[u]="WHITE
then DFS-VISIT(w)
DFE-VISITw)
colot(u] =--GEAT
foreach v € Adj[u]
do i coler[vEWHITE
then m[v]<--u
DFES-VISIT(w)
if coler[v]FBELACE  and wl=final and =[v]l=u
then for each  p € P[G] that include (u,w)
do Mew a sub-F5R
dizcard {u,v) from G
colot[u] =--BLACE
it Adj[uw]=MNIL and wuisnotfinal
then discard (g [u]w) from G

dizcard u from

qﬁﬁﬂ 22 sub-FSM JHEF
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A

T R 0 B & [l sub-FSA EJJIE;%S‘EWKFJ“ ’ﬂﬁpf# (EIRIE e

7 %ﬂﬂ?ﬁ e ¥ » Y EL— [ e -NFA(Nondeterministic Finite Automaton) » ﬂ['ﬂ%ﬂ 23 o Fir
F”N ),g#_ iﬁl ) "F‘ SPEER R VN [feﬂ' 24 £y - 8%&51@3

ii O I 1 P Eﬁu €3 R P PR ?{B?JFIJ BRI
IE[ ‘H—Lljﬁf.J:L% — IIQ‘I;ISL w?\ ﬁEl_fw*’;rEﬁi

qﬁﬁﬂ 23 e-NFA

Gigraph (FSD)
V[G]nedes in &

T[] edges in G

D[3] : erotched nedes in &

DFZ(GE)
D[G=NTULL
for each node u & V[(3]
do colot[u] =--WHITE
r[u] =--NIL
for each node u & V[GE]
do if colot[u] ="WHITE
then DF3-VISIT (u)
DFZ-VISTT{u)
color[u] <--GEAY
if Mum{Adjfuly =1
then Add u toD[3]
for each v £ Adju]
do if colot[v=WHITE and wl=final
then s[v]<--u
foreachd e D[GE]
do Add (d,w) labeled &
DFZ-VISITiw)
color[u] <--BLACE
if uw e D[3F]
then discard u from D[]

%l 24 "j]j_!—‘ e %j?jﬂj}‘
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ek i F| rfﬁnf,r,(formal language)p~ 1 }H € -NFA F iy DFA > Z/[lq%ﬁ'
25 . o FIEELEG, DFA iﬂﬁ"[{ﬁﬂ]ﬁf pudsFHEl > [NEL DFA [ Peﬁ‘jiﬁn T[ﬁfﬁ
CPIER QIBSI CIINE » LR T I NFA s o
e[y DFA R [ 1 no-op (Fyazs)us 8 IR [l 20 fl1200 AV ace ~
cad SR RPE AP o [ 25 H ST R o i RS
EfY FSM [l 55 Al o TR no-op TS ERE RS I o

h
ﬁ%ﬁ' 25 &-NFA §E DFA

43 Bt BRENTF2 & T

[y - P B - 25 (PN 3 (e BBl (AR 0 fork 479
S 2 [ AR B T PSS (PR fork LR ICE ©
~ [T PUERTAOAH S BT - SR T PSSR FSM i (instance) - R,
BT R FSML SR UL - R R
i

F AT fork AR » 25 4D fork Ly o A % e
FSM Hfi IR T IR B T R R
FSM BFUFISE™ i « [l > =9 7 2 — i S IR FSM ) - FSEH =
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T fork EARPT LD C AR 0 IR 26

l Charrent state

O open (“fetchpassund” , O_APFEND ©O_EDWR ) write close @

Parent Instance

l Chrrent state

O open (“fetchpassued” , O_AFFEND ,O_RDWR ) write close @

Child Instance

i The sarne as parent’s current state

O open (“fetchasswd” , O_APFEND ©O_FDWR ) write close @

Family Instance

B 26 1 FSM #5RII-£ (ro

GRATA T R  TEY FSM U [ PR S

[ PFSM B > ILRLA TP ab 7 (SE 528« bl O A i~ s

PTG » B0 R LY FSM BRI A % FSM

?\,ﬁ'f:%l%ié’? UIV 26 » [T AR passwd g fAfHER e - FTRL Y AR

SEFGR o R FSM IR IR - R - PNISEEE O ER
FHGOBIA [ RIRRf f [EE

T R
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o FAIH] 13 it TR OAMACIPS SRE L i o TR S R 1A
1o = BT P8 R LAY ?W\"E?ﬁ%ﬁ?“% o (e %‘ﬁ 'eH(user level)
ARGt o [ @%7 ::j:E[EIcIsr[ﬁj\ TR clsrlfk b
Ve PRy o R R 2 flal S L Flj#lﬂﬂ@*%ﬁl‘&iﬁ’ Ak
R A ARG R AR > 7 AR IR [ S (5 i 7 Pl yp
2= e [fl'ElfJ%i?‘ff” JHi(context switch)E%ﬁFé ; uiﬁmﬁﬂj FRUEES o
(B Ay~ et RRITRLF T SBURS ] UL TRELZ > S PR PSR |
ARG fol PR TR LR - A %E;I',p JAMA-IPS ﬁg@@@mﬁj;m ;
SRR [ S R S RSB R RS )
e S RERIE A T o ke PRREEEE (SR AY e B (RS
(RT3 « S.1F - SRf R /7 ek P = o 1 RIFORR I - 5.277 gl
e Fﬁﬁlﬁ”w hjf'erF" ° 53/7?[7[‘7 =gt flm”# 7D JJF °

S PR

PR
AN

5.1

SR JSTATERRLRE » 53 Efil 8 e (A G = etn mﬂ*ﬁ RN
Fl153 7 IR ™ I device driver » PR AR SRR I2T « 25 P~ 49 et P
& i BIEJJ#E’E(KerneI Level Wrapper) 4% s > }Iﬁj’ H A% = T [F (component) g [ERY
LKM(Loadable Kernel Module) » H{&W* Linux R fofg-« o [l 55 g (5 i
PR (s R N A Wrapper driverfit A o g (DT -

tF A fﬁfj = £ EE » Normal Behavior Collector%’?ﬁiél%@%}ﬁf‘fﬁ[ PRI Y2

ARPEALPTEIA-(normal system call sequence) » = }{’;J’*El FiEZN fﬁrj i £ mH?I(Normal

Behavior Database)f|! -

37



| Stat-based |
Rule Lml"gurulmn 9
1 interface
TTser lewel
Ccomponents

late
module

Driver

Eemel level

components

W 27 FER

ffli =] 7 State-based Rule cgﬂrilgyra?tlon mterfaceﬁ‘[]%—_" (D EMFIH] > PR
L w&w i 1B ks T B 5 PP
.. éﬁ:ﬁ;ﬁ’jﬂﬁflﬁﬁu THER I RLALRE S Template
%ﬁ_z_}.j_ﬂnﬁo o@”VEﬁﬁIJDFA » VEF| % fliTemplate

, B T’gfi_flflﬁ’?’ LAY - B

EXRBHIE L - HWEHWrapper"rD‘rn’v“erE& 52 iﬁﬁf‘:’ﬁﬁﬁﬁ%&ﬁ&“ T
State Information centerf|1

=gt AR P B TS BRSBTS ER S L - Wrapper
Manageri:L = fl I 5 1+ f1f & 2 T BRFSMEr i (Instance) ~ S 1
ERERPE AL T AgRRIFE AAp F”li*“ji#“ - Wrapper Managerﬁ#@%qﬂ T
State Information centerf| Iz BRGNS s 28— 'E{;ETL‘%—F'P FZ,IyE—Tf‘ ’5{ ;
ol B A = il 0 ¥ Wrapper Managerﬁg‘lﬁfg;fﬁﬁaff B R E‘J
FSMErHg - ﬁf,fpﬁfé&%?ﬁ‘hgﬁqﬁﬁfﬁfréj AR IL S R A
(Pre-actlons&Post-actlons)~7[fg$ i-F ] Tl R PR A ﬁﬁmfork
~~~~~ I I (AT i 2 {1 BRESMF ) - IS e
?FSM%ﬁ’*ﬁaﬁ?%msvm%ﬁ*ﬁas@miuﬁa@%ﬁzﬁv:T”s:aap‘fpu ¢ I ST =
FOHVERS o [ HECARE ﬁﬁu’?‘/l'ﬁr, o ok U E R AR 285 o
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i’> TR
HEtR

=

FIERI o
B SHTEREE

=

|| wmmny |4

TRIEBI
AR

(=

A AR
L

-

_ e TR AR enetration Terrplate TabIEI-
“—E‘f HITE A e M A e
e T HiT(exec) H
e R
fEInstance

.I:EI"IETI’GUDI"I Instance Tabl

RERRE SR

InstanceA &4 @
HBERSAREE
RATERBIH | \’:,K N

e

e Hitinstancerty) 18
R B L

Instance@d #
ERLHERE

TR

Al 28 SRR

52 #& % ¥ ke (User level module)

0 LA B P S S SRS O VR & R 1 R
HHIE G 53 P LR D TS IR no-op SEPTRLL Y
B BRI P 1 TSRS 0 T e BRSBTS i
PRI o SRS PR SEER aff 1 R
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52.1 #¥ ¥ #4124 & (State-based Rule

configuration interface)

T AR SR SRR R R R (F | EPEA)
Ao A ﬁjﬂlﬁ PR SR T 20 PO GUIRIT /7 E'I%’xﬁfﬁ[ HH ?ﬁjﬂéﬁfﬁﬁﬁi
5 o BIINA29%L - {HF][" Jwuftpd FTP serverfiuiidii=v H root = & 525 I 450
57 < BB TP I 0 7 0 (e vid -+ gid » commf e -
Mipdall > EJ[JE’??J%?VWE}I%TFFF o
iﬁf[ﬁ' ]’ﬂi'?‘F',%gF,JEIﬂcomm=wuftpdEU%§?&‘gﬂIU\ EE’—fE’[‘ » TS ER SN i/[lqw’ﬁfr? )
A {’?‘J’iﬁé‘ﬁ (Y =R P AL - setreuid » chroot > chdir( “./. /.l L)

chroot( “/" ) » {fIfi" 2V rootf[EL » j’z}&“ﬁﬁchrootﬁlfjﬁﬂﬁu RS S IYER  IMH

I

ARG P BT O RS S T RBRIAL A ) R
keyword | Condition expression
All
user [=]!=] User-name
group [=]!=] Group-name
comm [=]!=] Executed-program-name

FPre-require
comm=wuftpd O
open(“/etc/passwd’
chdir(*.1..0.d0..1
)

O setreuid rm chroot 'f\\l..l../../..f )'mchroot(“/rm
NI N _/ \_/

T 29 TYEAEAY

write(/etc/passwd”)

execve(“/bin/sh™)

522 k¥ A e (Template analysis and

testing module)

LT (P T SRS RS E\ﬂf R ﬂ%‘%‘f’ g R DRSS 2R P
Fpopyt fé'?ﬁ“&ﬂﬁ’dﬁ“ NO-0p == AR [ AL S A HEMIRY » 2% S Jsafifl P | H 1 B
FUTSERMEAS (user define template) E’FL&F}TVEW%‘QF’? 1T ST IR o F‘ﬁﬂﬁ]‘ N
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S FERY 2 A (Template analysis module) == hwkertbia (Template testing
module) s g1l -

T 53 AR AL R U S BN T 22 B 2 03 A e U 9 8
7 (lsub-FSM > F|F[H] [}%.1[24 '/ithTii}HDf[ﬂsub FSMIELET, & -NFA » & i fElY &
TP (RS B B (final Tempalrte) - (719117 291 150 18 Al A9 R
TEBMGAY > T Ay 5T ATRGE Y T A F"ﬂlﬁlﬁ LUTRI0f bz T B -

execve(“/bin/sh”)

open(“/ete/passwd’ write(*/etc/passwd”)

chdir(*..f.0. 1./

: setreuid : chroot :jf..,’..;’..r‘..l”) :chroot(“,’”):
execve("/binfsh")

R 30 n\fﬁ}z\..lfﬁmx*&f‘;i’f“?

TR A T i 1%1 oy E%ﬁ;ﬁﬂﬁﬁl—} Fedlh * Al o B AR A
i e A ?[ ﬁf"?ﬁ?"ﬁ [l’?VLI"ﬁ%Z IF[rJﬁ R 2 A LR ]g[j:#i F‘f

“l'“lf |

S EMRSIBE RALE o I

User decision

compromise final template

=t

Insert to kernel
no

compromise

[l 31 A 73 AT ARSI
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FATE YA ﬁ' = BRI 52 AR P L ?7 7 [ o> B A TR E R AT
E o A IV EMER T T?T@‘iﬁﬂfrm g RN A NI S 2
Flve 3 E ) (o5 T ﬁ FRAY SR LR - r{[w“ sﬁ%ﬁ%ﬁ%ﬂﬁ’ﬂﬁkﬁﬁ’% [
SSEMEAS TV R E IHIRERY > TR ey A P AR I HOERL A R
[SATTHHELS
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parent : fork

parent other syscall

narent : fork

child Instance — create
_____  reference

il 33 4 [Ers BT
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-
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child : other syscall
\
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TLE [ R o D EGRSTATO (I » R - F KR o 38 7
i 2 ] £ (RS BRG] P B E E‘*%’T?HF' AR
AEFITER (0 FJHIHE " 2R ] - Crag R - 25 I i
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parent process : open( “/etc/passwd” )
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o 5 ZEH (1 IDS £ Pt

Our pH IDS IGSTAM STAT
system
Real-time intrusion YES YES NO NO
prevention
Graphical rule YES N/A N/A YES
configuration
Transparency YES YES YES YES
Resist no-op attack YES NO NO NO
Resist co-operation YES NO NO NO
attack
Resist equivalent NO YES YES NO
attack

Real-time intrusion prevention#.=-— fﬁlDS%ﬁ“\ﬁﬁZF\ﬁ}i’Vﬁ&b —ﬁﬁlHE*f[ﬁ,H
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56



ARPREETE | R > R FSMEF R EE AR LI B S [ PR
%ﬁ@%ﬁ°

Graphical rule configuration = % ’%’ﬁi? HEL ) TR = pors B,
FO0 TR AR STATHME M AT 1™ /7 1> IR FSMEUT et > pHE?
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