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A mobile agent based architecture to deal with the security

problem on enterprise IT-Service outsourcing

Student: Zhen-Wei Huang Advisor: Dr. Chi-Chun Lo
National Chiao Tung University

Institute of Information Management

Abstract

In the enterprises or companies, many information systems and IT-Services, such
as ERP system, mail system, and server services, have higher cost and longer
development time due to the self-development process. Extra money and labors are
needed to maintain these systems. Therefore; enterprise 1T-Service outsourcing would
be adopted to save the investment of integrating the 1T-Service. In this paper, we
focus on the issues of maintenance, such as fixing the error more quickly, maintaining
the system more efficiently, keeping the network security and the data confidentiality
of the enterprise, which are the key points to meet the IT-Service performance
expectation.

In this paper, we propose the mobile agent to manage these issues by
automatically collecting the error info and error handling through a secure tunnel. The
mobile agent, has the attributes of autonomy and mobility, can independently
determine the receive information and taking the corresponding actions, that would
improve the efficiency of management and reduce the labor burden. Meanwhile, it can
be operated on the original enterprise network environment, without changing the
network deployment and setting, to meet the need of enterprise network security.

Keyword : Mobile Agent, VPN, Server Management, Enterprise Outsourcing.
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