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Personal Data Protection and Mobile Applications Practices on Smart
Devices: Empirical Study and Transparency Principle Reinforced

Student : Hsin-Hsin Cheng Advisors : Dr. Li-Dar Wang

Institute of Technology Law
National Chiao Tung University

ABSTRACT

Smart devices ‘and mobile applications. (apps). are increasingly
indispensable to modern people. When users operate their smart devices
and apps, however, they share a variety of personal information with a
multitude of known or unknown players; which significantly raises the
public’s concerns on possible privacy invasion. How to protect user’s
mobile privacy thus becomes a timely 1ssue. This thesis explores how apps
collect personal data, which type of data 1s collected, and why those
practices impose risks .on user’s personal privacy. The thesis further
analyze the opinions and staff reports of the European Union, United States
and International Governmental-Organizations newly published in 2013,
and find that the notice-and-consent mechanism remains a primary
regulatory measure in securing mobile privacy. As identifying the key rule
of transparency, the thesis makes an empirical study survey Taiwanese
mobile apps user how their attitude and awareness toward current notice-
and-consent mechanism and mobile privacy. Basing on the result of the
survey, the thesis concludes the deficiencies of notice-and-consent
mechanism and present an alternative approach to enhance the efficacy of
privacy notice. On those bases, this thesis critically reviews Taiwan’s
Personal Information Protection Act and other regulation pertinent to
mobile privacy protection, and propose feasible resolutions to
contemporary mobile privacy issues in Taiwan.

Keywords: Mobile applications, Smart devices, Personal Information
Protection Act, Mobile privacy, Notice and consent.
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Eﬁfﬁﬁ%ﬁi?&%—é?‘ii T % B I TR - TP agE R T
ISP ATHEE » Gfe TSP R BN | S T A I R S R
TfiJizﬂﬁﬁH%Eﬁﬁﬁﬁﬁﬁﬁﬂé'ETf}” BATEIE RS TIBRATI S - e

13 ClickMode Enumeration, MSDN, http://msdn.microsoft.com/zh-
tw/library/system.windows.controls.clickmode(v=vs.100).aspx (last visited Nov. 5, 2013).
14 WB3C Technical Reports Index, W3C WORKING DRAFT, http://www.w3.0rg/TR/2012/WD-
proximity-20121206/ (last visited March. 28, 2013); Sensor AP Specification, W3C WORKING DRAFT,
https://dves.w3.org/hg/dap/raw-file/tip/sensor-api/Overview.html (last visited March. 28, 2013).
15 See App Store Review Guidelines, APPLE,
http://images.worldofapple.com/appstoreguidelines_9910.pdf (last visited Aug. 11, 2013).
16 Android Market FH&% A 23715 » GOOGLE PLAY - https:/play.google.com/about/developer-
distribution-agreement.html ( §Z7& 28] : 2013 FE8 H 11 H) -
7 [ERTHEEE -
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B 5 5 PR NEE T T E R AR B S Nt B R R RARE I
FERLRAE 215 13 (5 F & e 73 18 BRI RRSREFTAE.

{TEhE B S s AR R E B (B A Bk BR T 1F b 2s B A ThRE sihi 8
Wiie < IR A (2 By TTGHEEBIRE RS NG =07 (H2GLUE
ez BbryES - U T IR TI TR BT A it
F=Ii A A TR TEIE AR S e T UG- B E AR - SRt A
SRR AR TR FEAR SO 20 L ERZ [FIF (e i GRS  fE AR (P32
7 AP E%ERE B = RS EFEN R LN AR
— & T IREE AL - (E A E AR E H BVELREE » Hil e AH AR T
PREERTEL > JTREAFTRIC »

2.1.3.  {TEEMREUCEE REERAEEAERE HY

FEFTEN 5 1 AR AR i B B 5 o S Bkt S B S T B P RS Ay AL Bz
itk > ER FHE A EREREAREE AL - NG HASEE > HE
AR - FEAME I -RER AR R ANHE B A B U — 2 rY RS i
BUEM - SRR T SEE AR ST B o & i) o (ETEIE B
A AP R TEIEC E - B T ShE PSSy B B B » SR A
GBS T (B S I0E 5 M RUKE - S0 DA TSR
BT B > B R A Y A 1R IR s f bR T it S

R RTE R B TR AE R ? B S » F e A ST HENEE
BE=ZEER o T2k T TEERERATEE - i B ~FEULATFE » DU
BT RE AR . T ek E e A R S E R S I ATy > B
WEm¥EE Kraft fiag 0% 5y iFood HYIERFE » Bl fy MR IhAIEE &S Tk -
PR R &N &Rl R A A E M ARITTE) - oy #E 5L T fgRfE
F#E &M ERIENE R T 2 WAL E B B EINEEE e g - H4ASE
ZEENRESR o ERCFE s S TrEiE e =N BOY RS540 - 1TEhE
IR EZEN 2w — H e RE RS AR S ERFIE  S5— T HAE
TEIE AR NS AV R 3 (8 AN B RIS ER] « 281 - HEE =18 25
[E—{EhELEHTME - —%—1T7$4 (One-To-One Marketing )

18 Understanding Mobile Apps, ONGUARDONLINE.GOV,
http://www.onguardonline.gov/articles/0018-understanding-mobile-apps (last visited March. 28, 2013).
19 See Dawyer v. American Express Co., 652 N.E.2d 1351 (1995); see also Shibley v. Time, 341
N.E.2d 337 (1975).
20 See Nick Bilton, 3G Apple iOS Devices Are Storing Users’ Location Data, N.Y.TIMES (Apr. 20,
2011), http://bits.blogs.nytimes.com/2011/04/20/3g-apple-ios-devices-secretly-storing-users-location/;
see also Nick Bilton, Apple Updates Software to Fix Problems With Collecting Location Data, N.Y.
TIMES (May 4, 2011), http://bits.blogs.nytimes.com/2011/05/04/apple-ios-software-release-fixes-
location-bug/.
21 See RODYN BLACKMAN, NONTRADITIONAL MEDIA IN MARKETING AND ADVERTISING 1-14, 153-
69 (2013).
2 2FREE o ER BB - B
http://www.bnext.com.tw/article/view/id/22985 (& 2IE HH : 20138 H 18 H ) »
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— ¥ 178 A RA(RTT8H (relationship marketing ) » BIF & & BH{AEE

( customer-relationship management ) » Ef5¥EEHEST —(E HIENES - IRiEE

BT TR - EEAVHERME LB EEH ARG HEIDEEENT R - sETEdE it

e HBEBRRINEmES  Wo DHEENE  HH E  EEE 2 DIPENE

HHEEENE  ZRIEEEATRL B 4 - Don Peppers ~ Martha Rogers F1 Bob

Dorf =725 A+ » 1F 1999 EN e pg2EsT s ( Harvard Business Review ) 2 H!
— BT E AR I S B B BT I EREE R

(1) RATEHEE (1dentifying your customers )

SEaA BRI LUHEERIEE T - W AT RE IS N B A A AN ey - B
THERRIRAES - R T BN H B R ENURETT R GIL ST
AZEATE - LS - SR HBEES BB RV ER - A RERER IR E B Y
(Rt > SRR TIHHY RS -

2) B HEEZE(L (Differentiating yourcustomers )

EERIB AT RS & B kiR S NERIEEN TR - R
TR EIREEE - (58 I SIS FE AR E R SEHCR AR ~ (H ALy
A -

(3) HLHEERYL S (Interacting with your customers )

EZEEED TEp e I VEEEEE R - EE AN E R T EINY
Bz DB EiEHE S E <AERHAEHE T - g alL R E - [EHE
=~ EFE G RFEIESE B A A EE 8 N e g U E B A B
B—EAE R AR (cost-efficiency ) AT, -

(4) EBEYLFEZNIPEFT B (Customizing your enterprise’s behavior )

S A ERERERITT 08577 » FrEiEcKAvE R HARE © stEE— &% -
TEHEARIRVRFE ~ FELEURFS - 2800 > SEERE AR - NI AT RER R ERY
#HYE (mass-customizing ) » R ab B S 73 H B — (8 ([ H LA - JHE & A
IRBEEAE AR KA S -

(e —1TIHAVINZR A DL - ol s i — S — TP oS e R
T TIHAYVEER o [N R s SR E YRR RSN > # Rl DURFERE T (E SR B
SEEEMATHBEEIEANER WA EZET G IR - feft s BN BRI

23 Don Peppers, Martha Rogers, & Bob Dorf, Is Your Company Ready for One-to-one Marketing?,
HARVARD BUSINESS REVIEW January-February 151-160 (1999); Paul M. Schwartz & Daniel J. Solove,
The PII Problem: Privacy and a New Concept of Personally Identifiable Information, 86 N. Y. U. L.
REV. 1814, 1850 (2011).
24 Don Peppers, Martha Rogers, & Bob Dorf, supra note 23, 151-160 (1999). 552 RBRI5{f » 14>
EEANBERFREBEIR 5 » BITIBUA RSB SEEHE Z0H Tiwm o 0 H 22-25 (2000) -
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K2 e R (TR TR - BT B A R AR EN
EANER > N R HEEHERNE — TR LAY BHSE - &5 T DAl
FrEEA » EHRZOHEEEABEE A BRI (E I EE - RIS REE A oM
EHEAVHEE > SR R ~ BeAREHAAT - (TEi B s TENE AR
B RSEEIE DT IR B R R AP (8 FAVRE R ATEAS - # T LA
FEHEHE AU ANE & L8 > HIS KR - ZEEAVERZEER - R DAt
B DU &S - B BSEE RRe e (E YRR R > (N FE 88 LRV
o i > FARRHSHY A © 2800 - EfTEhERE B2 HR At IR
(EEMEANER - WA EAE AR Z R FLI5EE

LR T - JEH R T INIEE SR RENTRR BRI ETESE
DUBLFESE ORI & R i - B H A A TTEhE R AR A IR A 25
Ko HETTEENER > RHE AN ER SRR - MRHEALE IR - F18R
FHGEE (collect) ~ 535 (share) HYfE A& » LUSEEHEENE R ZHE -
Beh - B A b e R MRl PR e E R AR A (A A B (ReE &
ARSAL - R > EHINGTRMR AL (B PReE ISR - B TE A (E
FZ TR E B B2 FRRL GPS - (L R R AR Hf B &R

2.2. [EABRIRER HIY

{8 NERHIPRE B B> i ORI (A SR S R R i N R RN E
Bz 8 X > DPRE N R NMEE SRR M58 - (RREIAS 22 [P
B2 NSRRI sa R AL B e - R - Ty ETEIH
45 > S AR  BIAI AL EROR: DTG s BCEHEERL - IR
RUMERVE A B > BRI T B e FIR A A s o R AL R =
A BRIt -

{E AN BRI R > S G SHEAFSIAGRRRE ? A 38R m] IR /S8
R AR/ NS T 1984 o> PP 8B T 2 REFIEAEE /K ( Big Brother is watching you )
JHHEE R BEACEE - Jerry Kang BFGE MEEREFRENELARABEEZ —
—— AR - MR E E AREEREENRE R - JfTa =
AT Z B SRRV AT - N AR MIRE S S A0S TP R AR A
B#) o 2RI BN E AN EZEARLE - RIS 88H B TR - 548
BHEEA AL Rl =] LUB DA BZHIE - [RIRE A D Bt S 7 2 A 8%
AR IS4 - Bt LA [E—fE A DR S el - N NRAEH 25
Bt By T R E A A R B EhAEER - NEAE AR B HELR - B3

25 Don Peppers, Martha Rogers, & Bob Dorf, supra note 23, 155-56 (1999); RODYN BLACKMAN,
supranote 21, at 1-14 (2013).
* S EENAGRETES 585 ~ 603 K 689 SRR » DUNEANERRELAILEES -
7T BUREBERAEEREAE R » 2BVREE A ERIREAE 6 6 0 (5 - B - B - A
o RS RILSERTRE Z 8 AN ER -
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e EAE BRI - A RS R R L A & B (& ORI MERY
& - HEMAEER B IREIASE - THRFHAF R/ EE E 2N LA A58 -

BESE > B T AN REYAME B BN A A Z FE R B E E 25 FEE RS NHY
Bt Ry T — e H B AR v Ea AR E%x?ﬂ%ﬁ%éﬁmﬁ‘?ﬁﬁ A= H—
Eal4Ers MRYBER AT LR - KRB HEZEAER B BaldEEs M
BB EANER - $OFHARER > JRABIE 1] DS ST AR Z EFA
AO(E DR » AT DUEBRAVRA - TE A S S Az L S AR AR - 28

#A0M Daniel Solove ZFYHIFE Ky » AHERY T EKEH IVEER - VAR - REF
Hy T 25 #] (The Trail ) J 5 A TFE AL ZIRE 2 MEl N &AL T HE SRV -
BRI ARBIMRE F B > A A& o AR (E B L 2B R T K 24 e
&l AMEEANE CATZE N REA L/ DN EHE BTS2 RIS -
REME B KIS E IR ol FEAE Bk PRI 2 AR S ME N B A2
FIZIEME SR > I Bt A2 oo ERVE e S 2 - EEFTEIINARIERE
DUR B SR E R R AV RRE TR R S A L A=A, B AR © [hA
NEIFEHRHE N ERHFEARE  #EAA0[E JerryKang Z52F = » ELLE—1Y
BEAT Ry osktE 2 ol Bl R A2 Ba f TS BB\ =k - E B AR R A
H#J (private) il \EHE> ﬁﬁ%iﬁéﬁéﬁﬁﬁﬁ = o GG EEFTRENEA
&t ITRE(E B BB A LR R FR - AR S AN [EEE A N BB TR
E—ite » dHE ~ ERET T ZRAVEE SR & AfFEiEFE = AN %)\jﬁ%‘%{%& [y
EANEH - BEUOEAEN > SEF A EIEREAATIEAER - E 2 ESE A4
SRR ~ NAAHL A EF JLET R LR (IR ) ~ irEEH (F
E YN =S IEpting - WNEE = =P s (@Jﬁﬂ%tf’ﬁ]ﬁ?ﬁ%”) FER - H
Bt E S S FATREEGE  Richard Posner JA'E W THERKRENEZHEHE ¢
TE N R BANE R AR E B R M5 ARSI M ) SRR
BRI NERGRFAMANEAER Y BT DB ER g 2 (HRH SR
ERRSHIB CH S/ VAN EZ B E S T - S erFI A » R A
I e T AR B R 52

28 Jerry Kang, Information Privacy in Cyberspace Transactions, 50 STAN. L. REv. 1193, 1259-65
(1998).
2 DANIELJ. SOLOVE, THE DIGITAL PERSON: TECHNOLOGY AND PRIVACY IN THE INFORMATION AGE,
38 (2004). See also Daniel J. Solove, Why Privacy Matters Even if You Have 'Nothing to Hide', THE
CHRONICLE REVIEW (May 15, 2011), http://chronicle.com/article/ Why-Privacy-Matters-Even-
if/127461/.
30 See Daniel J. Solove, “I’ve Got Nothing to Hide”” and Other Misunderstandings of Privacy, 44
SAN DIEGO L. REV. 745, 754-60 (2008).
31" RICHARD A. POSNER, THE ECONOMICS OF JUSTICE 271 (1983).
32 Id. at 36-55.
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2.3. WEHENE R R A

FREAFEALRERE ST LS I - )R AR BB AR R AERE B - AF
B > BRI ALY BRI E A FER] - 28T S AR AR ESS 293
FERE ~ 55 535 FUMERE ~ 55 585 TR 55 603 HREERE ~ LUK 689 SR - 1
RIS RAE Py BUEEARECREEREIE 2 1N - JCEETS 603 SEfiech i T IBAL
IBES&E D B B 2R > DUGEEE R - P &EERE A EA
[EEABIRB AR ST Ff T EARES = A 5807) B - SRR
IREAMHERIFIER - eSS R E T > AEE NIRRT RN AR
BRELAFSE > AEIRZ FIGE ORIV - 05 2 > RAAREERREL A IR
G iEfr > MHEEFERE > AHCAR AP EANEH ZWE - A L 3K
EFE 2010 £ 5 HRIEEIERTARY | SR N ERorEE o WHERAL " E
NERIOREA) (PUNEREEL ) - KRBT B SR B E s H AR A
FEIReE - FEFE 9 H 26 HARENERHRE AT T4 > WER 2012 £ 10 A
ST -

FEA 481 TENIE AR E N\ B R AH IR (AT ST T (EIR 5w > AL
AL L RN E N BB PR Bl oA Ml em (B SRR ~ thos HRVEESEE
ETRRERHIET ~ (EEArE iR ~ LUSEA ER R ~ EB A FHIAR &G -

23.1.  {EEEOYEFE AL OECD [ERLXER /ORI R EH]

HEHERE] 101 5 10 A, VHIESGEITEA S B orE 2 iR FE 9 H 26 H
AAEANERRESNE TR (EABRREASEY OECD. [BRAAER] » {35 /\
RIRR AR E AR SR A A S pRa e ie S 1 AR RS ~ B KR (=) e
EEARER ~ TBGE MR E (A ASETEA o

& s & F B B 25 40 4% ( The Organization for Economic Cooperation and
Development - f&if OECD) /¥ 1980 2 iHY ' FEAL TR BLE N\ ERps R BhdE
HIJ COECD Guideline on the Protection of Privacy and Transborder Flows of Personal
Data > 1% fff OECD [eRAAER) | - FE T 2 /PR FE AR R 25 B T E (i & BB i
AR HEFRE R A B REER - DUT » B3 E. 1148 OECD FERAZERIEY /UK
HIEA P B A RO

B FRE T ARREE > 1 ZRE&H > &b H 12 (2012) -

3% OECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data,
OECD, at 7-14, http://www.oecd.org/internet/interneteconomy/oecdguidelinesontheprotectionofpriva
cyandtransborderflowsofpersonaldata.htm (last visited Dec. 22, 2012). 552 B ZIEE » T {H A&

HUEFE ~ PRaEIRRIEE N BRI A B AP —DIEE sk BB (1) ) HEJREEEE
1193 > H 40-41 (2012) 2 B T SwEENEARE) - T AR s ARECRE ) » H 249 (201
1)-
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(1) HevEEER] (Purpose Specification Principle ) ~ FEEFRE|EHI] ( Collection
Limitation Principle ) 15 FHIEF]FEH] (Use Limitation Principle )

H iR E [ Al TR (E A BRI EB00 70 H AR E » 1R 4 S AR RE B H AYHR
filg > EAERIRERE © EERGIFEANASE - (M AEREEBEGE - A PHTR
AR MOBFIERA - HUSEE © ARG A E A EREEE - Era i
EHEY > BRIMGE R ARNFEREEREGRARRE - 5 2 > gl = FRRTEIIHER
17 Ry B H Ay REI RS - TR BIREREEHE & 1T Ry H IR s 2 B VAVEEIA - B
ZAT R RIRH R DA A & R - BE= R AR E 2 NE - B E & ALE R
5 5 R~ AR EHE B AR ~ BRI FHEYER 15 FRATES 16 ik ~ DURIE
DESRREHE N E R AR ~ i B R A FRYER 19 fRR155 20 {5 -

TEREES S 1680 E AR e RSO © AR S ~ PR sA -
MEvs s A s B R (S A B » R ks a2 2 0 S
A B R > [ 1 B TE 2 SR S IRBAEE 15 166 - 25 16 056 25 10 (A1
20 PR 5 E H SN S BRI« s T s er ey R < T /%
TSRS /A T M 1 S8 ~ DAL T 2 (A 2RV o Iy 2 T 0 il % IF
H TR, R SRR P BB CET IhEET 103 4 01 B 22 H
SERFES 1030450444088 ) 1A o BN N RE ) L IE AT, 1
S - AT B BT O L R AREIE R (6 2 B B 2 5T B I R
B El 2 ek O M) 0 R s s i B ey (D) 2 DU
B FIA R Y 2 RSP RS Ia ~A (B R © 2utsh » HEE LS
53 WL E e ot E A R R e A £ T R (A
SR > AT 2012 4F 100 H 0 B2 T AR R B R (8 A&
L R T R ) ¢

AU EE AN E R TR E B AL 2 RN EE A 6 (R
E TARERE - AR - ARG (@RS RILIERIREZ B A ER NI
FRIRECHI - ) 0 JRAT EBURMEEA SRR L85 B A - R N IE R
RSN 1 T —  JEBIASCHTE + 2« AR T A E S SR A TSR BT
EEFEBEONE > HEEEZS4ER ) = EEABTARSBEME&AARH
ZAENERL 5 VU~ A SRR BT e AN B ~ AR B UIETEN 2 HAY -
Ryt BB M sTmA L » HE&—ERR AT R e ~ FRE R A Z BN E R -
| (R LS ~ RIS IS e B2 R 2.34) -

(2) A\BHFEEHERN (Openness Principle )

AFZERIFRATEREE ANERIERHEARZER - IHSHE B IS - ik
BEEES 8 RIS 9 REUE » fam B NSRRI ETR AR - SRR A EN
5 HITE H (78 2GR - 77 R 8 B HH N & =B AR EL &R FESCfHBAC L)
SERHIARE S (2) REAHY ) ENERHVER]  (4) EABRFHEVEARHE -

3 EBERRED 103 4 01 A 13 HIAEETFES 10303500480 57
0 ENERMREEZFE B Y E NE R RIS IEAEER A S B IRER - TATSE
http://www.moj.gov.tw/ct.asp?xItem=283183&ctNode=28007&mp=001 ( fz{&ZIEHEH © 2013 4 4
H20H)-
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M~ WG DR (5) EEAMREEEGTHEINOEHEREERE » @
SKBULEHEATE » QRHIESCH IERE @1?&%% J&é_fﬁjﬁﬂﬁﬁﬁé DUR OB FE(R
B ER TEZ R 7= - [EAh - (EE 7 {RRRR B T RE DLUE = AHY[E]
B RRE HI NS - ISR ﬁFEH ’ EHQT%E‘?%AE’\J%@@% °

3) &RAYEJRERN (Data Quality Principle )

BB RAMARIE BB R HE R B 0VA R 10K ERHY IEREEL R T -
IR AFREEEAS 11 RS0 T ARSI A B R FE4rE ([l AN E R
TEHE > IGE FBIEcEE AN 2B K FE IES i m 2 o ) DA A IERERYE A E R
NI -

4 {EAZEER] (Individual Participation Principle )

{8 NS BRA RyE S NE R EEER - B AGDER ~ BUS - RO ~ A
B EEEEAE 3 IRE %)\Ejﬂ/ﬁ—ﬂ)\ EREA ﬂ@ﬁéﬂ ENGaEE eSS
KPR - BLa - EEEEEREIEMRE 5 S5 KBGEEIARE 35K s H IEFE » 35
SKAZ IR SREERE - BRI FRE UJE'& oK B -

(5) Ze4ezElHE Al (Security Safeguards Principle.)

ZadEt A BRSNS AR - M - A oSty - JAkE
PR(E N B2 22 S ORE AR NERHREZEDE, 27 e s —1H > FRAH
PRREE EZ PR AU & & fiht > LB IE (B SR EOREE ~ Bk~ BEE - R
FHROR o (REAHERAFETRAIES 12 (555 23880 » & 2 2B pTax
R N E R R B AV - A E LR AR - BE 2 e ffeaa it
W (1) pRIZVEERAS - EEEAEER S (2) FUe(E A SR 2 #EE - (3) {EA
BRtZ B\ bar (il s B (4) SR TGS R s SR (5) (B AER
B mE AR Z R EEES  (6) BT EERARER  (7) SAIE
BRBESE  (8) siZeEH © (9) BRZEEEEH - (10) MEZFEH
&C#k ~ PUBNER KGRI 2 IR F ¢ BURe (LD AN S 2 e 4 7 BERG P s -

EFRAEE - BAGHYZ SR N B L 2 T E iR RN E
BHa L (EEALUEERIAEN T3 Z 0t H AV SRS ERERTEE - diET
TEETE IR T A AR

Vo SHEEIE ~ fH5C R AERRER] - PMEEDES 11 RS IHES A HaE AV
TEAERIERENEA FE o EEBEURE S A ZHRIE ILEEE SR - (R TR e
BRI SR EE AT RFEES - AMELR (GB2) - MABREEZRE HEYH
REHAPRE iy > FELBEIREFNZEHK > HER ~ F1E B SRR E A SR - BT
BECEBFTLABSSEERANTHFEE - MEWR (=)« BRAEHEHRE - A
FHEANERE - EEBSURESEANZFHK - MR - (2% - aE s A E A &R (B
) BRI AR IR AR 2 B RBFE LS e Z B AR R IR
& - EAGREANHZER (BRI - | - I PEEES 13 RS E A B E EIR 0
HIPRIEE -

¥ BIHNEORE LR CARE T EAEREREES T [ EEE T — AR EEE
T (BUT B R EELETM) | - RERIRESEETE M8 B R E RS IR - 3t
A 13 (EPE - DB sTEE AN ERHREREHECR PR pOrE NERREE T/
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(6) FREFJERAN (Accountability Principle )

e RIS ENEEE L ENFAEEE &Rt HEEE ZRE M
ENEEEFELE -

ZF— + OECD RBEFARE AN/ UK R A B B8\ SRR A 2 IR

OECD J5H] P (EEv
HivRERA | o | BEMEEZ HAYHAERE > WAEHNNERZ | « | §5, 15,16, 19,20
RERFIFER | o | AUEETEIEEE > TREFEARR < | §5,6,15,19, 53
EARHEA | o | BRERIKREE > A5 HENZ I < | §85,16,20
NHHEVFEA | o | sEEAESE - EESAAAFMEREEE | < | §7,8,9
BfRanERA] | o | (M ABERZAIERE ~ 528 A B8 « | §l1
AAZEFR] | o | EF NG HEETERERN < | §3,10,11, 13,17
ZaEEFEA | o | EABRUEENZ 2L ORE < | §12,18,27
a7 Al < | BREA B PRHUHBA S M AT & _E AU Al o | FLEER]

232, OREHAYESE T ERERAY A ]

BN B Rt SRELEE —177% ~ 0P8 B EEOR - 5 2 > BT
TLAE N BRI AN Sofifl & 1 e fra R R 1 HH (B Bl 0y R L H S+
BT SLEFTERE R A AERRE RS e E 2R LR EE R EEEARE
RUERF - BRBE TR,

IR ITEE 101 & 10 522 HFeE/EF 5 1010061 1955Fe - A T {EA
BRHREEIRA B < T o HRUSESR BB - 25T Bl et B 758
SRR BlER EE R R E SR B - DUTEIE AR
EEH RO 1 T A NGRS PR I H Ay SRS B 1 0 T 271
BRI R H B SR G 272 R ERES R BEE )  T 582 AR HIARGE )
1620 R A ARG TR SE ) AL L639 AP 755K | BRI TEIE A
RFCEENIRABIETEE - i BAVEE B ERM R TEEY - 4

4 BB = - BUEME ANEREEIEERFER DB - AEEAERREEHEECE PR
AR ER anS DU B B 2 KA 5 P ERN  BEEMELERL ) PR ¢ BT E A E R E R
PR E B PR/ BLEMHEER PRI STEEAERREEEIEETM 2P
B giEAERRGEEEAES P —  EEE SR RS EE PR
i PR =  FHENGE - 2REORE TER > MABRNEREES SRS B EETFH—&
A ZE(EE BT - H 14-20 (2012) >
http://www.moeaidb.gov.tw/external/ctlr?PRO=information.InformationNewsList&t=2184 ( 5% 3
HERE] - 201348 H20 H ) -
¥ SREEEH TR - (EAERAREESEES S E ST M—EREEEEE T M - H
5 (2012) - http://www.moeaidb.gov.tw/external/ctlr?PRO=information.InformationNewsList&t=2184
(EfR BB 0 2013 4 11 H20 H ) -
40 (nfTHE 0 ) 8 AN ERHReE AT 2 R HHVEE T ERR - EBEEAE R RE
H[& - http://pipa.moj.gov.tw/cp.asp?xItem=1298&ctNode=431&mp=1 ( 1% ZIENFRT 2013 4+ 5
H23H)-
o KB TEEAERRGEEIE AT 2 TR > KBHVERZES
http://www.moea.gov.tw/Mns/colr/content/ContentLink.aspx?menu_id=6419 ( F{&ZIEEHER 2013
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MASCEEER > Hfs oot B HYSESE EE RS (RIG S SRR A0 T 1T38h ) MadE
IR EAE S SEB A TIHE R E ™ - SR BRI R R -

B BEERRA A E RS - DUTTSE R AR R o H A £
B R A T R S M e SR AU RE R RE S I BR Hoh » U EAG ] IR
i o HUO DTENERER BB > R T8RS - NES I &
TBE LR fER S n PAse R & - 1 R HEE 2 EE A - A ERER] - A0SR PO HEY
SR EETRR H RS MOARERY B E G T EPIR AR CIETY - PR T R
ZEH RS AELY -

AN (EEEASE 22 (R 25 26 (RETNIE AR IR T TEUG & HIE > [EVASS
27 RS =TERME L H AV TE R o TERLIE A TSIRRAS T € N B RMERZ
U B ECEB R NEREE 57 > STEMBATEAIIDURE® - M HAT
AT E ISR - S EZ IR o ([HEEBENERIRENRRE 25
JERME ~ SEFEMERY A AR ED - SR nl i f il e A~ TTEORRA  BURERTTEL
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% “Parties with whom we may share your information: We may remove parts of data that can

identify you and share anonymized data with other parties. We may also combine your information
with other information in a way that it is no longer associated with you and share that aggregated
information.”, Privacy Policy, INSTAGRAM, http://instagram.com/about/legal/privacy/ (last visited Oct.
22,2013).
70 Helen Nissenbaum, The Meaning of Anonymity in an Information Age, 15 THE INFO. SoC’Y 141,
141-144 (1999).
7 See DANIEL SOLOVE, INFORMATION PRIVACY LAW 593-94 (2011).
7 Z2RENERRE ST 17 5 -

21



NI FEA ZE N BRI REE A Z AR - (A BT Z T ERR T TRERAUA 2
HY R MJ% TEE A LRI o TR RN RE E BRI R B A Z Bk
G ((EEES 2 R s EHE TR 3 fReE2MR)  BiEEEZEH)
OEBEREMETE5 10203503130 5% ) - JRB1 T 40 HERTE AN E R LIE (B
Rl bR B - fi Rk AR aeas ] 2 Bk BIEACEE ] ) CAE525 10103104090
%j}ﬁh) 73 o

TEEERO AR T > SEmE IR TECRE AN BRI IREE S » RE0E 2012 4
1 A 25 HAAIIEANERREHRRIEZE (The Proposed General Data Protection
Regulation ) ${ERT = HB77FREA » A BE A PR E R F A A58 14: (identifiable ) »
R B AN ERREE S - E 2 EE A RRERRAIEZS 10 GrhiE
WERHEHIZE (data controller) PR ERAVENRIAR Mt &ERHERIE AT E AN
BRHERIE R BT AR 2 AT E T -

7 DL TEA) R RS R R A R FIR R 2 FTE B R YRS E AL b e
BIMEERER 2 (8 N ERHE A i A A et 1 —FER A& (A B RET DAE A4 b s =i b
o g AR < &k RMR(E A ¢ RS EDRE] 102 404 HA7 HIAERFSE
10203503130 521 ~ SEFSEBERE 1024502 H 07 HAEFE 10100253980 5517 %%%%‘BE 101
06 H 22 HIAFREFE510103104090-5704 ~ JESHREE 101 4204 H 27 BVARTEE
10103103240 5k ~ ,ﬁﬂt MPERED 98 4F 11 A 16 HIAFAF S 0980047501 5Lk » /ﬁ% HEREY 96
.06 H 21 FIEEASEE 0960023899 SR ~ A7 S ECE] 96 ££ 06 H 21 HIAEATSE
0960022904 5ELR ~ JAFSEDERIE] 94 A 11 H 01 HIAEETES 0940033446 GFEA -~ JEFSELRIE] 92 4
09 H 03 HJZEHEE] 5550920035657 57RA - LA);‘Z/HA“‘BEI 92 £F 08 H 14 HIT#—5F5
0920005014 7R »
" “Recital (26) Whereas the principles of protection must apply to any/information concerning an
identified or identifiable person; whereas; to determine whether a person/s identifiable, account should
be taken of all the means likely reasonably to be used either by the controller or by any other person to
identify the said person; whereas the principles of protection shall not apply to data rendered
anonymous in such a way that the/data subject.is no longeridentifiable; whereas codes of conduct
within the meaning of Article 27 may be a useful instrument for providing guidance as to the ways in
which data may be rendered anonymous and retained in a form in which identification of the data
subject is no longer possible”, Directive 95/46/EC of The European Parliament And of The Council of
24 October 1995 on The Protection of Individuals With Regard to The Processing of Personal Data
And on The Free Movement of Such Data, EUR-LEX, http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML (last visited Dec. 18,
2012);”Recital (23) The principles of protection should apply to any information concerning an
identified or identifiable natural person. To determine whether a natural person is identifiable, account
should be taken of all the means likely reasonably to be used either by the controller or by any other
person to identify the individual. The principles of data protection should not apply to data rendered
anonymous in such a way that the data subject is no longer identifiable”, Proposal for a Directive of
The European Parliament and of The Council on The Protection of Individuals With Regard to The
Processing of Personal Data by Competent Authorities for The Purposes Of Prevention, Investigation,
Detection or Prosecution of Criminal Offences or The Execution of Criminal Penalties, And The Free
Movement of Such Data, EUR-LEX, http://ec.europa.eu/justice/data-
protection/document/review2012/com_2012 11 _en.pdf (last visited Oct. 21, 2013).
75 “Article 10 If the data processed by a controller do not permit the controller to identify a natural
person, the controller shall not be obliged to acquire additional information in order to identify the data
subject for the sole purpose of complying with any provision of this Regulation”, Proposal for a
Directive of The European Parliament and of The Council on The Protection of Individuals With
Regard to The Processing of Personal Data by Competent Authorities for The Purposes Of Prevention,
Investigation, Detection or Prosecution of Criminal Offences or The Execution of Criminal Penalties,
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And The Free Movement of Such Data, EUR-LEX, http://ec.europa.eu/justice/data-
protection/document/review2012/com 2012 11 _en.pdf (last visited' Oct. 21, 2013). See CHRISTOPHER
KUNER, EUROPEAN DATA PROTECTION LAW 65-67 (2007).

76 “(6) “Rendering anonymous’’ shall mean the alteration of personal data so that information
concerning personal or material circumstances cannot be attributed to an identified or identifiable
natural person or that such attribution would require a disproportionate amount of time, expense and
effort.”, BUNDESDATENSCHUTZGESETZ [BDSG] [FEDERAL DATA PROTECTION ACT], Sept. 1, 2009,
BUNDESGESETZBLATT [BGBL] 1, 2814, as amended, available at
http://www.bfdi.bund.de/EN/DataProtectionActs/Artikel/ BDSG_idFv01092009.pdf? _blob=publicatio
nFile.
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features with another identifier in order to make it impossible or extremely difficult to

identify the data subject”, , BUNDESDATENSCHUTZGESETZ [BDSG] [FEDERAL DATA PROTECTION ACT],
Sept. 1, 2009, BUNDESGESETZBLATT [BGBL] 1, 2814, as amended, available at
http://www.bfdi.bund.de/EN/DataProtectionActs/Artikel/BDSG_idFv01092009.pdf? _ blob=publicatio
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81 See Paul M. Schwartz & Daniel J. Solove, supra note 23, 1818, 1841-59 (2011).
82 Paul Ohm, supra note 67.
8 Arvind Narayanan & Vitaly Shmatikov, Robust De-anonymization of Large Sparse Datasets, SP
'08 Proceedings of the 2008 IEEE Symposium on Security and Privacy, available at
http://www.cs.utexas.edu/~shmat/shmat_oak08netflix.pdf.
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8 See Paul M. Schwartz & Daniel J. Solove, supra note 23, 1836-48 (2011). EHAFtH[E R -
40 : Omer Tene & Jules Polonetsky, Big Data For All: Privacy And User Control In The Age Of
Analytics, 11 Nw. J. TECH. & INTELL. PROP. 239, 257-59 (2013).
85 Paul M. Schwartz & Daniel J. Solove, supra note 23, 1827 (2011).
8 See Shuchi Chawla et al., Toward Privacy in Public Databases, 2 THEORY CRYPTOGRAPHY CONF.
363, 363 (2005).
87 See Paul M. Schwartz & Daniel J. Solove, supra note 23, 1841-45 (2011).
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Anonymization, 57 UcLA L. REv. 1701, 1759-76 (2010).
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13 See Jerry Kang & Benedikt Buchner, Privacy in Atlantis, 18 HARV. J. L. & TECH. 229, 231-244
(2004).
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BUFEHIE R B Y > AR5 b & B E NSRRI ST - BUR I PUE
METILEM > IR S BRI RS A SR ~ B~ A > PriFeidinm - DUK
BRI AR © IRBUERERR RS - T IR ESEZ AT R - 281 > BU
E IS R ARt )T ERBUG N NE IS E B R ERaEE R
M R F B AR E R ST HI IS8 4 - HIER = H 2 EHKE
%o HEAN - IR RSEBUN AR M E I E R AL RE NI - (EER
FIRENATER B CHIBETA - TPEBUN BB R RAFREAIIER' - K - B
Aelrst S > R AEE B TR AL ReE R AR -

R O B EUE - AR BN SR RO s I RS HE M - T R AL R
REHVRRE RS - DITTENE IR0 TR0 (8 Bk AR AL HIRRIE - S5
BRI TENE RS L - FETSET T - (ERBERBESHER - NIte#EE T
HERHE B IR AL AT TN IE AR (RN > 5858 yRE e (i A & AR K DU
SIEFZEE G - FET it D Bl G e > [Nt B 28I A G e e R Y
FRALECE - IIsEE SHIRALEIEIENE -

Jerry Kang ey - JALE AT LUEHBELAY T (4U7E - (EREEDIRE B
ZHVERT - T35 (E AR TP PR e RS R REAL ' - EEZENAVEYRELIE
- BESEEA AT IR R ORE(E A Rk © SE B R RS FAEEL
R~ FERLEEEE (privacy statement) ~ & EFEFAMERE,, (privacy icon) 78R
BN S - T (R T B PR RARRER "

David Brin #7%4f “EIEE * BETESAERFIERTA B dhfE i B

( The Transparent:Society: Will Technology Force Us to Choose between Privacy and

Freedom » FISCEEAMy - EHLE  (EAFSFL vso BB H ) J—FT > ERENH

{EERBERG L& - B G T R B OB RCRAY xR - WIFESEBIHISE
EENBUNE N ABRE BUE 246 A RE S RE > B 7R E A B H p E
A RE N BRI AP Bt - #5 eh Rt A BHHY G20 B EE AR -

[ERRH - SEERAE ~ T RS RO A B R EIEIR . S I H B S B AT

104 ZIEEA o T EELERSHFRAYREFLARSE © DL Facebook FsatamBiR) » G REEwmEE > £ 41 56
% 187 H 27 (2012) - See also Ming-Li Wang, Information Privacy in a Network Society: Decision
Making Amidst Constant Change, 5 NAT’L TAIWAN U. L. REv. 127, 131-35 (2010).
105" See DANIEL J. SOLOVE, supra note 29, at 92.
106 See supra note 28, at 1256-68.
107 DI BEFLMEfEE, (privacy icon) J4f5l » Disconnect /\ 5] ( Disconnect, Inc) Eil Mozilla 2\ 5] Ff
SHEN TAEEBAHEE > Ocupop A E]EEaE Y HIBEAAFERDRAYE M o BIETH CC (Common
Creative ) FYRES: » FEHHREIRVRFSE - SR B Z AR E AR J7 20 - See Hover Over
An Icon To Read Their Definitions, DISCONNECT, INC, https://icons.disconnect.me/icons (last visited
Dec. 19, 2012). See also Somini Sengupta, Building an Iconography for Digital Privacy, THE NEw
YORK TIMES, http://bits.blogs.nytimes.com/2012/11/19/building-an-iconography-for-digital-
privacy/?nl=technology&emc=edit_tu 20121120 (last visited Dec. 19, 2012). 53<: Hf#aH - 4E0%
Zefilrh 2 ERARE CRIE— AR B A Rt oL - BT &8 R AR AR e FTiE Lm0 B
144-49 (2013) -
108 See DANIEL J. SOLOVE, supra note 29, at 79-80. See also Clark D. Asay, Consumer Informtion
Privacy and the Problems of Third-Party Disclosures, 11 Nw, J. TECH. & INTEEL. PROP. 321, 328
(2013).
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{5 B R AL HY -ty - G FHE VR RART LA SI0REE - SRmipTil - IR EIN S
PRI SCRF B I ERE Ry - BT SR AR (R IR B B RIS E Y
frAms - BESRETILERYE B - R AT T8 i E AR RERE 2 IR R Prag il - H2X
TS e R P - 1SR 4 TS 75 K T S BE R AL Ry BT 0110

EARHIEAEERTRITEE © TSt E ] DIe B AR R H IR IRE - ffE
BERTEE A AR I A R - BT - AP E RERESE B B - A ~ o7
SEEEENERT R - ARSI E RN E B ANEE ZM fEP R
BRI E =R - LITEERR TR G - @ R R
[EANERERFE=T7E > WESFESGE BRI © A HEEAE T
FERRER R - SR8 =55 E Rl A A A REIR RIS = 7 S A B AR E N A -
BEFE - (A HREEETEE AR RS - EE SR EIER - R ERI(E
NER T Z4a R A TR RAY S =05 568« H o nighIHyRT IR L
B ZEEEHEAE I LA B IR TN B AL - (58 A E e DA b
AR SRR RE R EEN IS TRELEENE
% Mad AR

BESh > BRI E T SR SR RS R TGRS (LR
4P B R R T B PR © (RS L A BRI (R R S 1R B i B
BHNS - PAREI R EREG » & RS A R Rt LRl shiae - (28
REROIE RS Mg s BN - B ESHECERPE SR AT, Z280A & NE -
5 HI BT RE (kg . 6 A S AR B S A A - ik - FEEYIE
LUK SR B IR S B A B FR IR R (5 2 B AL R 0 - MRS AL
YA 7 BlEpEN A ENIE R ERIRRALEREARIE e TES) - BRI IE
ZH(E B HEE A2 AR RS I 0k T AR AL E
PRI e R A P R S ISR R B AR S - FLIL TR TR (e B AL BRI 3
fERe » SEMENEEMFERNEE @ MNES T2 A~ FE -

SRS L (TEIRRALRYE RIS T > RLOEGENY T2 - SEREH R Ry
SEEHITISES] - H/elm S SE ERYBURE S - 28M HEF PREUGE =AY i St 2
SEEMBURFE T > SRR A ORE 6 A AL R i A 4 - A
H AT B E R AU TBIRRAL AV E RIECRES - S ety h E e - ANE AL

199 David Brin % > #352:E > A E - EABRL vs. BaflEH) > H 38-43 (1999) -
1o REFE - FIEEE 104 0 B 29-35 (2012) -
1 See DANIEL J. SOLOVE, supra note 29, at 81.
N2 FTREYMG B AT o A ATIE R ENGEMETE > (BRI AR ERES IR
PRI ZEIRA] > A T2 RN | o E—EARNEEIT R 2 B3 G A G DN S s 205
ORmERTIRG 2 By T AMNG R > BIANETEEVRERE e - RIBHEFHRNEERE - 2580s -
qegp > T~ i EERE T 6 [EANYIMEFL - H 241-51 (2004) -
13 See supra note 29, at 83-85.
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[ > PRENCABURE S Ry L SR Rl i A A5l > APRELLATE
ISHREI R T BUNFE G REE R - £ 2= TEGE - HEMEMEE S
{TENEAARYBIEBLERER) - AT S B2 e - SSEIIEIE fEm L - 7F
TTENEALE IR T - S PRAEYE RIRTE -

g T ERRE R RS A AN RE) - ZIDRENASREE > £ 8T H 50
(2013) -
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= B =ENEEEE TR AR BOR

FEME N BRI PR T > HATEIFR R R B 87 > e 2 FIHRHH
BRI R ILAS | Z BIFE R R A BFs OECD FRAAZERI) | o MELE—RERISER
22 FIEEI5 A - 28R U2 BIFRIREY » TR RSB E B A Z Hfir -
WA BABIEGE EZAER D ERESEERNE EERS S EE A - &
A B RAIRAL S EIE SRR 0T » (F Ry P L A i FH AR I A AR G -

MEE AR PR B A E B H & - (BB HRIR BT - AR
{bAY#EES o DLH AT EAFTHY Candy Crush Saga Sl » BH#E King /X 5] KBy
tHEEHFIEL (social game ) =35 » #EH M YE (B & Facebook ~ i0S f1 Android
i) o FRAIEERRE RS (e Bk & HERSE B HRE H e s S -
7S B il e fE R PR MR A PR AL AR A & 8 - King A F]E%sET ~ $24E Candy Crush
Saga ZF% » FRTIEZ A~ EEGE BRI (E N\ EFHREER ? EEHEAR
B0 o3 e B B~ SEEIRIEIIS 2R | (e TEnE e SR E R AR # 38
JEE R SE T FiThe HH e » Al0 H P e R =0 A\ DR IR~ BRI s
ST (extra-jurisdictional effect) tHs% > EERE G I FABEIE S EIILARIE -

115 About us, KING, http://about.king.com/about (last visited May 20, 2013).
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3.1, BOMNEEE
3.1, IRTTE  {HAERRGETES

BOMEL 2 5> AREEAEL A B F {7 /34 (the Convention on the Protection of
Human Rights and Fundamental Freedoms ) 25 8 {5k » FL[E| S LT HFEEA
MK —"1% o WO EE ( European Union, EU » DU fEfEEREE ) 7E 1995 £ i# " X
N BRI REE A BRI R BE N &R B B (95/46/EC) 5%
N7 ffE(E A\ ERMREF5 4 ( The Data Protection Directive ) » i+ 1995 45 10 H 24
HAAR » 1998 4 10 H 25 HN&E8RIEAER - D—8 ~ 2EIVERRES
BEIARAEN  £E5HCE - &9 BEHAETEAER RERE S - MRS
BELTS » FlE & BNVEANERRE AR  RIEERE AN ER REE< - @AE
FirEis < HEHEEAREARNSR  —HEARZERMENESZE L  BONINK
FHEFEPTEAER REE < 2 BRIEHER - S PTEHYB RERR S KRR -

B BT ARHEEN(E N\ BRI ReEE SHVEB IR0 2012 4 1 A 25 HAREAE
FHRERIAIELZE (The Proposed General Data Protection Regulation ) - {Z1EYHE
FEAE= H— AR EE BEHEE R NS ORE B0 FaiZmi 2R H
= EERER s R e Rk bERE » BHE A SR RE T ACH HUE - BETE
E4E -~ ErEE - DRSS S EA SR RS E < AR R DA FE R I R AT
KRES - IR EIERWLE = BRSSP P BN R - fitsw
ZEE e ECRA T HESFE AR RIORETE > 2 E » DIECRERER N RAVEE
MRS 2B Rl -

3.1.2.  HHTEIEMAEEUEREAT R RE

EXCE{E AN B R 29 = L{E/NH( Article 29 Data Protection Working Party )»
£ 2013 4.2 F 27 HAMEA & SR (smartdevice ) EFIEXAIERE' -

Heo T AAFREEMAIRAANIZEATE - IV RENEEZEEE - =« AR ST
FH_EAREREIITEE - (BRIRICEEN U AEREH G R TR LS - AL a5
KBREMAIM R > By T IERRLEIUIE ~ Ky T IReERREGETE - SRy T IReEM A RIRERI B 5
H > BAELETTTTHE - AEMR - ) BONAREAYY > HEDE AN FEE AfE g -
http://www.cahr.org.tw/lawdan_detail.php?nid=105 ( f{& 20 + 2013 4 F 14 H ) - See
European Convention on Human Right art. 8, available at
http://www.echr.coe.int/NR/rdonlyres/DSCC24A7-DC13-4318-B457-
5C9014916D7A/0/Convention ENG.pdf (last visited Nov. 29, 2013).
"7 Directive 95/46/EC of The European Parliament And of The Council of 24 October 1995 on The
Protection of Individuals With Regard to The Processing of Personal Data And on The Free Movement
of Such Data, EUR-LEX, http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML (last visited Dec. 18,
2012).
118 Why do we need an EU data protection reform?, EUROPEAN COMMISSION,
http://ec.europa.eu/justice/data-protection/document/review2012/factsheets/1 en.pdf (last visited
March 29, 2013); Speech: The EU's Data Protection reform: Decision-Time is Now, EUROPA,
http://europa.eu/rapid/press-release SPEECH-13-197 en.htm (last visited March 29, 2013).
119 Opinion 02/2013 on Apps on Smart Device, 2013 WP 202 (EC).
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EREPEHTIEAEASSImEME (end user) (HEIRERTIERHY EZE
b s H— REREWN - RS BIEARACEE R EREAEBREEE TH
AITEoTHIE A > DLURR = e IR 2 BR8N\ B a1 B Jalla &
HHEAE °

BXEE H AT R TENE AR (& R R T E A E R RER S S5 Tk
HNEHEEANERESEEAREZHEIN » FTEEHMRBE T ERELTES
( Directive on Privacy and Electronic Communications, ePrivacy Directive > f5fHEE
TFIERIES) OATEEE 24 B PRIEE 5 IREE 3 TEHPHUHLE - (REERZEHE > At
o] Y & F il s AR S A A Feam s A 48 N AT & &R (any information ) » 3552 F[3%
5 RENIRE - HE BN ANERPZ FReEENFER] - S MSIBEELIZZLTIT
B  EABERET  F 29 I NMIE S RTEIEAESEEE Y RO
M FERTERERE - (EE AP AIE A EERT - FERE =N E = AE A
BRIV > IR HYEE ARS8 2 s A

I JERREBE R

JE FHAE G 38 s By Y& RHZE IS & (data controller ) » [F]H5F &y 3= BHE ST
YRR {E N B RMRETE SRS - HOVHBTE TS5 5 R =18 FErid%
A (inform ) {#FAZ R EEEE A ER « SERNIANSE S « ERIVEEE
[ FAE U BT AR R » WokEE Eoig sl A B E S e S f L& B - d6 B
FEERINERS » (KIS TR HVRRE 8 R SRS - IR > 120G
P MERINE S 2 bl R BlisE s S F » ae L BpE /A 2 2 IR EA L E0E - XA a
BERIEE S AR AN TS A BN S R 7= .

120 Directive 2002/58/EC, 2002 O.J. (L 201) (EC).
U (24) (BB BERS RS MG TN e o A AT B o RAREIR
IR NRERIES AR B VB IR ALY ORAE - FTaBfdlaRikAs (spyware) ~ 4Ep&EaE: (Web Bugs) ~ [
secane ! (hidden identifiers) AITECAAR (DAY (A ] 4E A (S G AU U (4 (terminal ) - {5 F
BT RELARA - Rl o ek R SE) A E R R EARAL - Lk
AN - FEERN-GATTE Y » WL EEA] © <(24) Terminal equipment of
users of electronic communications networks and any information stored on such equipment are part of
the private sphere of the users requiring protection under the European Convention for the Protection of
Human Rights and Fundamental Freedoms. So-called spyware, web bugs, hidden identifiers and other
similar devices can enter the user's terminal without their knowledge in order to gain access to
information, to store hidden information or to trace the activities of the user and may seriously intrude
upon the privacy of these users. The use of such devices should be allowed only for legitimate
purposes, with the knowledge of the users concerned.”. See id.
122 3. G BB E T E AR S AR - AR A AR P S T B B A 3 R A 4%
VAN > (£ AFTIEETRIBEE A T - MR T RACEARAUE BN 2 BV ER > &
SRR H AR fHEE RS AR o A ER TR ST - BT ERIEAHE
fiti - Bl AR T (S AR A (kBRI EET R B E IREREE K - f2
Eiftt &R TS © “3. Member States shall ensure that the use of electronic communications networks to
store information or to gain access to information stored in the terminal equipment of a subscriber or
user is only allowed on condition that the subscriber or user concerned is provided with clear and
comprehensive information in accordance with Directive 95/46/EC, inter alia about the purposes of the
processing, and is offered the right to refuse such processing by the data controller. This shall not
prevent any technical storage or access for the sole purpose of carrying out or facilitating the
transmission of a communication over an electronic communications network, or as strictly necessary
in order to provide an information society service explicitly requested by the subscriber or user.”. See
id. § 5(3).
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BRIEL 2 4N B IRE =B S8 pe TR e 38 L 2B B 15Ran - OcE A&k
A BUE AN ERZ 2B ~ FIFEYIREIIR - fFEE BRI - fe\Fis&ms
WVEESHE NE RIS ST T RIAE o2 2> - 52 ARG
SEp /R H HIBRAI R AR 2 23675 - (A& R BBl HE A a5
FE DAL 2 B E BRI ZERIRE ST -

PR NIy i

1’?%?%6%[1 G AT E R B E ARV ER (BIEE &
) ~ g HEELERVER ~ (FREARGURBRAVE &R » DUEEIE R
F‘@IEEI’J{IA S} o FERAEAEE EAGR - (SR A SIae RS p th R BRI -
DRI > 1S BN A e 7 e ST ST e AR = i - P2 (s P & e o 22l
fE > WAEEMREARE AT - FIfTEASIEERE - IEE " st TirE
FE#L) (privacy by design) JEEEZEFRAN™  HA - %%E%?ZIK@%%F@ﬁ%%M
FEREAE - R ERZ 2R ZEiIE NERmE - H= - EZERMA
REL A Z T (6 A AR - inﬂ_%%ﬁiﬁﬁ%xﬁﬁi%%%ﬁmﬁ_75%%2_%@
% > AR B IR IER R 2SR (T —IR(E &k, - BRI &R &
O A BRI 2

3. JEAEREE

JE PR 2R S T Tl B R AR B I (4 - DA SR e
RIS TAE (in-app purchase ) » A il 5 FH A& SR04 ~ HUREATFA RS EaH
B 2R E MR B Ao LG « 55— 5T 1 FAR =R 2 )
BE e F AR SRR SRHY A & » WS B AR K o AR AR Cps SRR 228 T ER ER (A
BRHRETE S TR TR, TE CHREEIN BRI E i A F e 2 G ETT
R (o MR Y550 BUR SRR B S B B s H A AR A IR AR - it
Hh bR R M E R R & B B LA S F A e
LUK [l 27 = BRR LRI MR o i > JE A SRS IS A e AR =B 3rs & 1F > B
sénm{bE A TERIE RN TH » BI04ES 1 R=E 24 (5 A B\ B RS - e
TR\ S TR f (i A PR e TR TUHIDRE » T (E(E iR AR - IRBE
HIERMERERER PG BEREGE TS A EAEREANOE > DUk]E#H
2 BRI - Ay EERA YR - e AR s [ e fE R T FER SR A e A2 =(Br 34 »
B ER (N ERHE S RIHBAMRRIARE > BIANETEREK > DUSRHE A B S 2
FRER G BEHYEK " -

4. HMAEANER a2

HAtr AMEA BRI E 282 Rl AR R =% s e R EEE
BRI AN AR S - B E G E (dataprocessor ) - HFEHH{E A&

123 Supra note 119, at 9-10, 18, 27-28.
124 See Council Directive 95/46/EC, art. 16-17, 1995 O.J. (L281) 38 (EC). Eorfi{fil A &kl pais 2
AISEE 46 BEFIES 17 6% > f20 T 1Eatat 2 FOReERRTL (Prlvacy by design) |IVEZFA] - (%f5
TR B IR S Y B a T PR B Z 5 e (N &R R i RE
125 Supra note 119, at 10, 11, 21, 29.
126 4. at 11,20-21, 28-29.
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IR E A St BUBRIIRSS - BEEde nl U e B S A [ AR EE
[FIE RS > DU IR SRR SRR - R s E A ] e e e &
fefitE B bayEE > FYIERBEEREE  EREAEPTE - EREAARE
AT - ZEREERIRESEE > o] UE B (R AR B > e S TER AR
ae AR &N 2 - M H B A e R =R (E RV &R -

[FlF - B =7 A R B RHERE > B &R e Raefe (i8R MYIE A
REAPTE A B bR - TTREST 2 (E N ER - 1L > AR E TR T
BFETRAESSE S RE=THERIFEERIRES N W EN G T ETEHE A
FENEREIEER > HE T Do Not Track | HyBH] « LA1  BEESEEHITINER
e T A 1 AR o P 2 (50 A e P AR SNV R REAIRES. (context) - BIATHCEEE
ERRUE B B E R B R B 17 -

Fr T TTEIERREA S 2B E R EARBIN ARRE T HIMGR—K
B RIS - [FEREHY R SRR B » (5 & E SRR T A
1M (freely given ) - 15 LIS REAZ sliE 48 S E TR B F 2 (8 A B 5 HZX - i
MBERTERIZAZ %8IV A1 (informed ) AEMEFI TR0 D#kAT > SEARIZIERE
Tl H AR AR 2 RS LR A E AR R BUR M Bk EEEAJE
ERRIEFEIETS - 7 ARG B [EE AT E (specific) » #fHE
A E BT AE R SEBHOEA S HIE R ~ Rl (E A\ &R E
HHY > Wistaz (T R HUSEE AR 5o $HEA P R & - A&
ol EHEUSAH S BRI CE I F EE - S 2 S S —(HmM N AL R E
A 2L R N R ERE R (E A BRI (R R Y (A - 1T AL A S5
FIFER T T E - SRS RAEE

ERERERAINE G - IRBEAFRHREE < 10 R 11
R BERNESE NARAZEHERENS T S R EE ANEAER

127 1. at 12-13, 21, 30.
12 ERERINMEEELSSZEY (1TEIELIEEE 7 BHE TS (F (Mobile
Privacy Disclosures: Building Trust Through Transparency ) |HY5-{st# 2 ( Staff Report ) FHEIHY R
fiFt - BEINERBFAC S Z E G HTEIERE B RENS > 552 R AL 3.3.1.2 - See Supra
note 118, at 22.
12 EREPRG (FHEREET TEETE  FERAAREER - REBEERREIE L
¥~ o ERTTZAE - See supra note 119, at 15.
B0 RRE ST R R AV E LN S IVRRE o SR RIREE Ry - B RETERG] > BEEAER
FREESEE M —(E "I A R EE | nE R > EEAE TEET > R RS E EE
BEAENERE - flabsEEEAEAEAENAEENR » EE5R TE FEETEITSERED
EESN  IEEAEFEAERAERNET » INABCKHEAEREEAE TR EER - B#E
EERRRME A E M e AREEHE - StNERFENEy - S GAEAERER > &aH
fEAEREENSE - (EHE AR T AP E B ACERAVE S A 2R TE A B ma
Bk ERTA A - #E B s E R I BRes A o tHE . BREFBIMEE A FFEREEK
HIEIE &R - FIAnFEsEIE AR =R At — (58T - SR R A 2 18 LI TS -5 i Il s A o BRI
PRGN o PRI A 3 e S Y [E B PR e R S 20 - (B E s S B I R ~ BBl
s B HENEERE - 17T RERZE - Seeid.
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BESh - (B A RIS B R AR ~ HAVRI = - S 2 SEEYEA
FE/VIEIEIRE SW  SEAE R E E HARIEANE R (Who ) ~ EFIRE B S& s AR
{E A& (What) ~ Ry EpaBis S5 A &R (Why ) ~ BB RE G G FE 25
= J55%%&( Whether )~ BUR (5 I AWREERER - B0 S M R HESUMIPR#E( What )-
PRI B RHERRE Re R R RS BRI EE RIS & - EROR IR -
TR AU B BN 2 = FE it » DL SR B A N BT S B B 7A M (5 BBl ER S M -
DISEE R Bl > RIRIIHT &2 28080 > A & -

TRIBIANERR T & B NEmHagEsh T ki th 2 e A A= HE
Hall o (AT LR R AL e B N B RE N - SR B RARS
DUREAT - JC(E H e P 8T 25 S AL B > EL {50 A T e e A =R s o AT B AR
ABHEER - SRR R - iR o B (AR UEIR O nIBRE - AR - H
B FANBIEECR  RAVEBCRIINE 2/ BB S Ait N - 3 H Ry 75
{ToEe =R > 7/ T EE B SRR BRI RN A LIS 5 2(E
H o R _EBEFARE BUR 5o B ARSI ERARE ' -

3.1.3. sNgE

BRI A ARG R N B R BT A A A= 2
BX ERHVE N BB e te /5 BB R A S AL A DT v DRt B —10%
B — B ERE » 265 Ol NE0Rt © (B S & B e httay - H— - BCE(E
NERREECIDEE § — T HEOREE AR - 55— ESGE R E A &R
B HRE - BEAETED - SR vy B TR A YA SR A S 4
IR E R - Pl AR HED - SAIES - EE Rl » SEEREERIER RSN
TRHE I H(E AN BRSBTS - S RAVARE » BeEBUR BRI B RE - &R
TEECT » S ABRNHTHGHIENR ~f R G B L BV R e AL - S
RHRCEE T 5 -

I e IR THYTE O MUE BBER T AV RTE 2 BRI N B R RETE S
B SRS A E R B AE - BN AR E N E R e 20 IR - (E
NERIRES 29 PR LIF/NEAER S8R i (smart device ) fEFIRZZHVE RE T
IR — S - R EF RSB IER 2% - RRNUE AR IR
AR - s FR R B A E IR S\ P S8 s A B R DA S BRI R AR -

131 See Opinion 10/2004 on More Harmonised Information Provisions, 2004 WP 100 (EC) at 4-5, 8-
9; and id. at 23-24.
132 James Q. Whitman, The Two Western Cultures of Privacy: Dignity versus Liberty, 113 YALEL. J.
1151, 1164-71 (2004).
133 DANIEL SOLOVE, supra ntoe 71, at 1110 (2012).
134 See Peter Fleischer, Don Quixote, PETER FLEISCHER: PRIVACY...? (Feb. 17, 2013, 8:33 PM),
http://peterfleischer.blogspot.tw/2013 02 01 archive.html.
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sAMEEE LR E T = SRR B RN ERERMNER - 5%t 2R
FLEE IR THRR RS 221 ? B IH RS RGEES > MARBLEPHNEEEE"DS
{5 FH & Rl Ry Pl RE M il 2 KBRS » At —2K > BERLE S A0 &0V EFEIE
FARTE TR > H I S S s B EUe/ e NE R ERE - (e 2 REDIFA]
Bl EECERTE RIS > BAEHAEDIEE T2 (layered
notice ) * 515 FIE Y F 307 =0 EAEAYAEAT - BRIt > AN /BT ALREFARE R SR
VERESE 2 TN T E » DREUFETE - FEAENY - BE » BUH
FOREEANNEELNERE  AREMEEE - bR A DFE RS —
RIVEE > HECR{EFIEIIRERL 2RI g hIsE S R RIS > B0 © R E
Bk ZEEE T DA A ? PN (B N S AR U - (A SR
A EAES > RIS R AR SN E RER A R (FHE A gL
HRERE > i EEARIER 2 % B B RievE ARSI T 2
AR ZEA (take it or leave it) |AYiRH] » {07 HEG £ H A —(EEEH A2 A
B R AT HZIERERN - EHER T  (FHEEIFE A Az ERAES
HArfEHNERE - EREAEEM - Aol Lr5E -

HAO TR/ MEE R SEKIT e SR a e R St B BNl TR =73
Fra A ANERERNRE  EREGERCeEE B RIS PR
' ? Btk - TAF/NAETE R EA TR EA AT ] - AR g B
EIAENE R E R o HAERHE NBREE THENEEREAMR B
A B A FE R R S P e T 28 - HL S S A (T A b R BP9 A
BUARBEHZ -

-

-

135 Peter Fleischer, Why Johnny can't read...a privacy policy, PETER FLEISCHER: PRIVACY...? (March
27,2013, 4:15 PM), http://peterfleischer.blogspot.tw/2013/03/why-johnny-cant-reada-privacy-
policy.html.
136 DL Google HYREFLAEER Ryfo» BXEZ (BB ~ {E - JEEY ~ R - BEAING ~ K
I~ PEHES) » S50 RKHE Google HFERARERLIUEITE S - B A ERIIRES 29 R TIE/NE T
2012 & FR Google HAEMBIMEECR » AETZA= | BIAEBSRAERRI T ITE
K S ERME AR B AV ELEORIE  RRAAEBCRE S 60 Z1# Google THAE » AREEHUR Google
HIZZEAERHEER - BGEATREHHEIE R BN ERMTT - EHEERAE &
% » Google RETHERHRIFHIIR - SEIFERIETE A Z A » Ha S Ea S ny a7 sl
Google Z1{a[[E]fE » [H5-4:4EHE%ZZ - See Google Privacy Policy: Main Findings And
Recommendations, Eu,
https://www.agpd.es/portalwebAGPD/revista_prensa/revista_prensa/2012/notas_prensa/common/octub
re/Recommendations Google EN.pdf (last visited April 22, 2013); Letter Addressed to Google, EU,
http://www.bfdi.bund.de/SharedDocs/Publikationen/EN/LetterAdressedToGoogle.pdf? _ blob=publicat
ionFile (last visited April 22, 2013).
137" Opinion 15/2011 on the Concept of Personal Data, 2011 WP 187 (EC) 20.
133 See Dan Cooper and Philippe Bradley, EU Data Protection Working Party Sets out App Privacy
Recommendations, INSIDE PRIVACY (March 15, 2013),
http://www.insideprivacy.com/international/european-union/eu-data-protection-working-party-sets-out-
app-privacy-recommendations/. fH[E AT EFRIEE - | fram(E NERREE L T EFAEE]
AR - H ESREESEES 128 B > H 156-58 (2013) ¢
139 Seeid.
140 Saira Nayak, Response to EU Opinion on Mobile Apps, TRUSTE BLOG (March. 14, 2013),
HTTP://WWW.TRUSTE.COM/BLOG/2013/03/14/RESPONSE-TO-EU-OPINION-ON-MOBILE-APPS/.
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3.2. EH

EERHE NGRS - €% 5 T ENER, (information privacy ) ' >
FEILEBGR o DI E %] /%35 » BURNE il Ryl - SEEIESE HDUBRIFIEE
fH (notice and consent) T » A FREJEY 1973 K5 H 1 A= 08 18 Al E

( Department of Health, Education and Welfare ) fiiEg A T A\ IEE R R A ( Fair
Information Practice Principle, FIPPs ) |42 - " )N EE R F R NS FoRTE R -
AR HIERA] (notice/awareness ) » A1 R E ARG ~ A1{0] ~ DARE Al H
HREEE S AME AR 25 [FEIEAI (choice/consent ) » &2 A FLAI{[ 7
£ (0] 0T BE %% 5 E’MI)\"“H HAEEE - FAEE #0228 FEA

(access/participation ) » 55 A\ A Ag R H P2 EEEM(E A& - WA E B IES

SEEERL AR B SEEE Al (integrity/security ) » SEF B Z0RE ~ (REVH
EENENER  DUET ROBIRAI (enforcement/redress ) © /N IE &R
R 25 Bl sm B R R N K o BB Fal L B PR B THIBCR BN A -

FEIHFOIE R L S2ERERHLEPT Csectoral ) Trok o{fichet & HiF AT R IR
SELERR » BB 185 B oo 0 BT A S0 25 B4R LA
% (personal information ) FESE » A8 23R b AR EL{L AT A Bt
FrEET -

W EEE BB RS ZRBAAERENZ O S R T ATEREAAMARE | HAREERE R R B
FIEEMEESCE TR - LS E B 7Y Katz v. United States Z£ » John Harland AR E#EE R
EHNLEE RN BT - R MBS ERTIRE G - (—) BB ATE EOH
FRIAHEA A HIEHE - (=) HIiFEEeEwld T aEn - TR REEFEEAT
B EERE ARG > g b —RE B S A BRI ER AR A - 2 RAR
FE > EANERHE R G2 i5E — — IR CRIE Rl - BT ZE RN SRR R &R
WFTATIE Lam S > B 37 (2008) -

142 See Fair Information Practice Principles, Federal Trade Commission,
http://www.ftc.gov/reports/privacy3/fairinfo.shtm (last visited March 29, 2013); and JONATHAN D.
HART, INTERNET LAW: A FIELD GUIDE 375 (2008). /N IEENBREEFE AT S22 T 1980 4= OECD [&F4
HEFIFIEREE 123K T4 - See Daniel J. Solove, Introduction: Privacy Self-Management and the
Consent Dilemma, 126 HARV. L. REV. 1879, 1882 (2013). 5B&:RAFCHE » Fijf&gsk 78 » H 173

(2009 ) -

B 2EREGE TGRS R EREIE(L) 0 HEVASEREE > 55 104 1 > H 114 (2004) 5
i > T EmE NERHREEE Y 23k(b) - REAHREH > 522 9@% 18A - H 23 (2010) -

144 See HART supra note 142, at 369.
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3.2.1. HEFSERER
3.2.1.1. —RAGR HE SIS CRE

TE Ko (E B B4R (N & S S (E RIS P A g5 [
N 2 ST FR T 4R i e N I E AR R E A& R SRS 105 (E S
BIETT T4 FREFAfR5 )% | (the Children’s Online Privacy Protection Act,
COPPA ) "0 o It » fF SRR S TR S B AL RS » BEHAX S RESY

(Federal Trade Committee, FTC) $ERMEEIF AL HZ EEASE 5 FRENIKE

(deceptive ) ELA /N (unfair ) 17 BHYRRED - M A A HBI(EE R E T E S
SN B R E HIZE R FE RS S S A e ®s » FeBE o Ry 20 Bl O B S FEAL »
TR 5 B &8l = 53 FIFR i fg s 7 U HIE 2R -

BFZ ST EEE 2012 45 3 HigH " (reg PS8 BIs A N BB —

SR EEHFECRH] E ERVEH (Protecting Consumer Privacy in an Era of Rapid

Change—Recommendations for Businesses and Policymakers ) |7 #5214 5 2¢%]|

W AC 7 B H RURUARIEEAE DL W B RE B N S AN E R R

B ERER - IF H &S5 Y Tary 5 [E Csimplified consumer choice ) » A
S FERAB IR BRI PR AL o s b B BRI E R A

FESh 2012 4 2 H REIEFEHER AT S M4 2 | (the Consumer Privacy
Bill of Rights ) ' » RIS RAAFEREAL RS FESFUSR HUH BB A\ BRI DA -
A E AR AF RSB IR AR 575 5 DAL bl F L B H R R (R
FOES AR ISR AR ies 0 AR LN B R M B 2 e B A E A & s 1%
I » 5 SRS H AR T 6 B A PR R A > DR & Ep R A B SR
{EFIRHE B BRARES T 12 0 SR G T SR E R - TELUTEEM
ARG B — R RSB E R o D E AR VR B R e R R
RLEATA KNS AR EIEZ = B R AR BRI - IR E & AR
YRR - M ELARF i A PG OR >

W fE TESTEHREDE AAZ (Computer Fraud and Abuse Act) | ~ " 81 i@HEFAZE (The
Electronic Communications Privacy Act, ECPA ) | ~ "B#FS3c 5 Z= B &% ( The Federal Trade
Commission Act) | ~ " ZFEi{{E#EE (The Telecommunications Act) | ~ " B/EEFH P{REE

( Telephone Consumer Protection Act) | ~ f1 ' fZhrifkE A ( Controlling the Assault of Non-
Solicited Pornography And Marketing Act of 2003, CAN-SPAM ) | ~ " B/##H#G ( Self-Regulatory

N

Codes) | ~ "B €% (Video Privacy Protection Act) |%% - See HART, supra note 142, at
375; Michael G. Rhodes and Charles A. Schwab, Mobile Commerce: A Moving Target for Legal
Compliance, in UNDERSTANDING DEVELOPMENTS IN CYBERSPACE LAw 1-31 (2012), available at
http://www.cooley.com/files/Rhodes%20Excerpts.pdf (last visited Nov. 29, 2013).

146 See JONATHAN D. HART, supra note 142, at 375.

147 See Daniel J. Solove, supra note 142, at 1882 (2013).

148 F1c REPORT, PROTECTING CONSUMER PRIVACY IN AN ERA OF RAPID CHANGE, available at
http://www.ftc.gov/0s/2012/03/120326privacyreport.pdf (last visited Dec. 25, 2012).

149 THE WHITE HOUSE, CONSUMER DATA PRIVACY IN A NETWORKED WORLD: A FRAMEWORK FOR
PROTECTING PRIVACY AND PROMOTING INNOVATION IN THE GLOBAL DIGITAL ECONOMY, available at
http://www.whitehouse.gov/sites/default/files/privacy-final.pdf (last visited Dec. 26, 2012).

150 d. at 5.

31 d. at 14.
152 d. at 15-19.
153 Id. at 15.
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3.2.1.2. HERRR R N EAYIAE

Fofe T E RS E HEIE AN ERZEEE RN ENREE B E5EZE
g1E 2013 4 2 At T{TEIEALAIEEE AT {E(E (Mobile Privacy
Disclosures: Building Trust Through Transparency ) | %554 (staffreport ) %4
RO -HAEA R R AL TN i WS EZ N ELE 1 B ANTEIRE
e - LAsssl AR ) (transparency ) HYJTEREE BB - ZEEH
HRHTEISE R 0 RIURHA - PG (platform ) EfFFEZ4E (operating system ) ~ JiE
FIREABHEERE - EEEEEE =TS DUREREFEEERE > /i TE)
RHEZEIRE AL R g -

L FEIEERR

(1) FHEEBTERFER 1A (Application Programming Interface, API ) » SE51855
EREAER

BRI RS H T T O BT 8 85 o M0 e A = T (o i " e Rk
NE - PIOALE ~ EEEIER S HIE sk Sl BUSHEEIRER © A
TR FELASAFERIN (dashboard) ' » ERMEEIE T HATR A oitifE
FIREURF G R AP L BRI S - RS e i s W S (F 3 S8 H B2k
& AR e AR U (EAE R e a0

(2) FEEEEREA

O R R A Gl it (ST R
GBS B (T | BN S 1 MRS Rs R
4 » SR SR R R B P A (A T R AR
SURERRAT - SN A RIRIRE | Fe T o SEB T - 3 T R
9 > PO e B I B e KB

Q) BEH—ERE S
FEFREERMEAREEGHEER ) EEA RS -

B R SEE GG PR | TR 2012 R —FHEIEHE - 2t USRS
ARE—TCEESEELNTH  HEEHEEBTEIEE RITLHETR B =M
NARTEEGEZIBEE - BEMGEMEIRER - 1FERYR - oS - TEEERNEN - JERE
A EMELE$ESE - | FEDERAL TRADE COM’N, MOBILE PRIVACY DISCLOSURE—BUILDING TRUST
THROUGH TRANSPARENCY 15-18, available at http://www.ftc.gov/opa/2013/02/mobileprivacy.shtm
(last visited March 21, 2013). [H:{5EEEESIERE 2012 FEEAC S ZE FHT/AGHY T Marketing
Your Mobile App: Get It Right from the Start] ;5 - See FTC Publishes Guide to Help Mobile App
Developers Observe Truth-in-Advertising, Privacy Principles, FTc,
http://www.ftc.gov/opa/2012/09/mobileapps.shtm (last visited April 20, 2013).
% Ll Google Fffil » 71 " &R FEH (Dashboard) | HEEFIATA Google EIRAVE R » FITTHIRE
FLBAHERNY - EE 2 IR - EAER} - Android 265 ~ Play B)5 ~ HIE ~ Bisg N - il E
H > Google » https://www.google.com/dashboard/ (& 3IE HEL : 2013 F£4 H 16 H ) -
136 FEDERAL TRADE COM’N, supra note 154, at 15-18.
157 1d. at 18-20.
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(4) HERISE 7 KNiBHE (Do Not Track ) fH}i

FE A ER IR SR TR N EHUES] i BRSBTS T
e AR BT B RS A B =TT S B

2. JERRE=BH

e AR B S i R (R ALE R MR BRI ER AR R 25 5
BEHY - R SE B R EE » DU SR » Iy EE AN E AT HUE S E B PR E R -
BB - e AR ZUBRSE T LUIoR o 5 s s LA SE = e B SR IE > T
BRSBTS R AP LR (B & ER > DAEREE2E ~ 15t 18 BEAH R &
AEEHE S - Mtk > ERIERE ISR IIA B ERER - sE gAY -
METEREE TERS— SRR EE > -

3. FEEFEEBEBZIIRE

e SR E B =R E R RS > NI R e i
{ERE AR ZCEE S LA E R AR &R TN EE ' -

4. JERREAEEEE

SFA T B LR Rt DUE B A e SR AERN & - BRI
{ [:EI’JIT (icons ) ~ 1Z5E (badges ) "' FIBSFAEECE - B4 S ERS EIF AT &
EHEEHEREENET e RS B E i Sl -

BrF 2 5 Z B g s M EREEE ISR R8T - B¢ Path R 28l
Goldenshores Technologies 73 &4l Erik M. Geidl Aifi#Z& ( P11 f5fE Goldenshore £
FRZE) ZKiBIZE - Path Rt ACHE IR (B 800 BOR S RIEH B HoRE(EAEE
B A AENEEE R Al HoRESOREEE S B CELEE - R ED
EAER > FERFERER A S E m AN AR LR EORGE L o 4% Path DL
J\EZEERETE Ccivil penalty ) BREEF 527 2 2w 2 iAg - H - HEEE
{5 A E W ERAVE T o (R Path {E[SMEBCRPER T HE L
HYIP i1 ~ {FE LS « ZIEERIAE - HEEELERY4gHE (address of referring site )
MUEENHRBA4CEE (site activity informations)-ZEE5i8l » (HAI7E (58 & B Eh e I AE =
% > HEEAE AN SRS EN » MAREERENT RS « AR
L 5% G AT EREI R e NS AT Y B i S R — B0 SR EEE O
JATRHLIEAAERCREGA A » BUSHEHEREE » IEEREEE R TR AR
HIIANES -

158 1d. at 20-21.
159 1d. at 22-24.
160 |d. at 24-25.

1

=

' B 5 ZE B DL Moms With Apps B2 - 5% R R HLIEAAERESE © H— » ZIEMTE
AETgRENTZER = EREEtaaEE s H= FEFH&EWJEE‘ HEAE
BITR HU - EAREAESE &G LR Er: - A7 JEREXZE GG asMhEeE
EHAMAERE - See, 1d. at 25-28.

162 1d. at 25-28.

163 U.S. v. Path, Inc., No. C 13 0448, slip op. at 9-15 (N.D. Cal). See also Press Release, Path Social
Networking App Settles FTC Charges it Deceived Consumers and Improperly Collected Personal
Information from Users' Mobile Address Books (Feb. 1, 2013), available at
http://ftc.gov/opa/2013/02/path.shtm.
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1£ Goldenshore fIfi#ZE " » Erik M. Geidl %2 Goldenshores Technologies 7%
] 0 BA#E—540 T Brightest Flashlight Free | HY Android 2 EAI 1% T2 & o &
JEMHF23X - Goldenshore {EFEFABURA TG EREFTE NS FE HE BRI B &S
T —a R 4G e =78 HaE S - LN Z A EIREHE S
S B EE Rt R A 0k 88T > SR I DUR &SRR P il st PR L B YR E > 7R
Mz ERREAER g et & E e T = E Y AR S S TEE
GFEOREFHVVRBIERRAREBCR - BN 5e Bt e 52 Fr A SR8 AN ERHE -
R S R S R DA R 0 A P SR A {5 F (RS

322, MEEBR——LLUIN B
3.2.2.1. —MR(ENEIRERE

DAY 2003 FEEZTENMN 4R _EEFLA R A (The California Online Privacy
Protection Act) o RZEAEULECAR EARFSSE A & BAEES H IME N NAYHE S -
17818 5% e SE A B F 48 B AR s Ta e Al ks ey A& EH (Personally
Identifiable Information )y » FESRZ AT FIRAGSHEHEEERMEECR' - [BFLME
SRR B EE Fe S i MEA B ~ eI RIS & B B K it e e
IVE I - I AR R AR SRV B R H B - A PR A (T E B e S A
SHERE'YT o FraE TR R EDSE SR - B ait s ~ il (ERE: R B A RS i
bk S BEsES ) ~ BT EM L < BRGNS - et 0 DIk
(BT A BEHES - SRR B PRI R e A~ &R0 -

IHER _EFERAASSR A IS E B BRI TR 5 EF AL BCR > I
HE e 5 st Ay 2= H T (thefirst significant page ) - B1E 55 (£
BRI Z BRI EBCRIALE, - FRAEBCROZA (L) R E S R B
SRR R 5 A Y (A mT SR s R il - SR IR T B B e i T RE & oy
SEEMZB=TTFE  (2) il A AN Eia s F e AR (8 A A]
HHfEE R (3) s H A Uk e fhE A i AR A ECR B E AR
7o DU (4) FBRHRAEECRAVARGHH - E4EnhE B siissie Mg Z T
FEBCRATT & LS - RIFRAIIN SR ERERAE' -

164 Press Release, Android Flashlight App Developer Settles FTC Charges It Deceived Consumers

(Dec. 5, 2013), available at http://www.ftc.gov/news-events/press-releases/2013/12/android-flashlight-
app-developer-settles-ftc-charges-it-deceived.
165 In the Matter of Goldenshores Technologies, LLC, and Erik M. Geidl, No. 1323087 at 4-5,
available at http://www.ftc.gov/sites/default/files/documents/cases/131205goldenshoresorder.pdf.
166 Online Privacy Protection Act of 2003, Cal. Bus. & Prof. Code § 22575 (a).
167 1d. § 22575 (b).
168 1d. Online Privacy Protection Act of 2003, Cal. Bus. & Prof. Code § 22577 (a).
19 1d. § 22577 (b).
46



3222, HERARUEEME AN EAYALE

R A RURETTEIRRALRE DDJ‘I\Vf éz'{é Kamala D. Harris F175 KT8 EHFE
HoEf - s AR - Google ~ FH ~ fl#ONI RIM » 22 i ek DA EFEAAPREE ~
I ERIESTAR LRERREE - T;?%E%VSI%}E%%E% (B E R A R A
HI(E AN E R - D HBEEE R ARREA B SR B A B > Rt {m] 54 ~ (3 A0Sy
=X (PN

£ 2013 55 1 H > INEDEERAAT AL T IReE AL (Privacy Enforcement
and Protection Unit) ''FREEH4AY | Privacy on the Go £y EERUAE B S A/ AR 172 -
%%%ﬁ@@%%ﬁ%ﬁ@ﬁ%@ﬁﬁ3@%%ﬂﬁ%ﬁ‘ﬁ%ﬁﬁ¥@%@%
( App Platform Providers ) ~ FE548%% ( Advertising Network ) ~ DL AFZE 24 2%
% (Operating System Developers ) F1{TE)E 4% E (Mobile Carriers ) °

1 JERREA SR

e ARG R S B 2ELIRE - s BT
— {8 N &R ESEE (data checklist) > 5 FHAZ U 0T RE L - E-EH%I%D% |
HERRANEE N EHTIE - FE & 1Esa e RIS, T EE A AN ENERA R
ERYNEL S B T E B E 2 DGz FItE R & el R 2 i b (A A& AR
FEIEGHIE SR B BT e E A S - [FIRF » N E R SRR &
JERI > e a0 o BRI ez 21 DA S E0iet ¢ AITE PR AU RE S e PR (8 A& 3R ~ B
MR 13 B LA S (E ANEE - B2 FEfRRIERIRGFIIEE T » e
JEFRFEZINEER - A RE R I R TR SR E SR - R SR k) e
BE O TEAEILERMIRGE(EE (privacy practice ) » [ T HE(RE R E{E A
=GO er ANRIINEIF s b N[ = TR =55 P

HA AR S A e AL TR (A b A R AL ECR - TR L
HoekE ~ SRRAVIEAL - BRI~ R AT R A LR - AR~ DAK
REHVEE BT ZIFD - EEIERRAE BRI EERECF eV E i L - 53
BEFEZ 7R - Fl > RAVEBCRARIEATE - [ > RAVEBORAVR G
FREEHIEE PR - KRR AL AR > s 2 A B R BT A PR AL -
AR TR

170 Attorney General Kamala D. Harris Notifies Mobile App Developers of Non-Compliance with
California Privacy Law, STATE OF CALIFORNIA DEPARTMENT OF JUSTICE, http://oag.ca.gov/news/press-
releases/attorney-general-kamala-d-harris-notifiesmobile-app-developers-non-compliance (last visited
Dec. 27,2012).

70 N EREERAE 2012 4 7 AT ER BT IR Bz (Privacy Enforcement and Protection

Unit) » BT ERE BB FRNDNEALEAERAZ » IRt NAERARE AL R e R
See Privacy Enforcement and Protection, STATE OF CALIFORNIA DEPARTMENT OF JUSTICE,
http://oag.ca.gov/privacy (last visited March 28, 2013).
172 CALIFORNIA DEPARTMENT OF JUSTICE, PRIVACY ON THE GO, available at
http://oag.ca.gov/sites/all/files/pdfs/privac/privacy on_the go.pdf (last visited March 28, 2013).
173 1d. at 7-10.
174 1d. at 10-11.
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> R E AR R 7 ~ SRR T HERRk A A (A & ERELE
FEEATIREMRY - B0 E EB B HEMREEE  IIAFS ~ EREEATH
AR R RS - BB ERHER TR = s (BaEEEE O AU R
AHiEH] (special notices ) | » B ERHFGAYETLZEBH (short privacy statement ) F1f&E
FLF2ef] (privacy controls ) 25251176 -

2. EARECFEREE

B AP ERE G TERE T RERE R R AR E > Nt
e AR R R L B BRI F &RV H I L - HK O -Fafa thER
e R AR E AR E S  DEERZERE A R AL AR -
LU TE S - = VP EE R e RS A e A T F AR = F &Y Zh
fE - — T HAEEAEAEEEEERENRE S TH RS EREEER
TRRBE FAME P SREARE FABEIE - DURGE B BlEf R -

3. BEEHER

[ & S /R R R AR R R (8 A& G SRHERR A REER - 1852 T e I RE =B
SR - (SHELRE EIRARER 77 8 P IR IRy B S A e O e P R =y (5 R
BN E SRR B FE AR SR IH < % e 2 (e B\ &3 - 4 H %
SIS

4. AERRGHSEEN T BB &

HHE R A% = AL BRI fuaT & rTiEhE A&
LUK AT Bt I SRR S o BT EhmsiceEm = EUE%EEE@@-E%%ZFQ
FrEN BRI G - BEEHETEREL - CER AEGHELES -

323, {rEEAEAEEEE

BT REAS 2013 F 2 AR (TEHIBLEE—— AEAREIEE

( Mobile Privacy Disclosures: Building Trust Through Transparency ) | Ff5H251%
TEE B F 7580 ( Department of Commerce ) " B EHEAE /S (National
Telecommunication and Information Administration, NTIA ) | #8h T @ EHErf
ROl EIRS ~ e IR B 3% SR Tk BB R AR AN LR FINESS > AEE T (edEfT
e e E B E b2 AR K177 B5FRI (Short Form Notice Code of Conduct
to Promote Transparency in Mobile App Practices ) ( LA fi5if# " 178 APP <FHIl) ) |

1

2

> BUEEREE  SCFERE  EERAC BB E R SR AR, o SR © BRI

J& o 1d. at 12.
176 Id. at 12-13.
177 1d. at 14.
178 1d. at 15.
179 d. at 16.
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AVELZES o FPAARAT R ST RPN EVE R T - 178 e AR =U5A 28 i Al H A AH BH
& AJEITAERSEEL TR - BASMIIE REHI R -

EFEER  fRE5 2013 45 7 B 25 HESRARFEZE NS RpRIFTH
ENEFEAT AUE LEEAR (nutrition label) {EREA - BAgE » EEE
NIRRT IR B an Y S B R AR B Y T 2R Y IR AR &R
J(Plansss ~ ' ES) - BRI R (highlight) SEEFTREANEAER
T R HN ~ FIREEERLR 1 Z4a 0L =526 (BIfEA % ~ (E AR
BAEEREEEEITE) - EEAE T EBRAEAMNANE - AEREFEEEE
BRI AR =TT E Y AR IR IAR N AR U R RECR - S
PR 7 EETTE) APP SFRISN - WA ST AHREH AR AR &G -

AL R DUEBEDRE BRI AIREEA » BEREHAAGE > HAFETT
Bt /N 2R T3 RIS I8 H ATASSF RIS SR AT PR (IR A (o0 F & T A -
T i R R A A R AR (A AR 2 B AR (S AR 7 AR BE S L2
SRR R ERRYE A B R PAPTER (ingredient label ) BT AR > JRRIE #2
Bl E IR L AR &R Ho 2 /& B R R R E - H IR 2R - TR R
SR HAE AN E R AT ge 2 2 =RARABIRST 2

BRI G R R RS R A RS ([EA SRR 2 IR T :
AiE Y TR I E R SR a B AT A A R E RN - RERIZE
FEEEYHHA AR - AREEAVEE A Y E R AL - Je R A
JEPRHUE B AR EEIMER p BT R 2 P R EGHT TE B i o A - 2K T A
P A R - A 8 P A AR 400 R E S R B i 2t P e (o 2 R (B N e
FIEEEAN ARV ERSIOL e &R TR RS E AR SR FTAE - IFFI R HE R
RN IR AR T R AN B - tHEEE RS A RIE B TR B
&R R R A E A B E RS

59N SR BTTHREETTE) APP SPHI > JERCEA IR HICR - 8T
H BB RLOREE LU R RLRE TR AT — NI K - MR Ry e BEZ BRAE RS > (e 2R
DURAHRE LA > A S RI7E S AW I EBURFAH 68 S AHBE A 2 I RG 22 By e -
BESE > BR T RERLEEAIZSN - 178 APP SFRIERIRR RS & R TE LA
o AEHEREEEFRLEECRES - FEfE5 [(8 &0 (5 Z BRREECR - It

B R TEIE AR S URAISFR] - M EECOAEE » BIRFTA B E R B E I S - R
{11 By EEZE - Larry Magid, Agreement Calls For Mobile App Privacy Disclosures (Updated), FORBES
(July 25, 2013, 8:17PM), http://www.forbes.com/sites/larrymagid/2013/07/25/voluntary-industry-
agreement-calls-for-mobile-app-privacy-disclosures-but-does-it-have-teeth/.
181 Short Form Notice Code Of Conduct To Promote Transparency In Mobile App Practices, NTiA
(2013), http://www.ntia.doc.gov/files/ntia/publications/july 25 code draft.pdf (last visited Nov. 29,
2013).
182 NTIA Mobile App Transparency - Ul Compositions, NTIA,
http://www.ntia.doc.gov/files/ntia/publications/ntia_ui_comps_update 7.23.pdf (last visited Aug. 28,
2013).
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IR 7% B G KM A YRR S A AR - e Ea gt ~ril - Ei2
(R MRARIRAERCR - (YFESOAEZE (FIATINER R
) A EE -

324. /NG

FEIEFA 52 A G AN ELEES - st {TEIE AR R S e o
MATHIR e s - B W s 5 e 0 R T R B RN LY RE R BVE IR -
TS EE'S - SR E R AIEIML - AT B ERTERRRLRGE LAYRSR
5 > AEsK AL CREE AR S I SRS RN R > B 5% B g RN U0
T ESE A A T e AR T R T AR DR(b TR A Z
B R -

FEFCRKIEVMERBORES T B 5% S G ~ INEIAECRESTE
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183 See supra note 132.

184 Steve Satterfield, California AG Puts Mobile App Developers on Notice, INSIDE PRIVACY (Nov. 1,

2012), http://www.insideprivacy.com/united-states/california-ag-puts-mobile-app-developers-on-

notice/. See also Josephine Liu, FTC Working on Privacy "Nutrition Label"; Industry Focusing on

Icons, INSIDE PRIVACY (Oct. 25, 2012), http://www.insideprivacy.com/united-states/federal-trade-

commission/ftc-working-on-privacy-nutrition-label-industry-focusing-on-icons/ (last visited Nov. 29,

2013).

185 See Re: Privacy on the Go — Recommendations for the Mobile Ecosystem,

http://gaia.adage.com/images/bin/pdf/TradeGroupLettertoCA1.10.13.pdf (last visited April 20, 2013).
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3.3. BEfEERAIE

RERCEETENEAIRERC ST S SRRV ALRE 2 2013 4 8 H OECD
HN o7 S iR 2 ERBE AL T 1% A 4845 ( Global-Privacy Enforcement Network » DL
T GPEN) #5ilE55—F7 " 4SS r & (Internet Privacy Sweep) | » DARRFABUER
B R - ta R SR EhE A2 = BRI S R 150 - IEAh - £ 2013
F 9 AF="ThE "EEERIGEBENEZ B KT (The International Data
Protection and Privacy Commissioners Conference ) |/\MF ' FE/NE S —IERTE
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186 Complaint, People v. Delta Airlines, Inc., No. CGC-12-526741 (Super. Ct. Cal. Dec. 6, 2012),
available at http://www.lw.com/admin/Upload/Documents/Complaint.pdf (last visited Nov. 29, 2013).
187 See Tyler G. Newby & David Marty, Privacy Litigation Alert: California Court Dismisses
Attorney General's Mobile App Privacy Suit Against Delta, Offers Little Guidance, FENWICK & WEST
LLp, http://www.fenwick.com/publications/Pages/Privacy-Litigation-Alert-California-Court-Dismisses-
Attorney-Generals-Mobile-App-Privacy-Suit-Against-Delta.aspx (last visited Aug. 29, 2013).
188 See Chris Jay Hoofnagle & Jennifer King, Research Report: What Californians Understand
About Privacy Offline 3 (working paper), available at
http://papers.ssrn.com/sol3/papers.cfm?abstract id=1133075 (last visited Nov. 29, 2013).
189 H. Nissenbaum, A Contextual Approach to Privacy Online, DAEDALUS (Fall. 2011), at 36,
available at http://www.amacad.org/publications/daedalus/11_fall nissenbaum.pdf.
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190 OECD Recommendation on‘Cross-border-Co-operation-in the Enforcement of Laws Protecting
Privacy, OECD, http://www.oecd.org/internet/ieconomy/38770483.pdf (last visited Nov. 29, 2013);
About the Network, GLOBAL PRIVACY ENFORCEMENT NETWORK, https://www.privacyenforcement.net/
(last visited Nov. 20, 2013).

191 See Global Privacy Enforcement Network Internet Privacy Sweep Questions and Answers, THE
OFFICE OF THE PRIVACY COMMISSIONER OF CANADA, http://www.priv.gc.ca/media/nr-c/2013/nr-

¢ 130506 _qa_e.asp (last visited Nov. 20, 2013); Results of the 2013 Global Privacy Enforcement
Network Internet Privacy Sweep, THE OFFICE OF THE PRIVACY COMMISSIONER OF CANADA,
http://www.priv.gc.ca/media/nr-¢/2013/bg_130813_e.asp (last visited Nov. 20, 2013); Results of the
first GPEN Internet Privacy Sweep, COMMISSION FOR THE PROTECTION OF PRIVACY,
http://www.privacycommission.be/en/internet-privacy-sweep-2013 (last visited Nov. 20, 2013);
Privacy Commissioner: Website privacy policies are too long and complex, THE OFFICE OF THE
AUSTRALIAN INFORMATION COMMISSIONER, http://www.oaic.gov.au/news-and-events/media-
releases/privacy-media-releases/privacy-commissioner-website-privacy-policies-are-too-long-and-
complex (last visited Nov. 20, 2013); Global Privacy Enforcement Network Internet ‘Privacy Sweep’,
OFFICE OF THE DATA PROTECTION COMMISSIONER,
http://www.dataprotection.ie/documents/GPEN2013.pdf (last visited Nov. 20, 2013). [G]HF 27 B ([

NERRE A E - "R EEREE" R
http://www.gpdp.gov.mo/cht/forms/sweepreport_ch.pdf (F{&RIE HEH : 2013411 520 H ) {H
ANERTLEHEAE T RIRLRBHUERRINES | TE A& EARBECREHE s R -
http://www.pcpd.org.hk/tc_chi/infocentre/press 20130814.htm ( §Z7& %8 HHA : 2013 4£ 11 F 20
H)e
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Commissioner of Canada) FI3tfEEHmlbin & RIS Z& (Information and Privacy
Commissioner of British Columbia ) ~ & /DJg en ] ARl rsEfmZ<2 ( Bstonian Data Protection
Inspectorate ) ~ 23 EIAEAE R RETERE; 2LE 22 (Office of the Data Protection Ombudsman )
EBNE S &R T ELE 12 29 ( Commission Nationale de 1'Informatique et des Libertés ) ~ {8
HHRFE N E R rsEZE &Y (FederalData Protection Commissio ) ~ fH#(E N &R REZ B
+ ( Data Protection Commissioner of Berlin ) ~ ZEE E-25 A ([ NERBHAEZ B9 (Data
Protection Commissioner of Rhineland-Palatinate (Rheinland-Pfalz)) ~ B A Sa{fE A & BB 4 RH
( Data Protection Supervisory Authority. of Bavaria ) ~ B2 {EA EFr#EZ B (Data Protection
Commissioner of Hesse ) FIffif#IE EEASRIRERZE T~ SENEANERLIEHEENE
( Office of the Privacy Commissioner for Personal Data) ~ E i HIV(E A ERHEERZ B AE
( Office of the Data Protection Commissioner ) ~ JAFIAY(E AN ERMFEENF/ZE (Office for Personal
Data Protection, Government of Macao ) ~ 4 7HRERVEFZE EiF/\ZE (Office of the Privacy
Commissioner ) ~ HFEHI(E N E R REHRS (Data Protection Authority ) ~ SLE{HVEHNZ BN E
(Information Commissioner's Office ) ~ DL EBMEFIC FZE 5% (Federal Trade
Commission ) = See Global Privacy Enforcement Network Internet Privacy Sweep Questions and
Answers, THE OFFICE OF THE PRIVACY COMMISSIONER OF CANADA, http://www.priv.gc.ca/media/nr-
¢/2013/nr-c_130506_ga_e.asp (last visited Nov. 20, 2013).
193 GPEN jZ#EFTil ~ FERAMEECE » BIASCATHE Z FERLVEDH » M Ry 8 GPEN T 4R&[EFA1E
A 2 HEE - PIE IR TR 2 FHEE  DREAREH -
194 See Global Privacy Enforcement Network Internet ‘Privacy Sweep’, OFFICE OF THE DATA
PROTECTION COMMISSIONER, http://www.dataprotection.ie/documents/GPEN2013.pdf (last visited
Nov. 20, 2013) - HSEFEEANGRFLEREE AT - T AL EHUEASRINES  Bia A&t
FRBEEREEERAEE  http://www.pcpd.org.hk/tc_chi/infocentre/press 20130814.htm ( 5%
BIEHRA - 2013411 H20 H ) -
195 Privacy Commissioner: Website privacy policies are too long and complex, THE OFFICE OF THE
AUSTRALIAN INFORMATION COMMISSIONER, http://www.oaic.gov.au/news-and-events/media-
releases/privacy-media-releases/privacy-commissioner-website-privacy-policies-are-too-long-and-
complex (last visited Nov. 20, 2013).
0 FHESEMERBELEZEWAEM AL " HErEEAAIEE £ 3KERE - See supra note 192.
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199 Supra note 195.

00 FHEEABLEREENE  FAERS - FHEX TRERE ) BERIMEAERLE
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201 About the Conference, THE INTERNATIONAL DATA PROTECTION AND PRIVACY COMMISSIONERS

CONFERENCE, https://privacyconference2013.org/About_the Conference (last visited Nov. 20, 2013).
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202 DOROTHEE HEISENBERG, NEGOTIATING PRIVACY: THE EUROPEAN UNION, THE UNITED STATES,
AND PERSONAL DATA PROTECTION 14-15 (2005).
203 See DANIEL J. SOLOVE, supra note 71, at 998-1003 (2012).
204 See Peter Fleischer, It's time for a "lead regulator" in Europe, PETER FLEISCHER: PRIVACY...?
(Aug. 16,2012, 9:02 AM), http://peterfleischer.blogspot.tw/2012/08/its-time-for-lead-regulator-in-
europe.
html (last visited Nov. 29, 2013).
205 The OECD Privacy Framework, OECD, at 3,
http://www.oecd.org/sti/ieconomy/oecd_privacy framework.pdf (last visited Nov. 8, 2013).
206 Id. at 16-17, 23-35.
207 Seeid. at 55.
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210 See Christopher Kuner, “You Just Don’t Understand™: The Current EU-U.S. Privacy Battles,
PRIVACY PERSPECTIVE (Feb. 28, 2013),
https://www.privacyassociation.org/privacy perspectives/contributors/kuner christopher (last visited
Nov. 29, 2013); Christopher Kuner, The Transatlantic Divide Over Data Privacy Rights, PRIVACY
PERSPECTIVE (May 20, 2013),
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