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Abstract

With the rapid development in technology, the network technology has transformed from
the early one way Cable to the current ADSL system. The broadband speed also follows an
explosive growth path along with the newest innovation.

Internet consist plenty of information exchange. As the hardware standard improved,
more functions and services can be easily performed. As a result, the applications on these
technology are everywhere in our daily life. Accessing data through internet become a
necessary function on digital devices. Many software providers also started developed such
products to provide cloud service. However, the information safety issues arise while people
enjoy the convenient services provided by internet technology.

The current internet safety focuses on the file encryptionby the user to avoid other users
or hackers to access personal data. However, users often neglect the easy access to data from
the service providers. Taking Instagram as an example, Instagram declared the edited term of
use which allows them to use client’s photo for commercial purposes without notice. The
focus of this study is to prevent such unwitting events from the users.

This study started from users’ data security and further discusses the prevention on
illegal use of data by the service providers. Using different type of data saving module along
with appropriate encrypted algorithm to test out the most efficient and privacy-preserving one.
The result of this research shows that the architecture of data warehouse with synchronous
encryption algorithm AES Rijndael, DES can significantly improve data security and privacy
and avoid the risk of data leakage, furthermore, to lower the possibility of administrator

accessing users’ file information.
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Rights

1. Instagram does not claim ownership of any Content that you post on or through the Service. Instead, you hereby
grant to Instagram a non-exclusive, fully paid and royalty-free, transferable, sub-licensable, worldwide license to use
the Content that you post on or through the Service, subject to the Service's Privacy Policy, available here
http://instagram.com/legal/privacy/, including but not limited to sections 3 ("Sharing of Your Information®), 4 ("How
We Store Your Information”), and 5 ("Your Choices About Your Information®). You can choose who can view your
Content and activities, including your photos, as described in the Privacy Policy.

2. Some of the Service is supported by adwvertising revenue and may display advertisements and promotions, and you
hereby agree that Instagram may place such advertising and promotions on the Service or on, about, or in
conjunction with your Content. The manner, mode and extent of such advertising and promotions are subject to

change without specific notice to you.
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What is Boxcryptor?

Boxcryptor is an easy-to-use encryption software optimized for the cloud. It allows the secure use of cloud storage
services without sacrificing comfort. Boxcryptor supports all major cloud storage providers (such as Dropbox, Google
Drive, Microsoft SkyDrive, SugarSync) and supports all the clouds that use the WebDAV standard (such as Cubby,
Strato HiDrive, and ownCloud). With Boxcryptor your files go protected to your cloud provider and you can enjoy peace
of mind knowing that your information cannot fall into the wrong hands.

Here is how it works:

Boxcryptor creates a virtual drive on your computer that allows you to encrypt your files locally before uploading them
to your cloud or clouds of choice. It encrypts individual files - and does not create containers. Any file dropped into an
encrypted folder within the Boxeryptor drive will get automatically encrypted before it is synced to the cloud. To protect
your files, Boxcryptor uses the AES-256 and RSA encryption algorithms.
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You are trying to create an unencrypted file or folder.
o Do you want to encrypt it?

This is a important file.txt
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Bl 18 : Capacity Configuration Block Architecture
Encrypted File Collection Block Bfa%:—t Capacity Configuration Block z_ s -
Mmoo e g B O (R WAR R ke Bl 3‘-%%- A d = eie ASCII
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B o L FA EE " Ahdodd-e e BARE R R AR TR EE
Encrypted File Collection Block
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Bl 19 : Encrypted File Collection Block Architecture
Metadata Configuration Block 5 SVD g s — B %> 112 512 NTFS
 MET #EA 2 73K 0 P Rl T e iR enE & T30 ¢ £ SVD Bk
TR B CH AR RZE R E o RH XML A AT AT 0
A% e 'r*rsgetﬁjpgﬁn XML s B BB H ISR S BB T T E g R
FPood XML F 5 F ok g AT T A AL B A R T
o (7 g R MH R e s (7 B RN B R T )

<?xml version="1.0" encoding="UTF-8" standalone="true"?=
<Config>
- «<SWVDInfo=
<Info CreationDate="2014/05/03 14:34:53" Capacity="10485760"/ =
< /SVDInfo=
- =Filelnfox=
<Info End="1048594" Start="11" Length="1048584" FileName="filel.txt" DirName="Dirl"/>
< /FileInfo=
- zPositionInfoz
<Info End="10485770" Start="1048595"/=
< /PositionInfo=
</Config=

B 20 : Metadata Configuration § "2 p %
(1) SVDInfo : % & SVD T3t ; & &b = pFF (CreationDate ) ~ &7
( Capacity ) °
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Seck positi Encrypt file Upload fil
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UploadFile
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Bl 25 : SVDManager 47 | 7
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B] 26 : Performance Test — OneDrive SVD Size Statistics Chart

Performance Test - OneDrive File Size Statistics chart
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B] 27 : Performance Test — OneDrive File Size Statistics Chart

22



41 F Bk

AL R SRIUA B e R FIETEZ s o I PR IEH(ZIP)
%%k ks (NTFS) @ f ¥ 41k 35 e SVD Zivii g o o 2 A &
SRR % R ER EFL 0 KF R RIS 6 B e Rl A
A E o ZIP A% 0 SEFF 2 HEE ER o EJ* A E o Lock 4]
BARREF I A u P AEZaEE o @ NTFS 4% 5 o h L g2 v B
&Rt kY e BT AR TN REN A RFE G L RF
g It > AN NTES @ H ~ 22 SVD 4p F e DES 4c /7 & /% o
#3%‘?‘ TR Rz AR R B iRE I CRES R —,"i%@f‘ﬁ?
o 4 $oZIP 2 NTFS-sh§-it fo B » 7 DotNetZIP 1 i 7 ZIP
3 NetDlchtlls 1238 {5 NTFS 7 Virtual Hard Disk (12 ™ i % VHD)?T
Rl S R - - ARV AR ) B
(1) rF fent @ T4 JIER e (TR 4P FERBR e T2 A pF

N A o

(2)0 R Fefh R 5P BT 7
(3) 7 {45 7 P A B L a8 17 2% § & °

APk 2R NFSHE ¥k § Renk ¢ 22 5 B> & %5 Server
% Client- IE;»PQ Server & % g3 7 & @ Client E'Ja‘ i€ ek 1T {7
sk d o APFPRRERFET P XD E B T FF T )
# .%péﬁ»;a/,}}; Bend Nz > 7 - B L awRERE
Boo AT R - PR a1
100Mbe st F1 R S ®? § * £ F Band B R
% Client =332 7 F B ¥ (7 o

N

N
~

N

éﬂ W

.._,\

“gh‘(

Fahe™ Bl o A F Bk ATiRE D
@ﬁé%ﬁ&m%ﬁjp
E‘é?/?‘lpf:ﬁﬁ-—s—ll#b‘( I‘E‘_/;E_ I

«3%

ad

! DotNetZIP % OpenSource » # ¥ = 4k % : http://dotnetzip.codeplex.com » 4% & ZIP it B % 4% (£5 i o
2 .Net DiscUtils  OpenSource» # ¢ = #xk % : https://discutils.codeplexcom/ » # # & s b B 2 3 i o

23


http://dotnetzip.codeplex.com/
https://discutils.codeplex.com/

Bl 28: % RRL2ER

42 FEEMZET S AT R
WREREF LA PR R AR R S A bR < ¥
F Rk @y Ty f!Fi HF g el e B 5 5 H R R S
Fhk kB SVD = faRg 2,30 1F o Wi erwl P P RRREE e 2 R e D
FEOEFABREBRFT R R HRHE - BH I E LR S (T2
ﬁ%%%?ﬁﬁﬁéﬁﬁ%ﬁﬁﬁﬁéﬁﬁ’@ﬁ—4ﬁﬁu@‘1§£
%m T¥ > ARk S B URA B2 % 3BT RKEE
d R SEET A AFPAEFERICRE T a EREFT S Aoy
foo B EE RN 2 A LU BB E - SR @2 THa 3 > VHD
TR (TpE > F)H \ﬁif#ﬁﬂz‘;ﬂa’ B A Ex Disk 2 \blume > 1 it ¥H4%
TR e JCPEERBEE S Ml om AR kg > ZIP B L 2 4
i #’j IEERY a2 A o jp it ZIP % VHD’%?}%J @,\’fi"SVD
FhAF v 2 UARRBl AR kg 0 SVD 7 ¥k Reng 4 R
For BB RE ] ﬁi%ﬂw?tﬁ°ﬁm f
¥ end o @ SVD ¥ ¥ i {7 Metadata e F M’:Ff » 11
E@EREIE o

—\\

SRR T
¢ rr\\

-\\

C"‘ r

P
i g
“#B

ke

’ 4’5%?‘

Jit

fim
R
Jit

5

i
# R Y %

24



CostTime (sec.)

CostTime ( sec. )

375

3.5

3.25

275

2.5

2.25

175

1.5

2.75

2.5

2.25

1.75

((ITYP YTy L

|

e

e

Stress Test - Uploading Cost Time Statistics chart

|

! - Lol |

| )\ . A
NIRRT N N VY)W O S O N2RY |1 WS W PV SOV SR JE NN IOOR YO

LT W SRSy SRR YT Y

ZIP_Lock, 3.54

VHD_Encrypt, 2.85

A Movbr s vaD, 2.40

[ 7 SVD_Encrypt, 2.28
' vl W zip, 211
SVD, 1.88
1 101 201 301 401 501 601 701 801 901

101

Times
~SVD —SVD _Encrypt — VHD —VHD Encrypt ZIP —ZIP Lock
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Stress Test - Downloading Cost Time Statistics chart
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Stress Test - Deleting Cost Time Statistics chart
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Bl 31 : Stress Test - Deleting Cost Time Statistics Chart

ﬁ?%ﬂﬁwﬁ%%umwwﬁa@g;ﬂﬁﬁﬁiagﬁwa;ua42
7 WP T WA € X D R
ﬁﬁ#ﬁmfﬁﬁﬁmwﬁf’ﬁﬁﬁmﬁaﬁa%x
WA R 2 B REG  fR f 52 SVD - §
PR R T LIRS R F s TR %mﬁsf%,zq%iﬁ‘;%ﬁ
%Q%B%mﬂiﬁ“%& SR @32434«?' 5@&

a5
iF
3=
)
‘°§
;.\

.
N
;ﬁ'

3

G
GRS g R LA %%mﬁf %gﬂf&aw#%ﬁmﬁﬁav
A AR e

26



File Quantity Test - Uploading Cost Time Statistics chart
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File Quantity Test - Downloading Cost Time Statistics chart
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File Quantity Test - Deleting Cost Time Statistics chart
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File Size Test - Deleting Cost Time Statistics chart
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