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Critical Factors Affecting the Implementation of Data Loss

Prevention System: A Multiple Case Study

Student : Pin-1 Hung Advisor : Dr.ChyanYang

Master Program of Institute of Information Management
College of Management
National Chiao Tung University

Abstract

With the rapid development of information technology, e-commerce and the rise of
social media, are making the flow of information much easier. However, the messaging
channel is more complicated in such a situation. It.caused a lot of personal data leakage
incident and let the enterprises difficult to control and protection for personal data. When the
Personal Information Protection Act of Taiwan passed, how to protect important personal or
customer information in companies becomes a critical issue. Therefore implement the Data
Loss Prevention system began to be one.of the important strategic in information security
technology.

In the past, implement Data Loss Prevention system in Taiwan is not crucial in many
enterprises. So this study bases on information system implement success model and
Technology -Organization -Environment architecture to summarize the "Organization”,
"Project”, "Technology" and "Environment" as the main framework of this study, and through
multiple case study to understand the key success factors affecting implement Data Loss
Prevention system. We use in-depth interviews for two companies which are in different
industries. This study applies semi-structured interviews to collect data. Then we conduct the
content analysis of interviews, and summarize the results to present the major critical success
factors affecting implement Data Loss Prevention system.

Keywords:DLP ~ Data Loss Prevention ~ Critical Factors ~ Multiple Case Study -
Technology-Organization-Environment Framework
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& é;ﬂf\:"'ﬁ * T’J' ‘fr’w\_}fr% * T’J— o F:}fr\—_"}, * :t}_—‘ﬂ_ _Q ‘;;DFIQ T —Zk#:ﬁ] r; -E\‘F‘ /;“ Luae 4t 5E'1 ir
RARALE DRAE PRI R F ARG Tk i ?“%@’ﬁ@ﬁﬁwﬁﬁ
R Al el PGB P B R ARR R e

=
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2.44  Wixom and Watson 3 4 St > = 7 F| 3
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2.4.5

i gL

AP EFR L EF HT R AR TR L v pr o BT > 204 ]

401 MR L

Z 7 B o g2
IS T30 il & | H AW R RE AL BAEY |1 AREF
# #-7](DeLone & BHATE A S R F e B A kE Bdp k|20 FTRAER
McLean,2003) HANOFT A FRETARL YD |3 RBET
Fadsnim It e o F Rl EEA |4 ks
A S T 5. R EEAR
6. kiLigr aF
TAM FLH 4% < #03) AT AR FMALH T LS 1. o 2w
(Davis,1989) BERLREMOEURESER R R |20 wET
B~ F RACE P IRSRECR R ho 2 |30 R LA
M R LR R —'ﬁ g (3% o 4, @#* 3B
5. @usig o
TOE 523 (Tornatzky | T3t %14 & i fl prendd ¢ Hig$ I 9 PR
and Fleischer, 1990) FEEHET T F A w R 7R R A
ARk Rk ma S F ke A o
A uujiirpﬁﬂ\‘%i;“r;’\ 4 ﬁ;‘)ﬁ,ga
M FRAST 5 R AT e
o BRBETFIFR AN EEry @D
PR - L B EFE T L P
M F1 R e
Wixom & Watson B RErAA AL AR e L BHAFAE
(200D ok RGPS R REF (2 BE
FPigenid LEFaEFa kg |30 TR
BEfr A Rende A LA REEL |4 S22
YAl BT 5. MR
6. kit
7. PHEARAE

FH KR AL FE
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SR A N R ol S PR S R A
o ERE e ~ T e L L PR o TSR ¢ S 101 & = o
B A FH R o

?ﬁ@p@’r@ﬁi%@%ﬁﬁ’ﬁaﬁﬁﬁﬁ<?%@ﬂ%‘ﬁﬁ@%g%
o p g E e B2 FBRSALEFRTRAIY R AT AR 99 E RSB T
{er (BAFTHEEEZ) 22 :%%mm%#@‘ FAZ AR 2R AT B
e £ ST WA A R B XIGRR A TR AL o @ i) hiE 4 TR 13
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P
1

’

Bh o PR BRI AL E AR B R T E A R SRR
CLFRA BT REUEFR AT A R ARE PR R PEETRE
SEETEPEN PSR T AR AR, 2 TR LAY o (2R
FHE > 2010 )

Bk LR AOTH ARl T R RAG R R B A TR DAY o ATRT
FATERE DT AL 0 ¢ R AT NdT 2 B A T 0 4 W TR AT e RT i i
B A FA S N RS AR A TR R T E AR Fn,f%«,wp BAFHY o hrl s E
FABFEIABAE AL PR T LR R R LR
ﬂmﬂpﬁﬂi,ﬂﬁﬁiFﬁﬁ%*ﬁ%%%ﬁﬁﬁ’ﬁgiﬁﬁgﬁﬁﬂ’?@2
WA G SR X F A BT WAL R kR e
(RBAMIFEAETF I FRRERAFTHEHAE - (2RERFTHE > 2010 )

AT RGP AT A FOR Rz hig 2 £ 8

(=) BFARPHE R L AL T BN AR AL 8 G
L -
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e WMEFRFIESFEARFLFEEF 2R -
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EEENZ2F 508 ~7 %

-1

7
T AT F M EHEE RN g

>

2 o

BRI BEL oy A
@”ﬁé%#’@?gﬁw%‘ﬁﬂﬁﬂyiﬁéiiﬁﬁfﬁ'

TEARBTRE O FRII2mED (RED S £33 24
S HRY S 2 s E A RS

e
A
ﬂl'\(
*}
Jiv
4
=
e
9
¥
T
=
e
&)
»g

ST LA g X s 2 g E

[ ]
”ﬁ“%ﬁﬁ*v

E

|t

i

@

o

W

LA 2T f R BB T RS R e g T ARERT 2 R L AE
4 e p %zﬁwﬁsm'%iﬁﬁﬁ%%i‘°ﬁﬁiﬁﬂm*ﬁ@$i
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¢ BF o (2RZRFTHE 20100)

e~ o=k R
fBom W OW
E

E-)
W

2.6 B¢t B2 AR

ERGCUERS D Pw sk R 12BN TRA D S FOR B ip 2
AR NatAR 2 S 34 BTG FERA D~ TSR Rt B0 S
AR IRE CHAZ DS BARE R T d piEE . NEREHVLH 0 E
NG G BRENZ 2ApMZ R 4 3 F M TR ARG jppEE > uE R
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TL%J,‘E"E;]J;? ?‘} - r’“ﬁbﬁ?,zJ’mﬁwrzﬁ’ lﬁ?fiﬁ@ﬁ’é_%@
Ldm L ST RARAIL AR LY E AE Y SRR R
AR GrenfEf] o WA A H SR E A2 ,aﬁz#\ ERTE S UEENERE U AR
Wi TR A B (2 B 4 2010) o

P A PR T ERT PR FHE A RRTACAAEZ R R
RESLR A T B R B 2008 E 4R TR A FALEER o R R B L
FAR S PR AL E RN > L BA TR IT T BAES > R EE R A
Rz mETIE I -

“sff%h%”ﬁ/@“'p‘}:}iﬁrm’?xiwrfﬁlﬂ;/\@fi? B VOHEH A T ek
PR AL HpdB o P FIREREZ 0 BAFRTERT @RI 2R o doit L% T AT
A TR F R FroRd o R 2 RGREAGE R o B A TS T RAILE > BT 48
PREEARATRIR ET S G 0 § BT R AOREL A FAEI G
éﬁ-;’zf@;/\ FToglebom o Wi A EE A iR :,\w’ﬁ?ﬁ,;;i’a:"t?ﬁ‘ l@s,gmﬁg,gamyﬂ%?\
@*i%ﬁ’wuiﬂﬁﬂ%&ﬁﬂiﬁ&*:@4ﬁﬁ%%%%i%%@%%imm

AALRE 5 mE ol in# 2 (Bundesdatenschutzgesetz) i & £ 5 ifFp B A 5
ﬂﬁﬂ%ﬁ‘@i\i 2 AER THAILERD LI TR - 4 S &0 S
= p e T E A R B A B B f1E  (Gesetz zum Schutz vor MiRRbrauch
personenbezogener Daten bei der Datenverarbeitung )» f§ #& T 2 28 34 i3l i |
(Bundesdatenschutzgesetz )» ¥ & 7 203 & o2 {5 %] & ® B :N o REEwERS
LB A FHE FA S g > @ 2001 £ HP o A BISEP g G REREB A
FTHpAE DETHEREF M SR TR EERE L (2 RBE 4 2010)
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%E‘.i ’F—L?l‘/@f}'i,,\wb/\g;

Boan A RN IO A IReh P oril AR B2 e R g dple o 0P
FTUE 2A SR 7 A LS (DEEST 2% b4~ ZE R IPS 3 A5
Anti-Virus ° (2)5 i* 4] eh% > & 5 ° "l«&r;}%‘& 4y g. NS it TE SN G E R IE S SR
5 S0 blde DLP Ffdf ¢h ik S-E-DRM % 2 & m F 0§ % ¢ #5204 5-(Phua,2009) -
“F”)]*UB EENIN RIS S . & i S VIR B 2 Fﬁ? = #ﬁ.}‘ﬁqu@b’%ﬁ:‘: A P o j\fj:)*],};,r‘z bR
5 g FE&H Ak (Date Loss Prevention)fe &£ ¥ #c i 5% 1 ¢ 12 (E-DRM) = & - i
&= AT -

31 & ¥R E = (E-DRM)

DRM & - f ik ficip % @ % cng 28 4] > 563 Glictp 52 AEd P (KA 2 T
W) 7 A I Y LR WP eA P AT LB BE § e
F* AT B AL 2R 2R R BAHDRM Bk Y S A EHY
e ILBLFHEAEE T 7\.1 FIRAE # R iz it AR S > R 5 E R R e S R
FHEH 4%4* DRM s> d— g FER 5 7 ol ERchE F P30~ BipR g
= NE S = g%ﬁt% ST B 0 Tt BAe et 0 DRM Hais kil & ¥ 2
Bz @ L g FREEEERAL FIVREF I (Information Rights Management ;
IRM) » # 87 - 5 Podr | 3 o 8 A0 ORISR = chf fr s o~ SlEr - F A 1 @ 4
MB35 AmAhk AP Ae U R RIS G R % o (1 F R f 0 2008)

E-DRM sk &8 (71 & § i #f 4c % % ‘ﬁ,i@f,ﬂ-gﬁv‘ BRNR R R AKREER

3 AR Y F T LR S pne o 3 2 0 f e 234 pF o DRM #-h

? 7 Gl S T g B 4%4:%%%&#%'” AP ¥ - 25 R S E-DRM

gL TE £ R e R E s (policy) 5 AT R R XA TR LT R OE AR

FOBMFRTMEE LFREPEFE P TR P RREEFY T
TP e (1 ¥ BeE 7 1 0 2008)

Farr AT EEEERIEEE? £ ABEF I fEP I E R 2R Y L
de BB > FIP A DRM R dofm e f2 % ~ 1202 5 ﬁ;}%:’%;ﬁktﬁﬁ;] ARG
PR PR RRFREATINFERIGEFLELETE - % E-DRM ﬁvrrs%
R FAR PR U ¥ FRFEFPIRE R FIRE (Active D|rectory) R 2
hIRE H 2 Eh g R o (% v 22,2010)
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3.2 DLP F# b BB % 32 &

r ﬁ#»’ ok ~;€% I ;f% (Data loss/leak preventlon )J i f]a_ DLP Kg - —;ﬁ 1

Hpg* @ dire
SEA N ﬂ? 77‘“’% P *J‘"\*‘f ’ i fﬁ?”%?ﬁ"?“i‘ nE I3 ﬁ‘?’a‘*"f‘?lé”rp?% ?1*’2’5@% ~ e
S R @ﬁ%]‘:l AL 5o @ $345 NSS Labs en% & > DLP £.- fa Rk 3 a0k 5o

Hb)”@/(’h’\p??ﬁ&m's'-}i'ﬁlﬁ @; ‘}'4/@ ;?:i'” » @ E 'Fg;}}’" °

@ Gartner Inc(2013) R = _& > ;ﬂi b (DLP) shgkjir 2 R e o B e
FoEANFRATHEAGR e AF L ABEY T T R T o B4 B anl

ﬂ.g”’ﬁé"’\"ﬁlﬁﬁ\“x\;{%’_ﬁvlF"m #: %}Eﬁtu;ﬁb}%fﬂ’ W:u,?;\&"’:iﬂé‘:m]l\
FWORIFHR B 0 AZAR ] H Rl 4253 v HAer Bl £ & 5% (Gartner Inc,2013) -

Shabta & Rokach (2012) e # = & ¢ #& 3| > T & FTH AT 7 F 3Bk & > DLP & %
e EEFTA ¢z ¢ (DatainUses shgbik s B3 ) @ﬁ%]t’ ( Data in Motion »
AR ERUTE S =S @%p‘&&é(&mmR%U$W1'?iqgmwﬁ)’u@mﬁw&g
AN HATEE o A R AP M A BTt 50 3 b S aE | p%wﬂwwﬁﬁ%%h&aﬁ%
R TP pd P FRARERTHGRGE A TR AP BAE B G SRR
V1R ek ded 2 #ak

# 2DLP ?‘;:i g

£ A
PRl B TR AR 5 s AT
(Data in motion) BRIE IR TP £ RS E R RS TS E i "#T
S EIEREE A R N L @ gk B LT S L P
W BRI ALS P A F G EF O R g
TR )L L_@sf °

TR ¥ PR G R BEE 2 iR R R 2P
(Data in use) A RS ERE AR FR A LT ERLT T
i T TR K (doBidh » CD ~ USB)HL | 4
B gt T R BRI B gl

FALaE v Py TR DR S AL A > B
(data at rest) AR TR F R AR KR N PP frf}l’%?ﬁ 2RO
poo TR A FRIRT R RIS > -
CEAF TR REROPIRE S THRENME T 5%
e E’% 7?\?' 4}1 ‘,*JJU,E.\,“ '}iﬁjﬁﬁiﬁfﬁu\zq——? [ER 1 3

¥ -

F i %k . (Shabta & Rokach,2012)
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Liu & Kuhn,(2010)45 21 DLP i 5u3 7 ekt i = B R G K & cnTALeh s 4 2 i
Ep BPERT FERR PR ET R P - BRI AFE L HDLP ks

Z-oLTREZTAe BARSGAE

1. g (Management) :
EAVEE ? (7 DLP & seend e 0 @ 35 AR ERENY S p i L i )
,fg.f;(’ J‘lig’q)@} ’?{‘-7} «F‘*J{‘ f’r?’rs.lf":}'ﬁx?’ - v 7—%’:’“’%%] J?IFL K\:H‘_’?&#i ; fﬁ'—gﬁ;ufi}j%gz

Yo v B EJE o

FYEEPpny #"ﬁ‘* FPREPBHTHEE L SV UZERRFAES LR
PIRE R FORF A7 Ak G ehi R .

3. FE~ i (Identification) :

R g LA 2T R g RARR 2 Y Bk R g Rag TR as i
AL A2 R R AT E T 5 AR AT AL Bt € 5 &g 32 (false positive){riF 3R
(false negatives) = if* 42 o

4. Pf;mx (Protection) :

® DLP st~ 48 MFIATR (R P 0 Hed i i+ 3 FrROR TR fad (T 4t
b ¥ e s 0T V'Hlt"p Al Bt R AT BT USB 76 e o gk o
F b eI PR ERIE L B B iR 0 Y f R Rl s AR TR ik
R LS A4 o (Liu & Kuhn, 2010)

AT R 8RIFP - 2 DLP FAleh Mk & S Ea Tk X p 7 o e R AR
m?ﬁﬁ:ﬂg\::ﬁ?gm@;iil] RS %@vmﬁ_?lg‘ E e ﬁ;‘%g\‘:ﬁ i o
LA FR kR A2 AR e T P 3
FIRFEF BESR TR T3 E
PAF%3R Zo2 A H I P A
etc. etc. etc. etc.
A 4 A 4 A 4 A 4
% " B » B » i
B 8DLP Flehid il 4 sapt 7 3 W)

TR KR AP AR
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3.3 DLP 4 % 7 4L yha i

% Mogull & Securosis, (2007) = 1];% ?odp 2o DLP R e Rk k Seenid % TR
ARFER 7 0 BN R X B EARFRHE BT 2 R TSR o AER
$34°5 8 AAMEAL LT PR RAIREABHR G -

1L fFR#

Jeth % SnL & BB ¢ 45 0 bl4e AUOCAD nDWG ) > 2 7 40 § 5 155 3 ihff
B kY RE G il mabd o - AR PR ENTAE D kbR
R

Fo o AR Y N F ook RRFERE 0§ B AR LS T RIIA L R AR
FEOME®E S X F U KRBT F S R TR

2. MitF Bk

MeET Bip- %A 5 p THEFEBAMET R 2/ p T HEF PR 47
Midg - B - s i A R R G S A R e R Ry o A BOR M AE T 4y
R B P o A AR SR RO e A hT P 2 RS2
Pl RN I - RGNS RN 2R e B S RN AT E S R
FHENA LG RIFOLER oS ERIT RATR SR el S R
* 34 5 54 (Regular Expression) B 9 & & &k 2 &1 - 4 i E 4]0 2R DT
LI FER AR R A GRAE D RAET PV EKRT G ERC G
AR T P S ER R Y F BT Y 0 LT TG AT PR
A o

£

N?:(?<Visa>4\d{3})|(?<Mastercard>5[1-5]\d{2})|(?
<Discover>6011)|(?<DinersClub>(?:3[68]\d{2})|(?
:30[0-5]\d))|(?<AmericanExpress>3[47\d{2}))([
-1?2)(?(DinersClub)(?:\d{6 \1\d{4})|(?(AmericanExpr
ess)(?2:\d{6 \1\d{5})|(?:\d{41\1\d{4}\1\d{4})))$

B 9 &%+ 5 mal AT
T %k ¢ (Mogull, R, & Securosis, L. L. C.,2007)
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3. Hpres

PiyEsd 3 P enDLP 2 53 & & cnid JplHls & S R dEenih o Fojive o DLP
A SR S PERET & 5 248 - fEAdp® (Fingerprint) # ko B =S AA1*
e (Tag) e e ahn] > DLP & - dipiet + 543889 - > 2 F» § ki
SN PR T A o R A o BT 00T KB RIIREE Sl X (Bayes)
FE o RS TR R AR A S AT A2 R AR 0L R E K 2]
227 5% F# o (Mogull & Securosis,2007)

~.
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3.4 DLP F#l et A p 3 & s

Lawton G,(2008) % IEEE % # ¢h1% % # #% F>DLP P # &2 k3 7 04 54 fd
4 #%%](Host based) 12 % % § %] (Network based) » #2 F e % W gg 2 2
FAIOE® 28 LA fhepeh b & LRk GEF W) -
g im? 1!@& }4 bhi"?‘_? we @ ]‘\i—Lc Mo y f\zrﬁ»ﬁ& P& Ffﬁ{é’?/‘}:ﬂ“ M BAT T 2Rk

SRR N
3o A BELRT 4 ?w%mi*g j ﬁ’*?r»mm-, ' a‘; g B WD T IR A~ uE
ﬂujfw»aﬁ;az B3 Vi€ A tFH s TR ORI AR R o Tt 2erg kAL R
FUFRE o f R BE R R R R MPRE T EGE p R R o
(Lawton, G,2008)

T A B AT R AP 0 DLP B4 > it DLP b it > ¥ U A7
ZELHPNARTREITRTAEAS FBEY N0 LRERTE NS NIRRT
Bk TR R AT R R AE PR FRE I DB L
?%? BB PR B s AR AR e o BT PR B TR S B R
@@,] 5o X SRERAEL Y 3B R A & o w2 A &~ Lk % 2 (Lawton,
G,2008) -

AW ESRIBEFRFE o d SRR IR AL R R R F iR ARG T
RTE 3 € ?mliiﬂ&%$mﬁ$’?ﬂ%?umﬁﬁﬂﬁﬁﬁ@%@?#m@
ﬁsw] PREFUIEFRFABT N AT FEEE PR TR A 2B - A A S0
FEH % Windows * £ B ARG A 2 FREEFT A DA B pFd AT E
BB A BT G *fﬁﬂ*ﬁw\?w’mmg’b.wﬂ’ﬁ}\ﬁ’iﬁ.yff&*ﬁ}\ﬁ‘*m#ﬁsr}ﬁ&
preb s A DLPHeF TGP 3REE BT > & % DR S ok B R o (Lawton,
G,2008)

3.5 DLP ?‘7}»—-’“ M EfEAS X
3.5.1 Symantec DLP
FPaBG 2P 52007 & B PEF X R Vontu 2 i At § 2 DLP & 5
ARG B PF > 248 k2K A 5 Data Loss Prevention 9.0 (12 A5 DLP90) g
P ABITHTE N B ATIR A o frm - SK A 4Pt > DLPO.0 s ARV B B 9 F

oo FOLRRR Y FEHNFTAT R AULDEUE S FREASH] TR
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#EWE > ¥ 5 AL RF 2 fe Blue Coat <9 ProxySG » 2 McAfee 7 \Web Gateway
(Webwasher) % % 3 = chProxy Wi B2 &A4p & > el v R @ 03 il
% 7R o (Symantec,2013)

Hi &7 it~ 2 DLPO.0 & & 5 #p E 28 4 H & el i 4] DLP
PSR BEARpENHAE, F L pEFEF 7 A DLP the s o P UREF 2 R
oo @ S EE DLP ek & 4 T]g‘i‘ DLP 9.0 m»J-,% SR F YA E R R R
KRR Ea AR vAHPIREEE LM T ELBAHAMTE R
Windows @ PR B+ & T o

¥ e # B DLPO.0 e pR B~ i2 » K,% 7 E ik A Enforcer (FILBIRE ) &£ J ¢
3 Network Monitor (DLP R g % ) ~ Discover or Protect ( 74L& [ 3£ &R % ) ~ Email
Prevent (25 17 £ @ PR % ) ~ Web Prevent (4 F [# 3 @R ® ) » 2 Endpoint Server ( # =
HPPEFIRE) 2 8BBGT BES > A A BRDPRET FHE L B t PIRE
F LY Sk o

#ﬂ%&%wkﬁDWéﬁwﬁ’Dwgosﬁ%:@%ﬁ%mﬁ4,&gpag
Hash e 54 & 2 o endy s e s §32 7 02 5384 5 1\155‘”&1 3SRy 3T 4
% SharePoint % i * 42:% @R Béh™> N o AT % Ao 1o @l,tmg\mjﬁﬁﬁ
BOR T gl - I RIREL e il e iRl ﬁmﬁ; FIRE LS g R -
o T AR PIRES FEPIREX L FROFEIRT 0 WART UFLIER o

M e rHEREE IR “f 7 % DLP 9.0 et 3@ 47 5% » H ¥ 12 i 3§ Windows AD
Logon Script ~ #cdit =11 System Center Configuration Manager (SCCM) % % 3 & ¢z 2 @
JRE - 2 Symantec p e Altiris T 4 i%i% - X kA 2 {8 (RIRARN €00k e 5L
¢~“m%gﬁ\é%“’ﬁﬁiﬁﬁiﬁ%iﬁ?ﬂé*g*mi;4’i—&#@
T K i&ﬁﬁ‘-?}fﬂ‘]u_' e

% TRE Mot a2 b > DLP9.0 » W Ui A E R G 0 MR s T B
AR AR AL GEE - F ST 0 R ROR A S R W 2 e
AL 5P o ¥R PR AHTHEEN FREPEL > DLPO.0 ¥ 7 § My 2 jicih
FAERET B AT F TR U DLP Mg B> A ¥R ¥ ¥5Ep ¢ T %
RO A T O R SRR N T RURK AT o
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Main | settings

Reporting

> Incidents (last 7 days)

Role: Super Administrator IQI

Deploy

@ Workfiow~ |+ Remediate ~ | %2 Escalate ~ #7 Settings| [E] view = | £} ~ (g8 - |30 | & Refr
§
TR 5 ¥ © Report: Inadents ast 7 days) Date Range: Last 7Days Manage Report
Discovery Showing 962 incident{s) = CI[E EY
[ |10 [ | Incident Time ~ [ | Source [=] | Policies [z] | channel  [=] | Destination [=] | severity [+] | Action [-] | Maximum Matches [+] | Transaction Size [+] | Status []
) Policy Management [m] . 2014, 01:29:24 FF Taiwan PII @ HTP s | () Medium Permitted 2| 5.09KB e New
[=] . 2014,0 23 T i Taiwan PIT @ HTTP @ Medium Permitted 2 2.17KB = New
DLP Policies LN . 2014, 12:58:31 TF Taiwan PIL; Taiwa. . @ HP @ Medium Permitted 1738 [ New
Discovery Policies > | |E . 2014, 12:58:31 FF Taiwan PIT; Taiwa.. @ TP (@ Medum Permitt=d 1 2268 [ New
(] . 2014, 12:58:28 FF Taiwan PIT; Taiwa.. @ HTTP @Medum Permitted 1|728 = New
Content Classifiers =] . 2014, 12:36:17 FF Taiwan PIT 0 Network emal @rHigh permitted 6 si79KE [ New
Resources LN 2014, 12:12:01 T |§ Taiwan PIL; Taiwa... @ HTTP @ Medium Permitted 11398 B New
=] 2014, 12:10:47 T4 48 Taiwan PIL = Network email @ Medum Permitted 2| 112M8 B New
Status ] 2014, 12:00:52 FF Tainan PIL @ HITP (@ Medium Permitted 2| 1.52kB B New
[=] 2014, 11:58:54 LF i Taiwan FIL @ HIP @ Medium Permitted 2| 381KB B New
Today [H] 2014, 11:55:12 £5F | § Tainan PIL [ Network email (@ Medium Permitted 2| 0.82k8 e New
System Health =] . 2014, 11:47:05 £F Taiwan PII = Network email @High Permitted 54| 117.47k8 e New
e =] . 2014, 114127 £F Taiwan PII @ HTP @ Medum Permitted 2| 4.48KB e New
O . 2014, 114110 £F Taiwan PII = Network email @ Medum Permitted 2| 18.31KB e New
Moblle Status [m] . 2014, 11:36:57 L5 Taiwan PIL [ Network email @High Permitted 4 25.4KB e New
Traffic Log O L2014, 1 17 tF Taiwan PIT [ Network email | c3 @High Permitted 8 101KB = New
System Log ] - 2014, 11:23:49 £F |§ Taiwan PIL @ HrP @High Permitted 6| L76KB e New
[=] . 2014, 11:22:40 £F Taiwan PIT @ HrTP (@ Medium Permitted 2 1KB = New
Audit Log =] . 2014, 11:22:16 +7F Taiwan PIT @ HrP @righ Permitted 10 136KB [ New
[=] 2014, 11:22:12 FF Taiwan PII @ HIP @High Permitted 54 | 91.52KB B New
= 2014, 11:21:42 FF Taiwan PII @ HITP @Medium Permitted 2| 1.84KB - New
[=] 2014, 11:20:56 £F Taiwan PII @ HrTP @Medium Permitted 2 3.91KB - New
O 2014, 11:18:42 bF Taiwan PII @ P @Medium Permitted 210098 - New
[=] . 2014, 11:05:56 F 3 Taiwan PIT @ HITP (@ Medium Permitted 2 1.42KB = New
=] . 2014, 1105:27 £F Taiwan PII @ HTP @High Permitted 4 3.36KB P New
O . 2014, 110222 tF Taiwan PII @ HTP @High Permitted 3| L0BKE e New
=] . 2014, 11:00:27 £F Taiwan PII @ HTP @High Permitted 3| 7.01KB e New
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Role: Super Administrator \QI

Main Settings Deploy
> Incidents (last 7 days)
Reporting
T Fiter ~ | (&) Update now f@m | @ Refre
Data Loss Prevention >
i , | Updated to: 24P4H. 2014, 1:35:01 FF
Discovery > | Recent avents (300 of 300) Br-1z2300
Event ID [ | Incident [-] | Event Time ~ [z channel [=] | Detected By [ [ Analyzed By [-]|size []|SearchTime []|Latency [][Source [-]|Destination
Policy 15412409 249R. 2014, 01:17:31 TF GMT+0800 HTTP Protector on com. tw com.tw | U648 1 3 10. 20 5,159, su
1246970290568269766 . 2014, 01:17:31 T4 GMT+0800 @ HTTP Protector on com.tw com.tw | 1968 |2 4 10. 5 50,214, 1
DLP Policies > | | 9244430885299458833 . 2014,0 1T GMT+0800 | @ HTTP Protector on com.tw comtw | 1468 |2 3 0 108 50.214, 1
Discovery Policies > | | 11980822913389729006 - 2014, 01:17:31 T°F GMT+0800 | @ HTTP Protector on com. tw com.tw | U 1468 |3 4 0. ] 30.214, ¢
5209456050806531467 . 2014, 01:17:31 T4 GMT+0800 @ HTTP Protector on com.tw com.tw | U2858 |2 3 . 00 50,8, 113
Content Classifiers > | | 10541932742848516871 . 2014, 01:17:31 T GMT+0800 | @ HTTP Protector on com.tw comtw | 01308 |3 + 10, 7 51.228,
Resources 5> | | 6071261593816936891 - 2014, 01:17:31 T=F GMT+0800 | @ HTTP Protector on com. tw com.tw | U498 |2 3 10. 12 132, infr
9097631830630785067 . 2014, 01:17:31 T4 GMT+0800 @ HTTP Protector on com.tw comiw | U498 |2 3 10. 12 132, intr
11836162002777048016 1 T2F GMT-+0300 | @ HTTP Protector on com.tw comtw | 02858 |3 + 10 o0 50.8, 113
Status 6074326685340616314 31 FF GMT-+0800 | @ HTTP Protector on com.tw com.tw | U738 |1 2 0. 20 5,159, su
12486717223337291133 1T GMT+0300 | @ HTTP Protector on com.tw com.tw | 01628 |3 + 10, 159 139, saf
Today 4558525418 127873147 :31 FF GMT+0800 | @ HTTP Protector on com.tw com.tw | 7948 |5 6 0. 8 7.120, t
STl 17744509726292725939 1 T2F GMT-+0300 | @ HTTP Protector on com.tw com.tw | U868 |5 3 10 8 7.120, t
10181474943235067397 TF°F GMT-+0800 | @ HTTP Protector on com. tw com.tw | 02388 |3 G 0. 00 30.10, 1
Endpoint Status 2757680738763037659 T GMT+0800 | @ HTTP Protector on com.tw com.tw | 2368 |2 3 10. 00 50.10, 1
Mobile Status 8020371220412551451 FF GMT+0800 | @ HTTP Protector on com.tw com.tw | I 2858 |3 5 10. 00 50.8, 11
3695558819981016878 T°F GMT-+0800 | @ HTTP Protector on com. tw com.tw | 02388 |2 4 0. 00 3010, 10
6506690019965206274 T GMT+0800 @ HTTP Protector on com.tw com.tw | U2858 |3 4 0. 00 50,8, 11!
System Log 8092952141717593115 ToF GMT+0300 @ HTTP Protector on com.tw comtw | 02318 |2 3 10 o0 50.10, 1
d 16737032376896509571 TF°F GMT-+0800 | @ HTTP Protector on com. tw com.tw | U234 |2 G 0. 00 30,10, 1
QUCELed 13062508625222594399 . 2014, 01:17:30 T4 GMT+0800 @ HTTP Protector on com.tw com.tw | 92398 |2 3 . 00 50.10, 1
5929153421951598326 . 2014, 01:17:26 T GMT+0800 | @ HTTP Protector on com.tw comtw | Y2858 |3 + 10, o0 50.8, 11:
90077932556967358 - 2014, 01:17:28 T=F GMT+0800 | @ HTTP Protector on com. tw com.tw | U 1478 |2 3 0. 240 30.214, ¢
12126759959350338 184 . 2014, 01:17:28 T4 GMT+0800 @ HTTP Protector on com.tw com.tw | U 1076 |2 3 10. 144 100, die
4560879133319060692 . 2014, 01:17:28 T GMT+0800 | @ HTTP Protector on com.tw comtw | 1628 |3 5 10 144 102, saf
15942797759254794786 - 2014, 01: T°F GMT-+0800 | @ HTTP Protector on com. tw com.tw | U 1468 |2 4 0. 1 30.214, ¢
17676292822577031469 . 2014, 01:17:28 T4 GMT+0800 @ HTTP Protector on com.tw com.tw | U285B |3 4 . 00 50,8, 11!
4774154179170514553 . 2014, 01:17:27 T GMT+0800 | @ HTTP Protector on com.tw comtw | 1748 |3 + 10, 138 1.106, 21
3048713569855441483 - 2014, 01:17:27 T°F GMT+0800 | @ HTTP Protector on com. tw com.tw | 02838 |3 4 10. 00 0.8, 11
10106323292412716784 24[9F. 2014, 01:17:27 T4 GMT+0800 @ HTTP Protector on com.tw com.tw | U 1158 | 1 2 10. 177 7.29, ocs

INOTE: All times measured in milseconds
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