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control of the uncertain process with time delays. The analyticg2] N. M. Carlson, J. A. Johnson, and D. C. Kunerth, “Control of GMAW:
formula of the fuzzy controller was used to adaptively regulate fuzzy  Detection of discontinuities in the weld poolelding J.,vol. 69, no.
rules, and the neural network model for self-learning dynamics 7, pp. 266s-269s, 1990. . o

. . 3] W. Chen and B. A. Chen, “Monitoring joint penetration using infrared
the uncertain process or plants. The neural network predictor for the sensing techniquesWelding J.vol. 69, no. 9, pp. 181s-185s, 1990.

uncertain process with time delays has been used in the closed-lgpf] S. Nagarajamt al., “Infrared sensing for adaptive arc weldingVelding

systems for compensating the adverse effects of the time delays in J., vol. 68, no. 11, pp. 462s-466s, 1989.
the process. The self-learning fuzzy neural control scheme has been

used for control of the pulse TIG welding process, and the experiment

results show the control scheme available.
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either inherently complex or require large amount of data storage for
comparison purpose.

Calculatc total In this paper, we propose an on-line signature verification scheme

distortion based on multilayer perceptron (MLP). For each registered customer,
a number of single-output MLP’s (as many as the number of

the validity words in the signature) are used to measure the similarity between

input signature and the system-learned signatures. By comparing the
summation of output values of all MLP’s with a threshold value, we
Fig. 2. Common modules for a signature verification system. can figure out whether the input signature is a forgery or not.
Most signature verification researches select trajectory-based (or
time domain) features for measuring the similarity of the signatures
Recently, many methods [1] have been developed for computesi—[10]. Trajectory-based features basically use the characteristics of
based signature verification, especially for on-line signature Vel (or part of) the sample points, such as coordinates or velocities,
fication. Fig. 2 shows the common modules for on-line signatufgr similarity measurement. Therefore, the system should either
verification. Static features, such as coordinates, as well as @iyaintain a large amount of storage or prune away some sample
namic features, including writing velocity and acceleration, are usefghta by preprocessing skills which may inherently distort the input
characteristics for on-line signature verification. Other issues &ynature. Parameters obtained from spectral domains or through
be considered in a verification system are distortion measuremepie transform processes, such as Fourier transform, on the raw
scheme, learning scheme on the signatures, and the criteria for forgesjectories have been used to feature a signature. However, the
determination [1]. amount of data is not compressed through Fourier transform. The
Numerous pattern recognition methods have been applied to @ystem still faces the problem of large storage requirement. In [11],
line signature verification [1]. Among the methods that have beghe largest 15 harmonics derived from fast Fourier transform (FFT)
proposed for pattern recognition, two broad categories can be ideie used to extract the features for the signatures. In this case, the
tified: memory-based techniques in which incoming patterns asenount of data is compressed under the risk of distorting the spectrum
matched to a (usually large) dictionary of templates, and parametgf-the signature.
based methods in which preprocessed patterns are sent to a trainaldg linear prediction [12] is popularly employed in a wide range
classifier such as a neural network [2], [3]. Memory-based recognitien applications, we adopt cepstral coefficients derived from linear
methods require a large memory space to store the templates, wpiledictor coefficients (LPC) as features. A lower error rate can be
a neural network is a parameter-based approach which just requisehieved by using LPC cepstrum instead of LPC as the features of the
a small amount of memory space to store the linking weights amosiginatures, which is verified in the performance comparison shown
neurons. For the memory-based methods, it is a difficult problemito Fig. 6. Therefore, LPC cepstrum is used to model the signatures.
generate a reference template (or templates) when there is a largehis way, the amount of data is compressed, while the global
number of training examples. In this case, the number of referenstearacteristics of the signatures are still retained.
templates is usually raised in order to obtain a reasonable error ratdt is quite intuitive to link LPC cepstrum with hidden Markov
which requires more storage space. As for neural networks, althougbdel (HMM) [14]. However, the selection of the verification thresh-
convergence is an issue for learning from examples, convergence okthis more difficult for HMM. As for MLP, it is intuitive and practical
be achieved by careful tuning of the initial linking weights or addingo adopt 0.5 as the boundary for separating positive and negative
more hidden nodes. Correlation function analysis and Euclideatimuli. Thus, the verification threshold could be easily selected if
distance measurement [1] are currently viewed as practical memoktP is used for signature verification. Hence, in this paper, we
based methods for signature verification. However, these methodspigpose a new scheme for signature verification which uses LPC

¥
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cepstral coefficientqc;} can be obtained from{a;} through the
following equations:

C1 = a1, (4)

1—1
m .
c; = a; + Z - (m * Ci—m, Wherel <i<N. (5)

m=1

In speech processing, LPC coefficients as well as LPC cepstral
coefficients are calculated from sample points of a speech waveform
thex-axis of which is time scale and tlyeaxis of which is amplitude.

As the speech waveform can be featured by LPC cepstral coeffi-
cients, similarly the projective waveformgz,¢)} and {(y,t)} of
x-coordinates ang-coordinates from a writing trajectofy(x, y, t)}

can also be characterized by LPC cepstral coefficients. Therefore,
the skill of using LPC cepstrum for feature extraction can also be
applied to signature verification. In addition, due to fast amplitude
variation in a speech waveform, the whole set of speech samples is
divided into small frames of samples by windowing techniques, such
as Hamming window. This helps to preserve “short time stationary”
for LPC analysis. The LPC cepstral coefficients are then calculated
for each speech frame. In the case of signature, the variation of
coordinates in signature waveform is not so wild as that in speech
waveform. Therefore, we just divide the sample points in a word of
the signature into smaller number of frames.

The procedures of feature extraction are shown in Fig. 3 and the

Fig. 6. Total error rates of using LPC and LPC cepstrum as input featuréigtailed steps for feature extraction are listed as follows:
respectively.

cepstrum as input features and single-output MLP classifiers for

mismatch measurement.

The organization of this paper is as follows. In Section Il, feature

Step 1): This step normalizes the size of the waktithe beginning
of extracting features from a word in the signature zall
coordinates ang-coordinates of the sample points in the
word are linearly normalized to be between 0 and 127

extraction based on LPC cepstral analysis is discussed. Section Il
discusses the neural network architectures used for the classifiers.
Simulations and performance evaluations of the proposed techniques
are given in Section V. Finally, Section V provides the conclusion.

Il. FEATURE EXTRACTION

Cepstral analysis [13]-[15] is widely used in the area of speech
processing due to its capability to well represent speech waveforms
and characteristics with a small number of parameters. For a tlme
series of sample§s(n)}, an N'th order linear predictor of the sample
s(n), says™(n), is a linear combination of thé" previous samples
{s(n—1), 1 <i < N}, denoted by

Z (n—1) Q)
=1
The spectrum based on the linear predictive coding (LPC) is defined
as
0_2

5 eJu = . 2
) 1- le aie”Iv @
LPC cepstrum is defined as the Fourier representation dbgaith-
mic amplitude spectrurbased on LPC modeling. The LPC cepstral
coefficients{c;} are defined as
log [S(e™) = 3 cie 7™, 3)
Better performance could be achieved by selecting LPC cepstrum
{c;} instead of LPC{a;} for feature extraction. Therefore, we use
LPC cepstral coefficients as the features of the signatures. PARtial
autoCORrelation (PARCOR) algorithm and line spectrum pair (LSP)
algorithm [13]-[15] are two approaches to compdte}. The LPC

Step 3):

z3(n) = z¢(n)w(n)

such that
Tnew = 127+ (Told — Tmin )/ (Tmax — Tmin)
and
Ynew = 127 (Yold = Ymin)/(Ymax — Ymin)
where Tmax, ZTmin, Ymax and ymin are the maximal

and minimal values of coordinates ang coordinates,
respectively.

: This step resamples the signature word and divides the
sample points into framedVe resample every word in
the signature into fixed number of sample points by
interpolation skills because the sample rates of the writing
tablets may be different. Assume that there are FR
frames in a signature word with the size of each frame
being FRAMESIZE and the number of sample points
shift between two adjacent frames being FRAISHIFT.
The total number of sample points after resampling
by interpolation skills is FRAMESIZE + (FR — 1) =
FRAME_SHIFT. In addition, there are (FRAMBIZE

— FRAME_SHIFT) overlapped sample points between
two adjacent frames. If the time duration for writing the
signature word i§, then the signature word is resampled
everyT/[FRAME_SIZE + (FR — 1) * FRAME_SHIFT]
time unit.

This step windows each individual frame so as to minimize
the sample point discontinuities at the beginning and end
of each frameUsing a Hamming window functiom (n)

on a frame of sample point«¢(n),ys(n))}, then the
result of windowing, say{(«}(n),y3(n))}, is

and yj(n) = yr(muw(n)  (6)
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where The forward phase of training and recalling is bounded within
I (0, 1). Therefore, 0.5 is suitable to be the threshold of a word in
m) () the sighature an@.5M is chosen to be the verification threshold of
the whole signature. In typical Chinese signatur®s,is 3 and the
Step 4): This step calculates x-coordinate LPC cepstrum and Ysification threshold is set to be 1.5. Certainly, verification threshold
coordinate LPC cepstrum for every fram&pplying LPC  ¢an pe adjusted in order to meet different security requirements. For
analysis to{x}(n)} and {y;(n)}, we obtain two sets instance, larger verification threshold, say 1.7, sets higher barrier for
of linear predictor coefficients, saya;} and {a/}, forgeries to be misverified as genuine signatures but increases the
respectively. Using (4) and (5), we get LPC cepstralossibility for genuine signatures to be rejected. In the contrast, lower
coefficients{c;} and {c]'}, which characterize a frame yerification threshold, say 1.3, sets lower barrier for forgeries to be
of a word in the signature. Therefore, there 2r&V - FR  pjisverified as genuine signatures yet decreases the possibility for
coefficients for a word in the signature, whekeis the  genuine signatures to be rejected. Therefore, in highly confidential
order of LPC cepstrum and FR is the number of framegsiems, the verification threshold could be elevated. When confi-
of a word. Usually2 - N - FR.is much smaller than the gential rank is not so high, lower verification threshold could prevent

w(n) = 0.54 — 0.46 cos<

number of sample points of a signature word. users from unpleasant retries.
A signature could be made up of several words, depending on
the skills to segment the signature. The easiest way is to regard the IV. PERFORMANCE EVALUATION

whole signature as a big word no matter how individual words are . . .
. . . Real Chinese signatures are collected for evaluating the perfor-
separated. Another convenient approach is to ask users to write each

) . . . - -mance of the verification scheme proposed in this paper. Twenty-
signature word in a different grid on the tablet to avoid segmentation L . . .
. : Seven people are invited to register to the simulation system. Each
problem. In the case that the signature contaifisseparate words, ) N .
there will be2- N -FR- M coefficients to feature the whole signaturef)f _them IS a§ked to write his (qr her) signatures. Another four_ people
Tpically. A is 3 for Chinese sianatures. |m|tatg the signatures of all r(_ag!stered people. Based on the signatures
ypically, 9 ,
of registered people, every imitator forges every registered person’s
signature.
1. NEURAL NETWORK ARCHITECTURE Type | error rate is defined to be the rate that the genuine signatures
Over the last few years, different kinds of neural network modetre classified to be forgeries. Type Il error rate is the rate that the
have been proposed or derived; nevertheless the multilayer plrgeries are classified to be genuine ones. The total error rate is
ceptrons (MLP’s) are still the most widely used ones. An MLRefined to be the ratio of the number of misverified genuine and
with multiple output nodes is usually used in the applications dérgery signatures over the total nhumber of genuine and forgery
pattern classification while a single-output MLP is suitable for thsignatures. We use 321 genuine signatures from 27 registered people
applications such as function approximation [17], [18]. An interestezhd 321 forgeries from the first two imitators to train the single-output
reader can find more information about neural network in [2] and [3}ALP’s. The remaining 489 genuine signatures and 317 forgeries from
Fig. 4 shows the architecture of a single-output MLP. In this papanother two imitators are used for obtaining the error rates. Therefore,
“back-propagation with selective upddt¢s6] is used to update the if Type | and Type Il error rates ard /489 and B/317, then the total
linking weights of the MLP. For a presented training pattern, therror rate should béA + B)/(489 + 317).
linking weights are not updated when the actual output value of theln the simulation, FRAMESIZE, the size of a frame, is set to
MLP is very close to its desired output value based on this inpbe 50 sample points, while FRAMEHIFT, the number of sample
pattern. points shift between two adjacent frames, is set to be 30. Number of
In this work, each registered person is equipped with a numbigames of a word in the signature (FR), order of the LPC cepstrum
of single-output MLP’s (as many as the number of words in hisshé©@RDER), verification threshold (THRLD) and the number of hidden
signature) to determine whether the signature is genuine or not. Theogles in every MLP (ENODE) are control parameters.
are2 - N - FR nodes in the input layer of every MLP, whepé is The first simulation is to validate our assumption that LPC
the order of LPC cepstrum and FR is the number of sample framespstrum are better features for signature verification than LPC.
of a word in the signature. For a registered person Withwords in  Fig. 6 demonstrates the total error rates by using different orders
his/her signature, thes&/ MLP’s are trained based on the feature®f LPC and LPC cepstrum as input features respectively with
of the corresponding words in the signatures independently. In otidR = 6, H NODE = 6 and THRLD = 1.5. It shows that we
words, features extracted from the first word of the signature are useth get lower error rates by using LPC cepstrum rather than LPC as
to train the first MLP, and so forth. input features. Fig. 7 depicts the performance that varies according
Every MLP learns from corresponding word of both genuin& different orders of LPC cepstrum withR = 6, THRLD = 1.5
and forgery signatures of the registered customer that this MLPaadH_NODE = 6. As the number of sample points in a frame is 50,
dedicated to. The features of genuine signature word are fed itierefore, the data compression ratio is 50/0RDER, where ORDER
the corresponding MLP with desired output value being 1, while tharies from 8 to 18 in Fig. 7. Under data storage consideration,
features of forgery signature word are fed into MLP with desiredigher data compression ratio is more economic.
output value being 0. Fig. 8 depicts the error rates according to different verification
Trained MLP’s are used for verifying the signatures. The MLP’thresholds wittfR = 6, ORDER = 12 andH_NODE = 6. Lower
corresponding to the person that the customer declares to be \a#fication threshold results in lower Type | error rates and higher
picked up and equipped with trained linking weights. Features @fpe Il error rates, while higher Type | error rates and lower Type |l
the input signature words are fed into the corresponding MLP’s ferror rates are obtained for higher verification threshold. As the total
recalling. If the summation of the output values of MLP’s is largeerror rate is defined to be the ratio of the number of misverified
than verification threshold, this signature is regarded as a genuine ayenuine and forgery signatures over the total number of genuine
otherwise, it is a forgery. The diagram of deciding whether the inpahd forgery signatures, it may fluctuate and not be increasing when
signature is a genuine one of tligh registered person is shown inverification threshold increases, although the total error rate in Fig. 8
Fig. 5. increases when verification threshold increases.
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Fig. 8. Error rates according to different verification thresholds. are not time-invariant. Therefore, some variation of the signatures

are “innocent” and may affect the error rates to some extent. The

Fig. 9 depicts the error rates of different numbers of hiddeﬂ'gnatures can be embedded with innocent noises, which may train
nodes assigned to the MLP's wiffiR = 6, THRLD = 1.5 and the MLP’s in the wrong ways. As a result, some genuine signatures

ORDER = 12. It is obvious that, in this case, assigning more hiddef'aY look like forgeries and some forgeries may look like genuine

nodes to the MLP’s does not always lead to lower error rates. But tﬁlgnat.ures to the MLP. . . o . "
number of linking weights and computations of the MLP’s increasesun“ke the problems of writer identification, signature verifica-
when H.NODE increases tion (or writer verification) is a process of determining the accep-
Fig. 10 depicts the error rates by setting different numbers B’:fnce/rejection on the input writings. The MLP’s dedicated to a
frames to a signature word witH NODE = 6, THRLD = 1.5 specific registered customer are trained using only the genuine and
andORDER = 12. It should be noticed that thére are totally 50, 8Oforgery signatures of that customer. These MLP’s are irrelevant to

110, 140, 170, 200, 230, or 260 sample points of a signature wd signatures of other customers. In verification, only the MLP’s
after reselmpliﬁg as FR varies from 1 to 8 which are dedicated to the claimed customer is activated for recalling.

In the illustrations of these figures, there is small variation i_'rqherefore, it is clear that the performance of this verification scheme

error rates with different settings of control parameters. Although tHiS independent Of_ the nymber of cus.tomers. in the system. )
scheme provides a novel framework for verifying signatures, careful'o‘lthough_the S|mu|at|_o_ns use Chlnese_s!gnatures to vqhdate the
tuning of control parameters is necessary in order to obtain bet{gpposed S|gnatu_re \{erlflcatlon_ _sch_eme, itis cle._alr that th_'s scheme
performance. Simulations show that by careful tuning of the contrbf" also t_)e applied in the _venﬂcghon of other kinds of signatures,
parameters this scheme can determine the genuineness of the il @S Signatures written in English, Japanese, efc.
signatures from our test database with an error rate as low as 4%.
Of course, it takes some efforts to achieve the optimal settings
of control parameters. There is no theoretical warranty showing that V. CONCLUSION
the performance of the neural network could be upgraded by addingn this paper, a novel combination of MLP classifier and cepstrum-
some hidden nodes into the MLP although it is more likely. This aldzased feature extraction is proposed for on-line signature verification.
holds for the settings of the order of LPC cepstrum. The complexitie®C cepstrum provides useful features for characterizing signatures.
and degrees of variation of the signatures are different from pers@amumber of single-output MLP’s (as many as the number of words
to person. Hence, it would be a good idea to assign different valuasthe signature) are used as a classifier to determine whether the
of the control parameters to different registered people although tihput signature is a genuine one or not. The result of verification is
parameters are uniformly set in our simulation. “yes” when the summation of output values of MLP’s is larger than
Most of the errors occur because signing on the tablet is not aarification threshold, while it is “no” when the summation is not
smooth as signing on the paper. Furthermore, even genuine signatiaeger than verification threshold.
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From performance tests on 27 registered people, it is clear that most Similarity Measures Between
genuine signatures can be successfully verified and most forgeries can Vague Sets and Between Elements
be pointed out. With suitable setting of the order of LPC cepstrum,
verification threshold, the number of hidden nodes in MLP and Shyi-Ming Chen

the number of frames of a word in the signature, this verification
scheme performs very well. In addition, because we logically equip

each registered person with a number of single-output MLP’s, theAbstractA’hls paper presents some S|m||ar|ty measures between vague
sets and between elements. An example is also presented to illustrate

verification system can be expanded by simply equipping MLP's f@fe appiication of the proposed similarity measures in handling behavior
each new customer and training these MLP’s independently. Thisalysis problems. The proposed method can provide a useful way in
verification scheme thus possesses the merits of flexibility, scalabilitgndling the behavior analysis problems.
and system expansion.

Although the term “signature” is generally known in western |. INTRODUCTION

countries to refer to a handwritten name written in an alphabeticSince the theory of fuzzy sets [15] was proposed in 1965, many
script, there is no doubt that this term could also refer to handwritt?'qeasures of similarity between fuzzy sets have been devel’oped in
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