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To send the message to the recipient securely, authenticated encryption schemes were proposed. In 2008,
Wau et al. [T.S. Wu, C.L. Hsu, K.Y. Tsai, H.Y. Lin, T.C. Wu, Convertible multi-authenticated encryption
scheme, Information Sciences 178 (1) 256-263.] first proposed a convertible multi-authenticated encryp-
tion scheme based on discrete logarithms. However, the author finds that the computational complexity
of this scheme is rather high and the message redundancy is used. To improve the computational effi-
ciency and remove the message redundancy, the author proposes a new convertible multi-authenticated
encryption scheme based on the intractability of one-way hash functions and discrete logarithms. As for
efficiency, the computation cost of the proposed scheme is smaller than Wu et al.’s scheme.

© 2008 Elsevier B.V. All rights reserved.

1. Introduction

Authenticated encryption scheme is important issue of the net-
work security. It ensure that the message was sent to a specified
recipient securely via the insecure network environment. In gen-
eral, it must achieve the confidentiality, the authenticity, and the
non-repudiation properties [1-7]. In 1994, Horster et al. [1] pro-
posed an authenticated encryption by using one-way hash func-
tion, which modified Nyberg and Ruppel’s message recovery
signature [2]. Since then, some similar schemes have been pro-
posed [8-21].

In 1999, Araki et al. [8] proposed a convertible limited verifier
scheme to enable the recipient to convert the message and verify
the signature. However, this scheme might be unworkable if the
signer is unwilling to cooperate. In 2002, Wu et al. [18] found this
weakness and then proposed a convertible authenticated encryp-
tion scheme. The scheme has the following advantages: (1) The re-
cipient easily prove the ordinary signature without the cooperation
of the signer. (2) If the signer wants to repudiate his signature, he
can reveal the converted signature and then any verifier can prove
the dishonesty of the signer. Unfortunately, in 2003, Huang and
Chang [12] found that Wu et al’s scheme has a weakness. This
weakness is that if an adversary knows the message, then he can
easily convert a signature into an ordinary one. To overcome this
weakness, they also proposed a new convertible authenticated
encryption scheme. Letter, Chien [10] also proposed a new con-
vertible authenticated encryption scheme. Unfortunately, in
2005, Zhang and Wang [20] found that Chen’s scheme have not
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unforgeability and non-repudiation. Then, they also proposed an
improvement of Chen’s scheme.

These convertible authenticated encryption schemes have a
weakness. Their schemes can not work, when the signers are more
than one. In order to improve this weakness, in 2008, Wu et al. [22]
propose a convertible multi-authenticated encryption scheme. The
proposed scheme is used to deliver a message which is chosen and
signed by multi-signer. The generated authenticated message of
the proposed scheme is independent of the number of total partic-
ipating signers, so it is very suitable for multi-signers.

In this paper, the author finds that the computational complex-
ity of Wu et al.’s scheme [22] is rather high and message redun-
dancy is used. To improve the computational efficiency and
remove the message redundancy, the authors integrates convert-
ible authenticated encryption schemes and multisignature
schemes [23,24] into a new convertible multi-authenticated
encryption scheme with one-way hash function. The security of
this proposed multi-authenticated encryption scheme is based on
one-way hash function and discrete logarithms, and the message
redundancy is not used in the proposed scheme. In additions, the
total computational cost of our proposed scheme is also lower than
Wau et al.’s scheme. Hence, this proposed scheme is better than Wu
et al.’s scheme.

The rest of this paper is organized as follows. Section 2 reviews
Wau et al.’s multi-authenticated encryption scheme. In the subse-
quent two sections, we describe and evaluate our proposed
scheme, respectively. Finally, conclusions are given in Section 5.

2. Review of Wu et al.’s scheme

The scheme of Wu et al., manipulated over GF(p), can be divided
into three phases: the signature encryption, the message recovery
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and the signature-conversion phases. Before reviewing of the Wu
et al.’s scheme, all necessary parameters are described as follows:

D, q: large primes, such that q|(p — 1)
g: a generator of order q over GF(p)
U;: denote a user

Each U; owns a private key x; € Z; and a corresponding public
key y; = g% mod p which is publicly accessible. Each phase of Wu
et al.’s scheme is described as follows.

2.1. The signature-encryption phase

Without loss of generality, let SG = {Uy, Uy, ...,U,} be the
signing group. For signing the message M (with redundancy
embedded), each U; € SG performs the following steps:

Step 1: U; first chooses w; € Z; to compute
ri=g"mod p (1)

and then broadcasts r; to U; € SG\ {U;}.
Step 2: U; computes

R—M(H r;")modp (2)

UjeSG

S; = w;r; + xR mod q (3)

and sends s; to U; € SG\ {U;}.
Step 3: U, verifies

g¥ =r]yf(mod p) 4)

If the above equality holds, proceed to the next step; else, s; is
requested to be sent again.

Step 4: When all (rj,s;)’s are collected and verified, the clerk Uy,
who can be any signer in SG, randomly chooses d € Z; to
compute

UjesG
C; =g’ mod p (6)
C; =Ro (y! mod p) (7)

Note that y, is the public key of the designated recipient U,.
Step 5: The clerk Uy send (Cy, C,,S) to the recipient U,.

2.2. The message-recovery phase

Upon receiving (Cq, C3,S), the recipient U, performs the follow-
ing two steps:

Step 1: Compute
R=C,®CY mod p 8)

Step 2: Recover the message M by computing

R
MR(g5<Hyj) ) mod p 9)
UjesG

If the redundancy embedded in the message M is correct, U,
accepts the signature; otherwise U, rejects it.

2.3. The signature-conversion phase

In case of a later dispute on repudiation, U, can just release (R,
S) for the message M, such that anyone can validate the signature
with Eq. (9).

3. The proposed scheme

In this section, the author shows the proposed multi-authenti-
cated encryption scheme. The proposed encryption scheme can
be divided into three phases: the signature-encryption phase, the
message-recovery and the signature-conversion phase. Let h() be
a public one way hash function and every U; has the private key
x; and public key y; = gmod p which can be publicly accessible.
Before executing signature-encryption phase, we need to deter-
mine a clerk U, in advance, who is randomly chosen among all
the signers of the group. Each phases of our proposed multi-
authenticated encryption scheme are described as follows.

3.1. The signature-encryption phase

Without loss of generality, assume that signers U; € SG want to
send U, a message M, where 1<M<p-1. Let SG={U,
Us, ... ,U,} be the signing group. For signing the message M (with
redundancy embedded), each U; € SG performs the following
steps:

Step 1: U; first chooses a random number w; € Z, to compute
r;=g" mod p (10)
And then broadcasts r; to U; € SG\ {U;}.

Step 2: Upon receiving r; from U; € SG\ {U;}, U; computes

R:M(H r,)modp (11)

UjeSG
K = h(R,M)mod p (12)
s; = x;K +w; mod ¢ (13)

and sends s; to the clerk Uy, who can be any signer U € SG.
Step 3: After receiving (r;,s;) from U; € SG\ {U;}, the clerk Uy
verifies.

297 = (y)* «r; mod p (14)

If they are equal, proceed to the next step; else, s; is requested to
be sent again.

Step 4: When all (rj,s;) are collected, the clerk U, chooses an
random number d € Z; to compute

S=) symodq (15)
UjeSG

C;=g'mod p (16)

C; =R& (y? mod p) (17)

Note that y, is the public key of the designated recipient.
Step 5: Then, this clerk U, sends (Cq, C3, S, K) to the recipient U,,.

3.2. The message-recovery phase

Upon receiving (Cy, C2,S,K) from the clerk Uy, the recipient U,
can perform as following four steps:

Step 1: The recipient U, computes

R=C, & (CY)" mod p (18)
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Step 2: Recover the message M by computing

UieSG

K
M =R(g™) ( II (%)) mod p (19)

Step 3: Uses SG's public key y; € SG, M,K and S to compute and
verify

K? = h(R,M) (20)

Theorem 1. The U; € SG\ {U;} verifies s; by Eq. (14).

Proof.

gsi

gx,vI(eri mod q
L gi =y and g% =
=) «r;modp O

Theorem 2. The recipient U, uses public key y; € SG,K and S to
compute and verify by Eq. (21).

Proof.

K
R(g™) ( 11 (M))
UieSG
UjesG

(o) ) )

3.3. The signature-conversion phase

~_~R_M<H rj>modp, si=xK +w; mod q

If dispute on repudiation, the recipient U, can release the (S,K)
for the message M. Anyone can use the conform its validity by
computing

K?=h|M ((gs) (Ugc(yi)> K)

4. Security analysis and performance of proposed encryption
scheme

-1

mod p, M (21)

4.1. Security analysis

Suppose that all communication is under the control of the
adversary. That is, this adversary can read the message produced
by the parties, and modified the messages before they reach their
destination. The security of this proposed scheme is based on the
one-way hash function and solving the discrete logarithm problem,
which are believed infeasible to solve in polynomial time. They are
described as follows:

Assumption 1. Intractability of reversing a one-way hash func-
tion [7]: It is computationally infeasible to derive x from a given
hashed value h(x), or to find two different values x,x" such that
h(x) = h(x").

Assumption 2. Discrete Logarithms problem [25]: for giveny € Z,,
it is computationally infeasible to derive x such that y = g* mod p.

We shall consider some possible attacks against the proposed
scheme, and then prove that the proposed scheme can withstand
these possible attacks.

(1) Can the adversary reveal the U;’s private keys x; from all
public informations.
Assume that an adversary want to derive the U;’s private ket
x; from the U;’s public key y; = g% mod p. It is as difficult as
solving the discrete algorithm problems. From the signature
s; = x;K +w; mod g, this adversary also can not do it suc-
cessfully, because s; = x;K +w; mod q has two unknown
variables x; and w;.

(2) Cantheadversary forge the digital multi-signature of the mes-
sage M?The multi-signature (S = yescSi mod p =
P uesc Xih(R, M) +w; mod p,K) of the message is generated
by U;'s private key x;, random number w;, the message M
and R. If an adversary wants to forge a converted multi-signa-
ture (S, K) of the message M, this adversary must find the dig-
ital multi-signature which satisfies the following equation:

h(R M)
( II (M-)) xK?=g° (22)
UieSG

From above equation, we can find that s; consists of random
number w;, U;’s private key x; and h(R,M). Therefore, if an
adversary wants to forge a signature (S,K) of the message
M, this adversary must know the random number w;, U;’s pri-
vate key x;, the message M and R. Assume that this adversary
is an outsider. He can not get them, because the random num-
ber w; and the U;’s private key x; are only hold by the signer
Ui, and R is the authenticated message for the message M. As-
sume that this adversary is an insider. He can not get the ran-
dom number w; and U;’s private key x;, because the random
number w; and the U;’s private key x; are only hold by U;.
Thus, it is impossible for any adversary to forge the digital
multi-signature of the message M.

(3) Can the adversary recover the message M from the signature

sj or S?
In our proposed scheme, it is impossible for an adversary to
recover the message M from the signature s; or S successfully.
The message M is encrypted by one-way hash function and
protected by the private key x; and the random number w;.
Because of the difficulty of solving the one-way hash function,
itis computationally infeasible to derive the message M from a
given hashed value h(R, M). In addition, the private key x; and
the random number w; are only hold by the signer U; € SG.
Hence, in our proposed scheme, any adversary can not recover
the message from the signature s; or S.

(4) Can this scheme resist against the clerk attack? [26].
Assume that an adversary, say signer 1, is the clerk in our
proposed scheme. This adversary wish his partner
2,3,...,n to sign any message M chosen by him. His
partners abnegate it, but they approve to sign the eligible
message M with him. Thus, every signer U; selects his ran-
dom number w; € Z; and computes r; = g"i mod p. Then,
they broadcast r; to every signer. Because one-way hash
function and the U;’s private key x;, it is difficult for this
adversary to compute r; and w; which can eliminate the
message M and replace it with the message M'. Check
the following equation:

si = xih(R,M) + w; mod q, where R

=M ( 11 rj) mod p (23)

UjesG
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Table 1
Total performance evaluation of Wu et al.’s scheme and our proposed scheme.

Phases

Our scheme

Wu et al.’s scheme

Signature-encryption phase (for all signers and the clerk)
Message-recovery phase
Signature-conversion phase 0

Total (n+1)Tp + (M +2n+3)Tm + (30 +2)Te

(MTy + (n® +n+ 1T + 3n)Te
1Ty + (n+ 2)Ty + 2T,

(2n% 4+ 3n)Ty + (3n% + 20+ 2)Te
(n+1)Tm + 3T
0

(2n? +4n+1)Ty + (302 +2n+5)T,

Tm: the time for performing a modular multiplication computation.
T.: the time for performing a modular exponentiation computation
Tp: the time for performing a one-way hash function computation.

r; can not replace the message M with the message M,
because the message M is directly encrypted with one-way
hash function and protected by the U;’s private key x; and
the U;’s chosen random number w;.

4.2. Performance evaluation

In this section, we compare the performance evaluation of our
proposed scheme with the one proposed by Wu et al. From show-
ing our scheme and Wu et al.’s scheme, we can find that the total
computation cost of multi-authenticated encryption scheme in-
creases with the number of signers, because multi-authenticated
encryption scheme allows a designated recipient to recover and
verify an authenticated message which is signed by multiple sign-
ers. Hence, we consider the performance comparisons not only in
terms of the computational complexity of each phases but also in
terms of the computational complexity required for all signers
and the clerk in signature-encryption phase, for the recipient in
message-recovery phase, and for the recipient in signature-conver-
sion phase. The performance evaluation of Wu et al.’s scheme and
our scheme are described as Table 1.

The time for performing the modular addition and the exclusive
OR (XOR) operation is ignored because they are negligible as com-
pared to the others. The total computation cost of our proposed
scheme is (n+4 1)Ty + (n? +-2n 4 3)T;, + (3n 4+ 2)T,, and the total
computation cost of Wu et al’s scheme is (2n?>+4n+1)
T + (3n% + 2n + 5)T,. Traditionally, the time for performing a mod-
ular exponentiation computation is slower than time for performing
a modular multiplication computation and time for performing a
one-way hash function computation (1T, ~ 600T;) [25,27,28], so it
could be easily checked that the total computational cost of our pro-
posed scheme is lower than Wu et al.’s scheme.

5. Conclusions

In this paper, a new convertible multi-authenticated encryption
scheme with one-way hash function has been proposed. The security
of this proposed scheme is based on one-way hash function and dis-
crete algorithms. As for efficiency, the computation cost of the pro-
posed scheme is smaller than Wu et al.’s scheme. This scheme not
only allows a group of singers to cooperatively produce a valid authen-
ticated message, but also only the specific recipient can recover the
message and verify by the signature. Besides, for avoiding the abuse
of the signature, the proposed scheme provides ability to convert
the signature into an ordinary one that can be verified by anyone.
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