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ABSTRACT

Nowadays, there are a lot of functions on the.smart phone, so more and more
people take their smart phone like a portablepersonal computer. Android is one
kind of smart phone system with a lot of.sers. Many users like its ability of
installing apps from unverified sources, but attackers also use this ability
to harm the users. Antivirus usually-use-signatures-to detect malware, but
Android malware develop too fast. This method is too slow, /so users can not
protect themselves with installing antivirus on their smart phone.

In this paper, we present an Android machine learming malware detection
system. This system uses the result of static analysis.and dynamic analysis as
1ts features to do machine learning;rand.detéermine whether this application is
malware or not.

In the part of the dynamic analysis, we propose an automatic behavior trigger
which can identify the user interface on the screen. This behavior trigger
simulates events froma user’ s interaction with this app to trigger the functions
of this app. We also propose a new feature set, and this kind of feature set
can record the sequence of the system calls to elevate the detection rate. We
have got a lot of samples to prove our system can use this behavior trigger and
this kind of feature set to distinguish malware from normal apps.

Keywords: Android, Malware Detection, Machine Learning, Static Analysis,
Dynamic Analysis, Behavior Trigger.
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stem call n-gram » 12 ¥ 5 {8 B &

3.4.7 Weka

¢ * egystem

Weka - BF e BEY 2 A5 L5 AERFHTRIFL AN 0 b
%;?ﬂﬁaﬂ\gﬁ\gﬁ\ﬁﬁmiﬁﬁoiﬁ%%ﬂ%%??ﬁﬁéﬁ
FREE AR > B BHEHE LTS 0 FIMESE Y Weka (F5 8%
By A gL B o
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apk #5
MGEH s ———
package, ‘ Weka ‘
launcher activity
$¥EER% =i permission
_BE ‘ 177 B8 ‘ ¥V ARFF
apk oot ‘ EIRE |
- || system T
( TRIBE | fraige | | Stece g
e | R -
SR — ‘ | Network
e o snort [
Android 588 Leakage

B 3 4k W
ﬂK-ﬁ- a:iz‘fj‘ po %/U‘r#l o ﬁi'FFF? fi o ;1_"\]7?/?4% ﬂ&-g 48 5%‘3_ ;‘:ﬁ;%$ ’

I. JEZ R FAea B i (apk) P~ 17 0 X BIR A ARV E 2 204# " (permission) 1T
SHY - B s Rz P rﬁ»(package name)&s x#- & i (launcher
actIVIty)’ Mg (T G AR 0 £ TR SRR F AR AN o

ii. TR/F’ )@?ﬁii\‘&;‘%ﬁ?ﬁ ERRFEFLATANAFER -

iii. BT EARNARSNAEPN e r PR A2 DR LS R T KT
AR S A

V. % KT ARt R Y 4250 Android BEERE P o 8 717 5 A A5
strace 1 £ 22 snort 1 B> & & B * A2 TR A A oo system call "B
BRIt TRBIER S

V. EZRIRT ARV 2 2 ssystemecall "EA ~ B Rt THRBIEF S X2
AR B Fachiie £ Uk Weka 3 ~ -

Vi. Weka 4 F it s hii A 4 A g % > ZI8a R pIR Y 258 4% 5 ER AN o
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4.2 <& ZFaE B (Feature sets)

AARASBEFEEAT O REFIRY N E L TP ER AT Rk
BRI A2 cnip i dte FALMIA T 5 01 2 el system call e B & 4 2 n-gram>
MU HE - 6 e o iR 2 AR

4.2.1

# & & 17 (Static Analysis)

r
r

Permissions
in App

Shell Script

Permission

vV
aapt_get | ik — AT
W I
gt A

@ % aapt 1 & iy 2 :

/' = gl i
AndroidManifest 4§ = #F #25 2% shellsc .

It A2 E E LS
LS A R A AR - MG D) R N A ER PRI S v
FALMIE T A~ 12 systemcall n-gram & BB S o

aapt d[ump] permissions <file.apk>
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Bl 5aapt P~7 ¥ AR5 TR 1y 2 2 T

422 ¥ &4 ¥ (Dynamic Analysis)

Wi A G IRA > AE LR g—&’;f{;g —_g“:iz—gijém/},f‘:;T 2] 1 AL A = -
fledesad® e g ot o7 shellscript & » &/ & X TR @A o

}

AW BN o B R R 3 SR L 0 B Bp g R i (7
2[25] ~rez e et systemcall G0 B oA 2 2 n-gram> & G JT B T aRE s TR
AT R- BRAGOIF R RS GE > TRAETBFIR LG
B e * /258 (7 5 2 42N o

|~

A AP %3 ﬁvf“)@’* ABGY 7 5 8 AR5 [25] - AL % Android # i

ciMonkey 1 £ k% S B0 7t o BT 3 Monkey i ¢ SE S A A Bk ’*ﬁ R
he @S B R E R VR 2N F 6 0T -2 > Monkey @i A e
@%ﬁi\'%‘i—"ﬁ 7 BLE de & o Bt P ek Monkey 34 {5 Bos 48 0 4T

&2 BT i i s ﬁ%\‘ EfEN T 0 I - BEL AR 25075

TR R AR s A I‘ﬁ.?futa;*gd Robotium 3 #3058 » B g )
it z’ar"" BEE TR AN e F' fim TUPIRR AR 0 BN R *ﬁ“d Monkey 5T
BRI EBEE e S fIF AN . a2 FLFAENG S FE T
shell script #f 2% Rl A5 87 e s * 4255 fF 48 7 5 0 F)2t 2% shell script § & &
HNpditEATEFEF PEL /?Jf@% AT BRSNS REE 5
FRREAENA L AT BFE B ERFRERES a2 F BT R
4~ Robotium BIzE 4258 7 7 44 H - {ﬁ%’# AT 5T ifl i 75 0 Ml
FHFH s R d Robotium B3 2 eipl AR > TS AR AR5
pEfuiT e S AR R R BRI g X R AR TR chshell
script auto_trigger.sh » 12 % = % 3L p #5 i o
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c AP S §

# 1
o Brofp i = Fap 1L

4
<

43 22 ¥ichite B

k2 At

SR

A

FVE R AR S EIE A BAoR

space) » i~ Weka & » ©

WA
O Weka ﬁ.L

F- BF & FEwfEf o 4o oy
T BT AR DR THRBIEE S

g

“’L‘I'TU 5‘

ST SRy R
§ » oo

B

(Feature vector)

KFEAFT IR A2t e 2 g

S ek system call
M = F T R e £ 3 B (vector

= #ifi

Weka #7ic 433 » e - f8.% 5 ARFFE st =4 5 [28) » vt ivff 8 /1 5 > - E!H;'«
U % G B ER 1E3% (LR AR 1 kA @RELATION ~ @ATTRIBUTE ~ @DATA =

\"&\7@ 6 °

R e T S

EATTRIBUTE
EATTRIEUTE
EATTRIBUTE
EATTRIBUTE
EATTRIBUTE
EATTRIBUTE
ELTTRIBUTE
EATTRIBUTE

[ T 13 IS =

L] Lo [mn]

L R

[y IS =

1 oy

BEELATICN network leak

CONTACT NET NUMERTC

IMEI NET NUMERIC

IMST NET NUMERIC

IS0 NET NUMERTC

PHONE NUMEER NET NUMERIC
SIM NET NUMERTIC

SM3 NET NUMERTIC

class {MATWLEE, NOEMAT}

@RELATION # 7t 3% ARFF &R ** * B-che £ 2 B

» 23

¢ eh<attribute-name> T b ik i A
P EHE T 5 FERS AR @Y DT %?fi”i’??:'V* [l
%= NUMERIC - “f 7B fé - FE@ATTRIBUTE % 7w 3% % & 3 B e 3 » #1001

oo

grelation-name># ¥
BN R- B3P mrm%—*rﬁz%r* LA #

s

) G/MQFFféq\ﬁﬂm

s H 2502

@RELATION <relation-name>
v o0 F A€ H 3 Weka 3 P45 3% @ATTRIBUTE

v
,\ %

e

F =

@ATTRIBUTE <attribute-name> <datatype>
2 > <datatype>R| £_4 7 3% R

RS S

st > 1
‘/L'F

7 { AT
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% NUMERIC > 4~ 6 % 3 73| % 10 {7 » A ¥ ufrlg;mi{:r” £ 8B
1 ; @DATA R 2 % 324 ARFF 4% p #7% %iﬂ\mra boB 6 % 13 73] 5 19
fod - AR A - B AR (R B ww'fm BEREG TEEA

@%iﬁ¥36ﬂ¥mn’ﬁwﬂu%pag;@mA—@m%ﬁ@ L8
Al 27 AESE AR L R G L b TR E 18
#8575 04,00912,000NORMAL - £ 4 % 3 i3 3 ]3710f"m4§’f452%f'}’?-"é‘

44 lenidk > FRAPT Ao g A - gk 4255 (NORMAL) ~ =
IMEI_NET 5 ~ 3 912 ISO_NET 7 2 ~ "R FHF X5 BmEIHE b fF’ %/@ifélﬁt
"3

k@i Ukt AL
R 4> H Y g
g4 R L
R A A R 2 450 4 420
BrEs 8F W
iz A A BRI AR
EACHRED: e 2N
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4.4 Weka ¥ ® & ¥ (Machine Learning)

AmHe bR A REABBEY FE 2 URIET FIFE Y R
MFRZ sk > BRENFIT T L 2XBWEEYIFEE -

2 AR 2 BEEY Y2

SVM Simplelogistic

SMO NaiveBayes

148 e | e Adaboost

REPTree AdditiveRegression
Randomiflie B =, N fogitBoost
RandomForest MultiBoostAB
/‘
“IQ/ or Machil kS g ‘ L S FT )
e Je ) = :

i 4 AL éfﬁw
AR sz R

equentis t £ RS AEdl B e
O #-& % SV = S T ki
SHRER *

i
17 e

A AH(Decision t ' : ¥ — B 4T g 'ii’f;fwv\

AEAREE S R e N ee ~ Rand L A A
RandomForest -#_Rand ee erfiT 4

J48 : ~ i C 5 ID3 % sz @ % ek : ee)i# & /= > ID3 A
SR S RS fr e S S ,,.; SR B AR
LHEELT I 4 A4 5 5 JA8 P H 2 E F o e A & ormation Gain Ratio) » & #
AW A

B BEBAT $0 IR R - B R il § ]
BAl > FREAIARx Pl 7 @ ¥ AT S TR MR ?Lﬂ‘&
K ﬁhq‘?,&p R A Ll‘ﬁ{,—;-*{’ g T u«} | * ZEHR AT PR Ak
Gtk § e E R I 5 P EcE P F R AT AR R R
F’"m;ﬁ? | % ’E’J‘!ﬁe.-»;‘s\g-ﬁ}’p 38 o

A AR AT gAY TR OTVRFTAER AL 2 S BE S 0 BRI T
2 B FE) 0 RSR S B U G T RIRR TR LRI L R T
WA E Y 2 fn(overfitting) » Flpt 7w U1 F R AT IR UEEERE Y 2P o
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REPTree : REPTree ¥ 1435 8_ID3 2. %2 » REPTree £2 ID3 & & * 7 3 j& 1)
A- e gk 1 k£ 41* Reduced Error Pruning i& 7 3 4= e% i¥ - REP ¥ % Reduced
Error Pruning efj £ # B2 5 ¢ #0520 RS AR S B i R Y ES
BEN S A ek AR E SR AN S T A SR R A AR
M2 A 0 PIF 2 E & B R S Ao

RandomTree : RandomTree £ & % & » %AW AHE - B3 A 2 S BFIFE » Hi8
POE K BRABE A2 E B 2 Y B8 A 2 2 ALy T
#5 0T o

RandomForest : RandomForest ;] {%ﬁé » ¥ % e RandomTree #7 & 24 4§ Af
# > #4 7 RandomForest & {4 & #0194 555 % By {%gsf TEARAFAL g RE
= % B o

KNN(K-Nearest Neighbors) : #-Kk g W] cnf il Bhac § 28 e il & ey
¢t E H oA FEEE T K B ARA o (R P K I ARE s B E § Beid-3 & (majority
vote) - ;ﬁ P8 o S A R ] T ERehsE v o

SimpleLogistic: &_f§ ¥ A2 w W (simple linear regression):= LogitBoost & & -
“73 m?’ﬁiﬁfgﬁf iFmT}—«k,_ - ReNE S-SR IE AR T B Bl S e A E =S L
R R ek gl M- GRE S RIARALIESURE b S ek il SLAL- iE
ﬁﬁ’%ﬁﬁp:TW&

NaiveBayes : 3+ & % = Bk & X443 2 dg 5] enif 2 4% 3> #]1 5 NaiveBayes
BRR Gl A 20 B U W BRG F E f e S 3 T R B Xl i ] K
SRl RER iy LR T %3@%\1;‘*}7 ¢ sy bl K FOTITER A X AEE R e i e K
WA @A R B S B SR GE PP S AR o TR RS A X

B K i@, 18 B e R A X T 3 A e

Boosting 8- fA% g h i > AP e L EISHF BIRBEIRE L T P
A ERGIAREER) R T A EE &k ﬁ'—_z\ B 58 B N R
GeA 3 ®) BRE A+ P RBLE TR Bl - R (B U RpE SR E L P
A BPHRANL T I UNE PR B e e ke F B AEE -
-3 rTiEHE B mﬂgp}f;& EELT R AR REFVHO B REE X DRE I L
MEREREALR (T iU E - ® % Adaboost # 1 FF r1r - 1 7

& B o Ry 0 TOR-E B A M AR R A L G o

AdditiveRegression: = 5 Weka p ¢ 12 Gradient Boosting ;& & /# - ¥ Adaboost
7 ks>t Gradient Boosting ,%gd HE A 4 A2 454 S dk(loss function) s (7 ik
Ao 1B I H $ R T "% (gradient descent) e 0 2 A 4 T — B A S A o

LogitBoost : :# Adaboost & = &_generalized additive model » Xt #-H 35 % & i
:z = logistic regression B ¥ A 4 LogitBoost -

MultiBoostAB : ¥ 23 MultiBoost # = &_Adaboost - wagging z = & >
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MultiBoost f= P75 = —g s id > s Adaboost cHB bias 14 2 & * wagging £
superior variance reduction 2 ¢ i® variance reduction °

PCA(Principal Component Analysis) : 1 &4 4 4534 3+ 5 #racfhitas £ 4 #&
#EL(covariance matrix) » #% fs ¥+ % % R HoAB LR T A 13 0 I R
XA T B (eigenvector) » B2 i chfE 0 T4 5 (eigenvalue) » B 15 %ﬁ"r}
FHCE R R > PR RE & 2 B 1 Mkj R E R R o Y
BRBLCIAFPBEEY AL 28R - 2 €87 /ﬁﬁiﬁ B TG AH T BRE
o #HLFPCA R 2d SYM> 738 SYM el fes > dilop 5 ¢ &7 - F
iT{ %

-Fmo




(Mo u sl

¥I R 75 fF AN & e shell script

T RSER - A B A 4o 1 Robotium sk 3N TE S R 475N 75 R
250 ﬁfamﬁﬁw@ﬁ*ﬁ—wfﬁmeMn%@%ﬁ@?ﬁﬁﬁwzw;
11 2 shell script 4eie #f 24+ if 7 5 f a8 A28 > R4 07 S AN T R

L N
Shell Script
— i  Kz&k
Ro?qtiurr] Robotium
CABER ) peaane AAETL
R - % fE R
— ARl FEFATEE
SR =38 ] =38
\E%&ﬂf %%&T1 %%ﬁiz rERR n
| , L ,

w7 r‘raﬁﬂ’éﬁi} )

5.1, 5/ 28

501 TR AABEANAIKRE

[27] > ¥4 B kg ET i\l ﬁ e

- B e R R R iRl AR RS B SR T AndroidManifest xml i % P 4p
TR PR F2N _mii i+ % 4i(package name) ) WA LR RIARSS 0 el 80 % 11
(7 0 3%RIEAR 5 4 % com.example.android.notepad 3 # % izt -

<uses-library android:name="android.test.runner" />
</application>
<uses-=2dk andreoid:minSdkVersicon="10" />

<instrumentation androld:targetPackage="com.example.android.notepad”
Bl 8ip TX R 25 E B L

ﬁﬂ Robotium 3.}\ BEATHE B & & PR 4750 0 B - 4L java & iz Android
23 EFT R 32 4ol java 423¢ dhmain() 2 - Android monCreate() 3
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[ I o Ty T I o o Y N Y N1 R 7 [ S

L O e e -

i

[0 B 5 [ -9

by k3

| Y T o (R =9

(Y T o Y S T e Y = T e T W Y w

| Sl I ¥ R m n |

AARNE B HPREARN TR - BAEhjava sz /g 0 M FRNEE o
AR AT 4w B4 o 7 AR R3% Class s fp+ o X ¥ MR RIRY A2
e e it e Class » 4-@ 9 p % 33 {7 75 RobotiumTest & ;% 41 § #ic
LAUNCHER_ACTIVITY_FULL_CLASSNAME =7 Class ; # Robotium 7jp|3&
e o d RGP A {%’ﬁ“r} - B % % Solo =1 Class ™ & # {7 » F]p+ % = 3%
AL pliE Solo 4 i 5 4] 9P F 37 (FehSetUp() it 5 = MAR ST
FUIFRIGEF S st o P F 5 HI T ER B BREES o AR & S
FOLHFEEEY A otest 4B 9 p % 51 {7 e testAddNote() i 3¢ o B X Ak
B S Btest it > BHIGFTEE T LARNEMIERER > B 10 PEAEN £ &
B #4 {7 testAddNote() ~ £ 247 testEditNote() ~ 5 {& £ # 7 testRemoveNote() ;
%2 3R> P 5 Solo # it e & deBl 9 )% 44447 tearDown() 0 3% S P e
solo.finishOpenedActivities(); ¥ ™ #-p]oF A2 3044 FH 7 ke b ch B * AR50
Bt RECSR ATUEFIR T T SRRE o

R

@SuppressWarnings ("unchecked™)
public RobotiumTest () throws ClaszsNotFoundException {
super (Class.forNams (LAUNCHER ACTIVITY FULL CLASSNRME)) ;

—_

@0verride

public void setUp() throws Exception {
{{setUp() is run before a test case is started.
/fThis is where the =oloc ocbject is created.

zolo = new Solo({getInstrumentation(), getZctivity());

—_

Eoverride

public void tearDown() throws Exception {
f/ftearDown() 1= run after a test case has finished.
/ffinishOpenedictivities() will finish all the activities
/fthat have been opened during the test sxecution.

solo.finishCOpenedfctivities () ;

—

i

ublic void testAddNote () throws Exception {

T

Bl 9 Robotium /RN 2 & v BItA
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44 [H] public void testAddNote() throws Exception {

o4

&5 [+ public void testEditNote () throws Exception {
83

84 H public void testRemoveNote() throws Exception {

B 10 Pl AesS enf 7O A G d A F]

4427 Robotium 3 & 2N BG4 » F ik BIMARL- 27T 0 T B ¥ -
T TR BPIEF AR Td 2 F 3R F - B S e s had st BB
SAEN "ﬁfé»ﬁa&éﬁﬂ Solo,fvw ERVEN I TR S L YNIVE RS e
e e s 0 F)t F & # Y Robotium

II;IP

I? 28 LA

<instrumentation android:targetPackage=

super(Class. forName(“i PR A2 frds 2
A 4
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5.1.2 {7 5 fi# 423 N AR

TABRERER ) i EEView RlFERER
i MR AT | | B
B 2hEButtond
22 |F 2R EButton v, BpEe

iii. #ETHRZm
TOETHE

B N

v. BEIETS

vii. EalE3 F—8

v

B 11 (7 5 % 25 A2 )

Al R 7 P E AR MARTH A e EF G SRR
i TR TAENGE A G 0 BT E G T Viewds 2 o
i BB FI AT G BT kil 2 Button 4+ 25 22 2 ) gL #F 2 Button
Foit o
iii. LT FNR AT AR
iv. 03 View $» 2 7 gL # H (7 o
V. FEAMLFTRAFTHRT R

Vi. EAg b, i, iii 7 5 o
Vii. H g5 7B View F 12 > Fw | b~ F oo
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5.1.3 217 View %~ it 27 2L ¥ View

RIS £ i A R ;‘gc} PR E ¢ T ERE e i iR - BT e 2
MR R Y re’ FORH AR (T 5 oA IR 4258 3 7 system call zk—’ﬁ %
ﬁkl Bit e mﬁ % ° 7 Android 32 - View ¥#3% i * ﬂ himms E - Bihir

R E 5 2F § ¥ L BEE e 125 B4t ImageView s ListView ~ GridView ~ Button ~
EditText...i%ﬁ;}L?' o %5 View (3 3gn] o EmW o AR AN E P HE
a7 B chp PIER S A WS AT RSN T R EHE RS
%+ 7 ELF o View o i - (BEEEF WE e Fgt A IR 3 £ ) * 3| Robotium & &
e 38 5 solo.getCurrentViews() 2 2 RobotiumUtilsiremovelnvisibleViews() -

Android 238 F07 & - 1 Activity F e RS e 0 AR e 2
B H @GR T LT SRR 2 el 128 F] 134 5 k- BARS
11 ACLIVILY 4 #7 Pl 43t Aue stk s A B %Frr AP TextVieW b'ﬂ{&rx ERRAE T U E
1 eistView t“'i"f#rv\; HiH 8B —‘k 3 £ SN AR T AR %
Bk 2F & TextView r2 % LIStVIew’ aﬁi;‘ E’J i B ar TextView '@ ListView ;

Foze P Baan ListView *E & TextView s 125% A 1% B8 i Activity & & &7 3 > 4F
G R R e

HOLYZ BB AR » BN A RFTHISIS - BEEBURRIAII [BE ] B2
EERFAS ! !
facebook#3#kE

My name is "Holy" .Nice to meet you.
more photos&videos on my facebook:

PSR E hRAEES - MEXEOMILRAINERE - T+ RENEE - AR

| =R

LiEE
baby5313

BERE
582283

T3

Bl 12 YouTube ¥ % #cfes » AR 2 Fad o
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yay through perseverance he climbed over it! woohoo! cute.
cantabileloves fi$ 2011-10-6 14:11 ##3%

PERSEVERANCE...
CapNudillos /8 2011-10-6 12:29 23

Let me try the other side...damn that didn't work either!
Minipantherful S 2011-10-6 12:05 25%

It looks like a Teacup Pomeranian to me. I could be wrong, but for those who want
to check, you can just use the power of Google Images! :P
cyberkitty5 B 2011-10-6 3:27 %%

@flojo921 I believe Hon is a pomeranian :)
laf8lovesbill 5% 2011-10-5 16:45 3%

Hi there,
Was just wondering what breed of dog Holy is?
Thanks

flojo921 5% 2011-10-5 5:57 43

i€ * Robotium j%”f' 3 so0lo.getCurrentViews() 3¢ & = @ P andé * T’gf fi
S View. o & ok TR e LR R > PR IS A 41 # solo.clickOnView(View) ¥ 3+
Foe0 View 1 BLE mﬁv iT o F* 42 §_solo.clickOnView(view)£2 i #* —‘F'HB IS
BEAE 'E 5 0 View s F] gt ¢ @ 2 soloclickOnView(view) s view & £ f2 8
€ IR R o ot T I * RobotiumUtils.removelnvisibleViews() » % g #75 2t
e View > Fb L e Ag N R M et R

List<View> viewList = RobotiumuUtils.removelnvisibleViews(solo.getCurrentViews());

’—

TR @I T EG T L View List: T - View FRE K L AE T
L S 11#’#?%?:?35 SHH[ETIN T BT W R MW LT B
Y

T
View List 2 {2 & — ek & g g2 o

5.1.4 B4 gL & & 1 gL ‘Button

WY FA R ﬁq\ﬂi? FEET AR ¢ BT R AR %gﬁ;ﬁ
TrEFRS R FREBFRIC LR RN g *%?#Pﬁ?
Ziﬁ_ﬁ;‘é B i ‘*é\w« I Android i ke & 5 drst § ok ¥ A2 5 gg deie

I GooglePlay & i * #2383 # T 5 > $3% ﬁi; EFEPER o AFFLAR
AR R FEF ] UL oW 140 UFEEFFRE
Flenfls® 4250 o BEATEY @ % X B & F I A0kt LG R ﬁ'\
23 ik Google Play & * 25 > # *  § & = | Android 5 %v > £ 7
BEAE R ARG 0 o MR R AN o ok PR R ﬂ\f*éﬁ%%ii
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WREHETF T § BF I SE R URES LTI EER F A
AIRE AR G RER PRI ORI T LA § R
5 & Flut $ E8 forbidClickableVutton() 2 %74 & + £.F § 4 24t §
B AR R AR R P pdipit st SR b jeg; Uz
findPreviousClickButton() R £ 2|#%74 & + £ 73 7 B S B%7 € /5 S &7
SRR e T B TERF -

' Quickoffice’ Pro

GobyReader 1F:&//\if

Trial Version

Version 1.17

Developed By : GobyGoby
FEPNEFE S AZHHEYT, GobyReader
EBREPC AR B EPEEE .
R, BERNEEITEE4ENS PDB/UPDE FET/NER Easy Ins_taller isnot

responding. Would you like to

EE  ARERBETIIF RS2 B E AR, ARER close it?
8 HRUPDB/PDBX I EEE IR T #ise

AUFEINER ESRY
¥ BRROT AR \GR, FR I AR UT AR, 13 P emaining e
WNREEE GobyReadenEEENFE | TiiBLE Your trial has expired.
ﬁz—%ﬁ}%, E'% 5&[%%?25&@;1%{%% ig] Buy now for the mast powerful Microsoft office editing
Donate Version. 35t capabilities available for your Android device.

V1.17 : Ul, Terminology and Bug Fixing

B

Donate OK

Bl 14, ¢ 3 58 % NERRE R * AR50 fgk gt O
5.1.5 i ® ;L'ljﬁﬁ-

L LA ST E R R T T RS R
L B A VIS e & BLAF 4 A BLIF B e Miews IR E 1 5 R Az
Lo B E e it FilesActivity 2T ERE T 0 F 2 BT LT B
View > Fpt 4 {7 5 580 22 A Lw £.7 L iE% Activity 17 5 {238 5 2
7R T SEEFE AR P Views g B Z]ET 2 o T A 7 L R AR
BT H G e View o 3 2R - B R LA B e g o F L 2N
SRR IR TR
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%g#ﬂw%@’xﬁﬁ*gﬁm#@’%gp TEARERA GG LR
# —%]—z ) —&r'rﬁjl 15 o

JUST A MOMENT...

Loading your information

Loading...

B 15 TR A KRBT RS A8 E

& * Robotium 3. ;% E 2 & p):d47 5t » 2 hd it B J{es F;é%f?{*ﬁﬁ
fS B e N E AL E i FE AL A A AR el iR 0 B Rl A
o HP R A 4 7 Aedp HP anie k0 RIGRARSY g & TP Ak T B REOR A AR SR G o AR
n A (3 Pﬁa F AR ﬁi%*?’“’z\ Pl A28 F A mﬁ. 7 AT > ﬁiﬁi X Pt
A2t G T AR 0 AT AR T T LB T B j“:s‘.li 2L
Fdt o AR SSAEEE A A EAENT & L p AN T
FEFRE PR e g5t o

WA RGYER- B PR RN e S a5 autoWait() 0§ 1T
R EREE B View (o 0 2 T autoWait() > autoWait() .+ 1 — 4 2
EﬁF"*,TL,l 87 E e P2 F 5 v EF D View s A F LG 0F s kRe g
R B AViewn Bz 0 A o0 2 A o F)0 autoWait() ¢ &% - g 2
Brofehgrns BEER AT S e View £ 5 4pk o dokAp e B E
BERGFZAF O FARMBAESF AR, A By FEF B PR
PIFFEpER 'L autoWait() ] € B d F & o
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51.7 w3 +t-F

FEBH AR blhe  BITHTE AR 160 § R FEFEH Y Fp
TR TR OBRFERY F R - TREVIIRY AR FRAIAER
MEERTHAROEL cAFLAFITREGHPT L IR F SRR T
o A AR FEF - | oands (75 et e solo.goBack() g3t e

Ew - F
DX oikd ik

W 16 M HFER > nde

%ﬁﬁéﬁﬁﬁﬁﬂ%ﬁgai?ﬂﬁﬁﬂMwa@i&%&%&,iﬁ
= AR E A BRF et E o View g H i 8 0 FHH Y AR
# e \View s Rk il o B o 378 e e solo.goBack()u?xv;“ W B -
SRR A SR IR o S R
W R - PR AR g Rt K T8 M B S Feat e FIL A (7 LA AR 50
WAKRS BALFRA2 BRodhGaa8E7 ¢ pisfaliiwes = solo.goBack()
st oom B EREFGT R P EBREFZ Views YV ouie o By A xS g
Fidm o

5.1.8 % & {75 % &N

¥R EARNBRRE 7%%' & H {7 I testFuction & & - 7 5 ff & 4250
TEd ML LB £ RLFOH 6 7 BE > blioyg @ % F i
Facebook srjig* #23% » %423 ¢ - S T H X E R B FHT 0 5 R
PHRARRD BTG R 2N R TRE R o F R FH A
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FAMFERS I NEFEY AT AT AF AN QB RS R
KT 5T R L enfl 2 305 9r8hE o View = #ico TP 2L — 7_threshold

THHE BN PR FREIZTEEERERAERFLE @ W AR

Rk (T AR S NPF > A4 — B thread & ® sleep - ELPFRY 0§ 3% thread
sleep = Pe¥ ¢ System.exit(0) » T ¥ & 7 2 fPF A2 o FEiFRI% T A AN

FAFEERPN ST EEAR

5.2 p # i # 24 shell script £ §

% R AR5 R Robotium B 5 e s i A R 2R
» 1 s e AT RSN g R LA Ik? A250 % S

& e
R ER CREEFECAE AL E R B A R AR R

Hhi i7 g e
ﬁﬁﬁi%¥wmwﬁxfﬁ?ﬁ\&%ﬁﬁm§4’%ﬂfMHAWF
FH AT e RS Rk iz A META-INE 7 & e > 5 B % 42
38 META-INF Falioicipt s - Rugdiet 4ple 240> 703 £ 7] )
META-INF R & p etk &4 0 4ol 179 2 &= (EfI e 18 -

aapt I[|st] <file. apk> | grep "META-INF/

n 17aapt l'+71)@;'§+ 75 A %;}%P\ META- INF #J_;\FX ,:‘_r,ﬁ 2?_3_‘
aapt rlemove] <file.apk> <S|gnature_file>

P L s AR METACINF T 4 ) 574 § %

Bl 18 aapt i -
EFA* jarsigner 1 Lo @{H X BB AN KM EFEF LA E AN R
2 EF o hfef i zipalign 1 L% KRE TR 0 i £ deT o
jarsigner -keystore <key.keystore> -storepass <password> -keypass <password> -sigalg

MD5withRSA -digestalg SHA1 <file.apk> <alias>
zipalign -v 4 <file.apk> < destination.apk>

BT PRt A7 5N i%m@’ﬁﬁwﬁﬁﬁéﬁﬁﬁﬁ*
AndroidManifest.xml 4 % p targetProject 8 p 1+ » dp = X PR * 42502 £ 2 &

fi-(package name) ~ " 2 % {7 3 A AR h1 & java A2 AR PN 4 TR RIB Y AR
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;- erfx s it (launcher activity) » 7 & ff #4253 1 7 g vt - B ALK RIRH
AR~ 2GR e s o kAL BT LA aapt B R R ARt D
B LA b et LA Ao 19 dhied R SR AN ahE B LA
Fofepplifedleid L4

aapt d[ump] badging <file.apk>

B 19 aapt & & & * E;\—!sz P\_;’il» ¢ REE R it AL

ﬁaﬁaﬁéw%ﬁ*ﬁﬁﬁ%@’gﬁiﬁ%#ﬁﬂﬁ~a4Féﬁ%
S apk #h % ek £ 2 2GR apk AR TR FakdiEis S v A4
mgmﬁaﬁﬁﬁ\mmﬁﬁ’uﬁﬁﬁﬁﬂﬁ°ﬁimﬁﬁgi%“ﬁwﬁ
Fegtend & o # 4 Buildxml#h s 0 B (S @ ANT i 55 Build.xml' 4 % §7 24
SRR A 4 apk AE % o

android update project -p <trigger_project>
ant clean release
Bl 5 7 5 fga4e @t 1] Robotium &5 3¢ & > 7]t F & # Robetium = jar
FhREFRE 2 7 5 A Azt & R T e libso AL P B T il e

AGLEIRY RN T S AR T AT AT B 3 A 2 Bean Android 5
Fb o JIGEEIE AR S DB B 15 5 BT R SR B AT R
% [25] 4% Pum

adb install <tested_app.apk>
adb install <trigger_app.apk>

BERE T L R S AR S IR AR g A R R AR
ERENES TS RUEY E AL

adb shell am instrument -w <trigger_package>/android.test.InstrumentationTestRunner

Ao 2 B 425N 18 > B~IE X BIR Y 4258 chpid o I F I * strace 3@
BB AR 7 HP FF Aed e o system call Mg A

adb shell strace -r -f -F -p <pid_of _tested_app >
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REFABFL JNEDFELAERNT o §BF NG LHFHRT
FoAFAELRIEY ST PR RSN LAH AT TR B AR 5
PR RPRER A R WEH ",!rt LR AR B RIREARS 4§ ARk
TE-~EsgqlRl TR FPFE* T

adb uninstall <tested_package>
adb uninstall <trigger_package>
adb shell am force-stop com.android.providers.downloads
adb shell am force-stop com.android.browser

TAF M E 0T T E B Bk B £ (training dataset) poesE Rl AR5 o
S SER R EEY TR EILV 70 AT
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PR R RRAHE

61 #+% ¢

2L ¥ B #HYajin Zhou 2 Xuxian Jiang 4% &4 £ & R A28 & £R[7] 0 M2 13
EC[29] xR - BT AR E R T AF HE{RF o

Books 17

Communication 70

1 et T
Entertainment 50

|| Finance [ 0 0 ||
Game 46

” edia 39 :

Music 54

© News, AN
Personalization 44
Productivity 78
Sshopping . T 35
Social 48
Tool 41
Transportation 66
Travel 51

£ 825 |



BRARN R A F S 2 -%5?13:‘? Bend o £ 0 5 49 B 325 dFwmdcd 4
F- BRENLAAL R B REY §ABRFRNE AN LA Lo

2 4 ERARSHRA L FOREE A

2 ELANH#rkE
ADRD 22
AnserverBot 187
Asroot 8
BaseBridge 122
BeanBot 8
CoinPirate 1
CruseWin o
DogWars 1
DroidCoupon | || [ 1.
DroidDeluxe 1
Dr0|dKungFu2
DroidKungFu4
DroidKungFusapp . SS90 l'/
DroidKungFuUpdate 1
 EndofDay /X
FakeNetflix 1
GamblerSMS 1
Geinimi - T 7 69
GGTracker
GingerMaster 4
GoldDream 47
Gone60
GPSSMSSpy
HippoSMS 4
Jifake
jSMSHider 16
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Kmin 52
LoveTrap 1
NickyBot 1
NickySpy 2
Pjapps 58
Plankton 11
Roguelemon
RogueSPPush 9
SMSReplicator 1
Spitmo 1
Tepshake NP,
Walkinwat 1
,;' ]
C 1 . ‘.\
zHash
ST o —u-wpr W\
Zsone

R
fold

B RRRE
RIRE TR

6.2 AdgH

ﬁiimﬁﬁéﬁﬁﬁ“% S5 Ved e MO S s kT R o 4oT R 200
A MRS BELARS D E A S E R AR g % LT B2 (True Positive) » f§ #
TP R & 5 — ARzt @ % Sua - ARt el % 1T 2 1542 (True Negative) i £ TN
Bk BRARS A G 8- RN an % fE1F (% 12 14 (False Negative) - ff 4 FN >
Fl i m Rt ARe S BERARS 0 B A TN} JLIRSE C RR A G - B4R
@ kB 2B R AR g & L1 HE 14 (False Positive) - f#§ fL FP > %15 Bz #an AR
FeA - ARARRS o AP SRR TEER A 0 Flpt X fLGEER o
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B4R
= e _ O —¢
ﬁﬂiﬁﬁ:&% :b\z%\*fft Elﬁ*fit

- . True Positive False Positive
CEp=—g =
1, (TP) (FP)

_ ganqo—r | False Negative | True Negative
BAER (FN) (TN)

K] 200 A73

AL
St B o
FE A SR
AN

¥ ook A%
LIS mE > 7
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% 5 L BEY T AELHEZF

ENPEI A NS :°d

(A) SVM

(B) SMO Poly

© SMO NPoly

(D) REPTree

(E) Adaboost(REPTree)
(F) GB(REPTree)

Q) LogitBoost(REPTree)
(H) MultiBoostAB(REPTree)
(1) 48 A @
) RandomTree

(K) Randol

(L) RandomForest 50
(M) adofForest 100

4

6.3 key 1

W+

aﬁ%s #:
o !. & A5

ko b4
/J ..vu =3

v
Y.

it FEF % -
412085

T ﬁ
Rohehz JEE
PEL TR SE(R

P G 9TA 2 na S B e e B R SR L
3 - / ',_""i‘):i_

¢ B~ system call £ 92 g

BERM SHpIEEE9TE 2 2188

SR T A

SIHB B RES AL L
e I L& - TSR Z e T

T3 meﬁ%% A4 7 Pﬁmﬁﬁﬂi’vh‘ '
stem call & # =t #icsi(fd

EISHH

v
T2

[F="°)
,‘/ P

o

P AP FIT R H
——j‘f”ﬁﬁgﬁ SN, HiThw

(N) KNN
(0) Adaboost(KNN)
(P) GB(KNN)
(Q) LogitBoost(KNN)
(R) MultiBoostAB(KNN)
(S) KNN 3
(T) KNN 5
(V) KNN 10

N . SimpleLogistic
(W) NaiveBayes

ost(NaiveBayes)

AN E

2o g
Vlonkey i® %

PR

s

onkey - A E

T e £ wl o

LR & (M Apm) »

CURE btz SRR
= % £2 system call szt
2R o A v Bk

&%d—% j\'l‘vg%"rz\t’ltiJQ%7ﬁQ
, l,(«f Ao B | $TeR A S B ,}ﬁ{ibfﬁﬂ"’;ﬁr
M tE s bl4or Accuracy 384 0 & 6 PR B A R % Accuracy 384 d & 3]

iz B % 95.40% (RandomForest 50) ~ 95.38% (RandomForest 100) ~ 95.01% (SMO
NPoly) ~ 94.44% (RandomForest 10) ~ 94.34% (Adaboost(REPTree)) ~ 94.10% (SMO

Poly) ~ 94.00% (LogitBoost(KNN)) -

Accuracy ’;’?%}:&Ls}%‘ga A EF -
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..~ 82.97% (NaiveBayes) > ] #- RandomForest
50 ~ RandomForest 100 ~ SMO NPoly ~ RandomForest 10 ~ Adaboost(REPTree)iz 7 i
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R¥YIEELAEE  FERPBEA LR 2 ERFFEA L% o
ﬂ&@ui%%Wﬁé%&%ﬁfﬁ%’A%%mwawfﬁ’ﬂﬂﬁéiﬂké
B o TP At A EUIT L HAE 2 B % > 3 1T Monkey # Robotium 2+t
oA OPEFY BhAcd 60

306 3 AU L BAREL B R

0.887 0.091 89.54%
SMO Poly 0.937 0.052 94.10%
SMO NPoly 0.941 0.036 95.01%
REPTree 0.928 0.095 91.89%
Adaboost(REPTree) 0.947 0.062 94.34%
GB(REPTree) 0.932 0.091 92.28%
LogitBoost(REPTree) 0.943 0.067 93.91%
MultiBoostAB(REPTree) 0.934 0.069 93.29%
148 0.936 0.079 93.00%
RandomTree 0.933 0.093 92.23%
RandomForest 10 0.954 0.07 94.44%
RandomForest 50 0.954 0.046 95.40%
RandomForest 100 0.952 0.044 95.38%
agoritn | PR | PR | Acauracy |
KNN 1 0.954 0.085 93.86%
Adaboost(KNN) 0.952 0.084 93.81%
GB(KNN) 0.954 0.085 93.86%
LogitBoost(KNN) 0.954 0.081 94.00%
MultiBoostAB(KNN) 0.952 0.091 93.53%
KNN 3 0.952 0.095 93.33%
KNN 5 0.948 0.092 93.19%
KNN 10 0.92 0.093 91.46%
SimpleLogistic 0.938 0.075 93.29%
NaiveBayes 0.776 0.088 82.97%
Adaboost{NaiveBayes) 0.929 0.136 90.36%

B 4 6 FRBHAPT IFR LR
RS SE  £F SRR TR EA NS NELAEN T2 PR A
- AR PR § 7 A G T
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o TR R E e 4te

v Monkey (£ 5 (7 5 f§ 8 Bt k- ER 2 4%

FLIRE Bk o B 21~

Bl 22~ ® 23 R~

TR S (05 RAR A2 A

Wk 2 &

S ;‘”ﬁ“é Robotium & ;% B #7 B 3 2

WERRA TAL D

Monkey 22 *

W2 AR B2 AT A E o nw(mk) i £ 12 Monkey A 2 eniei it e FTALR A (T

Bonw(rb) REA ARG TRE AL SRR

FAREGEREL 5o

0.875
0.583
0.996
0.565
0.547
0.965
0.561
0.954
0.97
0.545
0.941
0.941
0.941

*

"Rt At e F"} BT R T R D

monkey

0.096 88.63%
0.76 68.87%
0.975 61.20%
0.125  92.95%
0.113  92.33%
0.133  92.61%
0.127  92.61%
0.109  92.90%
0.131  93.00%
0.133  91.41%
0.118 91.80%
0.116  91.85%
0.115 91.89%
monkey

SMO Poly
SMO NPoly
REPTree
Adaboost(REPTree)
GB(REPTree)
LogitBoost{REPTree)
MultiBoostAB(REPTree)
148
RandomTree
RandomForest 10
RandomForest 50

RandomForest 100

M2 5

robotium

I ] T R T ETA T

64.80% 0.767
60.72%  0.996
62.83% 0.172
75.67%  0.473
75.38%  0.388
75.67%  0.467
75.53%  0.463
75.24%  0.445
76.06%  0.462
70.96%  0.438
71.06%  0.45
70.87%  0.44
70.43%  0.44

robotium

AL 5 o phen s 32

0.918
1
0.498
0.506
0.846
0.902
0.898
0.881
0.506
0.806
0.815
0.806
0.798

| o Ly | i ey L on e

0.943
0.941
0.943
0.943
0.936
0.945
0.945
0.96
0.981
0.95
0.95

0.133
0.132
0.133
0.133
0.124
0.12
0.122
0.124
0.364
0.92
0.92

91.27%
91.22%
91.27%
91.27%
91.22%
91.94%
91.85%
92.71%
84.46%
60.58%
60.58%

Adaboost{KNN)
GB(KNN)
LogitBoost{KNN)
MultiBoostAB(KNN)
KNN 3
KNN 5
KNN 10
SimpleLogistic
NaiveBayes

Adaboost(NaiveBayes)
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70.77%
70.77%
70.77%
70.77%
695.66%
73.56%
74.76%
74.86%
60.72%
47.79%
49.52%

0.444
0.444
0.444
0.444
0.435
0.43
0.427
0.467
0.977
0.389
0.423

0.806
0.806
0.806
0.806
0.783
0.844
0.861
0.889
0.987
0.391
0.442
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80.00% A\\ // \L\\
20.00% O\;{% o000

60.00% \%—F
50.00% 5—0—
40.00% T T — . — . 1

--nw(mk) -o-nw(rb)

B 21 REaife 7

(A) (B) (C) (D) (E) (F) (G) (H) (1) () (K) (L) (M)

‘} = N 5}5}7/[*5:

(N) (0) (P) (Q) (R) (S) (T) (U) (V) (W) (X)

-nw(mk) -o-nw(rb)

M 2_ Accuracy ' $i 3T AR B)

1MD—D"D\D—D—D—D
09 O i

: o
0.8 | a
0.7

06 \ / \
05 Y \
0.4 e
0-3 T T I T T T T T T T T T T T T 1
{A) (B) (C) (D) (E) (F) {G) (H) (1) () (K) (L) (M) (N)(O) (P)(Q) (R) (S) (T) (U) (V) (W) (X)
o-nw(mk) ~-nw(rb) -nw(mk) ~-nw(rb)
Bl 22 #BHE FARBEF S €5 FADEL TPR I RITAR
T kA A
0.9 F—*
os -/ ¥\ [\ ]
o7 | [\
[ [ A
[ ]\

\

0.6
AN

0. l \

01 \ /x\x AATH xR KX | XXXy / \x -
+

0.3 / \ A /

0s | \/\ /

. I x /

01 4 gttty —t— +

(A) (B) (C) (D) (E) (F) (G) (H) (1) (J) (K) (L) (M) (N)(O)(P)(Q) (R) (S) (T) (U) {V)(W) (X)
-x-nw(rb) -+-nw(mk) -x%-nw(rb)
ORISR 7 5 1T 5 Bt FPR v 7 SR

-+-nw(mk)
B] 23 fpiite

Fd & 7TER 21-F 22-8 230 AP F AP AR R A Monkey ch5 %
WABR R FOELAF AN R m o AR Ty gid o ¢ FRSHR DR A
FVuﬁvﬂ FERYEF G R ELES ELES D EERFOL e

#ﬂ%ﬁa’m—%ﬁ\hﬁ#gykkﬁsﬂﬁﬁa’ﬂiﬁiﬁﬂ@?ﬁ
é;’i 3% - ﬂkﬁ'\ rA 4 e TP E k sLid ¥ Monkey 175 7 2 188 #4258 BF > Monkey
b BEE T E e,%ii\ém Fende 2 ERATN M E 7 PRI B8R
755 — AR \Wﬁﬁé Monkey L8 3] » = it A 4 3% {7 & ’*?{iﬁ’iﬂiié?."l%gﬁ %
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BB R A oA A2 2 FAIFAEN S TR AN AT A SR
AR E R f"%§ v Bod R - ARARS iR i]‘u IR WA
PREAERAS N - BN T ERRIIRRA BRI L RSB
z_ %% Monkey A (7 5 f§ % A2 By o

#. 8 rzsystemcall = Hcrit 17 5 Fac 2 &%

monkey robotium
I N T T T

0.933 0.79 64.65% 63.21%

0.929 0.567 73.29% SMO Poly 81.07%  0.407 0.938
0.828 0.24  80.10% SMO NPoly 82.82% 0.342 0.927
0.821 0.221 80.43% REPTree 81.69% 0.291 0.88
0.851 0.15 85.04% Adaboost(REPTree) 87.38%  0.193 0.913
0.825 0.21 81.15% GB(REPTree) 83.21% 0.266 0.889

0.853 0.177 84.12% LogitBoost(REPTree) 86.20% 0.213 0.906
0.856 0.19 83.79%  MultiBoostAB(REPTree) 87.44%  0.219 0.929

0.819 0.19 81.53% 148 83.21% 0.224 0.865
0.813 0.208 80.48% RandomTree 83.66%  0.254 0.889
0.879 0.217 84.12% RandomForest 10 87.27%  0.245 0.941

0.885 0.159 86.76% RandomForest 50 88.73%  0.201 0.939
0.877 0.154 86.47% RandomForest 100 80.07% 0.194 0.94

monkey robotium

"1oR | FoR | Accuracy | Algorithm | Accuracy | FPR | TPR
0.818 0.211  80.67% KNN 85.63%  0.225 0.904
0.818 0.211 80.67% Adaboost{(KNN) 85.63%  0.225 0.904
0.818 0.211 80.67% GB(KNN) 85.63%  0.225 0.9504
0.818 0.211 80.67% LogitBoost(KNN) 85.63%  0.225 0.904
0.818 0.211 80.67% MultiBoostAB(KNN) 85.63%  0.225 0.904
0.839 0.221 81.53% KNN 3 83.66% 0.277 0.903
0.838 0.242 80.62% KNN 5 83.66% 0.3 0916
0.86 0.314 79.14% KNN 10 81.92% 0.387 0.939
0.902 0.444 76.55% SimpleLogistic 82.48% 0.331 0.915
0.304 0.064 55.40% NaiveBayes 66.65%  0.191 0.584

0.402 0.124 58.94%  Adaboost{NaiveBayes) 73.92% 0.323 0.775
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0.9
0.8
0.7
0.6
0.5
0.4
0.3
0.2
0.1

(A) (B) (C) (D) (E) (F) (G) (H) {1} (J) (K) (L) (M) (N)(O) (P)(Q)(R) (S) (T) (U) (V) (W) (X)

—-2-sys(mk) -o-sys(rb) —--sys(mk) -o-sys(rb)

B 24 12 system call =t #c szt (7 5 #1420 Accuracy #3747 B

e

(A) (B) (C) (D) (E) (F) (G) (H) (1) (1) (K) (L) (M) (N)(O) (P)(Q)(R) (S) (T) {U) (V) (W) (X)
-O-sys(mk) -¢-sys(rb) O-sys(mk) —o-sys(rb)

B 25 17 system call =t ezt 17 5 2. TPR W i dr 42 )

)

X-—x —~ * :
+""‘-+\ / + x_—-x——x/_+.—-+ K — p e > ) ——— \x
+
-~

+—

(A) (B) (C) (D) (E) (F) (G) (H) (1) {J) (K) (L) (M) (N)(O) (P){Q) (R) (S) (T) (U) (V)W) (X)
-+-sys(mk) -x-sys(rb) -+-sys(mk) -%-sys(rb)
B 26 17 system call =t #icsu2* 7 5 a2 FPR W 237 3 B)

I 3¢ * system call su3t2 3R 4 ’;ﬁd * Sfrﬁg‘] 24~ B 25~ 26 IF"’ ™
IR M I TR ey U e i R A A B R {Pﬁﬁ*‘ﬁs 7a
PAFLAFARN S AR AN AR N systemeceall 7503 RS
- T 'liﬁ“} BT EEFTAN FP T U Fj FlABINA s X5 fE Bl 5t
Monkey % g4F o

EI

e

TR R AR S AL PR A B BT KAREM Y §
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LA o TR T S e B () A nwpm) ~ B (7 S 2 system call
% (7§ #& nw+sys) ~ system call £2 4 *L gt & (ff AL sys+pm) ~ fe 23R ff 1297 2

2 enm f (] A nwsys+pm)

0.944
0.937
0.942
0.967
0.977
0.568
0.979
0.978
0.974
0.964
0.98
0.981
0.979

0.974
0.973
0.974
0.974
0.974
0.972
0.97
0.967
0.946
0.871
0.921

% 9 L nwHpm 1T i FHc iz B %

monkey
0.112  92.23%
0.051  94.20%
0.033  95.20%
0.036  96.59%
0.033 97.31%
0.042  96.40%
0.029  97.55%
0.032 97.41%
0.05 96.45%
0.068  95.16%
0.041 97.17%
0.025 97.84%
0.023  97.84%
monkey
0.053 96.31%
0.053  96.30%
0.053  96.31%
0.053  96.31%
0.053 96.31%
0.076  95.30%
0.079  95.06%
0.096  94.24%
0.059  94.39%
0.107 88.01%
0.08 92.04%

SVM
SMO Poly
SMO NPoly
REPTree
Adaboost(REPTree)
GB(REPTree)
LogitBoost(REPTree)
MultiBoostAB(REPTree)
148
RandomTree
RandomForest 10
RandomForest 50
RandomForest 100

KNN
Adaboost{(KNN)
GB(KNN)
LogitBoost(KNN)
MultiBoostAB(KNN)
KNN 3
KNN 5
KNN 10
SimplelLogistic
NaiveBayes

Adaboost(NaiveBayes)

41

robotium
66.57%  0.573
94.15%  0.053
95.01%  0.039
92.42%  0.093
94.67%  0.072
93.62% 0.074
94.24%  0.084
94.39%  0.073
94.29%  0.064
91.94%  0.12
95.40%  0.067
96.55%  0.039
96.50%  0.038

robotium
94.39% 0.09
94.39% 0.09
94.39% 0.09
94.39% 0.09
94.39% 0.09
94.05%  0.091
94.00%  0.087
92.09%  0.112
93.19% 0.08
83.26%  0.085
89.77%  0.126

0.822
0.938
0.943
0.936
0.559
0.543
0.96
0.855
0.948
0.945
0.567
0.968
0.567

0.966
0.966
0.966
0.966
0.966
0.961
0.958
0.942
0.94
0.779
0.913
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100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

o T 0 0 | 00—t _
// -
d

(A) (B) (C) (D) (E) (F) (G) (H) (1) ()

~=nw+pm(mk) -o-nw+pm(rb)

(K) (L)

(M) (N) (O) (P) {Q) (R) (S) (T)

~-nw+pm(mk) -o-nw+pm(rb)

(U) (V) (W) (X)

B 27 ™ nw+pm % 5 F A 2. Accuracy Mt T AR B

1 0—p oGP0
0.9

B—0—5—b—b—0—o—G—q_

| \:l/a
0.8 S l \u
0.7
0.6
0.5
0.4
0-3 T T T T T T T T T T T \! I T T I I T T T T T 1
(A) (B) (C) (D) (E) (F) {G) (H) (I} () (K) (L) (M): (N) (O) (P) (@) (R) (S) (T) (U) (V) (W) (X)
-nw+pm(mk)  —-nw+pm(rb) -nw+pm(mk) -o-nw+pm(rb)
| e s
0.9
0.8
0.7
0.6
05
0.4 \\
0.3 \
0.2 \
R e N el R
0 T T I I T T +_|.+-—I.-. T T : .\_T 1 T T T T T T T T T T 1
(A) (B) (C) (D) (E) (F) (G) (H) (1) (J) (K) (L) (M) (N)(O) (P)(Q) (R) (S) (T) (U) (V)(W) (X)
-+-nw+pm(mk) -*-nw+pm(rb) ~+-nw+pm(mk) -*-nw+pm(rb)
Bl 29 ™ nw+pm % 5 a2 FPR W 37 508
PR S SR IUAE EI0A 0 F1L pm A £ i+ Monkey & & (7 5 A AR
R FRtEItA R onw g3 S B E 0 AR R E g nw s o
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K ] T R ET N T

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

0.9598
0.941
0.871
0.972
0.975
0.965
0.974
0.974
0.967
0.898
0.964
0.966
0.968

I ] T TR ET R T

% 10 ™ nwHsys 1T L HAE 2 B %

monkey

robotium

0.805 68.01% 63.46% 0.918 0.994
0.457 78.67% SMO Poly 76.15% 0.52 0.944
0.141 86.62% SMO NPoly 83.17% 0.276 0.902
0.064  95.78% REPTree 82.84%  0.255 0.883
0.046  96.69% Adaboost(REPTree) 87.88%  0.171 0.911
0.052 95.83% GB(REPTree) 84.57% 0.223 0.89
0.044  96.69% LogitBoost(REPTree) 86.97% 0.189 0.908
0.044  96.69%  MultiBoostAB{REPTree) 88.27%  0.172 0.918
0.058  95.68% 148 85.67% 0.218 0.906
0.156 87.67% RandomTree 82.74%  0.237 0.869
0.136 92.47% RandomForest 10 88.17%  0.204 0.937
0.069  95.20% RandomForest 50 89.38% 0.168 0.934
0.063  95.59% RandomForest 100 89.95% 0.163 0.94
monkey robotium

0.918 0.173 88.20% 85.77%  0.213 0.904
0.917 0.172 88.20% Adaboost(KNN) 85.82%  0.212 0.904
0.918 0.173 88.20% GB(KNN) 85.77%  0.213 0.904
0.918 0.173  88.20% LogitBoost(KNN) 85.72%  0.213 0.903
0.918 0.173 88.20% MultiBoostAB(KNN) 85.77%  0.213 0.904
0.936 0.184 88.82% KNN 3 84.52%  0.243 0.902
0.939 0.192 88.73% KNN 5 83.70%  0.27 0.906
0.952 0.265 86.57% KNN 10 81.68% 0.34 0.919
0.983 0.101 94.96% SimpleLogistic 78.61%  0.265 0.819
0.317 0.067 56.07% NaiveBayes 58.38% 0.123 0.41
0.468 0.155 61.73%  Adaboost(NaiveBayes) 66.30% 0.23 0.594
M WA\
F A\
-4 \ 2
— T T T T T T T — L N S
{A) (B) (C) (D) (E) (F) (G) (H) (1) () (K) (L) (M) (N)({O) (P)(Q) (R) (S) (T) (U) (V) (W) (X)

-a-nw+sys{mk) -o-nw+sys(rb)

Bl 30 ' nw+sys (T & £ a2
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RWiassaNr )

0.9 _ j=a=@=@=a=:€ﬂ%—

0.8

07 )\

0.6 \

0c \ /

0.4 V/

0.3 T T T T T T T T T T T T 1 T T T | | T T I I V| 1
(A) (B) (C) (D) (E) (F) (G) (H) (1) (J) (K) (L) (M) (N)(O) (P) (Q) (R) (S) (T) (U) (V) (W) (X)

-nw+sys(mk) —o-nw+sys{rb)

-nw+sys(mk) —-nw+sys(rb)

B 31 14 nw+sys dE 3 B/ R+t fid7 40 B
CaCAXEEN VLT

0.9 %
L\

0.7

0.6
0.5

0.4

0.3

0.1

p — .
g
0.2 x & *.___ﬁx* \"*-\7*
—X
~

\+'--..+.._.+__.+_+..-—-+/

(

A) (B) (C) (D) (E) (F) (G) (H) () (1) (K) (L)
(rb)

(M)

- nw+sys(mk) -x-nw+sys

¥ 2_Monkey *5
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A
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rd
X _+
,,Eixixixixi iniil +@éw%
X 7

;7

(N)(O) {P) {Q) (R) (S) (T) (U) (V) (W) (X)

-+=nw+sys(mk) -x-nw+sys(rb)




Z 11 12 sys+pm ¥ 5 Fachiiz B %

monkey robotium
B T T e N
0.965 0.789 66.67% 66.19% 0.79 0.958
0.944 0.058 94.34% SMO Poly 94.58%  0.051 0.944
0.953 0.035 95.78% SMO NPoly 95.64%  0.036 0.952
0.937 0.112 91.80% REPTree 90.46%  0.126 0.925
0.957 0.081 94.20% Adaboost(REPTree) 93.62% 0.09 0.953
0.947 0.101 92.81% GB(REPTree) 91.41%  0.107 0.928

0.96 0.062 95.11% LogitBoost(REPTree) 93.67% 0.086 0.952
0.948 0.074 93.96%  MultiBoostAB(REPTree) 93.77%  0.073 0.944

0.95 0.104 92.85% 148 92.66%  0.092 0.939
0.896 0.171 86.95% RandomTree 87.39% 0.176 0.906
0.962 0.121 92.90% RandomForest 10 93.43% 0.099 0.956

0.967 0.082 94.72% RandomForest 50 95.16%  0.069 0.965
0.967 0.078 94.96% RandomForest 100 95.44%  0.057 0.962

monkey robotium
T e i ] S
0.962 0.085 94.34% 53.96% 0.097 0.963
0.962 0.085 94.34% Adaboost(KNN) 93.96%  0.097 0.963
0.962 0.085 94.34% GB(KNN) 93.96% 0.097 0.963
0.962 0.085 94.34% LogitBoost(KNN) 93.96% 0.097 0.963
0.962 0.085 94.34% MultiBoostAB(KNN) 93.72%  0.103 0.963
0.971 0.098 94.34% KNN 3 93.48%  0.11 0.964
0.967 0.113 93.53% KNN 5 92.71%  0.118 0.956
0.948 0.115 92.33% KNN 10 91.70% 0.126 0.945
0.95 0.072 94.15% SimpleLogistic 94.29%  0.065 0.948
0.505 0.032 68.82% NaiveBayes 78.08% 0.052 0.671

0.744 0.048 82.59%  Adaboost(NaiveBayes) 81.82% 0.088 0.757

100.00%

90.00% /;}’WNYIQ—Q—Q o—o—o—o—o—-o==¢=,0.__-q\\

80.00% e

70.00% d/ X

60.00%

50.00%

4000% +———7v—FF" 1" 71 7T 7T —~t 71 T 71 T 71 T T T
{A) (B) (C) (D) (E) (F) (G) (H) (D () (K) (L) (M) (N)(O) (P) (Q) (R) (S) (T) (U) (V) (W) (X)

—--sys+pm(mk) -o-sys+pm(rb) ~-sys+pm(mk) -o-sys+pm(rb)

Bl 33 12 sys+pm % i /14 2. Accuracy v #3741 )
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0.9
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0.6
0.5
0.4
0.3
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\ 2.
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Y

(A) (B) (C) (D) (E) (F) (G) (H) (1) () {K) (L) (M)

--sys+pm(mk) —o-sys+pm(rb)

(N) (0) (P) (@) (R) (S) (T) (U) (V)

-sys+pm(mk) —o-sys+pm(rb)

(W) (X)

B 34 1 syymui“ii. ER;“ T 40 B
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v *§¥F*§§W*L\*E§*=i -—¥=¥=¥=¥=¥ﬁ*=*'—'*wi—
(A) (B) (C) (D) (E) (F) (G) (H) (1) () (K) (L) (M) (N)(O) (P)(Q)(R) (S) (T) (U) (V)(W) (X)
-+=sys+pm(mk) -x-sys+pm(rb) -+-sys+pm(mk) -x-sys+pm(rb)
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100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%

% 12 2 nw+sys+pm 1T 5 FHpch 2 B %

monkey robotium
0.997 0.805 67.96% SVM 64.12% 0.893 0.991
0.945 0.061 94.29% SMO Poly 94.58% 0.051 0.944
0.956 0.036 95.92% SMO NPoly 95.78%  0.038 0.955
0.968 0.046 96.26% REPTree 91.75% 0.118 0.94
0.983 0.024 98.03% Adaboost(REPTree) 94.77% 0.08 0.966
0.971 0.042 96.59% GB(REPTree) 92.47%  0.095 0.937
0.983 0.027 97.89% LogitBoost(REPTree) 94.39% 0.076 0.957
0.984 0.028 97.94%  MultiBoostAB(REPTree) 94.34%  0.081 0.96
0.974 0.046 96.59% 148 93.38% 0.085 0.946
0.914 0.137 89.40% RandomTree 88.35%  0.153 0.907
0.98 0.118 94.15% RandomForest 10 93.82% 0.103 0.965
0.981 0.056 96.64% RandomForest 50 95.25% 0.065 0.964
0.984 0.051 97.03% RandomForest 100 95.54%  0.062 0.967
monkey robotium
0.963 0.085 94.39% KNN 94.15% 0.099 0.968
0.963 0.085 94.39% Adaboost(KNN) 94.15% 0.099 0.968
0.963 0.085 94.39% GB(KNN) 94.15%  0.099 0.9568
0.963 0.085 94.39% LogitBoost(KNN) 94.15%  0.099 0.9568
0.963 0.085 94.39% MultiBoostAB(KNN) 94.15%  0.099 0.9568
0.97 0.097 94.34% KNN 3 93.67% 0.113 0.969
0.967 0.108 93.72% KNN 5 93.19% 0.116 0.963
0.96 0.114 93.05% KNN 10 91.70%  0.143 0.956
0.99 0.036 97.94% SimpleLogistic 94.10% 0.072 0.949
0.552 0.032 71.65% NaiveBayes 77.27%  0.055 0.66
0.771 0.076 83.12%  Adaboost(NaiveBayes)  82.88% 0.09 0.775
(A) (B) (C) (D) (E) (F) (G) (H) (1) {J) (K) (L) (M) (N} (O) (P) (Q) (R) (S) (T) (U) (V) (W) (X)
nw+sys+pm(mk) nw+sys+pm(rb) nw+sys+pm{mk) nw+sys+pm(rb)

Bl 36 ' nw+sys+pm 1T i pc 420 Accuracy Vb odi3T AR B)
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(A) (B) (C) (D) (E) (F) (G) (H) (1) () (K) (L) (M) (N)(O)(P)(Q)(R) (S) (T) (U) {V)(W)(X)

- nw+sys+pm({mk)

~-nw+sys+pm(rb)

-nw+sys+pm(mk) —o-nw+sys+pm(rb)
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-+ nwW+sys+pm(mk)
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-~ nw+sys+pm(rb)
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—+-nw+sys+pm(mk) -x-nw+sys+pm(rb)
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T Bl E_Z nwAsys+pm 1T 3 43 A 14 RandomForest 100 sS4 B E Y % A 4 )
F1ROC & %[ -

Plot (Area vnder ROC =0.9903)

—

‘I-'.;Tzun Mﬁga.!hh@@

T
o 0.5 X False Positive Rats 1

49



6.4 49 M 3% 1+ e

AR & FRARY B R - LR ER YRR Sk [12] 1F
g Y e RE APz AR R S FRPIEH[12] B F 0 X
s TR RO EE VR FHBTA o d LRT L AHhY EH oz K

B WA ERAESN G R FIE o
- Algorithm

Accura
100% cy (A) SMO Poly
(B) REPTree

95% —‘Wﬁ:.’
(C) Adaboost(REPTree)

90%
85% V/\’ (D) 148
80% "/ (E) RandomForest 100
MHBHCHDHE} (F) {G} (F) KNN
(G) SimpleLogistic
FPR
1 TPR 05

Crowdroid
~+-Crowdroid , , |

0.95 —1:./'\./'—\ = Ours . N
09 YN/ 0.2 -
0.85 0.1 1 As—m Ay

[}-8 I I I I I I 1 U I I I I I I ]
(A)(B)(C)(D) (E) (F)(G) (A) (B)(C)(D)(E) (F) (G)
W 40,47 B 56~ 1 RISt
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6.5 System Call &2 System Call n-gram +* iz

*FEFFEE N ’}’a%ﬁ“ d & * system call n-gram > 4p ¥3t H % %3t & B system
call & * =t > %2 FERE } Sl FEF o F]P A L H B u system call sdF
Fve ey 7 4o » R Ao i BRI T & 1322%% & 13287 A
<3 2 enfRT > Accuracy o4 eiE B2 o n=1 T H Azt & B system call i@ *

= de2 iR o

~

# 13 system call n-gram " fiz %

63.21% 63.55% 64.56% 67.61%

SVM 1 0.999 0.993 0.966
| PR | 1 0.989 0.951 0.822

81.07% 85.75% 85.01% 88.17%

SMO Poly 0.938 0.935 0.908 0.928
I o407 0.276 0.25 0.198

82.82% 86.20% 85.86% 85.63%

SMO NPoly 0.927 0.942 0.952 0.95
B 0342 0.276 0.302 0.305

81.69% 83.04% 82.14% 81.01%

REPTree 0.88 0.873 0.881 0.879
| PR RN 0.242 0.282 0.308

66.65% 76.85% 78.20% 76.79%
NaiveBayes 0.584 0.858 0.86 0.869
B oia: 0.386 0.352 0.406

I BFE R F OIS AGE E A fen> 2 sifiiRosAccuracy § s E 45 B 4e SMO
Poly ~ SMO NPoly - 4~ NaiveBayes » &7 * = e 7 Y ;‘gc} systemcall g 5 & 4
Z_ n-gram > 3 =4 sp iy S o

A hAFEA4N=131 =102 2% K5 § n=8F4c 8§ © £ 48,760

3 n=4 3 & 244,850 » F] 5 Ged@ i 7 X A EERER 0 Ron v PR (7 5] n=4
A e grind A4 NS5 e ARRR.:

Tt 2 E - system call n-gram shF g 2w B R R TR £ T

PAA T R
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% 14 nw+sys n-gram 2_ ‘" i &
Accuracy 63.46% 63.70% 64.18% 66.25%

SVM TPR 0.994 0.986 0.974 0.963

| PR EXIT 0.899 0.868 0.799

Accuracy 76.15% 80.77% 79.86% 81.68%

SMO Poly TPR 0.944 0.829 0.794 0.813
B s 0.226 0.195 0.177

83.17% 82.5% 82.64% 81.11%

SMO NPoly 0.902 0.911 0.926 0.923
FPR 0.276 0.307 0.327 0361

Accuracy 82.84% 82.93% 83.89% 82.21%

REPTree TPR 0.883 0.875 0.879 0.868

| PR P 0.241 0.223 0.249

58.38% 71.88% 74.04% 72.74%

NaiveBayes 0.41 0.846 0.869 0.871
FPR 0.123 0.477 0.457 0.494

X ERe &

Accuracy 66.19% 62.25% 61.82% 64.84%
SVM TPR 0.958 0.887 0.87 0.835

| PR [ONE 0.782 0.766 0.636
94.58% 94.58% 93.91% 93.86%
SMO Poly 0.944 0.958 0.948 0.947
I oos: 0.073 0.075 0.074
95.64% 95.64% 94.15% 92.76%
SMO NPoly 0.952 0.948 0.927 0.921
[ FPR O EGET 0.032 0.036 0.062
90.46% 90.65% 90.98% 91.18%
REPTree TPR 0.925 0.925 0.929 0.937
B oa2s 0.121 0.12 0.126
78.08% 72.13% 73.57% 73.14%
NaiveBayes 0.671 0.853 0.863 0.877
L FPR L) 0.48 0.459 0.491

v

|
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# 16 nw+sys n-gram+pm 2_ +* fix %

64.12% 63.36% 64.22% 66.33%
SVM TPR 0.991 0.981 0.976 0.962

0.893 0.897 0.868 0.793

Accuracy 94.58% 94.53% 93.91% 93.91%

SMO Poly TPR 0.944 0.958 0.948 0.947
P oos1 0.074 0.075 0.073

95.78% 95.73% 94.24% 93.29%

SMO NPoly 0.955 0.952 0.929 0.929
I o038 0.034 0.036 0.062

91.75% 90.98% 91.37% 91.70%

REPTree 0.94 0.93 0.938 0.94
| PR [RET] 0.121 0.124 0.119

77.27% 72.23% 73.67% 73.29%
NaiveBayes 0.66 0.854 0.864 0.878
I o055 0.479 0.458 0.488

TPR +
Bl

7
2
4
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Accuracy

70.00%
-o-(a)
65.00% pz: < (b)
-0-(c)
60.00% . . ! - -0-(d)
n=1 n=2 n=3 n=4
TPR

1 M—q‘:::_.%
0.95 & —-(a)
0.9 ~N —-(b)
‘0.85 T = (c)
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Accuracy

95.00% o L
90.00% -o-(a)

85.00% o " -o-(b)

80.00% 7/&33—0A -o-(c)
75.00%
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Accuracy

100.00%
95.00% -0-(a)
90.00% | O=OmmO===0 5 (p)

85.00% 3 -0-(c)
80.00% I I I o (d)

n=1 n=2 n=3 n=4
TPR

0.95 8=¢=ﬂ==_‘°
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85.00%
75.00%
65.00%

55.00%

Accuracy

. _0o—%—o

0.8

0.6

~-(b)

}5‘?;’{, nw ~
n-gram 2_:§ % -

3-213}" F_ ‘B,
3‘55\“ ff’“ ? ,"»( 2@] / . \l- - 2] /] 2 ;

N

E pm ¥ A 4
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6.6 PCASVM z_ @%

rehT ey KILEZRT 0 EFr PCAE{FE R F] 5 system call n-gram n
BARAPEF 0 B n=8 Fac M EcE £ 48,760 T n=4 { § if 244,850 - A i
FrEais > FILSVM RS 3 A tpR it o Feldpicd 180

% 18 i * PCA w {8 2. SVM 2 %t #ii &

SVM PCA SVM

TPR FPR | Accuracy Attributes Accuracy | FPR TPR
0.887 | 0.091 | 89.54% permission 93.57% | 0.045 | 0.923
0.918 | 0.767 | 64.80% network 66.88% | 0.784 | 0.963

1 1 63.21% syscall n=1 83.89% | 0.312 | 0.927
0.999 | 0.989 | 63.55% syscall n=2 78.87% | 0.279 | 0.828
0.822 | 0.573 | 66.57% nw + pm 93.62% | 0.042 | 0.922
0.994 | 0.918 | 63.46% nw +syscalln=1 80.19% |0.226 | 0.82
0.986 | 0.899 | 63.70% nw + syscalln =2 71.35% 0.51 | 0.859
0.958 | 0.79 66.19% syscalln=1+pm 93.77% | 0.046 | 0.927
0.887 | 0.782 | 62.25% syscalln=2+pm 83.21% | 0.063 | 0.763
0.991 | 0.893 | 64.12% |nw+syscalln=1+pm | 93.62% |0.047 | 0.925
0.981 | 0.897 | 63.36% | nw+syscalln=2+pm | 83.26% | 0.063 |0.764

&?.,’L\ SVM # ““\’3 ’F‘&rﬂ(ﬁé— Eéﬁ!\r}ﬂ BIAES ";rl ﬁ?% E&}’T Jl:g 'z'a._}imﬁ;& ,
' |7 A S Lo ’fz%‘f i dakdlnity it 7 1 S ¢ % 77
’ b5 FFAPCAA 4 43 & Ranpr it
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R N

A%~ #id Robotium 58 B A 4 9 - ATeR{T 5 AR5 0 ¥ dd shell script
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