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Abstract

Intrusion detection system (IDS) is used to detect the malicious network
behavior(e.g., Denial-of-Service ~ Trojan Horse). It detects attacks by the features
extract from network traffic, packet, etc. and alert the users when a potentially threat
was be detected to reduce the damage of data, system, and money.

IDS could fall into 2 categories, signature-based and anomaly-based.
Signature-base IDS is scanned for known signs of attacks. A database of signature is
built by human expert, they extract the signature by the knowledge and analysis of
past attacks. Anomaly-based IDS is built the malicious behavior model by training
data and machine learning algorithm. The machine learning model will classify the
instance is anomaly or not. The most import-thing is that anomaly-based IDS have
ability to detect the zero-day attack what signature-based IDS couldn’t.

In this paper, we will focus on the ability to detect zero-day attack or unknown
attack on anomaly-based IDS. To improve the detection rate of unknown attack, we
apply self-learning, multilevel, and voting algorithms and combine these mechanisms
to make the hybrid IDS more powerful. In addition, we have proposed a HMM
classifier take the continues feature of netflow as observations. According to the result
of experiment, we could find that self-learning will obviously make the classification
result better, both of detection rate and accuracy increase significantly. But the hybrid
system of self-learning and multilevel couldn’t improve the result anymore and HMM
classifier take a bad classification result. It was not only related the dataset property
but also about the feature what we defined. And it illustrate that simply markov model
possibly couldn’t model the complicated attack behavior. These problems will be
discuss in the paper.

Keywords : Intrusion Detection System(IDS) - Zero-day Attack ~ Unknown Attack
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SR TP S NS IHE S SN RRE I C RSN SYR
HOFELATE PR k2 LR OB EE VB



3

m

Trainin
Set & — Classifier
1

normal

Bl 3 Self-Training

3.1.3 p 2 & ¥ (Self-Learning)

@A Y srfnenp s § 4] > Bl Ed JZhang[16] £ A > At e
PRARERIE FEa L ARt en 20 F AL G 4 Self-Training s 4d #rat ® 3 B
S H A bt S AR A B R R DR Y
FAED o F AT o BRI R AR S B E g 2 B AR
PR A TR R TR FER S B R R A TR e A Y o £
DTRATEAS SE R (S0 R MUATEOL JFRE S - AR L R A DT A 4 1
FERE A P EFAORFREMSEEAY RER L ERE AT IRR
BAo AT G HPERE B PR RARMR L ED AR ER A
PSR ) o FR PR R AR AR A ERORTRY RS HE
Lkl X Ed AL OB RAFFET N S EL RS EF L F 2

B LR W s s 7 5 T i B ke

b S =11

v

Self-Learning Algorithm

Input: Positive(anomaly) training set Ta - Negative(normal) training set
Ty ~ Unlabeled data set U ~ Iteration limit L

Output: New training set T, New classifier C

To «Ta U Ty

Create classifier Cq from Tg

Classify U by Cy

Put positive samples classified by Cg into A;

8



Put negative samples classified by Cq into N
=1

While ((A; 1= 2) && (i< L))

Tae—Ta U A
Ti—Ta U Ty
Create classifier C; from T;
Classify N;j by C;
Put positive samples classified by C; into Aj+1
Put negative samples classified by C; into Nj.;
i=i+1
return T; C;

B 4 Self-Learning 7T % B

Mot 2 R 2 AR ERL AT EN R o d B F P S
3] o Y J%':—QJ, -l—_\;c P\?‘ﬁiqﬁ %‘#Béf 2R HIRTIE o

.‘:n
-
,\m
gl
‘m\ﬂ

3.28 & 5% % & #+41(Hybrid Multilevel Mechanism)

Rk S BB B E A e £ T AR K AT L S
H-o @R 2 {Fanl s i3 P OTHEEY 2 b BE Y FH 22754
B AT AWEEY FE 2P 4o ol R 8 JE (Fuzzy Algorithm) k23 £ = 8

9



VI i) e iR £ S LA EE Y AR ¥ Lz -
4 ;ié;%’*\ GES TSRS T RER PR N S S P
z@;{m\m,, AZofed - Girenp A Y 22 wﬁi{;ﬁ» KB F
B o
=

3.2.1 5 & (Multilevel)

PR A SRR EG O A S AN Al T B R i £ WRIRET
B BE Y A E > BB PR S > hok - 7 1 Decision
Tree 22 Nawve Bayes wH o HKDDI FH EEFFRDNI FRESEEL
BL7] ; Pt A sral P B A A B (4 > B0 L BAFERI - R
TRE T ,w%h\" WAR A K AP RAAE R BR Rk & o dofR ¥R
PEpia | R L e S i‘fiﬂ\mﬁ EW= el sa)j‘ SR %
SIUNY TN R Tt A ﬁﬁu\ beragean o 0§l | AR PR g o

Decision Tree Na've Bayes
Normal 99.50% 97.68%
DoS 97.24% 96.65%
R2L 0.52% 8.66%
U2R 13.60% 11.84%
Probe 77.92% 88.33%

201 Al E kiR 4 ong B(RR[17))

3.2.2 sc #3575 k& (Multilevel of Attack Category)
DARPA 2 KDD # 4% % #p @ & i X s a5 d] > 4o #7570 ¢
® DOS: denial-of-service, e.g. syn flood;

® R2L.: unauthorized access from a remote machine, e.g. guessing
password;

® UZ2R: unauthorized access to local superuser (root) privileges, e.g.,
various " buffer overflow" attacks;

® Probe: surveillance and other probing, e.g., port scanning.

10



@ s 484 % & (Multilevel of Attack Categor) if _ik J 0t 4 #f % s &
SRR o B¢ d A R2L 2 U2R %A 2 e > e E A S - K o
- A NTE R GIRE A FIE S A 41 0 $ DOS il IS 5
B4 0 Probe =t 2 > 2] F b oR] £ R2L 2 U2R 347 > » LT 1% ik
17 3% o J DOS S B e Rl E T Ry R R~ &
Rk Bz 2 fﬁ{ir—r B -

Data

B 5 @ IA i

3.2.3 # ¥ 7 & (Multilevel of Clustering)

e W Se B fd i A s o £ 7 AW LR § A RO
Mo ek B 7R AT S AT Raut F s K BB B B gt
Fok A PR AREA K O RBVN-E 0 PR LT - BER
e K Ry o AT gt i}bg WA A FE D N R AP TS FED
BT K ZFE AFED RS REE AR DT R

FAWAT o F ARG A Y B LA TR FAE LM R

PERCEFTHRED FOFRR L 2 SRR L BENTEHE R IR L
B SR T 5 W psc 2 * o

11



Traindata #

c2
(2 & Normal)

Cn
& Normal
Clustering (n & Normal)

¥ 6 %‘)’”gﬁ’]‘;{:ﬂ\é\%‘r )”%ﬁ»]l 4 IBA:\

Data

FAF B R Y 0 AL OTER Y AR B Y #heh K-means iF B

m
E o B AP R R AR ORGSR B L Ak 5 L ED
£ TR e 1 %%“u DAl HEACE LY F - BAelE X ] E 7
LR T ez sk SAT| IR AR U B S A L WL 21 SRRl N

,_LA,

<-\1\-\a

I = ] P i 5§'l"}
fbl&&%ﬁ-‘d%é}g;@ﬂmi_ﬂo
27 string” A £8 4 i ) e 17 AT

LA RA A & 457 numeric”
& B EHE

4" numeric” rﬁ?#«'— , ﬁg_ﬁf SENIE TR - AN s SRS TR
FHEF R LA EZEDS ] o

12



(Value X — Attribute Min) / (Attribute Max — Attribute Min)

@ T string” e dc B E 2 ¥ string EEF AR 0 F 7 R E
i lo4ak R 5 0o

if (string A == string B)
return 0

else return 1;

Training Data

3.3 # % (Voting)

& Self-Learning e 427 > % 3t Af BIFE S DR T o i i B
(Classifier) » @ & =t 2" T o 5g & > H
TR BRI 4 o B EF Voting enysiz R R o

oW 9 4T o SEF R MR R & A ST > T R BIE w £ AT s eh

13



58 JF @ 3 i A AU 5 Self-Learning e 2 18 91
R ZoRE R A AT fmu—r P E AR e
;?.(Votlng)m" o TE G EL RN ERANE

*ﬁ?%*@*éﬁ°

90%
80%
70%
60%
50%
40%
30%
20%
10%

0%

P

/

/

> —FPR

\ / —FNR

\/ Accuracy

1 3 5 7 9 11131517 19 21 23 25

B 9 Self-Learning = > % o & 2 o 2E R L L%

R I R E G § SRS AR B KR AT S E
mzL ¥ 3*14}']?* B X A ”’E% FiF A "F?%g%?& » Jr T Pron > BB 7¢t§%§a&mf,§ AR
ABLAGREFFD L BRBIAROLREEEMNE PEEEFTRE B F

Tl R A Sys

FEk L B o

\:E

Classifier: C1,C2....Cn
Classifying Result: R1,R2....Rn
Weight: W1,W2...Wn
Threshol: T

for each instance

classify it by each classifier to obtain R1 ~ Rn
| = (R1*W1) + (R2 * W2) + ...+(Rn * Wn)
if (Val >T)

Va

else

\oting Mechanism

label instance as positive

label instance as negative

14



B 10 \oting #£4 7+ & B

HWHRE g2 £8AE BAM R AR E (Weight) 2 FPHEEZ R E >
T AT =48 Weight s fie 2 2 02 S R E e &> 58 0 & 84T

Weight
1. Allequaltol
(1, 1....1)
2. Decreasing-of training order
(n,n-1::22,1)
3. Tune the factor x by (n+x) / (1+x)
(n+x, n-1+x... 2+x, 14x)

Threshold
1. Average of the weights
(1+2+...4n)/n
2. Sum of the k smallest weights

Weight ¢h1= fa2k & 4 @ o ﬁm%4®9ﬁ@%%¢ﬁ%%€’&%

L E B en T e R IT 5 PR 5 ﬁﬂ H 5§ ¥ Self-Learning g {7 » 4%
SDVR DA KR R E AR )@;—:ﬁr R EEEE o P ivE TR E

AA e 55 R > @ ¥H{8 4 Self-Learning i {8 ek 8 B e > i Fl A
3¢ Self-Learning {5 enATA S B2 A IHE 2 BTt BV a0 F R P e F
RIS HX 5L PR o LN A Y AFERFRLSRIRT > igtha
BEIK TS BT T r RS FELIRE BERA R
FREEAL 20T bR L Y » BT ML anfia) ;a5 =27
E o Pl EETE R - A7 2 ’,fﬁd X z,@;m’% B RATA 4B B SR ad
> zZ g g o WL ERELGEH VRN Z LR o

Threshold 7% Z_ - A ARADTIED G BTy i BB IR0 L PR

15



EoE Y 5 1 hweight € ,%&{ﬁﬂxﬁvMajorityVoting AR e - R
LA FEd B K gl R LG MO R AR BT I A K
KA A KBHEF ) BEDLSFRA-RITL kfp (B TR TR -




r - JERE 7 X #53](Hidden Markov Model)

4.1 i 4 (Brief Introduction)

ERST AR LAFF IR I RFER VAP ET YR E > A
ﬁiﬂzﬂ’ iy {}ﬁﬂ - FRERZRDE T A4 KRN Y - AP AR deipg en§ T A A
g LR

B BT A 4RE ii%’\»f\—ﬁgi’i#igﬁ’f’*ﬁﬂﬁﬁf?”ffﬁ@&%ﬁjﬂ*%’
/‘—‘&m—‘&*{/ A BRI AR F AN X f s A R

T4 R i BB ] LR BAE R KO L 4 i e
uuﬁt’:{ﬁw,Tﬁ%fg»\fkiru’@;‘;ﬁrriﬁ%giﬁ{/‘ﬁ{*‘uw\urﬂm? F T T e eh
P ARl BEE 2 S A ki e B S 4 R
2 T ERR T A s R Jm g0 o 2 Rl R
:fw%m% A B SRR B B W % dA2 T ERBE 08 VIR T L
| W BT R B Sl % o —ia‘a;ﬁﬂ.#\frmﬂ&;& :

A
,\w

'\\”\Pﬂ- 4y

@«»ﬁ%

L=

a HMM =" 41 ye i BSBLRI IR % 2 F EB RG] TE T X 4as e A
Tt A o & B Netflow 2 B enfd B8 b2 2 # oo Zdeind T 58 F
% pacrolt R o o #{@ i epFeauture > B A R° A2 5 @ 4295[9]% ¢ At T B
LRSLd e 2 ) P JEF TR F S e R s &R Netflow
#AY o HE B4te 5% ] 2% Internal Arraival Time(IAT) & a5 i & |4 e i
T FFAN e B didh AE S T oAk 0 k4 352 Netflow £ 4
BRI - g

AR AR F P o e Netflow 2 i@ e ek = 507 0 12 3 dofe 1 *
HMM sk % 4 5218 2038 (7 #28e0a 800 33 Hidden Markov Model g B2 so &5 »
¢ A ez =~ HMM 0= 13 Problems- »2 2 Baum-Welch j# & ;# » M.Stamp
L_.[18] »;.,4 R P LEN%JI;J FRENEY. 3fo+ s AFEE Y 0 AR e (R
%+ p [18] z Pseudo Code % [19] 2. Source Code -

17



public void train(int

0.length
fwd
bwd

int T
double
double

double
double
double

pil
al
bl

int s
fwd
bwd

for

for
pil[i

for
for

2]
forwardProc(o
backwardProc(o

int i

int i
int j

double num

double denom

for

B 11

4.2 #* jix(Feature)

A E SR def e B

53

ok
-

0, int steps

new double[numStates
new double[numStates
new double[numStates

numStates
sigmaSize

S steps; s

humStates; i
©, o, fwd, bwd

9; i
gamma(i

numStates; i
j numStates
%]
%]
9; t T
p(t, i, J
gamma(i

i
%)

)
j

int t
num
denom

TERRT:
o, fwd, bwd
t, o, fwd, bwd

divide(num, denom

Rl

AT A A2 B R AR

Y

£ (Network Traffic) =4 fc(Feature) s 4% 3 *£ & 3\

B ¥ A 03] 205 BRIk & (Continuous Observation) © & & » ¥+ — i Netflow

sl 845 fc 0 4o Packet Size 2 AT @ % F & Ad-H e >
Value # % Discrete 2. Observation » T
Observation » @ 4 #gchik g5 » B ik BB f& A
dAF AT ATEEr - BHRELPN > B G 2I068%
s o AR AR Y T e BETL RS B e el e g

Z (Std) % &2 >
ARSI
* avg-std
avg - 0.25*std
avg + 0.25*std

avg + std

224

#&_Numeric £ Feature
frigif o TP ARout Feature & % 7 48
R o 4o b T35 (Avg) 2 1R

-

m

fa

I

% b v B F® 4 #- Feature # & 0~5 &0 Observation » 4- g 12 -

18



02 03 04

0.0 0.1

=10

B 12§ B faghkim g PP B 2R T2 i 3k e (% ) ok me[20] )

e gt S 0T o d ot TaE pgt 2 IR L2 (57 i & f dico @4 Packet
Size 2 IAT ¥ Feature> & 2. %4t » f #oo F]po 7 8 &-5F 9L )k % Shift 2. & 1% >

i ¥ chgE { 2 avg-std-ie & | & iF 5 Shift 2

X ¥hr B P HEE T Shift

2 B 0T R BCP O HEER S 00 dept - K o PP auk R AR R T

Feature to Observation

* Size + Size

— avg: 257 std: 427 — avg: 257 std: 427

* gyvg—std:-170
* avg- 0.25%std: 150
* avg+ 0.25%std: 363

* gvg+ std: 684 w .
* |AT = |AT

» gvg—std: 0

* gvg-0.25%std: 320
* avg+ 0.25%std: 533
avg+ std: 54

— avg: 1511 std: 3256 — avg: 1511 std: 3256

* gvg—std:-2045

* avg- 0.25%std: 397
* gvg+ 0.25%std: 2025
* avg+ std: 4467

B 13 Feature to Observation

19

* gyg—std: 0

* gvg-0.25%std: 2442
* avg+ 0.25%:std: 4070
* ayg+ std: 6512



¥ A0 (T P00 il T A AT

111111711111144444711441444744431111111111

B 15 d 3 |+ feature #& % 5 2_ Observation
4.3 & * > ;% (Usage)
Al IR AZ 2 ERE T AR 50 B R KB F R A

AP AR T B R - BRI R R B AR S A T - 8
PIEL ks f 8 10 R (3T R] 2 2|85 P g o

4.3.1 #p v} (Similarity)

Fipth & A B E ¥ X B0 i 4 85017 L & FH(Classify) ik 350
2 5 A - A r F (Normal) s ik A ki = B v 2 7] » B F
BIFRER & 0 #3% % & o0 Observation Sequence 1 #* 2 & = cnf 7 2 #7] >

20



KPR LGRS T A A S

¥ - ApF ehigE > BIE A * B Z (Anomaly) sk & kiE 2 ERE VX B0
A R MEEEI R HETR AR S > BRI R RN AT ‘“:’éf 3
BOTPAHEE O BIH S g o

)h-

16 18 7 & 53 sofn v 1 @ @

4.3.2 % f 157" (State Pattern)

A RS Bt A BIERCS T X T o State # 80 R 0 S 4 5%
hidp o APPSR AZ 2 5 7 AT B F T ERY R A
%L;’Eﬁ—,ﬁ&p F o sk e 0 0 Sl R R A G B e B R (S
T IR N BEaF EELRAY DR ERRLE A HRIEE A
M’%’*m* % 7*{? ﬁpuPJpéfi%t_é% LR S R R S
RiRE PP ARBEES T hiel BT Sk i FAREMEE

* \z F":u :E.;I(?

B 17 CEFS T AR R A F
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7 - F# &1 £ (Datasets and Tool)

1. % % (Overview)

ATt R ByER T AL R 0 4~ 8] 5 NSL-KDD » %5 % NSL-KDD £
FTP~ 1k 34 B 12 0 Modified NSL-KDD » 12 2 ¢ DARPA 1999 i 43 S & ok
TR HEOT R PR e

NSL-KDD[12] %4 KDD 99 F#l f #rigccm % » HA BB 1 A AL >
- {KDD99 P EH R A GEE S DEHRAERT FHREE TR
% B ¥ - R {tﬁ%ﬁ:ﬂ\mw‘”ﬁkﬁﬁ&ﬁ&ﬁ AN BEEEER E Ml AT
Bk +3§¢Lﬁ RBecie o REMTHEET Fing S anc® o it L4 A
fs o R A andicE d 4,898,431 &0 3 1,074,992 Plid R & cndicE P4 311,027
Bl D 77,289 0 B MFEREL R RO A B RS 0 D R A ] T 125,973 pl
AR FITF 22544 - A 4@??{ e B Bichy B v 0 4o Decision Tree i@ %k & % » 7%
e Accuracy @ 93%% X3 81% 0 A& B S R 0 B 1 E S R
FLE 2 FREGEE S RIS A R RN 4 R AP s Bl 4t EY
)";_,_‘: R4 o

Modified NSL-KDD A £_#- NSL-KDD 03 & #72~ 4% - #%& % 3 Unknown
Attack 1t B %éiﬂi& » ) MR TR R SR ose e Rlae 4 0 5.2

$ Liimamip 5 7 DARPA1999 chf4aim 8 7ok » A giE ik & netflow
j:iﬁﬁ’»:".,ﬁ:f%ﬁ;:fé v K 7 flow ? BB AGKkE > YR sEs v F AT
#zZ HMM zZ # » 23 hefeid * 1 B d B Bdpc, B4 53 % ¢ 3P 54
Pl g P LR R R A

Arig Tl end B3R PG Softflowd 2 Weka » Softflowd 1 & * >t #-F 45
AR TR 5 Netflow efe stz ®oo B etz N 15 % 7 3k 5 Netflow
Fhek o — BB R 5 Netflow 2- Insatnce = jc s e d) = 45 % 5 Weka B
ARy e BE Y1 > ¢ FARBWESY FE 2 i W 2 E2
FE O ONZPEHRESONRFZBGEE LY > Feiis MR FEP .

52. £ 3Ttk 2. NSL-KDD(MOdified NSL-KDD)

= PJongsuebsuk[7] 7 #& 3| - ur—*ﬁ | % 7 e F SRR REREE kA
Arrc B iRl 4 RGER 0 PR R AR A Y 1T e Fagd o F
=i A B~= #1F 5 Unknown Attack » #-3% 55 4| mﬁ rMED'HE Y B "f - H
=R Bk KPR FARE A o F i pla 4 o
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ORFE Y FAE e 50 et NSL-KDD e A it {0 K 2 HEd o
(B EnFE - ﬁm#;,;,t Y K st e R a 4 o B e £
A ﬁi{?éﬁ’;’ Bk A e Rk AR ’3”3“' FTTEEAE Y R R

mmﬁ’m%ﬁ%mﬁ&mﬁﬁiiﬁ’*“’pwwwmﬁéﬁ R 222
4% ﬂ\j};fﬁ{ B3t A Aot FEE A o T w4 W7 d NSL-KDD #7 7 5 s )

30 %{—*Ff 7 B AE AT W ARIFREAY N DRE A 124)3 3% 48 7 ehrt
# > % 5 Unknown Attack » 3 & HLH Rl 7 3%0c F i3] WA ik A7 Mok o

DoS(6+4)
back teardrop
land *apache2
neptune *mailbomb
pod *processtable
smurf *udpstorm
Probe(4+2)
ipsweep satan
nmap *mscan
portsweep *saint
U2R(4+4)
buffer_overflow *httptunnel
loadmodule *ps
perl *sqlattack
rootkit *xterm
R2L(8+7)
ftp_write *sendmail
guess_passwd *named
imap *snmpgetattack
multihop *snmpguess
phf *xlock
&spy *Xsnoop
&warezclient *worm
warezmaster

4 2 NSL-KDD ¥ chsc# - ff

ARl Bl REAY BT A3 e AL DRE Y 2 A
ﬂTmK§ﬁ§%%ﬁ%’ﬁﬁ%%ﬁ§%F%M@§$ﬂ»uﬁﬂﬁ}%@ﬂ
Arere i 4 > T AR 18 ¢ o A d @ {5 - Unknown Attack & F R
¢osp bl ki o
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DoS Neptune
U2R buffer_overflow
R2L warezclient
Probe satan

403 LfEAFeTc Y B4R A Bk 52 5

FEEETELA]

W 43% Normal
B 51% Known(22)
" 6% Unknown(17)

- EH I

W 43% Normal
W 30% Known(4)
I 27% Unknown(35)

B 18 TR B Ltz ord bRk

5.3. R4sin & 7o i 3% (Raw Traffic Transformation)

T R et € R T E g R 9 Raw Data > #& 4% = Netflow
34 B %t u) e Netflow » 2510 i 0 chdF ook - 3% G F iR ' 5
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WEEY cficdlE = 2% 5 & 4o g4k T 3% B0 Netflow 22 3 ke » ﬁ%u%'j\ & e
hi

5.3.1 3§ ;x (Netflow)
Netflow .4 Cisco #t & & ete;t » R AR EPFRRN > 35 PR @M
Ak 85 4e [P~ Port ~ Protocol s7#7 5 i A T AL S > B-H AL 5 — B Flow » 1t 42
HCE R AL 2 - SRR R 2 AR 1
@2 % AR g AR and_Netflow V5 gt 5% > H Flow d 117 = B &t
1. Ingress interface (SNMP ifindex)
2. . Source IP address
3. Destination IP-address
4. P protocol

5. Source port for UDP or TCP, 0 for other protocols

6. Destination port for UDP or TCP, type and code for ICMP, or 0 for
other protocols

7. IP Type of Service

m fed-id TR EJE 1S > Version 5 ¢ Header 2 Format 4o ) 19 #77

byre 3 byte 2 byre ] byre

Version & Flow Header

version count
sysUptime

unix seconds

unix nanoseconds

flow sequence number

engine type engine 1D reserved

25



Version 5 Flow Entry

source IP address
destination IP address
next hop IP address

input interface index output interface index
packets
bytes
start time of flow

end time of flow

source port destination port
pad TCP flags IP protocol TOS
source AS destination AS
src netmask length |dst netmask length padding

Bl 19 Cisco #t%_& ¢ Netflow Version5 format( & i&:[21] )
5.3.2 Softflowd 1 &
Softflowd[22] s - B x4 1 & H iv% 2 Rd Pl & 972

I B E TR e nfdump ~ peap gk RS 2 T 0 3 5 Netflow 2
AALRE > @ H g kg o B335 Cisco sanetflow € & > I iz & H 5%
B

TR W 2 T e T T
No. [Time Source Destination Protocol Length Info
£Z15 1.U0Z4YY A1YZ.106.1.104 14U.115.2U/.1/40 (V154 0D dource porL: 2/Ud3 DesLInNdLiIon pore: 4usit
214 1.067060 140.113.207.128 192.168.1.104 UDP 95 Source port: 40811 Destination port: 57083
2151.075119 140.113.207.128 192.168.1.104 UbP 81 Source port: 40811 Destination port: 57083
216 1.105150 192.168.1.104 140.113.207.128 UDP 162 Source port: 57083 Destination port: 40811
217 1.105800 192.168.1.104 140.113.207.128 UDP 1066 Source port: 57083 Destination port: 40811
218 1.106058 192.168.1.104 140.113.207.128 UDP 452 Source port: 57083 Destination port: 40811
2191.107266 140.113.207.128 192.168.1.104 ubP 84 Source port: 40811 Destination port: 57083
220 1.138962 192.168.1.104 140.113.207.128 UDP 125 Source port: 57083 Destination port: 40811
221 1.154445 140.113.207.128 192.168.1.104 UDP 81 Source port: 40811 Destination port: 57083
222 1.192380 140.113.207.128 192.168.1.104 UDP 81 Source port: 40811 Destination port: 57083
2231.278044 140.113.207.128 192.168.1.104 uDP 82 Source port: 40811 Destination port: 57083
224 1.304050 140.113.207.128 192.168.1.104 UDP 81 Source port: 40811 Destination port: 57083
225 1.304360 192.168.1.104 140.113.207.128 UDP 66 Source port: 57083 Destination port: 40811
226 1.305820 192.168.1.104 140.113.207.128 UDP 84 Source port: 57083 Destination port: 40811
227 1.309216 140.113.207.128 192.168.1.104 ubpP 82 Source port: 40811 Destination port: 57083

¢ {11}

= Frame 224: 81 bytes on wire (648 bits), 81 bytes captured (648 bits)

# Ethernet II, Src: Tp-LinkT_ba:f4:d6 (5c:63:bf:ba:f4:d6), Dst: AskeyCom_3e:3b:8b (b4:82:fe:3e:3b:8b)

@ Internet Protocol Version 4, Src: 140.113.207.128 (140.113.207.128), Dst: 192.168.1.104 (192.168.1.104)
# User Datagram Protocol, Src Port: 40811 (40811), Dst Port: 57083 (57083)

= Data (39 bytes)

0000 b4 82 fe 3e 3b 8b 5c 63 bf ba f4 d6 08 00 45 00 ...>;.\C ...... Eé
0010 00 43 7e 42 40 00 3a 11 a4 65 8c 71 cf 80 cO a8 .C~B@.:. .e.q....
0020 01 68 9f 6b de fb 00 2f 37 3d el b8 01 00 4e 64 .h.k.../ 7=....Nd
0030 04 00 82 88 Ob 17 24 6b 17 00 Oc 00 00 00 f5 a4 ...... L S
0040 01 00 07 00 00 00 82 05 €9 52 5a Od 38 66 42 4f ........ .RZ.8fBO

@ 2| Clns "Nl e nOEVTEN N AL Neadlentes 190 &« Ninnleoads 290 7400 ALY 2 1 and Heaae AOA 40E | Nenflae Nafanke

B 20 tcpdump file 2= raw data
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Date flow start Duration Proto  Src IP Addr:Port Dst IP Addr:Port  Flags Tos Packets
2013-12-05 16:49:07.270 1522 (0P 140.113.27.126:40811 -»  192.168.1.104.57083 i
2013-12-05 18:49:07.27 1522 UOP  192.168.1.104:57083 -» 140.113.207.128:40611

2013-12-05 18:49:07.376 .86 TCP  119.235.235.91:443 > 192.168.1.104:19588 A.... @ !

2013-12-05 16:49:07.376  0.846 TCP  192.166.1.104:19588 -» 119.235.235.90:443 .AP... @ ]
Sunmary: total flows: 4, total bytes: 115419, total packets: 228, avg bps: 686678, avg pps: 149, avg bpp: 5606
Tine window; 2013-12-85 16:49:67 - 2013-12-05 18:49:68
Total flous processed: 4, Blocks skipped: 8, Bytes read: 236
Sys: 0.000s flous/second: 0.8 Wall: 0.008s flows/second: 15267.2

B 21 &d softflowd #&3% i 2 netflow L

5.3.3 #-DARPA 2_ 40 & TR 8 7 45 ik B

*F 7 ¢ > F1* 7 Softflowd ¥ /& 40id & F AL iE (7 Netflow 2 > @ fe
£ el J4ean o B il- kST 2 Netflow i -3 5] Netflow 2 #
T A R B IR (5 e Netflow 7k 8 Er o) 8 43 o L > 4o Packet
Ho o Bytes % /] % % T ¥ 7 fosoftflowd $f 1 B3¢ i MR 5B R
mpE, - HdREd e ¥R frbE v i e HMM AT ) ik
B s e - Netflow ¢ »& — i Packet 2 = -] 2 Internal Arrival Time(IAT)
S - ERdD o TLREME it iE s HMM #1r o

], ntohs(FLOW_INFO[i].pert[(]),

B 22 Softflowd ® 2 %4 373 42 5% 75
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209. lbb 3.3 bﬂ Packets in:5 out 6 sum:11

46,0,26,2,46,0,

Flow: 149 b < 206.71.77.2: bﬂ Pacths in: out 6 sum:11

80 Packets in:5 out:6 sum:11

18,941,0,921,18, 46,0, 26,11, 46,0, 26,19, 46,0, 26,11,46,0, 26, 10

80 Packets in:5 out:6 sum:11
1044, 26,202

0,46,0,26,11,46,0,26,10

W 23 & * iz #cis 2 Softflowd #7& 412 flow 2 H BT &

5.4. # sz (Feature)

P AR EPWRE P FE 22232 il n AT Y AR
F o EengpciE o - 2 5 NSL-KDD i £ @& 482 HFjc ¥ - 2R 5 p 7R
1 DARPA # e > d > DARPA & 5 R4 enin £ 1 50 342 o Mﬁ:}fs = netflow
oo A d o H @ TR Ra T p 7 TR T DARPA i 5% 0 gk &b
Packets ~ Bytes ~ Protocol & % » ¥ ¢t~ 4c x 7 Time-based # Connection-based
Feature » # 3% 2|47 2 +¥;»B5F'“ - THcE g REPF > £ 45 0 IP 2 Port 3 vR
v Bt e ;% 7 HMM 2 = #23) #r % > 2 & 0 i 12 Packet Feature » % )
- i Flow #» = Packet = -|- 2 Internal Arrival Time(lAT) e

3
I;

I

5.4.1 NSL-KDD

WypF > 7t ¥~ L =241 45w > » % 5 Basic feature ~
Content features 4 2 Traffic features » H #fc & fL2 5 i 4e T o

feature name description type
duration length (number of seconds) of the connection ||continuous
protocol_type type of the protocol, e.g. tcp, udp, etc. discrete
service network service on the destination, e.g., http, ||discrete
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telnet, etc.
number of data bytes from source to )
src_bytes . continuous
destination
number of data bytes from destination to )
dst_bytes continuous
source
flag normal or error status of the connection discrete
1 if connection is from/to the same host/port; O || .
land i discrete
otherwise
wrong_fragment |number of ““wrong" fragments continuous
urgent number of urgent packets continuous
# 4 Basic features
feature name description type
hot number of "“hot" indicators continuous
num_failed_logins number of failed login attempts continuous
logged..in 1 if successfully logged in; 0 otherwise |[discrete
num_compromised number of ““compromised" conditions  |continuous
root_shell 1 if root shell is obtained; O otherwise ||discrete
1if ““su root" command attempted; 0 )
su_attempted ) discrete
otherwise
num_root number of ““root" accesses continuous
num_file_creations number of file creation operations continuous
num_shells number of shell prompts continuous
) number of operations on access control i
num_access_files ’ continuous
- - files
number of outbound commands in an ftp i
num_outbound_cmds ) continuous
session
) ) 1 if the login belongs to the ““hot" list; 0 || .
is_hot_login i discrete
otherwise
. . 1 if the login is a “"guest”login; O )
is_guest_login discrete

otherwise

% 5 Content features
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feature name description type
number of connections to the same host as

count the current connection in the past two continuous
seconds

serror_rate % of connections that have "SYN" errors ||continuous

rerror_rate % of connections that have “"REJ" errors  |[continuous

same_srv_rate % of connections to the same service continuous

diff_srv_rate % of connections to different services continuous
number of connections to the same service

srv_count as the current connection in the past two continuous
seconds

Srv_serror_rate % of connections that have "SYN"errors |icontinuous

Srv_rerror_rate % of connections that have "REJ" errors |continuous

srv_diff host_rate % of connections to different hosts continuous

# 6 Traffic features

5.4.2. DARPA

DARPA F#1 ft » & HE & hhdei &Un & T > 27 %
1 2 P.GOGOI[23] HER { P s Rk ol B+ B 4 i B
B i (Network Flow) {5 » $45  ff A g 7 & 9570 cnh i i

Hov ok e dF s cnd 8 S 30 20 18 e i 0 5 3% Netflow # » % - B

e cht ] PP EEEREERE BHE A [ p I ERER S &
REFF NGB 2100 @FHandte Bl T3 5 £ 8857 20
P

No.|[Feature name ||Description Type
duration length of the flow continuous
protocol-type |{type of the protocol, e.g. tcp, udp, etc. discrete

src-packets  |[number of packets from source to destination |continuous

o]~ [~

dst-packets  |number of packets from destination to source |continuous
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5 |#pkts number of all packets continuous

6 |#pkt-p number of all packets with payload continuous

7 ||src-byte number of data bytes from source to continuous
destination

8 |/dst-byte number of data bytes from destination to continuous
source

9 |bytes number of all data bytes continuous

10 |pay _bytes number of all payload bytes continuous

11 ||maxsz maximum size of all packets continuous

12 (Iminsz minimum size of all packets continuous

13 |javgsz average size of all packets continuous

14 |istdsz standard Deviation of all packets continuous

15 |maxpy maximum size of all payload continuous

16 ||minpy minimum size of all payload continuous

17 |lavgpy average size of all payload continuous

18 ||stdpy standard Deviation of all payload continuous

19 |avglAT average IAT of all packets continuous

20 |lsrc_flag connection flags from source to destination  |continuous

21 |ldst _flag connection flags from destination to source |continuous

22 ||srcip-time number of flows from the same src IP in the ficontinuous
last T sec

23 ||dstip-time number of flows to the same dst IP in the last |[continuous
T sec

24 |isrcport-time |number of flows from the same src port in the [continuous
last T sec

25 ||dstport-time |number of flows to the same dst port in the  |continuous
last T sec

26 |isrcip-conn number of flows from the same src IP in the |lcontinuous
last N flows

27 ||dstip-conn number of flows to the same dst IP in the last |continuous
N flows

28 |lsrcport-conn  |[number of flows from the same src port in the |[continuous

last N flows
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29 |ldstport-conn |inumber of flows to the same dst port in the  |lcontinuous
last N flows

30 |[szX; size of X; packet continuous
31 |IATX; IAT of X; packet continuous
32 |szX; size of X, packet continuous
33 |IATX; IAT of X, packet continuous
34 |szX3 size of X3 packet continuous

continuous

# 7 DARPA # %2 Feature -

55, 8 B&E ¥ 1 £ (Weka)

PG S B RBEEY 1L R s AFEY Y TR * i weka[24]
TEIE L AT A E RN S S M s A DT Java o3k BARE RE
M & Weka i s 2 B a1 & > 4e Orange[25] - Rl & 2 python 3% 5 B 2 >
Vohdg s pMAE A RES AR T RE R AT e 2 s 1] 7
SRR O

5.5.1 Weka i %

Weka % University of Waikato 2 Machine Learning Group #7 ¥ % 0¥ 3«
Roberbihl > o2 Java 0 R S BE Y 2 2 o ¢ § 4 Datah
Pre-Processing » Classification, Regression, Clustering, Association rules,
Visualization % % af enst i 2 7 8 2 7 15 % # s - i DRA 4
kS A {REZSNEJavaAPliTE p FEBRENBLY 0¥
d 3 Weka 5 B e et > F % 45§ Pz g o X PEED A
e H RdnAg o RIFLZ B Pajﬁﬁﬁsg%u/ﬁwzf7 * oo

WEKA

The University
of Waikato

B 24 weka z_ 3%
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55.2 ARFF # % 5%

Attribute-Relation File Format(ARFF)[26] = Weka #7# % #L f 4 %
*’MAXMﬁﬁmv*%:@p#%%ﬂmﬁiﬁﬁ%koﬁ4£¢;
B EIRA o — 5 Header % #. > ¥ — P 5 Data % #. - Header % #. 3 & d
“@RELATION”2 "@ATTRIBUTE” 2= - "@QRELATION”* % £ 77 %4 % h
?ﬂ&%mﬁ@wwﬁﬁm’ﬁ%?”iiaw,ﬁ%?ﬂa%ﬂFxg¢

P SR QR FER T EL &2 A "@ATTRIBUTE R * %
FAALFTHE? > ERRADEARFLFE E LTS B 25
¥ = Fdpeni EE Bk A ¢ 3 7duration”ie 3B o 37 e Y S real o

Fiew g 2 RN EF A G T e a5 A% S numeric ~ <nominal-
specification>  string ~ date » B > 42 3% 3 3 2 [26] ¢ F L Fwmeap o

@ Data % 3. & - 7| R & - Bl Al - F PR LEST
g » B &=t B oo T @attribute & BuenEtz] =t B oo k=g 2| AEE R A hE
- FEAE 0 B PlEe =B A 5 0k o

@relation 'normalfeature_normal’
"duration’ real
'protocol_type' real
'src-packets' real
‘dst-packets' real
"#pkts' real
'src-byte’' real
‘dst-byte' real
'bytes' real
'srcport-conn’ real
"dstport-conn’ real

"class' {'@"','1'}

,76,76,152,76,76,76,0,0,0,0,0,0,0,0,0,0,0,0,0

2649 ©,2640,137280,0,137280,52,52,52,0,55,0,0,0
,2643,0,2643,138736,0,138736,72,52,52,08,55,0,0,0

,1237 1237,2474,94612,94812,188624,76,76,76,6,62
,2,2844,6,2844,264768,9,294768,72,72,72,6,47,6,6,9
79073,2,315,0,315,79514,0,79514, 310, 263, 252, 268, 3345,0,0
32353,2,74,155,229,8218,16566,24784,163,60,108,23,657,0

B 25 ARFF A FHM %
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55.3 B7; 4 & £ API

v

Weka #% & % ~ g * 3 ;8 Agh< ¢ % TR A A AR > G
TRy Z R AT 2 Efs £33 e Weka #r# =0 APl > p 788 Java
271 # > e SBPAE  Bw E o BRSNE

WG FFwiny Bp o T dEd AP ek FERBBES VARSS -

' 2

3
e
i
Fix)
3
Nud
>
I
F_L

Freprocass | Classify | Cluster | Associate | Select attributes | Visualize|
Classifier
Test options Classifier output
() Use training set o
'.:_.' Supplied test set Set.., Time taken to build model: 0.02 seconds
Q) Cross-validation Folds |10 —— Stratified cross—validation ==
(7 Percentage split % |B6 === Summary ===
[ More opticns... ] Correctly Classified Instances 6619 100 3
Incorrectly Classified Instances a a %
Kappa statistic 1
(Mom) class ¥ || ¥ean absclute error Q
Root mean sguared error a
Stop Relative absclute error a %
. . . . Root relative sgquared error a %
Result list (right-click for options) Total Number of Tnstances s610
=== Detailed Accuracy By Class ===
TP Rate FE Rate Precision  RBecall F-Measure ROC RArea Class
a a a a a 2 a
1 a 1 1 1 7 1
Weighted Avg. 1 a 1 1 1 a
=== Confusion Matrix ===
a b <-- classified as
a (4] a=2>0
0 6619 | =1 |
)
Status
ox -

Bl 26 Weka 2. B]7;# * /i &
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import java.ilo.BufferedReader
import java.io.BufferedWriter
import java.io.FileReader
import java.io.FileWriter
import java.io.Serializable

import weka.classifiers.rules.JRip

import weka.filters.Filter

import weka.classifiers.Classifier

import weka.classifiers.bayes.NaiveBayes

import weka.classifiers.bayes.BayesNet

import weka.classifiers.trees.J48

import weka.core.Instance

import weka.core.InstanceComparator

import weka.core.Instances

import weka.core.converters.ConverterUtils.DataSource

public class fivelevel

public static void main(String argv) throws Exception

Boolean onlinelLearning = true

Boolean addToAllTrain false

Date timeStart = new Date
System.out.println

DataSource sourcel new DataSource("C

Instances trainil sourcel.getDataSet
trainl.setClassIndex(trainl.numAttributes

Bl27 & * Weka APl #£ % 2425\ 75
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I
4

2 5 5 % (Experiment)

F];,sz"/\ o B Fm“fﬁ J’:]p;}ﬂ%ﬂa'ﬁ: ERBPR I = sk )
2B Eésmfg'-,ﬁzbf-gﬁﬂ[—ﬁ %-"Lr/‘i”r"f’l"/z{’“rlpi & ey ;%’L%’T)J'}ﬁ%md‘%
R 2 B R A T ¢

N
-

6.1 itk 5

® True Positive(TP):
N4 g w2 1 L Positive itk A~ &t 5 Positive ©

® True Negative(TN)'
£ -5 w2+ 5 Negative =% A~ &+ 5 Negative »

® False Positive(FP):
4 49 v 1 L Negative 94k ~ &7 % Positive o

® False Negative(FN):
& - w2 b L Positive /it &~ &7 % Negative o

® _Confusion Matrix:
Bk i TP S TN FP v FN A S0 e i3 % R4 7 7 1 a0y Tl5%
Wend % o 3 R Positive erfk A 4 B0 Fr o~ PRk 45 2% 0 Negative ik
K7 s hodk 8o

Actual Class
Predicted Class Positive Negative
Classified as True Positive False Positive
Positive
Classified as False Negative True Negative
Negative

# 8 Confusion Matrix Example

® Precision:
TP/ (TP+FP) » * % & 77 g7zt 5 Positive ek & 2y 0 Frfd 5 o

® True Positive Rate(TPR) or Recall:
TP/ (TP+FN) » * &k % 77 F " 5 Positive & &~ 2_ 5380 FE ¥ o
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False Positive Rate(FPR):
FP/(FP+TN) » * & % 75 § £ % Negative etk & 2 352 5 o

Accuracy(ACC):
(TP+TN) / (TP+FP+TN+FN) » #* & & 75 gt T 2 I Fe e 5 o

F1 Score:
2TP/(2TP+FP+FN)> ¥ * & | P¥ % 77 Precision 2 Recall 2 4p b B 1% e

ROC Curve and Area Under the Curve(AUC):

ROCCurve 2 — * k2|¥rys % h 2 > - BMP B LT 0 H X
2 FPR> y#h i TPR > @ AUC R|&.4 7 4 @ 11:7ROC Curve + » &
AT in FREBATEARS AR ARSI TPRA%F s FPRAX M > 4 ffu
# 8 PR gk akdi o 4oF) 28 o

ROC Space
1 I | I I 1 I I I I

Pefect Classification /
0.9+ 4 —

Qe
.
[vs}

0.7 ,/ —

o
o
I
> e
hY
.
|

TPR or sensitivity
(=]
w
I
hY
.
|

=)
~

I

AY
b Y
N
A Y
N
N\

0.3

01 7 _

ole | | I l | I | | |
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
FPR or (1 - specificity)

Bl 28 Example of ROC Curve and AUC( % /k#:[28] )
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6.2. p 28 ¥ = ;2 (Self-Learning)

sl g g Self-Learning sy B % L B * cnF L & 2
NSL-KDD ~ Modified NSL-KDD ~ 17 2 4 DARPA #7i # < Dataset » @ & * g§

52+ 5 P2 Decision Tree(J48) 7 & » & 447 H B % o

B A7 i * Decision Tree crjw & 72 7 » £ % i@ * Self-Learning 7 § 2 2
Confusion Matrix

NSL-KDD Decision Tree (J48)
Actual Class
Predicted Class Positive Negative
Classified as Positive 8933 263
Classified as Negative 3900 9448

% 9 Confusion Matrix @NSL-KDD

NSL-KDD Decision Tree (J48) with Self-Learning
Actual Class
Predicted Class Positive Negative
Classified as Positive 11536 395
Classified as Negative 1297 9316

% 10  Confusion Matrix @NSL-KDD

Modified NSL-KDD Decision Tree (J48)
Actual Class
Predicted Class Positive Negative
Classified as Positive 6466 158
Classified as Negative 6367 9553

% 11 Confusion Matrix @Modified NSL-KDD

Modified NSL-KDD Decision Tree (J48) with Self-Learning
Actual Class
Predicted Class Positive Negative
Classified as Positive 8440 304
Classified as Negative 4393 9407

% 12 Confusion Matrix @Modified NSL-KDD
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DARPA Decision Tree (J48)
Actual Class
Predicted Class Positive Negative
Classified as Positive 10390 30809
Classified as Negative 149894 641194

4% 13 Confusion Matrix @DARPA

DARPA Decision Tree (J48) with Self-Learning
Actual Class
Predicted Class Positive Negative
Classified as Positive 138956 130530
Classified as Negative 21328 541473
% 14 Confusion Matrix @ DARPA
BEHEMI AL B E L m e E > Bitded 15 BT o
Dataset NSL-KDD Modified NSL-KDD DARPA
Algorithm J48 J48 with J48 J48 with J48 J48 with
Self Self Self
-learning -learning -learning
Precision 0.97 0.96 0.97 0.96 0.25 0.51
TPR 0.69 0.89 0.50 0.65 0.06 0.86
FPR 0.02 0.04 0.01 0.03 0.04 0.19
Accuracy 0.81 0.92 0.71 0.79 0.78 0.81
F1 score 0.81 0.93 0.66 0.78 0.1 0.64
% 15 F ok% % 2 #icdp gt
¥ g Bl fede » G Self-Learning e 118 o BRI R S % 0 B2 & FPR
FgFeFar A R FTPR kg b ﬁi&"h{?mﬁ%##&% %
@R R R R 4 0 i Accuracy + FRALE IR A ki o A
Hecigehf o { 220354 Self-Learning ehiAz @ » jgd © Soehila] 17 5 ys

B A A b r TR A Y o R @R E Y SR A 2

w25

fgﬁ.r_}_«-lgrsg @ 4eo 3 TS E PR A 8 BT R (S arkRa 4 o
@m d Modified NSL-KDD e % ¢ » ¥ 5 41> T @& AR 4o e FE 2 ik A #icd 44
LT AU s AT U RFH/FF S 0 4 T HEP Self-Learning
&% Unknown Attack shid i)+ » 5 ¥ - TAR R b ki o

|

B29% & ﬂ30§1J5'3ﬁ #
Curve v i » 7 P B chg

¢ * Self-Learning # #/ % NSL-KDD F# & }+ ¢hROC
4 ~ Self-Learning {6 £ .+ 2 35 %
39
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s Rehx b3F S oo dgd 4o x Self-Learning %47 A & endt = J48 2 2 i o

Plot (Area under ROC = 0.8401)

B 29 ROC Curve and AUC of J48 @NSL-KDD

Plot (Area under ROC = 0.9325)

B 30 ROC Curve and AUC of J48 with Self-Learning @NSL-KDD
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b 4k 16° 04 Fd- B ﬁu NSL-KDD % % % 5 5 4L & crF 5

3R g % Bodp e 0t g0 @ 7 o T 2 True Positive Rate & £_False
Positive Rate » i * Self-Learning 2 #cd5 & +* ﬁ BT 258 kaF o
Approach TPR FPR
One-class SVM(Inner product) [30] 0.60 0.48
Anomalous Payload-based IDS [31] 0.60 0.09
SOM& NN [32] 0.79 -
Local Outlier Factor [33] 0.66 -
Bayes Estimators [34] 0.72 0.068
Gaussian Field [35] 0.53 0.40
Linear discriminant functions [8] 0.83 0.09
1-Class NN [8] 0.8 0.17
J48 with Self-learning 0.89 0.04

# 16 NSL-KDD 2 7 2% & % " i

4>+ Self-Learning & * &% i & % & et o P02 NSL-KDD 12 2 § % 7
g G EFT L LTend § ¢ el T 5 3] Self-Learning 27 5t 0
¥+ Decision Tree % 3 er & )2 » 4 J48 ~ Random Forest & & > % 3 & 2470
A (e, A amidol | 2

H392F o 1 & Fd W HF L E ik £ Bk & B 5 M2 Feature
e 2 F""mni Bk kel FreRua @ BE Hle] iAo HAtH
RELD 65 P A2 0 " d >t Feature dicfi 5 0 & Feature 2 B ehabf % 1

EIES AR T I T LV S
Algorithm J48 BayesNet Na've Bayes
Original Self- Original Self- Original Self-
learning learning learning
Precision 0.97 0.96 0.96 0.96 0.92 0.92
TPR 0.69 0.89 0.57 0.61 0.63 0.63
FPR 0.02 0.04 0.02 0.02 0.06 0.06
Accuracy 0.81 0.92 0.74 0.76 0.76 0.76
F1 score 0.81 0.93 0.71 0.75 0.75 0.75
Algorithm Random Forest Random Tree RBF Network
Original Self- Original Self- Original Self-
learning learning learning
Precision 0.96 0.92 0.92 0.85 0.90 0.91
TPR 0.64 0.96 0.73 0.99 0.57 0.67

41




FPR 0.02 0.10 0.07 0.22 0.07 0.08

Accuracy 0.78 0.93 0.81 0.90 0.72 0.78

F1 score 0.77 0.94 0.81 0.91 0.70 0.77

3 17 7 I % 52 27 Self-Learning 2 ¢ fi

6.3. /2 & ;% % ¥(Hybrid System)

A & 44t Self-Learning ¥ 41 A SF B iR & 5 K B B e 152 B % 4
Mt o TS Bk 2 FE o

6.3.1 A &

H@wak o2 R4 LAFREL BB W ER
Ko Koo W EES 2 LA K (DoS+Probe & U2R+R2L) %2 & & = & (DoS&
Probe& U2R+R2L) LA E > migmHi2 2o > RIR * v &9 7|2 7 5
EXRPRE T T RSRSEE BB R VR AT AES R o 1
K-means 4 32 2 H¥H X T > Blj 2~6#F2 2 B T8k » ¥ ® A5 BHEH2

F%&Y 0 % ¢ % Random Seed B~ 7 fr 2. T iE » SL3H 8 F T BAF pER

AR e sl R e

L

~

ﬁﬁ&%l29i§1391§1*»%%’??1:' @’%%ﬁﬁf‘lw’ﬂ m A
TTHMEE R A LTS K T AR EOART G P Rt T e
;k;+ *“-’4’]8‘* mﬂ“ﬁfﬁ‘?F’&F ,»};_g:»}; T T' ’);3@"‘ %_ﬂ 4 "?LE'T'/)»%-IF&

w

4
A%i}zmg??]‘ﬂizﬁaét)"rﬂwpllk\iﬂi ﬁ-’l’ ;b'vgﬁi{?%%&°
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K-means & Multilevel
100

90

80 -

70 -

60

50 mTPR
40 W FPR
30 -

20

10

0 -

2 level 3Ieve| Slngle
B 31 RS R AsEIT 2 *’*’565“%
K-means & Multilevel

100

60 -
50 -

B Accuracy
B Time 10sec

40 -
30 —
20 —

|
w

4 5 6 2 level 3level Single
B 32 =& & W T2 GRS

Fd TR F BRSSP o AR F @ g Self-learning 7k

B tA2 pahg 5 ﬁrﬁ C R EMEE R I LI o d B

3L AT L el i > o BT Up I 0 13 K 0 F AR Self-
Learning == ;2 » H Accuracy aio® 2_ B » e 4k * Self-Learning % 1
(6o Fm dH - ARy o ?

]F' 2 S B

1"‘\'3
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100
20
80
70
60
50
40
30
20
10

Multilevel @ NSL-KDD

M Accuracy
B Accuracy(online)
B Time

m Time(online)

Single 2 3

B33 R & 5 RS 41T 2 B 5 LR
6.3.2 # L

L s lent & ot 4 Self-Learning e 42 712 #5452 H 1< 7 16
SEF A WA Z AR BHE FERG 4 Mgk n b7 R
FERKTT 4 FERAFHEL S TN B I iz A BANEL R (211 2
PP i o P& Jf BAR i 2 pomE TR FF X A o B 5§ - Bl
Blred o BI¥ 1A F Self-Learning fs #p #2242 g BEE o (v H e pEF
» UESRI|S EE 2 b M 0 ABE e w B & 8 #-Self-Learning 2 {5 "
2 A KR RITE R s 8 Bervitde 58 R0 P T RS AR Benfg £ 23 14
FA R PR Ao PR S ] ERIT R A BRI (2 4p
$hen B i Rk dosedR a4 & L o

Aot 180 PIAIN AR R FAE S AR RS AT > R4sA SR > Self-
Learning 4 #f & » ™ % 51§ Voting 2 #¥3# % % 2 Accuracy iF & St3t it
foo g Voting B A fe £ 7 b ch Sk T Fdiehe % - B d o
Lo FF S endBeRE o 9 Voting © i 3 T g L bRk > 43
T DL R 4e A 45 B 1 2 Self-Learning A %7 B A k e eyl
Foo LB e 7 ARIGER ARROFRT > fe g anlg ko A
g PLELY Fidih it s o

Accuracy Statistic (Original — Self-learning — Voting)

J48 Naive Bayes Random | Random RBF
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Bayes Net Tree Forest Network
NSL-KDD | 81-92 76-76 74-76 81-90 78-93 72-78
92 76 76 93 93 80
Modified 71-79 72-72 69-71 71-90 70-93 72-75
NSL-KDD 79 72 71 93 93 75
DARPA 78-81 73-69 90-89 85-28 81-89 80-80
84 75 90 85 90 80

# 18 Accuracy 't i

6.4. £ & 5 ¥ % i3] (Hidden Markov Model)

®FCERRE V& H i) gl i % 0 iR 45 Feature ~ Observation 2. £
)—i NEVE 1 w‘»,gy_% _\ i 7 Pf'm/év\ E . fﬁﬁ.j&_g ‘%%@% }'IJ“‘Q/_“'T °

BL i AT EAE 2k 1‘««@9 DEER N ST
o 2% ded 19 PR H SRS 4 dp g mq‘%#sf » i * Packet Size it = Feature
2_ Accuracy ¥ I ™3t 50% > @ IAT R E_8% 5 Kirg e AFRR 2 F I E o

Observation Feature

Length:10000

threshold: -1 Packet Size IAT

# of State TPR-FPR Accuracy TPR-FPR Accuracy

2 0.12- 0.50 0.48 0.39-0.13 0.85
3 0.02-0.68 0.30 0.39-0.13 0.85
4 0.86- 0.76 0.24 0.39- 0.13 0.85
5 0.26-0.73 0.26 0.39- 0.13 0.85

19 PP HESGUT AR RS

i Observation Length 33 & % 1000 # 100000 ~ 12 % 24 # Threshold g » H

FERE R DRI SR e e BN R R R H A

LIS T s bE N G eﬁia’“%# ABcK 5 5@ itﬂ* ELV 8 A
H R TR RSB R R TR BB AT AT LR S ke 2 20
MR REEXTERL LI D 1D 4BK BEEF04 21

State Number Packet Size IAT
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0 82244 934
1 2083 70848
2 327 14
3 1365 14221
4 8 10
% 20 ERBAA R a3
Observation Feature

Length:10000

Packet Size IAT
# of Malicious TPR- FPR Accuracy TPR- FPR Accuracy
State
1 0.01-0.09 0.73 0.01- 0.08 0.74
2 0.01-0.06 0.75 0.01- 0.01 0.79
3 0.01-0.06 0.76 0.01- 0.01 0.79
4 0.01-0.05 0.76 0.01-0.01 0.79
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4

= E# (Conclusion)

A 8 ANBY S N ayRREY TR E T S EBFIE S FEE e M
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i # 7 ° 53k Feature 5o NSL-KDD~ 5 iF { # {s =5 Modified NSL-KDD -
ME B A R4 Raw Data 2 #h R fri sk chp R B 2 F 53 AHBY
A2 g AT R

He gAY a0 kA S BE 0 $0 R A oz (Unknown Attack)
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