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Design and Implement a Wireless Router with Embedded RADIUS server and
Certificate Authority

Student: Tzeng-1 Cheng Advisor: Prof. Wen-Guey Tzeng

Degree Program of Electrical Engineering Computer Science
National Chiao Tung University

Abstract
When accessing a wireless network, a user will face many security problems.

Someone can sniffer data packets within-the-wireless coverage. If data packets were
not encrypted, a hacker can easily..combine. those packets and read the content.

Although there's an authenticate mechanism base on certificate, it should work with a

RADIUS server and a certificate authority. Such kind of architecture can only be used
within a large or medium scale enterprise. SOHO user or small company may not has
such equipments to use. To protect the wireless network security more easily, i think

it's necessary to build RADIUS server and certificate authority into a wireless router.

After done this program, a useful system came out. It can be easily configured and
operated with IEEE 802.1x security policy. People won't need to waste their money
and time to buy and install another RADIUS server and certificate authority. Only one

wireless router can do such things.

Keywords: Wireless network, 802.1x, RADIUS, CA, Certificate.
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4)3 e RIFEAN AR BTG REAA > FITS NI R PR
2w i en 38 (Challenge and Response ) - i * 18 WEP key
A AT b RRFEEAY Y RCAEFEY = 2 s fap o

13



R NI A

STH E EI s
= ) sk

| @ MEmEs
e

@ EORC @E T

;\—\-\‘
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TR 1
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EhA- Y R RFBEEALAR A Y 5 - B 128Bits Pt T ¢
(Challenge Text) %o

A F= Y MG PELE- 128 Bits Pt R B B L m Mg

ke

BHFe P R F APRF P WEP Key 2
RC4 % 4 % o
EHIT Y BART FRLFLOFI B ARG -
EHFA P BEGPRMRCH SR % WEP Key %
RC4 %z RisBRhRBESP 2 bRk iplk » A4
R Ak A o ARG R -
BHHS O ARBFRETRELE > AAFLELRAL
8GR o

222 FTHEH-#* WEP
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7]t IEEE %3+ 7 WEP (Wired Equivalent Privacy) - & F &+ k5 >
EH 20 il SUpE- 5 b £ R o M3t WEP d%fin e j#% 16
FEHT 23 80 it o AAL > AR FRE BIGPEL T - P

WEP Key i s #efg B enikdyy > @ 2 I 1 > T 3 3% € akfz o

223 FHzER

iEEE%Zﬁ%?%%ﬂ’éﬁ%?ﬁmigﬁ’ﬁﬁmiﬁﬁ
CRC Check Sum e ;8 k 5 = ol /> 387 11 F 2% 1k @
ﬁ@ﬁﬁﬁlmﬂﬁiﬁ’&iﬁﬁﬂﬁ@W?o@%ﬁﬁﬁ%%%ﬁ
i# * 4p I <9 One Way Hash Function #-12 ﬁgjﬁé ¢ ¢ Payload % 4 i {7
Y BFCRC BT 4 FlcEApR R TR AR Eao

% 80211 ¢ - B#Ea- 2 v A BE TS > £ * CRC Check
Sum R R % B e i SR 1S Lt WEP Key #F #lehde % o @ 3t
- 3 F U R AR WEP Key i Fklenfzs o Lig #
CRC Check Sum & F i B [ eravt e

2.3 WEP ¢ /2 % i 4%

195 IEEE #7 = ek % » WEP 33k 3+ BEMT SRS

1 R Em il 4 B AL s E o

2. %JE&F p AR (Self-Synchronizing) g o ¢ @%J i bl
E% o RABF @EFT A o

3. VU EARREIR -
4. tujﬁgiﬁﬂgbtg'}"m’ té’}ﬁ_}_t&]m‘étﬁ# ‘ Eﬂﬂ -%:ﬁ;'lo

1%'**'?]" MEHER Y N7 Y WEP -

o

FEF AP R WEP 4 f2 7% e 47 o ;';,ip’- T R
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AT
60 4G 55 L (T 1 .46 75 T B (AP
1
Ir |
EHEtE [
L |
: ' L 2L,
rEam | 28" | hie | [sermas|l——
< _l ! = @ T
[ — £=&
i & St RO4E EE | ROVEEE
l SR I SR
B 86 2, /L il ,-L B
#a >+ ) T ;'d._./ ——[Fc] _wa ]
L1
Payload ES§RET Payrload i
WIOREE A

B 5 WEP 4 % n4e
o kR NIST (12
AL WEP chvbe 81 3 g i dm Al - o Rk v oL A E L
T RS kA S A MRS 4o f2 Rk 58 (Symmetric
Cryptography System) - R is®égans & v 11§ 40 =~ 104 =~ -
Vg o R B LSTRE24T A £ A e Initial Vector (IV)
d AR e ml%’*’f—"z#ifi"—o FEBEINTGp E LT A RER - HE
IWEP Key = 7 % i < gljz > #rri4e Fig i |V§%.“1 37§ WEP Key e
Lo R ENRGEREHS 64 AR 128 =2 o
2.3.1 WEP 4 %z

BEF T BHI KL L e BIAR

% F- + FiEH 4 e ) in Payload {7 CRC 548§ » 1% 5] CRC
P RSN R

HHZ o FEHRRT AL WV AFEE BN - BIVe
I > FEB IV 2 DT RCAFE (5 > BB Linhe D &

% o

HIw o flr kG btk BHF- A2 S e XOR @
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2.3.2 WEP j2 % 4z
3 5 i B R 1
L SR T E R SIS ST VE
B o BACHRIVE L £t RCAEE 9|4 K e
B o Fles MRt (R T o RIS AR E

Lt R £k T XOREE S » TV RBAP —?#_l_o
# e o P2 T £ CRC A1 > ok g -
2.4 802.11 =r4p B 33 8L 445
o A AL

Flr ERPERLOEERTABETE > P RELEZRT AT i

EOPRP G 7R I % R F G HE DT

-

e o PIBECE RF P RT e b Jmﬁ\g% o
o WEP %37 &%
d 3> WEP enf st 2k 2- 9 (7 F engs 28 > @ 19 o * WEP g%

— —

P EREFALE RETHOBFL e b IV e B ESF AL
40bits 7 WEP Key # $xié * & R /Eenph 0 7 & 5o % B 4 5
- TRt > v AT DN WEP Key ¢h e i3 RC4 g & 2

44538 WEP ek - 7 - Bkeritiop 5 2B > 4o IV e
o WHEIELFIMA S

FLEPRPEA CFEARNGIER > - L 3T L4447 LK



Weodrk R* AT g 4 P EGRIWP PR 7255 2302
FAATRARRT ZL MG LG RPARAART WEP- %
FomuEs LR 7 f & SSID kFRRAA e frius 1 £
#-3% 7 RADIUS Server ¥ 802.1x 1 # o
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=~ FF

- § ¢ AP 80211 % 2 & M inik it B G &SR
2 7§ WEPKey # 43 bl B RFFA > 7104 §§ 802,

WPA 3 &
3.1 802.1x

802.1x #_IEEE % 7 802 it 2% 2 e& 2R% > VR W H
BRMRZHE DR P EAPRAS LAY A RARR 0§
802.1x &2 EAP ( Extensible Authentication Protocol) (7] & iTepFiz »

TArie KRR E AR 5BE D> o
3.2 EAP

EAP 12 >+ PPP (Point To Point Protocol ) - ¥ > 15 &
MPR NI T UG NEBAELN 3P R G R E R
x5 fIM:» %€ * ADSL Modem e+ Internet - #& > ISP (lInternet

Service Provider) » & ¥ ®ehig ¥ F QL - ko 5 PPP

sl

HRFAFRESF 0 THEFT @ﬁ;f]ié”ﬁ % PR AEZER o R
b R EREDE T N RIFFARDES 3 FRF ARERS - F
Pl A # 2 f4 Rl M B2 2 A o ok L pringE > 2 8
FRdREEEs > 21 RATY k@l SRk 2 ¢ et o
s Flikj\‘«k Wi S EARRER PR e ok A E M
Aol MBS = Al A R AR AN RE
L3 AHArP e EPNBEABLE T @M F E!'J)*J'&#U
Bok* RRFORAYR o525 =2 B & AR EAP @AY
1:# % (Authenticator) - rifu{ﬁ@‘i?; gL s AP

2.:u.7% IR B (Authentication Server) - RADIUS Server
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3.%&1‘;%_—‘5 (Supplicant) » & i * —‘F‘f ( Wireless Client)

b EAP T i AE S 20 o A L AEH B apE EAP-TLS
( Transport Level Security ) 22 EAP-MD5 ( EAP-Message Digest5) #x
A ERAESNEE - RFIEB > A RMIZLPHh Hostapd 3 L #5574

FoRg e

3.2.1 EAP Over LAN (EAPOL)

EAPOL % % 1

L

EAPOL 4 ¢ fa 8 1 il 4 4 77 4o
% 2~ EAPOL #f¢ ehft 30

EAP shff e hjeaitit * 4 559 o 4 B gh 2 [F i

& LAN 5T

(

2 Bytes 1 Byte 1 Byte 2 Bytes N Bytes
PAE Ethernet | {2 s& x| 4t (2 f& | TR 4t & | T dte
ek ~ A B

PAE Ethernet fa4f :

PAE(Port Access Entity) Ethernet Type >

% % Byte £ > BT i@ _88-8E (L i) o
TR b
LHEPEAPOL a2 5% > P venie R F 01 (=) o

t= < & Protocol Version >

1te fa%E - Packet Type » v ¥ ik 7

e dte chfdsg o 4t AR L

1) EAP-Packet > # & % 00 (+ - &)

2)EAPOL-Start» Hig 2 01 (+»:&2ix) » 21 iR
EAP 2 % hpdndt ¢

3) EAPOL-Logoff» # i& 5 02 (+ = i&ix)

11 Logoff F feenidt e

1 i# Byte -

4 u’rz;f;é_:

1 # Byte >

ERiEkT W

TR ELT T BED

» H 4 ch EAP 3¢

4 = > 7 2
v &om ip B3 e AL

4) EAPOL-Key» Hig %2 03 (L) » A 7ixBite &4
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EAPOL-Key 4t o
5) EAPOL-Encapsulated-ASF-Alert » # i& 5 04 (L= &) »
e Bite » RF I PG 2 70 - B ASF
(Alerting Standards Forum) #12_s& = Alert & Jf & % 1) o
Tl e £ & @ Packet Body Length » Faldts p % & B > 1
Byte R Eix o gHE% 00 £57iL7F ?ﬁfr’iﬁv
T4t e : Packet Body > Fil4te p % o ® 3 EAP-Packet -
EAPOL-Key {v EAPOL-Encapsulated-ASF-Alert iz = #&3] 5% it e € 3
FHAte oBMPeom - N HLEDFTME T 3 eiFifd
E R T o blde— & R v3F- d Key @ik o ¥ b EAP 3¢ ek
=~ & B P42 MAC % (Media Access Control) #ric £ # & & o
3.2.2 EAP-TLS & :#FiF %

EAP-TLS[ 1) 56 /& 2 gt 22 CAshi% 27 > 7 — 2% Server
% Client % 3 p teud = Bl o0 3 5 B~ @R Pt 5 £ 02 ih
PRiE o A Ak
11T 9w EAP-TLS s B 47
1. RADIUS Server ¢ i ) EAP 3¢ % matié * K> & fig » ¥

#iEDID o

2. mAB AF’V ¢w ID-
3. Server i# I 7 en EAP-TLS request B 4-3+# -
4. gt * 42w Client—Hello chif s

T

5.Server# e 7 TLS 2 4 endt e o bl4r

(a)Server Hello
(b)Client =4 chig 27 &
(c)Server finished
6. maie * Kxpitw ¢ 3 TLSH Lendfd o blde

(a)Client’s Certificate.
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(b)Pre-master cecret in key exchange message.
(c)Client Certificate verification information
(d)Change ciphter
(e)TLS finished

7.Server Fw H 8 TLS 4 hite o Gldo
(a)Change Cipher
(b)TLS finished

8.Client ¥ w 7 ew B4t e

9.Server i#w EAP Success 317 % & EAP 2 5iE 42

RADIUS
=TA E SErver
(Supplicant) (Authenticator)

EAP-Response ID >

STLS: ¢
EAP-TLS: (client hE'D—@—'/EAP-TLS:
T o (:) server-Hello
EAP-TLS: \ TL=S cerificate

[client cerificate]

Client Key Exchange (:) . [Client Certf Request]
[Certf. “erification]
® EAP-TLS:
Change Cipher

Change Cipher
EAP-TLS: {empty) >

‘—®7<EAP-SUEEESS

*lterns in [..] are optional

Bl 6 ~ EAP-TLS & :n3 i 42
FH kR © 44 RFC2716

3.2.3 EAP-MD5 (Message Digest 5)
EAP-MDS 5 — i & ~ 3k B > ?Ki&{? " 2% Authenticator %+
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Supplicant #zuzE > @ Z_k ¥ k% > Supplicant #riX 7 ¥+ Authenticator 3%
%o oW WLAN shx > k3> H9 & - BiRF -
EAP-MDS5 g2 X4 % e &% 38 AU 07 AR 3
THAR o VAR DA TP F G LRGN .
ﬁ.%ﬁr'f :
1. Authenticator :# 1! - 7 Challenge % Supplicant > & i
Challenge ¢ 3 7 — 3 8 22/ -K5 o
2. @ Supplicant & P v 3 %5 > Z A4 Challenge £
P % HASH » £ {4 #- 128bits e HASH & % % w
Authenticator -

3. Authenticator % 4z 3| Response z_ {3 » » Wfple dud 5 - §

AN
IR
e

Y;j~

Wi B 2 % » Authenticator ¢ 7 @ v fx < Supplicant
AR e
4. Authenticator f & di4a @ HASH & % 2 15 » 2 &

&

I

Supplicant i @3 i&.* ﬂ EEEEC A
o Bl oredenak Bl oMo B g B ik BE o Bilde D T % &
B okiEgE - BF EuE o Supplicant chg g B v F LG A4
WEP session key 17 % :f session key ¥ 11 # 5t { #% (Rekey) @ i o
)I*r Bt HHTa T > vV R L AFRTYBET H- BY

fji = ;%; o

3.3 WPA (Wi-Fi Protected Access)

IEEE #1%_ 7 802.11i (5] ##*#.% > WPA (5] X £ H ¢ - B3+ &
BOZIX & S SEPA - g
m RH xR WEP > v & - ﬂkfﬁf'/é-t’% WEP z_%é > @ﬁz’fl‘a B b

B WEP B-feqpg 24 enfiiR™ » F i j @Y FichpEH i

WEP - #7r2 Wi-Fi - 24 B35 ghie I WPA 12 > 28— A 18 2§48 i
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B2 EBEENGL WPARBESNE T o

WPA 12 802.1x fr EAP 1% % H @ 41 ehh o & 3] & ¥ et
POREBAAG IR R FTHENE LR E OIS > T ¥ L
RADIUS @R B %k = % o fed > WPA E47 £k #rF chWLAN i@ * & 313
R R TS BT - BRGE 7 Z % i3 RADIUS FIR Bk
R o 2B A S AR * &4 (WPA-PSK > Pre-Share

Key) {3t » s d-trt T end - o7 j3 i -

Wi-Fi it Biaz a2 > 2003 £ 8 7 B 452 A 54 F f
4 WPA ths i » 7 572 aAp 3 LRI P ¢ o e 552004 & 4 0 B
IWPA 32 6 & i 8 %2 8 0 WPA 4p 5 pI3E5E B o

3.3.1 gL £ * 24 (WPA-PSK : PreShare Key )

et

s

ke
Y
A

F_k

FEAEY 245> T H -S®2B8IO63BF AL R
iz * WPA-PSK i 51 LAN R85 F 0 #p L 9f L &
WLAN en&- 8L > a8 SR et H;;gﬂ}m Wt WLAN 75 B~ 4812 o

3.3.2 Wk &4 EER T (WPA-TKIP)

WP & 4% =< B 20 TKIP (Temporal Key Integrity Protocol) - @
FTUEE T - N WEP > U 3 RIFE 2 o Aok R P chEmARER
TR s VS TR H A B R GE Y
TKIP » ¥{&ET 7|38 p

1.237-2‘14‘:' $%|9 ’553' '?3%}’})“?1

2. H Il E BAEZEchE - BB KR L o

BATA BIFLL* EigSREIrE- B4nH - B[ h 245 -
3.3.3 &fr4e g% (WPA-AES)

iBFF4e B 1R 2% > AES (Advanced Encryption Standard) » v 2. WPA
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B o Y ok — f@;ﬁ%-& ;E o

LR E AR FRET LR D e B R Ao
AP 22 UserA # % TKIP» ¥2» UserB i# * AES =& v e & AR
k9 802.11 22 802.1X enRAE P T RiFipfhent & o

3.4 7 %% (Certificate)

Vi ok 3 802.1x ¢ ik fR A e

hed B S e [
FIRF ) o B

iT- 22k
@ > ¥ r43f RADIUS PR E L & Seni % 5 5 fpmaE & iy o R i

T3
3 AP BE LR TR KRBT A R 3o

3.4.1 X.509 Certification

X.509 Certification #4-4% CCITT #] 23+ 1988 # » 7RprfL & vl o
1933 & 2377 V25 B 4e T AEIE P oo (SR 3T VD o V2 A R ek o
1996 & d ISO/IEC/ITU §= ANSI X9 szi& 5 w3 5% > 2R 18 JI‘%“ B * PR
A o X.509 (Public-Key Infrastructure) 4 5 £ % F G HF 4| T 8% > v
2 HER OB ST DR 1‘]& 3T VRS R 0 B IR EINE S
BB F o CAGER A R Bl R TE T i E 2 0
12 -

3.42 73 B/#EEN PKCS

PKCS (Public-Key Cryptography Standards) @ #_RSA iz %2 &
TR OB AR Y > 201991 £ 7 - %K o P PKCS ¢ % 7
12§67 B3 et it » R ke PKCS #2 12 2 PKCS #4 > @ S £ 3
PKCS #1 (RSA Cryptography Standard ) #3589 3 o w 8§ &
EAP-TLS fusgenpdiz » & * § & F 5 & Bl > - B A ROOtCA i
w#o V- BA CAELRY —‘F'z, UG 0 S lﬁ’&”‘mﬁ}\’ﬁmx% * PKCS
#12(Personal Information Exchange Syntax Standard) - © ¥_R00tCA
BRI e T F B EMKHEING > e 77 ROOICASH 2 F 245115 L &
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E I 0 b4e £ 4gE & (512Bits & 1024Bits ) © Common Name( RootCA
LF) o RETAAp P E G acp ) o CA R HelRERM e 70
SR EHZIE R BB RO A - e 3 EESALP I Z

SRR
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ke x ser 4 32 RADIUS Client =4 50s 5y > T % Jf #-1 R Client =3
i F R 1 ¢ nah RADIUS Server o i * ¥ Ch R
RADIUS Server » §F =7 i - g2 7R i * Jﬂ" ¥ & &2 Internet o
RADIUS Server k&4 == & » ¥ %3 7 % Internet ;¢ 0 %77 2_ {8 & &
% %Tﬂéiﬁ’&;ﬁ’@;ﬁl o R iiﬁﬁﬂ%%ﬁ?ﬁfﬁs R AR A
d.¢7 > %15 RADIUS Server £ RADIUS Client §844 17 el — 3k & + » #
r 'Fﬁ = - PR AL #3037 o CA 2 RADIUS Server en# iy > 5
frﬁ\i =3 DRAM & FLASH 7 B ¥ it % 33 enf* 48 o /i Xk enFLASH 73 3z
175 Boot Loader(F #$423:%) ~ i * & Gk L TR ~ U E BB SR S8
AR 0 BT e = > ik 4M Bytes chz B o DRAM = /| g2 7K 3
32M Bytes » ¥ £ &R § o3 jfut w e 2T

& uen Kernel i * 5% Embedded. Linux > 2 © %] 5 Linux ¥_Free
0@ 2 A7 s PC L v Linux Apgeen - etk g BB 0 TR
wuziﬁ%@@yﬁﬁlﬁ,ﬁiﬁiéwﬁ@?ugJ»%’&w
EHEEA- A TUEED PR R 2PN BT IR 0 TR
ﬁ@%ﬁ’ﬂﬁﬁﬁ“’%ﬁﬁﬁﬁﬁi?U&%ﬂio*wlﬁg%
RADIUS Server &2 CAL AR KenPC T S FHEFIF FiFas{sf
HIAET o o eI EC PRI LOFRT > &8 NG ¥
FLASH 22 DRAM & 34— Bz [ > » ,T}u{ 8M Bytes 7 FLASH
64M Bytes - DRAM -

41 ﬁi{g/l 5" /*#‘

Fli @ * 7 IDT en79RC32438 i & M JL E » § 7R & Jf 18

AN

s

* IDT #74% i~ <7Embedded Linux Kernel » v s A % 2.4.18 > H is g/
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72 ;% % 3 BusyBox version 0.60.5 » Cross-compile #_MIPS i 7] CPU
“Tié¢ * dhmipstools - & PC ¥ 1245 5] RedHat 7.3 » @& * 4p Ir 7 Linux

Kernel "= » > Z v Wi A& PC ¥ A AH L ESIAMT 2

doo BRY T kgAY o bt 7 A Compiler shif o kT R

lﬂ-

B kG B RAPM e T B st > BB IR, 44
ALy ARG
Uk A

Applications RADILS:

Serer

Eridge Hostapd

HIHIG
906
DEE
LS

Shell Shell + Busybox
Kemel Linux kernel 2.4 18
Modules Qahu 850211 flashapi

Bl 7~ okl R
AN BTG Mg A 5 Kernel & Modules i&— & - k@ =

f

Mipenigec A BAMAR D> ¥ €44 4 Application i&—- & - B+ T

A 741475 o Applications » R F B A2 5 M edts c AR R £ 44

Applications ¥ 7 RADIUS Server ¥ CA F 3 3T %k & FF 0 o

4.2 GUI %

ERR - cadid B35 - Bipy £& P06 7R R e i



'Fp/zﬁﬁéii ;E

FR— B wg,_,g’i’rd‘lv” 73
AER T 8 WEB GUI 4c ¢+

CGl i & %% % hed B o

e —‘ﬂkfﬁ@ WEB Browser 17 3% » 5d HTTP (9] » Ffp &0

PR A EFTILL AR DT R W
2 1] g > WEB Browser & & 8T & 387

g AR BT LA %2t % v

EA G Bk & 57 GUI «h Data Flow :

PHERED BRI RREL T

I o <l

WEBIG@
B \#EE%%E#E-

2xeC

Socket Call

fetch

Linux socket

FLASH |+

hlain Configure
FProcess

Daermons:
FreeRADIUS,
Hostapd, Snmpd, etc.

| "WEB FPages

Predefined

hell Caommand

Linux Shellf
bash

] 8 ~ GUI Configuration Structure

% ¥uig i HTTPD i& 3 Daemon k3« @

o4 BEHTTPD kv BT o BB 63+ ki

iﬂ’@;%@%éﬁHTTP 4

bl4cit * % 5 RADIUS Server 3k 2 o v diAz ¢

1. WEB Browser %

g

=1

Get RADIUS page = HTTP




Command -

2. HTTPD 4z 3] 7 2. » # HTTP Command i i# % CGI #2;¢
T

3. CGI #7;\ 2 %7 & 3% 2 RADIUS Server 4p B 3%

4. CGI #%;" 1% & socket call 7= ;¢ w Main Configure Process
R P AR LE o JTEARY Gk LEFRY Main
Configure Process #3F -

5. CGI # 1 Main Configure Process e @& & {4 - #4 3f P~

RADIUS Server sniF » I F 22w @ {5} o A K RP

i
W

% Z_ie 7 WEB Page -

6. CGIl #3717 WEB Page # i# % HTTPD -

7. HTTPD £ # WEB Page % i 7 #/#& &8 > v & % WEB
Browser -

8. WEB Browser: f#- WEB Page #7 7 % i€ * 5

<k

* Blde * F i3 2 RADIUS Server | b ek TE o v Az g
g

Lof® F ol b v X f o LR TE > REBE K
7 fede o

2. WEB Browser i# 1} “Post setup.cgi” = HTTP Command
2k st s HTTPD »

3. HTTPD 4z 3] 7 2. {2 » 4 7 CGl #25% » ¥ ® B-HTTP
Command #& ¥ % CGIl #25% o

4. CGI 425¢ 2| %78 i3 :2 RADIUS Server =n4p i 3% 2_

5. CGI #2;\ 1% 1& socket call == ;% » Main Configure Process
ERPLRETE -

6. Main Configure Process ¥|%7.< /g ¥+ Hostapd £
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FreeRADIUS % { % 7_
7. % { % T8 E 378 7 Hostapd £ FreeRADIUS -
8. Main Configure Process #-% { {é chie B v ¥ FLASH -
9. P ¥R Ferit» P rEiEw B3 CGlo
10. CGI ## 3] Main Configure Process v & 8 {5 » %42

~RADIUS Servertnief » ¥ P Bw i@ s » X5 F BP

2% %_E h WEB Page -
11.  CGIl #3757 WEB Page » i# % HTTPD -
12.  HTTPD { # WEB Page % i% Ethernet 4t ¢ » = & %
WEB Browser -
13.WEB Browser { - WEB Page # 7 % * # F -
P EA R B AT B R A S Bk AT 0 57 B0 B B
g P Tt B0 { T h e 0 A ARt A K 8RR
4o @)

@ YES
.«aﬂ s Ost L OetHTMLL Jo Pagéj

Cormrnand Template

*Nn

Set
Command

l

Operate with
Other Daemons

B 9 ~ CGl/Page Data Flow
BLARE - BT i B ARk o i BU ek RS AR AT A
Fogiae F 0 E REDTAIR T 2 05 0 B i T RT 10 BRI o

4.3 RADIUS Client

RADIUS #_Remote Authentication Dial-In User Service mﬂﬁ’é’% ol F

m _t i~ > T ﬁ} L& _& ¥ Remote User @333 » £ 4c F 8 * A& Wireless
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Network + » @& > { § FMH o

4.3.1 RADIUS Client ek 453k 2

ke )k LA iija’ﬁ £ 3 RADIUS gn » © H R Ren k3L 8 i
RADIUS ;2@ @ — gk > P4 5 RADIUS Client » ¥ “b & B 3uzE &
¢ H_a = e Wireless Client 7 14 =3 e RADIUS Server o % 8]~ e 48 %
ki ﬁit‘ e Hostapd TIJE»{IF&E # RADIUS Client e 4 & o
Hostapd sz #4% %4>t RADIUS Authenticate Forward % i &2k 2

b

#1: ieee8021x=1
#2: own_Iip_addr=192.168.1.2

#3: auth_server_addr=127.0.0.1
#4: auth_server_port=1812
#5: auth_server_shared_secret=secret

#6: auth_server_addr=1.2.3.4

#7: auth_server_port=1812

#8: auth_server_shared_secret=abcdef
#9: auth_server_addr=2.2.3.4

#10: auth_server_port=1812

#11: auth_server_shared_secret=ghijkl
#12: radius_failover_limit=3

#13: radius_retry primary_interval=3600

Bl 10 ~ Hostapd =73k 24437 >
7] % i& Hostapd o7k 4 E 07 text 2 34 % & “Tu v s A F S
Bt ot ded 3 A 5 Fd R T v nE Efih{é_ii
Hostapd #rig RADIUS Server #77IP Address £ & il o Port 14 % i#
* g1 Share Secret - 4% & & RADIUS Server & 7 fatp e ey ® + > 78
LR T S T ST R

4.3.2 RADIUS Client i s &

FiT+ > i * Loop back interface 1P Address (127.0.0.1) >
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ﬂ;;fé’*p\zéCA’Mruz*uﬁ”“wgiﬂ B eBRF o TARET
“t v e RADIUS Client & fagt senfiim » fru ARk a7 - B & 42 0
= i{ RADIUS Client i 32 o

5.1.5 RADIUS Server % -1 * MD5 {3 p &

4o T AR P CA M E IRHE S VL MD5S v
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E Radius Server Settings

Raiius Server Management

Enable Built-in Cedificate Authority
Enahle Built-in Radius Serer

DS
O TLS

(APPLY )

Radius Client Management

Marme: | |
P Address: o o Jo | |
Shared Secret: | |

ADD

IF Address Shared secret

wianBBB 17216100202 e

( DELETE SELECTED )

MD5 User Management

Lser Mame: | |

FPassword: | |

ADD

{ DELETE SELECTED )

Bl 24 ~ RADIUS Server g 23w -i% * MD5 322 % CA
Fla e paz CA> #1073 R~ B3 - B 0 AR
B - Bizérid * MDSugE i # iﬂ’ e AL 2 * MDS

SRESR Y K
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5.1.6 RADIUS Server crig -i¢ * TLS3R@E L 7 & * p 22
CA

4T E]{] i3 # P\ =21 CA LR ;’g‘é‘c_—g =\ "; TLS m:]‘a DLV

% Radius Server Settings

Radius Server Management

...........

. Enahle Built-in Radius Server
Selectthe authentication method to use:
O MD5
@® TLS
Enter the information below to import the cedificate for radius server:
FPassword:

Cedificate Path:

Foot CA Cedificate
Fath:

Radius Client Management

Marmne:
IP Address: 0 L |0 |0
Shared Secret:
ADD
IP Address Shared sacret

wianBBB 17216.100.202 i

{ DELETE SELECTED )

Bl 25 ~ RADIUS Server g @3 & -t * TLSu@E® 2 & * CA

21514 % fpend > Fli A i * pznCAs #71Y :L&ﬁﬂi%p ok 3R
RooOtCA gz ™ 2 ¥ RADIUS Server iig 2 @ B 5 2R+ % £407%
oo b= BERE R ﬁéﬁia?l > — = FR (S BRECAPPLY #4E ¥ o
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5.1.7 RADIUS Server g - * MD5 32

= CA

4o Bl E A @ pEa CA MR RE S VS MDS iR

ERadius Server Settings

Radius Server Management

Enable Builtin Radius Server

Select the authentication method to use:

& MDA
O TLS
APPLY )
Radius Client Management
Marme: | |
IF Address: ol Jl o |
Shared Secret: | |
ADD

wilanBBBE

Shared zecret

172.16.100.202

{ DELETE SELECTED )

MD%S User Management

Llser Mame: |

Fassward: |

ADD

F asamward

( DELETE SELECTED )

] 26 ~ RADIUS Server sg 23 m-i¢ * MD5 2@ 2 ¢ * CA

F|5 A% pEICA» #TILd 516 Fh @ * MD5» #1

®d f 515-
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5.1.8 Wireless ig &g 12

T E LA e Wireless it AR > o ho @] AT

% Wireless Settings

Network ID{SSID)} wlanb s h

Allwireless clients must use the same Metwork Mame (55100 in order to
associate with the same wireless network,

Disable S5ID Broadeasting

Regulatory Domain: FCC

WLAN Standard
Mode: 11gh v
Channel: 11

Select Security Policy:
Select key length for WEP rekeving: &4 bt b
Fekey interval; 30 sec. (0 means keving once)

B 27 ~ 3 * Wirelessi#rik
LIRSE S SRR A jﬁ"’m—rri T A s ¥ 00T o B4
B #% 7 <1 SSID ~ 802.11a/b/g ~ Channel ~ ™ 2 & %% > 3§ - 7
et > AP T 023k 2 RADIUS Server 4 e WEP rekey chE & o i 5
5 4 Rekey — = » 10§y 5 H i o

5.2 Windows i % ¢

2w FIE 0 1§ L & %3 Windows g 32 0 P om & FR Ik

fln
.
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Windows i % % 3% o izrfaﬁ%l »EFE? 4512 FHFiE e

ﬂﬂ ke
et
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SR SRR AAY TR Q ATEY T OUHR o B
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5.3 Wireless Client Utility
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OEREAMERER LT ]RABR AL 1FF > AiE
B¢ 0 A r WildPackets i& 2t @ #TH 3 e AiroPeek i3 - £ #5&
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MAepedte h1 AR K5 802 IX @A B3t e hil g A o

Fle AL E AR R A RERERT AT
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Bdts (8 * o

- 5%1)7&—&3@ AiroPeek 8~ 5| chgf & > 5 7 3w (] > A -E AR
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* “Client” % £ 7 :

61



F.. Woume Deztnaton wize Relattve Time  Protocol

1 Wireless Rout -:; Client ] _________ | B0, Prohe
ZiWireless Fouter! Cliant 71¢ 00.037912: 802.11 Probe Rsp
3 iWireless Routeri Client 71 00.90603Z  §0Z.11 Probe Rap
4 i Wireless Router! Client 71 00.907627  80Z.11 Probe Rap
EiWireless Fouter! Client 71 00.909161 : 802.11 Probe Rsp
6 i Wireless Routeri Client 71 00.991685 : 802.11 Probe Rap
TiClient Wireless Router 4l | 01.034539 % 802,11 Auth

g iWireless Router: Client 34: 01.035901: 302,11 Auth

9 Wireless Router! Client 34 01.036447 % 802,11 Auth

10 i Wirelass Router! Client 34 01.037097 % 80Z.11 Auth

11§ 2lient Wireless Router G4 01.038134: 802,11 Assoc Reg
12 i Wireless Routeri Client 80 01.039827: &802.11 Assoc Rsp
153 i Wireless Router! Client 50 ¢ 01.040883  §0Z.11 Aszsoc Rap
14 i Wirelass Router! Client 45 ¢ 01.04371% | EAP Fequest

15 Client Wireless Router 41 01.078372 : EAPOL-3tart

16 i Wireless Fouter! Client 45 01.079596 | EAP Request

17§ Client Wireless Fouter 5z i 01.080963 i EAP FEesponse

13 i Wireless Routeri Client dg | 01.087745 | EAF Fequest

19§ Client Wireless Router 281 01.10912zZ i 802,11 Data

20 i Client Wireless Routeri 170 01.1200Z0 : EAP Fesponse

21 i Wireless Fouter! Client 97 i 01.142365{ EAP Remquest

22 i Client Wireless Router: 1025 ¢ 01.153749 i EAP Response

23 iWireless Routeri Client 101 0l.36584386 i EAP Request

24 i Client Wireless Router 45 ¢ 01.369013 | EAP Response

25 i Wireless Router! Client 44 1 01,382739 { EAP 3uccess

26 i Wireless Fouter! Client 89 ¢ 01.406456  EAPOL-Eey

27 iWireless Fouteri Client a0 01.452869 : EAPOL-Eevy

28 i Wireless Fouter! Client 89 29.239795 EAPOL-Eevy

29 i Wireless Router! Client B9 29.287076  EAPOL-Eey

B 34 -~ i@ * AiroPeek #g5~m Mgt ¢
BT endte ¢ T g0 B0 B4 802.1X A AR 7 B it
i D15 27 B Bk G RY o 7 dRpRReR o FEk
HPERHEOSFHMNER o % 2829 B4te ¥ Rekey 4 fah ik % »

v iiRekey % B £ 30 - = o
5.5 %t & 47

B3t aiy ek e > A * a1 E 7 N § NetlQ & e @ 97 %
Chariot iz B A25% » 5= A £ v4.3 - BIEEBE I id B LAN 352 PC4p
i > Notebook & jtd %2 [ 8i% i Wireless LAN it 3% o P28 ficdy 2
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Wireless LAN _F cificdy - TX 2 g d BiE I enfinx » RX A d Bijgig k
384 o % fp e Radio mode > #F + 3F ¢ # 0 1 %t Channel 3% 4 F]
AT e B P 11amode channel 36 f- 11g mode
¢ channel 6 # % jpl:& < channel -
ERAF PRI EREFIRRG TR B blic? g s

Bt o mMm g et 3o 02 g d E4e Notebook ¥t «h PC i »

T AN TEERSY o KT HE =L Mbps:

# = ~ WLAN 2z sz £

BRI B 11a mode, 11g mode,
Channel 36 Channel 6
X RX X RX
None 2599, |23.31 |25.67 |22.98
WEP64 24.88 ' *15.50 |22.50 |*14.94
WEP128 23.98 |*15.54 |23.58 |*14.87
802.1x without rekey 2556 12399 |24.85 |22.76

802.1x with rekey function for 2513 | 2293 (2180 |21.13

every 60 seconds

802.1x with rekey function for 2558 2295 |[20.72 |20.15

every 300 seconds

d P &P g di s R WEP 218 » TX 3fip § T " £ 1 ¥ hik

% > F1 5 & E &t Encryption o e & RX efRi> > #cF frp P AT R
BEAR WAL PFE T B R end (T R IR £ B ggﬁ;«' » 3B E_p
e STl A fRAPR A2 - o ¥ b 3 B 802.1x 0§ # Ex#e rekey
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