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ABSTRACT

Because of the rapid development of image processing, it often occurs that
digital images are duplicated or edited without authorization. As a result, it is desired
to develop a scheme to protect the copyright and to verify the integrity of digital
images. In this study, we propose several watermarking techniques for digital
document images for copyright protection and:image authentication. For grayscale
document images, a method " based- on. semi-fragile watermarking against
print-and-scan operations for image authentication is proposed, which is useful for
verifying the fidelity and integrity. of document images. Then a method for copyright
protection of document images is proposed, which embeds a robust watermark into a
document image, based on the use of edge direction histograms with circular
interpretation. For color images, a method for image authentication is also proposed.
Generation of authentication signals and the positions for embedding them are
controlled by two keys. A suspicious image can be verified for tampering proof by
comparing the difference between the embedded authentication signals and those
generated by the two keys. For binary images, a data hiding method for copyright
protection is proposed, which embeds up to three bits in a 4x4 image block by
rearranging the black pixels in the pre-selected 2x2 image block in the 4x4 block. A
method for integration of watermark and authentication signals is finally proposed.

Good experimental results prove the feasibility of the proposed methods.
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Chapter 1
Introduction

1.1 Motivation

With the rapid development of digital signal processing, many kinds of digital
multimedia are produced and used widely nowadays, such as digital images, texts,
audio, and so on. On the other hand, because of the rapid growth of the Internet, the
exchange of information prevails. As a result, it becomes easy to duplicate and edit
digital media without authorization. How to develop techniques to protect the
copyright of digital media and verify their integrity is then a great concern. In our
study, we will focus on dealing with. copyright protection and authentication of digital
document images.

Document images are those coming from scanning printed or typewritten
documents. A document image+ is. usually text-dominated and reveals a clear
separation between the background and the foreground. Many researches have been
proposed to achieve the goal of copyright protection and authentication of images.
Digital watermarking is the most common way. For copyright protection, a digital
watermark is embedded into an image imperceptibly. Image copyright can be
protected by extracting the embedded signals. For image authentication, by
embedding authentication signals and detecting whether they are destroyed, image
integrity and fidelity can be verified.

However, compared with common color images, document images have the
characteristic of containing more contrasted contents which are mostly black and
white texts. Papers aiming to solve the problems of copyright protection of document

images are few according to our survey. In this study, we propose several methods



dealing with the problem of copyright protection and authentication for document
images.

In addition, the robustness of stego-images, which are images with embedded data,
plays an import role in data hiding fields. Attacks may be applied to the stego-images
in order to destroy the embedded watermark signals, and it is hoped that even if a
stego-image suffers from attacks, the embedded watermark signals can still be
detected and extracted correctly.

The capacity of a cover-image is another main concern. Of course, we hope that
the capacity for embedding watermark signals is as large as possible, but in fact it is a
trade-off problem. When the robustness is increased, the capacity is decreased. During
the embedding process, we aim at making a compromise between the capacity and the

robustness for document images.

1.2 Review of Related \Works

There have been fewer researches-on-watermarking techniques for document
images than for other types of images according to our survey. However, because of
the rapid development of digital signal processing, more and more digital text
document files are spread out, such as e-books and digital library contents. As a result,
techniques of document image watermarking become more important in applications
of copyright protection and image authentication.

Document images can be successively decomposed into pixels, strokes, characters,
words, lines, and blocks. In our survey, there are mainly three levels of document
components into which signals can be embedded, namely, character-level, stroke
feature-level, and pixel-level [3].

Character-level embedding means to use lines, words, or characters as a block unit



to embed data. Brasil, Low, and Maxemchuk [22] developed line-shift coding and
word-shift coding algorithms for this purpose. Line-shift coding means to move a line
up or down to embed data, while the line immediately above or below are left
unmoved. These unmoved adjacent lines serve as reference locations in the decoding
process. Word-shift coding is to displace a word to the left or right to embed data,
while the words immediately adjacent are left unmoved and serve as reference
locations [22]. Huang and Yan [24] proposed a word-shift algorithm which adjusts
inter-word spaces to represent a sine wave, which can be seen as a watermark for
copyright protection.

Feature-level embedding means to modify the features of text documents, such as
stroke, width, and serif shape, to embed watermark signals [23]. A drawback of this
method is that the extraction of character features needs to be accurate during the
extraction procedure.

Main applications of the pixel-level-embedding: algorithms include grayscale or
binary document images. Because :0f-the-limited data embedding capacity, it is
difficult to hide data into binary images. Pixel-level algorithms for binary document
images aim to embed data at less noticeable positions by using the human visual
model found in [1, 2, 13]. A pixel-level embedding algorithm for grayscale document
images is proposed in Bhattacharjya and Ancin [25] in which a grayscale document
image is divided into non-overlapping sites consisting of 3x3 pixels. Selecting the
sites to embed watermark signals is accomplished by setting a threshold at 90"
percentile of the luminance histogram of all text components. And one bit is inserted
into every two sites. An advantage of this technique is that it provides a large data
embedding capacity. However, because the embedding method modifies the

brightness of the sites, a drawback results, that is, the robustness is weak.



In this study, we develop techniques belonging to the pixel-level embedding
category, and it is hoped to make a compromise between the embedding capacity and
the robustness. It means that even though a stego image suffers from attacks, the

embedded watermark signals can still be detected and extracted correctly.

1.3 Overview of Proposed Methods

1.3.1 Definitions of Terms

Before describing the proposed method, some definitions of the terms used in this
study are given first as follows.

1 Coverimage: A cover image means an image into which a watermark signal
is embedded.

2  Stego-image. A stego-image means an image that is produced by embedding
watermark signals into a:cover image.

3 Authentication signal: An+authentication."signal means a fragile signal
embedded into a cover image such that any alteration to the watermarked
image can be detected.

4 Authentication image: An authentication image means an image that is
obtained from verifying the embedded authentication signals.

5  Embedding process: An embedding process means a process to embed data
into an image.

6  Extraction process: An extraction process means a process to extract hidden
data from an image.

7 Authentication process. An authentication process is a process to verify

whether a stego-image is tampered with or not.



1.3.2 Brief Descriptions of Proposed Methods

In this study, we focus on dealing with grayscale and binary document images.
And for them, different watermarking algorithms will be proposed according to their

different characteristics.

A. Integrity Authentication Technique Surviving Print-And-Scan Attacks for

Grayscale Document Images

A method for authentication of grayscale document images by a semi-fragile
watermarking technique against print-and-scan attacks is proposed in this study, in
which a line seen as a semi-fragile watermark and used as an authentication signal is
embedded in a grayscale document image to create a stego-image. A rescanned image
always has pixel-value distortion and geometric transformations, like scaling, slight
rotation, and a little zero padding. Therefore;-a-watermark embedded in a rescanned
image must be provided with robustness.against pixel-value distortion and geometric
operation attacks. In the proposed method, the block size used for embedding
authentication signals is created by a region growing method. A line is produced by a
key and adopted as an authentication signal, and is embedded in each block by
modifying the gray value of the pixels. By choosing the least noticeable places in each
block, the authentication signals can be embedded with less distortion. The
authentication signals can be extracted from the stego-image by a line fitting
technique. We then judge an image in suspicion as being tampered with or not by
checking the difference between the embedded authentication signals and the
extracted ones. Figure 1.1 shows a flowchart of the proposed method for embedding

authentication signals in grayscale document images.
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Figure 1.1 Flowchart of proposed method for embedding authentication signals in

grayscale document images.

B. Copyright Protection for Grayscale Document Images Using Edge

Direction Histograms with Circular Interpretation

A method for copyright protection in grayscale document images using edge
direction histograms with circular interpretation is proposed. We use the relationship
between mother and child blocks to hide data. A mother block can be seen as a
reference block. By modifying the gray value of the pixels in a child block, watermark

signals can be embedded in it. More specifically, an edge direction histogram is



created to collect all edge directions in a block to get a discrete distribution. Circular
interpretation is then conducted to map an edge direction histogram into a circle. The
center of mass in the edge direction histogram is calculated both in the mother and in
the child blocks. By adjusting the location of the center of mass in an edge direction
histogram circle of the child blocks according to the embedded data, the child blocks
can carry the watermark signals. Figure 1.2 shows a flowchart of the proposed method

for embedding watermark signals in grayscale document images.
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Figure 1.2 Flowchart of proposed method for embedding watermark signals in

grayscale document images.

C. A Fragile Authentication Method for Color Images

A method for image authentication in color images is proposed in this study. The
block size used in the proposed method is chosen to be 3x3 as the mother block from

a 9x9 block. The remaining blocks in the 9x9 block are regarded as child blocks. In



the method, authentication signals and embedding locations are generated by two keys.
The concept of edge direction histogram with circular interpretation is also used in
this study. By modifying the location of the center of mass in the edge direction
histogram circle of the child blocks, authentication codes can be embedded in them.
We can then judge the stego-image in suspicion as being tampered with or not by
checking the difference between the authentication codes and the extracted ones from
the child blocks. Figure 1.3 shows a flowchart of the proposed method for embedding

authentication signals method in color images.
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Figure 1.3 Flowchart of proposed method for embedding authentication signals in

color images.

D. Watermarking Method for Copyright Protection of Binary Document

Images



In this topic, we focus on watermarking for binary document images. We choose
the least noticeable 2x2 block from a 4x4 block to embed watermark signals. A
reference table about how to embed data is created. With the help of the reference
table, we embed data into a binary document image with less distortion. During the
extraction process, the watermark signals can be extracted by table lookup from the
reference table. Figure 1.4 shows a flowchart of the proposed method for embedding

watermark signals in binary document images.
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Figure 1.4 Flowchart of proposed method for embedding watermark signals in

binary document images.

E. Hiding Digital Information And Authentication Signals behind Binary

Images with Reduced Distortion And Enhanced Security

In this topic, a method for binary document images is proposed, which is based on

Tseng and Tsai [1-2]. Because the method for embedding authentication signals in [1]



and the method for embedding watermark signals in [2] use the same block size of
3x3, it is hoped to combine these two methods for embedding watermark and
authentication signals together into a cover image, but this will cause some conflicts
to occur. We propose a method to solve the conflict problem, in which, the block size
for embedding authentication signals is modified to be 9x9, and the block size for
embedding watermark signals is unchanged. We then embed watermark signals into
the 3x3 blocks in a 9x9 block in which the authentication signals are embedded in

advance.

1.4 Contributions

In this study, several contributions have been made, as described in the following.

1 A novel method is proposed to embed authentication signals against
print-and-scan operations;in grayscale document images.

2 A method is proposed;to. embed;watermark signals in grayscale document
images.

3 Amethod is proposed to embed authentication signals in color images.

4 Amethod is proposed to embed data in binary document images.

5 A method is proposed to integrate watermark and authentication signals for

binary document images.

1.5 Thesis Organization

In the remainder of this study, the proposed method about authentication of
grayscale document images against print-and-scan operations is described in Chapter
2. In Chapter 3, the proposed method for embedding watermark signals into grayscale

document images is described. And in Chapter 4, the proposed method for embedding
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fragile authentication signals into color images is described. In Chapter 5, the
proposed method for copyright protection by watermarking for binary document
images is described. In Chapter 6, the proposed method to integrate watermark and
authentication signals for binary document images is described. Finally, in Chapter 7,
we will give some conclusions and briefly point out possible directions for future
research works. In short, in Chapters 2 and 3, we deal with watermarking in grayscale
document images, in Chapter 4, we deal with watermarking in color images, and

finally, in Chapters 5 and 6, we deal with watermarking in binary document images.
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Chapter 2

Integrity Authentication of Grayscale
Document Images Surviving
Print-And-Scan Attacks

In this chapter, a method for authentication of grayscale document images by a
semi-fragile watermarking technique against print-and-scan attacks is proposed, in
which a line seen as a semi-fragile watermark and used as an authentication signal is
embedded in a grayscale document image to create a stego-image. During the
authentication process, the authentication signals can be extracted by a line fitting
technique to acquire the embedded line in_each character of a stego-image in
suspicion. The integrity of document images can:be verified by comparing the
difference between the embedded authentication;signals and the extracted ones.

The remainder of this chapter is.organized as follows. In Section 2.1, an
introduction is given first. In Section 2.2, the idea of the proposed method for
authentication is briefly described. In Section 2.3, the process of embedding
authentication signals is introduced. Section 2.4 includes a description of the process
of extracting authentication signals. And in Section 2.5, some experimental results are
given to show the feasibility of the proposed method. Finally, in Section 2.6, some

discussions and a summary are made.

2.1 Introduction

2.1.1 Problem Definition

Because document images such as magazines and newspapers are widespread
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and they are easy to duplicate or tamper with, the issues of copyright protection and
authentication of document images must be taken into consideration more seriously.
For instance, if a publisher publishes their magazines per month, they might want to
design a scheme to protect their copyright and to authenticate the integrity of them.

The definition of print-and-scan operation is to print an image and rescan it to
become a digital version. Because of the rapid development of electronic products,
printers and scanners are commonly used for distributions and reproductions of
documents. It is popular to transform an image between the electronic digital format
and the printed form. Some distortions may occur during the transformation; therefore,
for copyright protection and integrity checking, it needs to design a scheme to solve
this problem. It means that print-and-scan operations are regarded as normal
behaviors to process an image, and'they cannot be considered as tampering operations,
but we still want to be sure whether-the image:resulting from rescanning is genuine in
every part, i.e., to be sure the integrity-of-thesimage. So a developed scheme must
have a certain degree of robustness against-print-and-scan operations.

Digital watermarking is a technique to embed a watermark into an image to
protect the owner’s copyright of the image. And the watermark signals must be robust
against print-and-scan operations. It is hoped that after applying these operations on
the stego-image, the embedded watermark signals still can be detected and extracted

exactly.

2.1.2 Properties of Document Images Attacked by

Print-And-Scan Operations

If an image suffers from print and scan operations, there are two categories of

distortions, namely geometric transformations and pixel value distortions. Geometric
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transformations include translation, rotation, cropping and scaling. And distortions of
pixel values are caused by (1) luminance, contrast, gamma correction, and
chrominance variations, and (2) blurring of neighboring pixels. These are typical
effects of printers and scanners, and while they are perceived by human eyes, they
affect the visual quality of a rescanned image [9]. Geometric transformations do not
cause significant effects on the visual quality but the pixel value distortions do. Figure
2.1 shows an original image and a rescanned version of it.

If we want to design a method for image authentication, embedding watermark
signals is a way to achieve this goal. And the embedded authentication signal must
have certain degrees of robustness against pixel-value distortions and geometric
operations. In order to embed authentication signals in a grayscale document image
against print-and-scan operations, invariant features of images with respect to
geometric transformations should be adopted.-Therefore, it’s better to use semi-fragile

watermarks to embed authentication signals:

2.1.3 Properties of Grayscale Document Images

Document images are those coming from scanning printed or typewritten
documents. A feature of document images is that there are many huge white blocks in
background, so if we modify the gray values of pixels in the background, it is easy to
be perceived. Another feature of document images is that it is usually text-dominated
and reveals clear contrast between the background and the foreground. Because of
pure color distribution, image processing on document images is easy to be noticed.

A grayscale image has only one channel, the gray channel. Each pixel value of
this channel is an integer between 0 and 255. In the proposed method, we focus on

grayscale document images, and so how to embed data in the single channel of a
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grayscale document image is the main issue in this chapter.
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Homeland Security
Emergency Freparedness

Office of Emergency Response

Dear Teamn Leaders, AD and Teamn Members,

During this lime of it from the Ih of Health and Human

Bervices to FEMA, we need the Tollowing information form each approved
team member in the NDMS database:
A nmew Direct Deposit Form is to be filled owt with an original signature

form the approved team member

The new Direct Deposit Form is now called the FEPF. I have attached a PDF
file with the 11994 foom. This can be printed and filled out. Please include
on the bottomn on line at our website ymder federal forms: go to forms library,

type in Direct Deposit in the search area.

Sincerely.

(b)

Homeland Securily
Emergency Preparediess

Office of Emergency Hesponse

Dear Team Leaders, AQ and Team Members,

During this lme of transition from the Department of Health and Human
Services to FEMA, we need the following information form each approved
temmn member in the NDAMS database:

A pew Direct Deposit Form is te be flled omt with an original signature

formn the approved team member
The wew Divect Deposit Form is now called the FEPP. | have sttached a PDF
file with the 1199A form. This can be printed and flled out. Pleage include

on the bottom on line af our website mider federal forms: go to forms library,

type In Divect Depost In the search area.

Sincerely.

(d)

Figure 2.1 A grayscale document image and a reproduced image. (a) A grayscale

Chinese document image. (b) A grayscale English document image. (c)

Reproduced image of (a) with quality of 100dpi. (d) Reproduced image of

(b).
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2.2 ldea of Proposed Authentication
Method

In the procedure of embedding authentication signals, a document image is first
divided into non-overlapping blocks. Different processing an image in the unit of a
constant block, we treat a character or a word as a basic block by a connected
component merging technique. Second, to each word block, we assign a number index
and then embed in it a line as a semi-fragile watermark by decreasing the gray values
of these pixels in it. Coefficients of a line equation are created by (1) a secrete key, (2)
an RHG value [10] which is used to assign a gray value G to a binary image block,
and (3) the block number index, in order to enhance the security of authentication.

As for the extraction of authentication signals, the pre-processing procedure of
acquiring blocks is the same as the.embedding.one. And then we extract the least gray
value of pixels in each block and apply-a-line-fitting technique to obtain an equation
of a line. In addition, we calculate"another-equation of a line by the key, the RHG
value and the number index for each block. By comparing the difference between
embedded line and calculated one in each block, we can verify the integrity of a

grayscale document image.

2.3 Authentication Signal
Generation and Embedding

In order to generate authentication signals for a grayscale document image, in
our method, it is needed to do some pre-processing for the sake of reducing distortion.
So there are two stages of tasks in our method, which are the pre-processing stage and

the authentication signal embedding stage.
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2.3.1 Pre-processing Stage

A.  Bi-level thresholding:

The first step in the pre-processing stage is to remove noise and distortion. We
apply a bi-level thresholding to increase the sensitivity of a region growing technique
applied later. We set a threshold value to divide 256 pixel values into 2 pixel values, 0
and 255, and the corresponding pixels may be called black and white ones,

respectively.
B.  Division of image into blocks by connected component merging:

If we process an image in_terms of blocks-of a fixed size, the blocks will be
changed after the image suffers from scaling or-shrinking. So, it is not suitable to
utilize blocks of a fixed size“to process-an-image against scaling. We utilize a
technique of connected component merging or-the so-called region growing in the
data embedding and extraction processes to determine the size of a block, so the
blocks defined in the data extraction and embedding processes have identical ranges.
Region growing is a procedure that groups pixels or subregions into large regions
based on predefined criteria. The basic concept is to start with a set of “seed” points
and from them grow regions by appending to each seed those neighboring pixels that
have properties similar to the seed [5]. Figure 2.2 shows an example of a character

segmented as a basic block by the region growing method.
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Figure 2.2 An example of using region growing technique to get basic blocks. (a)
Several Chinese characters. (b) Each character becomes a block (c)

Several English characters. (d) Each character becomes a block.

C. Merging blocks:

The objective of merging blocks is to merge overlapping or neighboring smaller
blocks into a larger one. If an image suffers from enlarging, gaps in characters will be
enlarged. This means that a block may be divided into several parts and the total
number of blocks after region growing will be different from the original one. So it is
needed to devise a technique to solve this problem caused by image enlarging. We use
a block merging technique to solve this problem. Two cases need be treated here.
Casel: Several blocks are overlapping:

If a block b, and another block b, are overlapping, then we merge the two
blocks to establish a new one.
Case2: Several blocks are neighboring:

If the distance between the center of a block 5, and the center of another
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block b, are smaller than a threshold 7;, then we merge the two blocks into a
new one. Figure 2.3 shows an example in this case. Figure 2.3 (2) is an image
and its blocks acquired after region growing and (b) an image suffers from
enlarging operations and its blocks acquired. As we can see, if an image
suffers from scaling, the total number of blocks we obtain will be different
from that of the original image.

In Figure 2.3(c), c1, ¢z, ¢3 and ¢4 are the center of blocks 1, 2, 3, 4,
respectively; d,, ds and d, are the distance between the center of the first block
c1and ¢y, ¢z and cq, respectively. If da, d3 or d4 are smaller then T;, then we
merge the two blocks. After merging blocks, the total number of blocks is
identical to the original one. Figure 2.3 (d) shows an example after merging

blocks. Figure 2.3(e) and (f) show another'example of merging blocks.

T J o

(a) (b)
Y
T
c4
c2 c3
(c) (d)
Heppy Birthidey, Happy] Birthday

(e) (f)

Figure 2.3 An example of block merging. (a) A Chinese document image and the
total number of blocks is 2. (b) An enlarged image of (a) and the total
number of blocks is 4. (c) Block distances of (b). (d) The result image
of (b) after block merging. () An English document image and the total
number of blocks is 12. (f) The result image of (e) after block merging.
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D.  Assignment of a number index to each block:

The reason of assigning each block a number index as a parameter to establish
an equation of a line for embedding is to increase the security of authentication. In our
method, after collecting all image blocks, we give a number index to each block. We

do this for all blocks from the top-left to the bottom-right of the image.
E. Increasing the gray values of total black pixels:

Because the equation of the embedded line in each block is to modify the gray
values of the black pixels which the embedded line has passed through to O, in order
to distinguish the embedded black pixels from original black pixels, we need to

increase the gray values of total black pixels to athreshold 7.

2.3.2 Creation and Embedding of Semi-Fragile
Authentication'Signals by Line Embedding

The objective of the pre-processing stage is to decrease created distortions. In
this section, we describe how to create and embed authentication signals into each
block. The technique we describe below is the core skill. The main idea is to embed a
value as a semi-fragile watermark into each block. And the value is the slope of a line.
For the purpose of increasing the robustness, we will choose the best position to
embed an authentication signal into each block. It seems a better choice to consider
embedding data in black pixels in each block. After choosing the best position to hide
an authentication signal in each block, we embed the slope of a line into each block by
modifying the gray values of the black pixels through which the embedded line passes.

The detail of semi-fragile watermark embedding is described below.
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A.  Acquiring the equation of the embedded line:

In order to enhance the security of authentication, we use a key, the RHG value
and the block number index as parameters to build up the equation of the embedded
line. An equation of a line is as follows:

y=mx+b (2.1)
where x denotes a value of an x-coordinate, and y means similarly, m is a slope of a
line, and 4 is a constant which means the shift of the y-axis.
In our method, the slope of the line m is the main coefficient to control the slope
of the embedded line. We create the value of m in terms of three elements: a key, the
RHG value, and the block number index. After m is determined, 4 is used to adjust the

shift of the embedded line to reduce.the awareness by human eyes.
(1) Akey:

A key held by the sender and the.receiver is used to enhance the security of
authentication as mentioned previously. It can be promised that even the algorithm is
known by a thief, without a correct key he/she can not produce the authentication

signals to cheat the algorithm during the authentication process.
(2) The RHG value:

The RHG value aims to assign a gray value G by the following reduced halftone

gray function:
G= @x level 2.2)

where [evel means to divide total pixels into level parts, T is the total number of pixels

and B is the number of black pixels. Equation (2.2) was proposed by Huang and Tsai
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[10]. Because the RHG is based on the use of blocks of a fixed size and can not be
applied to our method directly, we revise it to meet our goal of allowing the use of

arbitrary-sized blocks.

(3) The block number index

We assign each block a number index to represent it. The numbers are assigned
in a raster scan order. The block number index is also a key parameter to build up the
equation of a line. The reason is to avoid malicious attacks by altering the positions of
blocks.

After computing the three main elements, we compute the slope of the embedded
line by the following equation:

m = flkey, RHG value, block niimber index) (2.3)
Because the size of a block is not infinite and the capacity to embed the slope m into
each block is restricted, the slope m:"of the-embedded line can not be too large. As a
result, we need to limit the range of »2."In our method, the function £'is described as
follows:
m = (key+ RHG value + block number index )% range (2.4)
where range is used to control the range of m. By modifying the slope m of the

embedded line, we can embed an authentication signal into each block.

B.  Finding the best position to embed a line

After calculating the slope of the embedded line, it is needed to find the best
position to embed a line. A technique we use here is to adjust the constant value 5 of
the equation of the line described in (2.1) to seek the best position to embed a line

which arouses the least awareness. We shift the position of the embedded line by
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modifying the constant value b.

In our method, the black pixels with gray value T in each block are used to carry
an authentication signal by modifying their gray values to 0. And the selection of
black pixels for embedding an authentication signal is by checking whether the
embedded line passes through. Because it is hoped that the authentication signal have
a certain degree of robustness, we choose more places to embed it to increase the
robustness. So, we find the position with the largest number of lining-up black pixels
which the embedded line passes through to embed the authentication signal. The
position of the most number of lining-up black pixels to embed the line is selected by
modifying 5 and can be seen as the best position with the best robustness.

Figure 2.4 shows an example of selecting the best position to embed a line. In this
example we set m in Equation (2.1) to be m_=1.Figure 2.4(a) shows a block after
applying a region growing technique, and (b):is an example of shifting 4 to seek the
best position to embed the line: After adjusting: all possible values of 5, we can find
the best position to embed the line; as-shown in Figure 2.4(c). Figure 2.4(d) shows
that after selecting the value of b, we modify the gray values of the black pixels

through which the embedded line passes in the block.

b=1b=2 b=3
—P b=0 ——————Pb>0
b=-1 ". .'. .’. .'.
b=-2
b=-3
b<0 b<(
(@) (b)

Figure 2.4 An example of finding the best position to embed a line. (a) A character.
(b) and (c) Shifting » to seek the best position to embed the
authentication signal. (d) Modifying the gray values of the black pixels
in the character.
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b=l — B b>0 b=0 ——————Pb>0

b<0 ‘ b<0

(c) (d)
Figure 2.4 An example of finding the best position to embed a line. (a) A character.
(b) and (c) Shifting » to seek the best position to embed the
authentication signal. (d) Modifying the gray values of the black pixels

in the character (continued).

C. Embedding a line into each block

In order to increase the robustness, we select the best position to embed a
semi-fragile watermark in each block. ‘Because all the black pixels in a document
image raise the gray values to T during the pre-processing stage, we can distinguish
the authentication signal embedded in the black pixels in each block from the original
black pixels by modifying the gray values of the black pixels which are selected for
embedding the authentication signals. By decreasing to 0 the gray values of the black
pixels through which the line has passed, we can embed a line into each block. So,
during the authentication process, we only need to extract the least gray values of
pixels in each block to recover the equation of the embedded line. Figure 2.5 shows an

example of this step.
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(a) (b)
Figure 2.5 An example of embedding a line into a block. (a) A block. (b) The result

after embedding a line in (a).

2.3.3 Detailed Algorithm: s,

The inputs to the propose% mbe -

a grayscale document image /I and'a"key-K.=The output is a stego-image S. The
i

algorithm for the process can be brief pressed as follows. Figure 2.6 shows a

R

g authentication signals include

flowchart of the process.

Algorithm 1: Authentication signal embedding process.

Input: A given grayscale document image / and a key K used in the authentication
signal embedding process.

Output: A stego image S.

Steps:

1 Pre-Processing of a document image I:
1.1 Apply bi-level thresholding to 7 using a threshold 7.

1.2 Divide I into character blocks by a connected component merging
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technique.

1.3 For each block D;, merge overlapping or neighboring smaller blocks into a
larger one.

1.4 Assign each block D; a number index S; in a raster scan order from top left
to bottom right.

1.5 Increase the gray values of all the black pixels in 7 to be Ts.

2 For each block D;, build up the equation of a line to be embedded.

2.1 Assign the RHG value according to (2.2).

2.2 Use K, S; and the RHG value to calculate a slope m of a line according to
(2.3).

2.3 Find the best position to embed the line by shifting a constant of 5.

2.4 Embed the line into D;'by modifying the gray values of the black pixels
through which the line passes.

3 Take the final result as the'desired stego-tmage.S.

2.4 Image Authentication process

In the embedding process, the embedded authentication signal is the line created
by the key, the RHG value, and the number index. Therefore, we can judge an image
in suspicion as being tampered with or not by checking the difference of

authentication signals between the generated slope m and the extracted slope m .

2.4.1 Extraction of Authentication Signals Using A

Line Fitting Technique

The proposed method for image authentication is essentially similar to the embedding

one but in a reverse order. A suspicious image is first divided into non-overlapping
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blocks by a connect component merging technique, and then merging neighboring or
overlapping smaller blocks into a larger one similar to the pre-processing of the
embedding process. For each block, we collect the least gray values of the pixels and

apply a line fitting technique to extract the authentication signals.

Apply bi-level thresholding
using a threshold

'

Divide character blocks by a
connected component
merging technique

A grayscale document Each block ‘

image
Merge overlapping or 1
neighboring smaller blocks Pre'pI'OCCS Slng
into a larger one

I stage

Assign each block the
number index

i

Increase the gray values of
total black pixels

Each block

k[:;sai\% the mamber index t Authentication

calculate a slope of a line

! signal
Find the best position to Cmbeddlng
embed the line
stage

!

Embed the line into each
block

A Stego-image

Figure 2.6 Flowchart of proposed method for authentication signal embedding in

grayscale document images.
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A. Applying a line fitting technique to extract the embedded line.

During the embedding process, modifying to be O the gray values of the black
pixels which the line has passed through is the core technique to embed a semi-fragile
watermark into each block. So, during the image authentication procedure, all we
need to do is to collect the least gray values of the pixels in each block and extract the

embedded line by a line fitting technique which is described as follows:

n

nzxiyi _Z xizyi
’ i=1

m' = =1l (2.5)

- n n
nz xi2 - (z xi)z
i=1 i=1

where m' means the slope of a line, » is the total number of pixels and X: [x1, x»,

x3...%.]; Y: [v1, v2, y3...ya]. One thing needed to remind again is that 4 in (2.1) is only
used for decreasing the awareness'by human eyes and is irrelevant to the embedded

authentication signals, so there is no-heed to calculate:this constant.

We still have to collect three coefficients.to get m according to (2.4) which are the
key, RHG value, and the number index. By comparing the difference between m and
m’, We can judge an image in suspicion as being tempered with or not in each block.

Figure 2.7 is a flowchart of the proposed method for image authentication.

Algorithm 2: Image authentication process.

Input: A given stego-image S and the key K identical to that used in the embedding
process.

Output: An authentication image A.

Steps:

1 Pre-Processing of a document image S
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1.1 Divide S into character blocks by a connected component merging
technique.

1.2 For each block D;, merge overlapping or neighboring smaller blocks into a
larger one.

1.3 Assign each block D; a number index S;.

2 For each block D;, perform the following operations.

2.1 Collect the least gray values of pixels, and apply line fitting to the pixels to
get m’ according to (2.5)

2.2 Assign the RHG value according to (2.2)

2.3 Use K, S;, and RHG to calculate the slope m of the line according to (2.4).

2.4 if m#m’, then regard D; as being tampered with and mark the block at the
same location in 4 with-red color.

3 Take the final result as the desired authentication:image A.

A stego-image

Divide into character blocks by
a connected component
merging technique

Each block

e
a larger one Stage
index

Each block Each block
Collect the least gray value of
Use the key, RHG and the o ) -
number index to create m pwzgmi:&"z agelnf'ltlng

Authentication
stage

Unmatched

Compare m withm "

The bock is judged as “The block is judged as
being altered being not altered

Figure 2.7 Flowchart of proposed method for image authentication
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2.5 Experimental Results

Some experimental results of applying the proposed method are shown here.
Figure 2.8(a) and (b) are two grayscale Chinese and English document images,
respectively, both with size of 400x500. And the stego-images resulting from
embedding authentication signals are shown in Figure 2.8(c) and (d), respectively.
Figure 2.8(e) and (f) are two stego-images suffering from print-and-scan operations,
which were printed at 400dpi and scanned at 100dpi using an HP LaserJet 4200
printer and a MICROTEC Scanmaker 9800XL flatbed scanner. The corresponding
PSNR values are shown in Table 2.1. Two tampered images suffering from
print-and-scan operations are shown in Figure 2.9(a) and (b) with resolutions of
100dpi. And Figure 2.9(c) and (d):Show the rauthentication results. The red parts
indicate the detected tampered dreas. By :-experiments, even if an image is subject to
print-and-scan operations, we ‘can still-detect the integrity of a stego-image. The
experimental results show that+<the embedded authentication signals have the

semi-fragile property and can survive print-and-scan operations.
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Figure 2.8 Input grayscale document images and output stego-images with
authentication signals. (a) A grayscale Chinese document image. (b) A
grayscale English document image. (c) and (d) stego-images after
embedding authentication signals, respectively. (e) and (f)
stego-images suffer from print-and-scan operations.

30



Homeland Security

ik EA x MR kR " 5
?«. g} ? t‘_ g. HI : i l.nl(‘rﬂi‘llt")‘ !n\pamlnr»
N 2 o - - . OfMice of r.kllﬂ‘g?llﬂ‘)‘ H_P\l]lillv‘
g.%!}‘{-';:maﬂ. woe Mg %
AW & ° . %
H‘r:ﬁ:tu+; mx bty @
FRaakanse em¥H X
'Y E L AR 3. 3 W 8 R * 5 Diear Team Leaders, AQ and Team Members,
= R oM R w % A & ;1
A g THEDE EAE
| W % L ¥ F & » + i * During this time of transition from the Department of Health and Human Services
M oE & a4 r % W o= & i to FEMA, we need the following Information form each approved team member in
¥ & i ﬂ:'l : ; g ; % T the NDMS database:
;ﬁ : : B OE 4% 4+ H E H A new Direct Deposit Form s to be flled out with an original signature form the
W o & a ¥ Q approved team member,
W o. o= PP
> & o A # A &
£
L33 . ®
? 3 oW & i # & The new Direct Deposit Form is now called the FEFFP, 1 have attached a FDF file
¥ AW x with the 1199A form. This can be printed and filled out. Please include on the
i ; : . battom on line at our website under federal forms: go to forms lbrary, type in
£ W oA : Direct Deposit in the search area.
g%
b
»
Sincerely.
(c) (d)
£ ® N
* & £} # X # i 3
. : a : A :
& 2K E ymarar ® % m = Yo% Homeland Security
2 2o o o A E Am & @ - S Emergency Preparednes
Ay : : : + B+ % Mmix T i i ‘i Qffice of Eamergency Hespanse
g cgsthnes ozdh,i
-maeugXtur LR & g ML
A M ? ﬁ B B .i- & ER g‘ _: | Dear Team Lenders, AD and Team Members,
EmePETX wt m %
W oE K R/ I A ww A 4 By During this e oftransition from the Department of Health and Human
'* ‘” e L & F L B r' | ™o Services to FEMA, we need the following Information form esch sppraved
TR L . 3 B B : - \EJ; 4 tenmmember ln the NDMS database:
ST B K 4 A # i p f}‘gr A new Direct Deposit Form b ts be filled out with an original signature
w . =z z i i ; );' ; ﬁ‘ ?f_:ﬁ'ﬁ-"' i farm the spproved lesm member:
- # & Ji
A% R > R g o ] . ;
- = & LISl The oew Dirvet Deposit Form is new called the FEPP. 1 have atiached » PDF
b ; l: ; il * E.;' '_-""_Ju: Nie with the 1199A fonm. This can be printed snd filled oul. Please Include
i 8 % E3 on the battom on line st our webslte under federal farms; go o forms Hbrary,
® w o® : ':a:lf',;:.:_—-_rr: type In Direct Depostt n the search area.
£ WA Ll LAY
*
B H =
s B i i Sineerely.

(€) ()

Figure 2.8 Input grayscale document images and output stego-images with
authentication signals. (a) A grayscale Chinese document image. (b) A
grayscale English document image. (c¢) and (d) stego-images after
embedding authentication signals, respectively. (e) and (f) stego-images

suffer from print-and-scan operations (continued).
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Figure 2.9 Some tampered images and authentication results. (a) and (b)
tampered images of Figures 2.8(e) and (f), respectively. (c) and (d)

authentication results.
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Table 2.1 The PSNR values of the stego-images after embedding authentication

signals.

Chinese Document Images English Document Images

PSNR 22.8 22.3

2.6 Discussions and Summary

In this chapter, we have presented an authentication scheme to embed
authentication signals against print-and-scan operations in grayscale document images.
The main idea of our method is to embed a line as a semi-fragile watermark into each
block of a grayscale document image. And the equation of the embedded line is
created by a key, an RHG value, and’a block number index to increase the security of
authentication. Because the line-is embedded by madifying to 0 the gray values of the
black pixels which the line has passed through 'during the image authentication
process, we only need to collect the least gray values of the pixels in each block and
apply a line fitting technique to extract the embedded line. We can verify the integrity
of the image to be tampered with or not by comparing the difference between the
generated slope m and the extracted slope m’. If someone tampers with a stego-image,
the RHG value or the block number index will be changed. The extracted slope m’ of
the embedded line from the tampered image will then not be the same as the generated
slope m. Therefore, the tampered areas can be detected and located.

In our method, we use a linear equation of the first order to embed an
authentication signal; we also can use a polynomial equation in the same way to
increase the security.

It is common to print document files. And the print-and-scan operation should

not be considered as a tampering operation, though it is a huge attack so far as the
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resulting image quality is concerned. The experimental results prove our proposed
method to be useful and that the embedded authentication signals can survive

print-and-scan operations.
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Chapter 3

Copyright Protection for Grayscale
Document Images Using Edge
Direction Histograms with Circular
Interpretation

The proposed method for copyright protection of grayscale document images is
described in this chapter. The main idea is based on two techniques, namely, edge
direction histograms (EDH) and circular interpretation, and we will describe these
two terms later. These techniques are employed to embed watermark signals into
grayscale document images.

The reminder of this chapter Is organized as follows. In Section 3.1, an
introduction and the term definitions “are“first given. The idea of the proposed
watermarking method is presented in Section 3.2. The watermark embedding process
and the watermark extraction process are shown in Section 3.3 and Section 3.4,
respectively. In Section 3.5, several experimental results are illustrated. Finally, in

Section 3.5, some discussions and a summary are made.

3.1 Introduction

Digital watermarking is a technique for embedding a watermark into an image to
protect the owner’s copyright of the image. However, the stego-images are easy to be
modified, thus destroying the watermark signals. As a result, the stego-images need to
be robust to avoid malicious attacks. There are many existing robust methods to

embed watermark signals into an image, but the capacity offered by each of these
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methods is relative small. We all know that this involves a tradeoff problem. When the
robustness is increased, the capacity is decreased. In this study, we aim at making a

compromise between the capacity and the robustness for grayscale document images.

3.1.1 Motivation

Because digital text document files such as e-books and digital library files are
spread easily and gained popularity, and because they are easy to duplicate or tamper
with, how to protect these precious files is a main concern in recent years. A
watermark scheme is a way to achieve this goal to protect the copyright of these
documents. In our method, we deal with grayscale document images which come
from scanning printed or typewritten documents. And it is hoped that the embedded
watermark signals have a certain«degree of robustness for copyright protection and
can survived attacks like sharpening or blurring. In the meantime, it is desired that the

capacity to embed a watermark can not be-too-small.

3.1.2 Problem Definition

The properties of grayscale document images are described in Section 2.1.2. In
short, a document image is usually text-dominated and reveals clear contrast between
the background and the foreground. And a text document image has a hierarchical
structure: a page image can be successively decomposed into blocks, lines, words,
characters, strokes, and pixels [3].

In this chapter, we describe a method to embed a robust watermark with less
distortion into a document image for copyright protection. We use a technique based
on the use of the edge directional histogram with circular interpretation to embed the

watermark signals. The algorithm is based on the fact that texts have similar shapes in
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their edge direction histograms [3] which will be described later, and that texts

appears widely in document images.

3.1.3 Definition of Edge Direction Histograms

An edge direction histogram (EDH) collects all edge directions in a block and
shows a discrete distribution. Edge direction values may be computed by the Sobel
edge operator [4]. After applying the Sobel edge operator to a grayscale document
image, a watermark can be embedded in a block utilizing the resulting edge values, as
described in Kim and Oh [3]. In our method, first we apply the Sobel operator to get
an edge direction image and then quantize it into 16 levels. We then quantize the
directions into 16 codes. Figure 3.1 shows the encoding of edge directions. More
specifically, we acquire edge directions by the Soebel x-mask and y-mask to get the
edge values of the x and y directions, respectively,.and then apply the arc tangent
operator to obtain the degree values of'the-directions. Finally, we quantize the degree
values into 16 levels. Figure 3.2 is‘an example of edge direction value computation.
Figure 3.2(a) shows the gray values of pixels in a 3x3 block, (b) and (c) are the Sobel
masks G, and G, of the x-direction and the y-direction, respectively. Figure 3.2(d) and
(e) are the results of (a) after applying the Sobel x and y masks. Figure 3.2(f) is an
edge direction image which is created by the following formula:

G, = tan™(G,/G,). (3.1)
Because the range of arc tangent is from -90° ~ +90°, it is necessary to modify the
degree of arc-tangent to be from 0° to 360° as shown in Figure 3.2(f). Finally, Figure
3.2(g) shows the result of () after quantizing the edge direction values into 16 levels.
An EDH with direction levels in the range [0, 15] is a discrete function H(ry)=n,

where 7, is the kth edge direction level and #; is the number of edge directions after
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applying the Sobel masks. Like the definition of histogram, an EDH also needs to be
normalized by dividing each of its values by the total number of edge directions,
denoted by sum. As a result, a normalized EDH is given by p(r)=ni/sum, for k = 0,
1, ..., 15, where p(r4) are an estimate of the probability of edge direction level . The
sum of all the components of the normalized EDH is equal to 1. Different from the
general definition of histogram, because we can apply the Sobel operator to each
block to get an edge direction histogram, there are many edge direction histograms in

an image.
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(a) (b)

Figure 3.1 Encoding of edge direction. (a) Edge direction. (b) Edge direction

quantized into 16 levels.
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Figure 3.2 An example of edge direction value computation. (a) Several pixels. (b) The

x-direction Sobel mask G..(c) The y-direction Sobel mask G,. (d) and (e) The
result of (a) after applying G, and Gy mask, respectively. (f) Edge direction
using (3.1). (g) The result after quantizing the edge direction of (f) into 16
levels.
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3.1.4 Definition of Circular Interpretation

The meaning of circular interpretation is to map a histogram into a circle [6]. In
our method, an edge direction histogram with circular interpretation means to map an
EDH to a circle, which is called EDH circle. The position of an EDH value on the
circle is a weight proportional to the occurrence of the edge strength. The position of
the center of mass in the EDH circle is the result of the weight distribution, as shown
in Figure 3.3(b) where C; is the center of the mass of the circle. Figure 3.3 shows an

example of circular interpretation and the center of mass in the EDH circle.

Edge Direction Histogram
160

JEIVN o B i O Edge Strength
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Ul [=========c==c=====c==========

Sum

Sl f===========================
I e
Sl f T ==| f=====================
ZOHHH 777777777777777777
0 1 2 3 4 5 6 7 8 9 1011 1213 14 15

Edge Level

(a) (b)
Figure 3.3 The edge direction histogram mapped into a circle. (a) Edge direction
histogram. (b) A circle mapped by (a).

3.2 ldea of Watermark Embedding
Method

The proposed watermark embedding method is based on a pixel-level
watermarking algorithm for grayscale document images. It means that a watermark

can be embedded by modifying the gray values of pixels. Instead of adopting the way
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of processing an image in the unit of a constant-sized block, we use arbitrary-sized
blocks to carry the watermark. The size of a block may be a word created by
connected component merging described in Chapter 2. In this study, the text of a line
is regarded as a block unit for embedding a watermark signal, though it is not limited
to do so.

On the other hand, the concept of mother and child blocks is employed in this
study. A mother block can be seen as a reference block and we modify the gray values
of the pixels in the child block to embed signals. The center of mass in the EDH circle
is calculated both in the mother and in the child blocks. By adjusting the location of
the center of mass in the EDH circle in the child blocks according to the embedded

data, the child blocks can carry the watermark signals.

3.3 Watermark Embedding Process

3.3.1 Proposed Technique=Using Edge Direction
Histograms with Circular Interpretation to

Embed Watermarks

As mentioned previously, the size of a block does not need to be fixed in the
proposed method. An advantage of using a fixed-sized block is that a page layout
analysis program is not required. However, a drawback of using fixed-sized blocks is
being less robust. It means that the embedded watermark signals can not survive
attacks by line removing or cropping. In our method, we use a line to embed
watermark signals.

By our experiments, because the location of the mass of center in the EDH circle

of the document images of similar languages are similar and because modifying the
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mass of center in the EDH circle a little does not cause a significant effect on the
resulting visual quality, we can hide data by modifying the mass of center in the EDH
circle slightly. The concept behind the proposed method is to use the similar location
of the center of mass in the EDH circle between the mother and the child blocks with
the same language. In detail, both the centers of mass in the EDH circles in the mother
and in the child blocks are calculated. And then by adjusting the location of the center
of mass in the EDH circle in the child block according to the embedded data, the child
block can made to carry the watermark signals.

First, we partition the image into non-overlapping blocks, choose a mother block,
and assign the remaining as child blocks. The mother block could be seen as a
reference block and plays an important role in the watermark embedding process.
After selecting the mother and the:child blocks, we-apply the Sobel operators to obtain
the EDHs of two blocks and then map them into a-circle. The location of the center of
mass in the EDH circle is a result computed-from the weight distribution. Then, we
calculate the vector pointing from the geemetric center of the EDH circle to the center
of mass (COM) of the EDH circle both in mother and child blocks. In our method, we
call this vector a COM vector. The proposed method is to use the relationship between
two COM vectors to embed a watermark.

More specifically, because the mother block is a reference block, the location of
the COM vector will not be changed. On the contrary, we adjust the location of the
COM vector in the child block to embed a watermark signal. That is, we make a slight
rotation of the COM vector in a child block to embed a bit of information. In our
method, if the two COM vectors from the mother block to the child block are
clockwise, it is regarded to represent a “1;” otherwise, a “0.” Figure 3.4 shows an

example. Figure 3.4(a) and (b) show a mother block and a child block and their COM
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vectors in the EDH circles. In Figure 3.4(c) and (d), the COM vector V,, in the mother
block is fixed, and the COM vector V. in the child block is rotated to embed a
watermark bit, and in this way (c) is shown to embed a “0,” and (d) to embed a “1.”

If an image suffers from attacks, a COM vector will also be changed slightly. So,
In order to increase robustness, we establish a threshold 6, to promise the relationship
between the positions of COM vectors in the mother and child block. For instance, if
6 from the COM vector ¥, in the mother block to the COM vector V. in the child
block in Figure 3.4(c) or (d) is smaller than 67, then we adjust the location of the
COM vector in the child block to enlarge 6. The range of V. is shown in Figure 3.5.

The embedding rule relies on the fact that the COM vectors in the mother and
child blocks are close to each other before embedding watermark signals. And the
hypothesis is reasonable because the shape with one language is similar, as mentioned
previously. However, there is one particular case which need be noticed. If the center
of mass is equal to the center in.an EDH-¢irele; then we treat this case as 0 < 6y, and
modify the COM vector to embed a‘watermark signal.

Now, how to rotate the COM vector in the child block is our main concern. If the
direction from the COM vector of the mother block to that of the child block is
counterclockwise and it is needed to embed a “1,” which is represented by a
clockwise direction, or if the direction is clockwise but § < 67, then we have to
increase the weight of the EDH in the opposite direction to allow the COM vector in
the child block to rotate in the clockwise direction.

The location of the center of mass in the EDH circle can be adjusted by changing
the weight of the position of an EDH value on the circle. And the weight of the
position of an EDH value can be modified by changing the gray values of the pixels

with the same edge direction. Figure 3.6 is an example of changing the edge direction
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by modifying the gray values of pixels in a block. After we change the value of the
edges with the same directions to another value, the weight of the position of an EDH
value on the EDH circle will also be changed. In Figure 3.6(a), the edge direction is 3,
and if it is needed to change it to the opposite direction, for example, 2, 1, 0, 15, and
so on, we may modify the gray values of the pixels to achieve our goal, as shown in
(b). After doing the same procedure several times, the location of the center of mass of
the child block will be modified as desired.

On the other hand, let the angle of the direction from the COM vector V,, in the
mother block to the COM vector V. in the child block be denoted as 6. If < 6r, then
we need to enlarge @ in order to increase the robustness.

Why the proposed watermark embedding technique is robust comes from the fact
that most attacks do not break the relationship between the sharp region and the
smooth region, in which we embed the watermark signal. By our experiments and
observation, this embedding technique is-noet-suitable for color images and the reason
is that the sharp region is easy to ‘be perceived by the human vision, whereas this
technique is specially useful for dealing with text-dominating grayscale document
images, because the location of the mass of center in the EDH circle of the document
images of similar languages are similar and because modifying the mass of center in
the EDH circle a little does not cause a significant effect on the resulting visual
quality. The results also show that the resulting distortion in grayscale document

images is less.
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Figure 3.4

(©) (d)

An illustration of the proposed watermark embedding algorithm. (a) A

mother block and the COM vector V,,. (b) A child block and the COM
vector V.. (c) An example to embed a “0” with two COM vectors being
counterclockwise. (d) An example to embed a “1” with two COM

vectors being clockwise.
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The range of V,

Figure 3.5 The range of V.

70 70 70 70 70
70 0 - 70
0 0 0 70 70
Degree=63.43 Degree=18.43
Quantized Direction = 3 Quantized Direction = 1
(a) (b)

Figure 3.6 An illustration of changing the iedge direction by modifying the gray

values of pixels.

3.3.2 Detailed Algorithm

The input to the proposed watermark embedding process includes a grayscale
document image 7 and a watermark . The output is a stego-image S. The algorithm
for the process can be briefly expressed as follows. Figure 3.7 shows a flowchart of

the process.
Algorithm 1: Watermark embedding process.

Input: A given grayscale document image 7 and a watermark W.
Output: A stego-image S.
Steps:

1 Convert I into a binary form w,w,ws...wy.
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2 Divide 7 into a set of non-overlapping primitive blocks.

3 Select a mother block A and choose the remaining blocks C;, C; ... C, as
child blocks.

4 For the mother block M and each child block C;, construct the an edge
direction histogram in the following way:

4.1 Apply the Sobel masks and get an edge direction by (3.1).

4.2 Quantize the edge direction values into 16 levels.

4.3 Accumulate the number of pixels with the same edge direction levels.

4.4 Compute the normalized edge direction histogram as a final EDH.

5 Map the EDH of the mother block A and that of each child block C; into
circles to be EDH circles.

6 Calculate the COM veector V, in M and V. in each child block C;
respectively.

7 For each child block C;, embed-watermark:signals, one bit per child block,
using the following rule.

7.1 If the bit is 0, and @ from V,, to V. is clockwise or 8 < O, then modify
the location of the center of mass in the EDH circle in the child block to
make the two COM vectors from the mother block to the child block to
be counterclockwise and 6 > 6.

7.2 If the bit is 1, and 6 from V,, to V. is counterclockwise or 6 < 6y, then
modify the location of the center of mass in the EDH circle in the child
block to make the two COM vectors from the mother block to the child
block to be clockwise and 8 > 6.

8 Take the final result as the desired stego-image S.
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Figure 3.7 Flowchart of the proposed watermark embedding process
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3.4 Watermark Extraction Process

3.4.1 Extraction of Watermarks

The watermark extraction procedure is similar to the embedding procedure but in
a reverse order. In the extraction procedure, the mother block and the child blocks
acquired are the same as those obtained the embedding procedure. We apply the Sobel
masks to the mother and child blocks to get edge direction values, and acquire the
EDH circle which is the same as that obtained in the watermark embedding procedure.
The COM vectors are calculated both in the mother and child blocks. By evaluating
the direction from the COM vector in the EDH circle in the mother block to the COM
vector in the EDH circle in the child_block.and checking whether it is clockwise or
counterclockwise; we can extract the watermark embedded in the child block. Figure

3.8 shows a flowchart of the proposed extraction process.

3.4.2 Detailed Algorithm

Algorithm 2: Watermark extraction process.

Input: A given stego-image S.
Output: A watermark .
Steps:

1 Divide 7 into a set of non-overlapping primitive blocks as done by the
watermark embedding algorithm.
2 Select the mother block A and child blocks in the same way as done in the

embedding process.
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For the mother block M and each child block C;, construct the an edge

direction histogram in the following way:

3.1 Apply the Sobel masks to get an edge direction image by (3.1).

3.2 Quantize the edge direction values into 16 levels.

3.3 Accumulate the number of pixels with the same edge direction levels.

3.4 Compute the normalized edge direction histogram as a final EDH.

Map the EDH of the mother block M and that of each child block C; into

EDH circles.

Calculate the COM vector V,, in M-and V. in each child block C;

respectively.

For each child block Ci; extract watermark signal, one bit per child block,

using the following rule:

3.1 If the direction from VVm to Vc is counterclockwise, then the watermark

signal is “0”.

3.2 If the direction from Vm to Vc is clockwise, then the watermark signal

is ‘£1.’1

Take the final result as the desired watermark .
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Figure 3.8 A flowchart of the proposed extraction watermark process
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3.5 Experimental Results

In our method, the line-based block as a unit to embed a watermark signal is
illustrated. Some experimental results of applying the proposed method are shown
here. The threshold 67 is set to be 3°. Figure 3.9 and Figure 3.10 are two grayscale
Chinese and English document images, respectively, both with the size of 512x512.
And the watermark is a bit string of 101010.

Figure 3.9(a) and (b) show the grayscale Chinese document image before and after
applying the proposed watermarking embedding algorithm. In addition, Figure 3.9(c)
shows the degree value of the angle of the COM vector V,, in the mother block, and
the mother block in this example is the first line. Figure 3.9(d) and (e) show the
resulting degree values of the angle of the COM vector V. in the child block before
and after applying the watermark: embedding procedure. Figure 3.10 is another
example. The watermark was embedded-in-tines 2,3, 4, 5, 6, 7. As we can see, the
degree values of the angle of the COM vector 75, In the mother block and in the child
blocks have been changed to be clockwise or counterclockwise according to the
embedded signals after the watermark signal has been embedded in the child block.
Table 3.1 shows the PSNR values of the stego-images after embedding the
watermarks, which show that the quality of each of the stego-images is still good. And
the embedded watermark is imperceptible by human vision. Table 3.2 shows various
attacks and the signal detection results. The results show that the proposed embedding
watermark method is robust, and the embedded watermark signals can survive several

types of attacks.
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Figure 3.9 An example of line-based block watermarking in a Chinese document
image. (a) and (b) Images before and after watermarking. (c) The
degree value of the angle of the COM vector 7, in the mother block.

(d) and (e) The degree values of the angles before and after embedding

a watermark signal.
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Figure 3.10 An example of line-based block watermarking in an English document
image. (a) and (b) Images before and after watermarking. (c) The degree
value of the angle of the COM vector 7, in the mother block. (d) and (e)
The degree values of the angles before and after embedding a watermark

signal.
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Table 3.1 The PSNR values of recovered images after embedding watermarks.

Chinese Document Images English Document Images

PSNR 39.8 36.1

Table 3.2 Various attacks and signal detection result

English document Chinese document

No attack 1010 1010

5% Noise 1010 1010

10% Noise 1010 1010
20%Noise 1010 1111
Blurring 1010 1010
Sharpening 1010 1010
Blurring and sharpening 1010 1010

3.6 Discussions and Summary

In this chapter, we have proposed a method for embedding a watermark into a
grayscale document image using edge direction histograms with circular interpretation
and the relationship between the mother block and the child blocks. Because the
location of the mass of center in the EDH circle of the document images of similar
languages are similar and modifying the mass of center in the EDH circle a little does
not cause a significant effect on the resulting visual quality, we can hide data in a
grayscale document image by modifying the mass of center in the EDH circle slightly.
We map the EDH into a circle and compute the center of mass from the resulting
weight distribution in the EDH circle. By modifying the location of the COM vector
in the child blocks, the watermark could be embedded in the child block. If & from the

COM vector in the EDH circle in the mother block to the COM vector in the EDH
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circle in the child block is counterclockwise, it means to embed a “0” into the child
block; on the contrary, it means to embed a “1.” The experimental results show that
the distortion is less perceivable after embedding the watermark signal, and the
robustness of the proposed method for different kinds of attacks proves that the

watermark can survive after multiple attacks.
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Chapter 4
A Fragile Authentication Method for
Color Images

In this chapter, a method for authentication of color images by a fragile
watermarking technique is proposed. The relationship between a mother and child
blocks is used to embed an authentication signal. The authentication signals are
created by the key, and the selection of the mother block is carried out with another
key. The integrity of images can be verified by comparing the difference between the
key and the extraction result of the authentication signals.

The remainder of this chapter+is organized as follows. In Section 4.1, an
introduction is given first. In Section 4.2, the idea of the proposed method is described.
In Section 4.3, the process of authentication signal embedding is described. In Section
4.4, the process of authentication signal extraction.is presented. Finally, in Section 4.5,

some discussions and summary are made.

4.1 Introduction

Because image transmission is a major activity in today’s communication and
images are easy to duplicate or tamper with, it is possible for these images to be used
illegally. As a result, it is necessary to design an effective algorithm for color image
authentication. We propose a method here for image authentication to verify the

image to be tampered with or not.
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4.2 Proposed Idea of Embedding
Authentication Signals

In this section, the proposed idea for image authentication in color images is
described. The relationship between the mother and child blocks is used to hide data.
The block size of the mother block used in the proposed method is chosen to be 3x3.
The mother block is chosen from a 9x9 block. The remaining blocks in the 9x9 block
are regarded as child blocks. In this proposed method, authentication signals and
embedding locations are generated by two keys. The first key is to choose the location
of the mother block and assign the remaining blocks as the child blocks in each 9x9
block. And the second key is used to create authentication signals which contain 8 bits.
Authentication signals will be embedded_in the child blocks and called authentication
codes. The concept of edge direction described in-Chapter 3 is also utilized to embed
authentication signals. By modifying the-degree of the edge direction of the child

blocks, authentication codes can be embedded in-them.

4.3 Authentication Signal
Embedding Process

4.3.1 Embedding of Authentication Signals

An input image is first divided into non-overlapping 9x9 blocks. Then, each 9x9
block is divided further into nine non-overlapping 3x3 blocks. Figure 4.1 shows an

example of a 9x9 block and its nine 3x3 blocks.
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(a) (b)
Figure 4.1 An example of 9x9 image blocks. (a) A 9%9 block. (b) Each 3%3 block in

the 9x9 block.

A Selection of the location of the mother block and creation of the
authentication signals using two keys.

In the proposed method, the two-Keys are used to enhance the security. The
function of the first key K; is-used to select the location of the mother block and
assign the remaining blocks as child"blocks:“TFhere are only nine 3x3 blocks in a 9x9
block. And only one block can become‘the mother block and the others are the child
blocks. Figure 4.2 shows an example of selecting the mother and child blocks. Figure
4.2(a) is the indices of the locations of a 3x3 block and (b) shows the selection of the
block with index 2 to be the mother block, and the others are the child blocks.

The function of the second key K> is used to create 8 bits of the authentication
codes to be embedded in the child blocks. For instance, in Figure 4.2(b), if K, creates
8 bits which are {1, 0, 1, 0, 1, 0, 1, 0}, then we embed these authentication codes into
the child blocks with indices of {1, 3, 4, 5, 6, 7, 8, 9}, respectively. So, in our method,

each child block can embed one authentication code.
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Figure 4.2 An example of selecting the mother and child blocks. (a) Indices of a

3x3 block. (b) The selection of the mother and child blocks.

B Authentication signal embedding process by edge direction.

The authentication signal embedding technique uses the edge direction. The
definition of edge direction is described in-Chapter 3:in detail. In short, we apply the
Sobel operator to get an edge direction.and-then quantize it into 16 levels. The method
to embed authentication signals is to adjust the edge direction according the input data.
The proposed method uses the relationship of the edge direction between the mother
and the child block to embed an authentication code. We call the edge direction in the
mother block to be E,, and the edge direction in the child block to be E.. If the
direction from E,, to E. is clockwise, it represents a “1;” otherwise, a “0.”

How to modify the edge direction in the child block is our main concern. If the
direction from E,, to E. is counterclockwise and it is needed to embed a “1,” which is
represented by a clockwise sign, we need to modify the gray values of the child block
to make the edge direction rotate in the opposite direction. The opposite direction is
the way to allow the edge direction to rotate in the clockwise direction. Figure 4.3

shows an illustration of changing the edge direction by modifying the gray values of
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pixels.

During the authentication process we only need to compare the difference
between the authentication codes created by K, and the extracted ones from the child
blocks, and so verify the integrity of the stego-image. Figure 4.4 shows a flowchart of
the proposed authentication embedding method.

According to our experiments, authentication signals can be embedded into the R
channels without creating perceivable effects to human vision. And the gray values of

the pixels in the blue and green channels are unchanged.

70 70 70 70 70 70
0 70 0 - 70
0 0 0 0 70 70
Degree=63.43 Degree=18.43
Quantized Direction = 3 Quantized Direction = 1
(a) (b)

Figure 4.3 An illustration of changing the edge direction by modifying the gray

values of pixels.

4.3.2 Detailed Algorithm

The input to the proposed authentication embedding process includes a color
image / and two keys K; and K. The output is a stego-image S. The algorithm for the
process can be briefly expressed as follows. Figure 4.3 shows a flowchart of the

algorithm.
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Algorithm 1: authentication signal embedding.

Input: A given color image 7 and two keys K; and K.

Output: A stego-image S.

Steps:
1

2

7

Divide 7 into non-overlapping 9x9 blocks.
For each 9x9 image block, divide it further into nine non-overlapping 3x3
blocks.
Select the mother block A and child blocks C; by Kj.
For M and each child block C;, construct an edge direction in the following
way.
4.1 Apply the Sobel masks and get,an edge direction
4.2 Quantize the edge direction'values.into 16 levels.
Set the edge direction in the mother block to-be E,,, and the edge direction in
the child block to be E...
For M and each child block C;, embed authentication codes which are created
by K> into each child block by the following rule:
6.1 If the authentication code is “1”, then set the direction from E,, to E. to
be clockwise.
6.2 If the authentication code is “0”, then the direction from £, to E. to be
counterclockwise.

Take the final result as the desired stego image S.
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4.4 Authentication Signal Extraction
Process

4.4.1 Extraction of Authentication Signals

The authentication signal extraction process is quite similar to the embedding
procedure but in a reverse order. The two keys K3 and K are needed for the extraction
process. During the authentication method, the stego image is partitioned into
non-overlapping 9x9 blocks and each 9x9 block is partitioned further into nine
non-overlapping 3x3 blocks. The key K is used to select the mother block and assign
the remaining as the child blocks. Similar to the authentication signal embedding
method, we apply the Sobel operator:to get an edge direction and then quantize it into
16 levels the same as the authentication signal'embedding process.

By evaluating the direction from £}, to E. to be clockwise or counterclockwise; we
can know the authentication codes embedded in the child block. By comparing the
difference between the authentication codes generated by K, and the extracted ones
from the child blocks, we can verify the integrity of the stego image. Figure 4.5 shows

a flowchart of the proposed authentication process.

4.4.2 Detailed Algorithm

Algorithm 2: Image authentication process.

Input: A given stego image S and the two keys K; and K, the same as the
authentication embedding process.
Output: An authentication image A.

Steps:
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Divide S into non-overlapping 9x9 blocks.

For each 9x9 image block, divide it further into nine non-overlapping 3x3

blocks.

Select the mother block A and child blocks C; by Kj.

For M and each child block C;, construct an edge direction in the following

way.

4.1 Apply the Sobel masks and get an edge direction

4.1 Quantize the edge direction values into 16 levels.

Set the edge direction in the mother block to be E,, and the edge direction in

the child block to be E..

For each child block G, extract‘the embedded authentication codes, one hit

per child block, using the rule:

6.1 If the direction from E, to E. is counterclockwise, then the
authentication code is “0”.

6.2 If the direction from E,, to E. is clockwise, then the authentication code
is “1”.

Compare the difference between the authentication codes extracted by the

child blocks and created by K. If there are not the same, then regard the 9%9

image block as being tampered with and mark it red.

Take the final result as the desired authentication image 4.

64



a

Ml

5?
EEE

Figure 4.4 A flowchart of the proposed authentication signal embedding method.
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Figure 4.5 A flowchart of the proposed authentication process.

4.5 Experimental Results

In this section, some experimental results of applying the proposed method are
shown. In the following example, the first Key Kj is used to assign the number index

of 1 to a block as the mother block and the remaining as the child blocks. The second
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key K, is used to create authentication codes which are {0, 1, 0, 1, 0, 1, 0, 1}. The
cover image size is 512x512. Figure 4.6(a) is the color image of “Painting” and (b)
shows the resulting stego-image after embedding the authentication codes. Figure
4.6(c) shows a tampered image with (b) and (d) showing the authentication result.
And Figure 4.7 and Figure 4.8 are two others example with “Lena” and “Jet”,

respectively. The corresponding PSNR values are shown in Table 4.1.

(b)

(d)

Figure 4.6 An example of results of applying proposed authentication method. (a)
An image of “Painting”. (b) The stego image after embedding
authentication codes. (c) Tampered image “Painting”. (d) Authentication
result.
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(c) (d)

Figure 4.7 An example of results of applying proposed authentication method. (a)
An image of “Lena”. (b) The stego-image after embedding
authentication codes. (c) A tampered image of “Lena”. (d)

Authentication result.
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Figure 4.8 An example of results of applying proposed authentication method. (a)
An image of “Jet”. (b) The stego-image after embedding authentication
codes. (c) A tampered image of “Jet”. (d) Authentication result.

Table 4.1 The PSNR values of the stego-images after embedding the authentication
signals.

Painting Lena Jet

PSNR 34 37 35

4.6 Discussions and Summary

In this chapter, we have presented an authentication scheme to embed

authentication signals into color images. We use K; to select the location for
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embedding authentication signals and use K, to generate authentication codes. The
proposed method uses the relationship between the mother and the child blocks to
embed authentication signals. If someone tampers with the stego-image, the
authentication codes extracted from the child block will be modified and can not be
the same as the result of using the key K,. As a result, we can judge a stego-image to
be tampered with and the modified areas can be detected and located.

However, because we process the cover image on the R channel which means if
the tampering operations are only applied to the B or G channels, the modified areas
cannot be detected by the proposed method. It may be tried to solve this problem in

the future.
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Chapter 5

A Watermarking Method for
Copyright  Protection of Binary
Images

In this chapter, the proposed method for copyright protection of binary images is
presented. The idea is based on rearranging all the pixels of the block by a reference
table to embed binary information. Watermark retrieval can be achieved by verifying
the location of the pixels of the block to extract the watermark signals.

The remainder of this chapter is organized as follows. In Section 5.1, an
introduction is given first to digital watermarking and the research problem. In
Section 5.2, the proposed watermarking method for copyright protection is described.
In Section 5.3, the detailed algorithm-of-watermark embedding is presented. In
Section 5.4, the detailed algorithm*of watermark extraction is presented. In Section
5.5, some experimental results are given to show the feasibility of the proposed

approach. Finally, in Section 5.6, some discussions and a summary are made.

5.1 Introduction

Digital Watermarking is a technique for embedding a watermark into an image to
protect the owner’s copyright of the image. One simple approach is to use LSB
replacement, but it is not useful for binary images, since there are only two pixel
values, black and white, in binary images. Therefore, the LSB does not exist in binary
images. Because of the limited data embedding capacity, it is difficult to hide data into

a binary image. In our survey, there have been few studies on data hiding in binary
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images. The purpose of this chapter is to demonstrate how to embed watermark

signals into a binary image without noticeable changes in the resulting image.

5.1.1 Properties of Binary Images

In a binary image, there are only two pixel values, 0 and 255, and the
corresponding pixels may be called black and white ones, respectively. If data are
embedded into a binary image, the values of the image pixels will be altered; this will
usually yield noticeable artifacts in the resulting image. If we rearrange the pixels in

the block in a more natural way, it is less likely for the embedded data to be noticed.

5.1.2 Problem Definition

In order to embed more data.in a binary image, more pixels need to be changed.
The quality of the image will then-become worse. This is a trade-off problem. The
proposed method for watermark embedding: in -binary images, therefore, is a
compromise between the goal of embedding-more data in a binary image and that of
controlling the quality of the resulting image. Our method has the advantage of

embedding 2 bits of data in a 4x4 block by rearranging the pixels via a reference table.

5.2 AWatermark Embedding
Method

In this section, the proposed method for watermark embedding in a binary image
is introduced. The main idea of the proposed method is to choose a suitable 2x2 block
from each 4x4 block to embed watermark signals. In our method, we use the
technique of inverse halftoning. The halftoning technique is used to convert grayscale

images into binary ones. In this study, we modify the inverse halftoning technique
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for generating watermark signals. Each 2x2 block of a given binary image is assigned

a gray value.

5.3 Watermark Embedding Process

The watermark used for copyright protection is assumed to be a logo or a binary
image, so the capacity for watermark embedding in a binary image is an important
factor. If we want to embed a logo or an image into a binary image, we have to
transform the logo or image into a watermark bit stream. In this section, the process of

embedding a watermark bit stream into a binary image is described.

5.3.1 Embedding of Watermarks

To generate watermark signals for a binary image, the image is first divided into
non-overlapping 4x4 blocks. Then, each 4x4 block is divided further into four
non-overlapping 2x2 blocks. Figure 5.1 shews-an example of a 4x4 block and its four

2x2 blocks.

(a) (b)
Figure 5.1 An example of 4x4 image blocks. (a) A 4x4 block. (b) Each 2x2 block

in the 4x4 block.

A. Assigning Gray Values to 2x2 Blocks

73



In the modified inverse halftoning technique, we modify the RHG values of an
image to assign a gray value to a 2x2 block, which was first proposed by Tsai and
Huang [10]. The RHG value is the abbreviation of reduced halftone gray and an RHG
function is used to convert grayscale images into binary ones. In Tsai and Huang’s
method, the use of the RHG function aims to process a binary image of the size of
9%9 block. However, in the proposed method, the size of a block to process a binary
image is taken to be 4x4. It is, therefore, necessary to modify the RHG in a way as
described here. That is, each 2x2 binary image block B is assigned a gray value G by

the following RHG formula:

G=[(4-N)x255/4] (5.1)
where N is the number of black pixelsin'B. The RHG value maps the range of gray
values [0 255] into 4 discrete gray levels.=That is, for an input N, B is assigned a gray
value G which is one of the five values-0, 64,.128, 192, 256. For example, if N is 0,
the RHG value is 256. If N = 1, thenithe RHG value is 192. If N is 4, the RHG value is
0. We use these RHG values to represent the gray values of each block, and then

choose the candidates from the four blocks to embed watermark signals.

B. Choice of Rearrangeable Block

In order to control the quality of a binary image, we should carefully select a
proper 2x2 block from a 4x4 block to embed watermark signals. Each block selected
for this purpose is called a rearrangeable block in this study. For each 2x2 block, if
their RHG value is 0 or 256 which means black or white entirely, we remove these
blocks from the candidate block list. The reason is obvious, because if we make any

change in an entirely black or white block, it will be easily noticed.
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The way to select a proper block for embedding watermark signals is described
next. One good choice of the block is that with its RHG value G, being the smallest
but not 0, and another choice is that with its RHG value G; being the largest but not
255. A large RHG value means that there are fewer black pixels in the block, and a
smaller RHG value means fewer white pixels. If we choose these blocks as a
candidate to hide data, less distortion will be produced according to a human vision
model. Take the smallest RHG value but not 0 as an example. It means that there are
fewer white pixels in the block, so it will cause less distortion to rearrange the
positions of these white pixels than to rearrange those of the black ones. Let w, be the
number of white pixels in the block D, whose RHG value is G, and b, be the number
of black pixels in the block D; whose RHG value is G;. If wy is not larger than b,, then
according to the previous discussion, Ds is taken- as the rearrangeable block in the

proposed method; otherwise, Dy:is taken as the:rearrangeable block.

C. Rearrangement of Pixels by Reference Table

In this step, we have to set up a reference table 7. The reference table is assumed
to be held by the sender and the receiver, and the content of 7 contains the positions of
the black pixels and the watermark bit stream. The value N, in 7 means the number of
black pixels obtained from the 2x2 rearrangeable block 5. By table lookup, we will
rearrange the positions of black pixels in 5. Table 5.1 shows an example of the
reference table.

In each 4x4 block B;, we embed most three bits into the rearrangeable block 5.

The way we use to hide data is to apply combinatorial operator. The watermark bit

stream w=C(4,N,) withC(4,N,) is a combinatorial number, which means the
number of ways to pick N, unordered outcomes from 4 possibilities. In this study, N,
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means the number of black pixels in . For example, if N, is equal to 2, we have four
positions, {p1, p2, p3, pa}, from which two positions are picked to embed watermark
signals, and g = C(4,2) =6, which means we have 6 codes w={r1, r, 3, ra, rs, re} for
use as watermarks, where r;={p1, p2}, r2={p1, ps}, r3={p1, pa}, ra={p2, ps}, rs=={p2, ps},
and rs={ps, pa}. In this case, because four possibilities of combination can be used for
representing two bits and we have C(4,2)=6 possibilities of combination to
represent two bits, the other two remaining possibilities can be used to represent one
more data.

After choosing the rearrangeable block b;, we rearrange the positions of the black
pixels according to the number of black pixels by the reference table to embed the

watermark bit w; of bit stream s.

Table 5.1-An-example.of reference table.

Case Number(s) of black Positions of black Watermark bit stream
pixels (V) pixels w=C(4,N,)
A 0 -
uh "
B :
B 1
= .
u :
- :
C 2
I ;
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10

11

000

111

00

01

10

11

HUElP R "

a. Case Aand Case E:

Case A and Case E mean that the block is entirely black or white. If we change the

pixels in these blocks, it is easily noticed. As a result, no data can be embedded.

b. Case B and Case D:

Case B means that there is only one black pixel in the rearrangeable block, and
Case D means that there is only one white pixel in the rearrangeable block. When this

is the case, because the probability of combination is equal to 4 (that is,C(4,1) =4
orC(4,3)=4), only two bits can be embedded. Figure 5.2 shows an example of Case

B and its bit representation after embedding two bits.
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@) (b) (c)

(d) (e) (f)

Figure 5.2 An example of Case B. (a) A 4x4 block. (b) The rearrangeable 2x2
block (in the red block) of the 4x4 block. (c) The 4x4 block after
embedding “00” the bit stream of watermark. (d) The 4x4 block after
embedding “01” the bit stream of watermark. (e) The 4x4 block after
embedding “10” the"bit stream of watermark. (f) The 4x4 block after

embedding “11” the‘bit stream of watermark.

c. CaseC:

In Case C, there are two black pixels and two white pixels, and the probability of
combination is equal to 6 (that is, C(4,2) =6). To embed two bits, only 4 possibilities
of combination are needed. In addition to embedding two bits, it has more free space
to hide one more bit. We use the remaining 2 free spaces to embed one more bit by the
reference table. When this is the case, the rearrangeable block can at most hide three
bits. Figure 5.3 shows an example of Case C to illustrate how to embed at most three

bits.
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(b)
(d) (€) (f)

(9) (h)
Figure 5.3 An example of Case C. (a) A 4x4 block. (b) The rearrangeable 2x2 block

(in the red block) of the:4x4 block:.(c) The 4x4 block after embedding
“00” the bit stream>of watermark. (d) The 4x4 block after embedding
“01” the bit stream of watermark. (e) The 4x4 block after embedding
“10” the bit stream of watermark. (f) The 4x4 block after embedding
“11” the bit stream of watermark. (g) The 4x4 block after embedding
“000” the bit stream of watermark. (h) The 4x4 block after embedding

“111” the bit stream of watermark.

5.3.2 Detailed Algorithm

The input to the proposed watermark embedding process includes a binary image
1, a watermark W, and a reference table 7. The output is a stego-image S. The
processis described as follows. Figure 5.4 illustrates a flowchart of the proposed

watermark embedding process.

Algorithm 1: Watermark embedding.
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Input: A given binary image 7 and a watermark 7.
Output: A stego-image S.

Steps:

1  Create the reference table T

2  Convert W into a binary form w,wows...wy.

3  Divide 7 into non-overlapping 4x4 blocks, and divide each 4x4 block B;
further into four non-overlapping 2x2 blocks.

4 For each 2x2 image block D;, count the number N of the black pixels in it
and assign it an RHG value G by the reduced halftone gray function
described in 5.1.

5  For each 2x2 image block D;, perform the following operations.

5.1.  Find the rearrangeable block D;of*all the four blocks in B;, following
the step of choosing the rearrangeable block -.

5.2.  Calculate the black pixels in D; and arrange pixels to embed the
watermark binary stream w;.

5.3.  Rearrange all the pixels of D, to embed watermark signals according to
the reference table T.

6  Take the final result as the desired stego-image S.
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Divide into non-
overlapping 4x4 blocks

S Divide each 4x4 block
A binary image further into 4 non-
overlapping 2x2 blocks.

Count numbers of black
pixels

Y

Assign RHG values

Y

Select the rearrangeable
block from the 4 non-

@ overlapping 2x2 blocks T
Y

Select the rearrangeable
L block from the 4 non- Reference Table

Convert the watermark overlapping 2x2 blocks
into binary format ‘

\—,, Refer Table =

Binary string
format %

Rearrange the pixels of
the rearrangeable block by
the reference table

A Stego-image

Figure 5.4 Flowchart of proposed method for watermark embedding process.

5.4 Watermark Extraction Process

In the proposed watermark extraction process, a watermark can be extracted to
verify the copyright. The concept of the extraction method and the detailed extraction

algorithm will be described in this section.
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5.4.1 Extraction of Watermarks

In the proposed watermark extraction method, the receiver also needs the
reference table 7, as described in the watermark embedding method to extract the bit
stream of the watermark. The extraction process is similar to the proposed embedding
process but in a reverse order. A stego-image is first divided into non-overlapping 4x4
blocks. Each 4x4 block B; is further divided into four 2x2 blocks denoted as b; with i
=1, 2, 3, 4. In each 2x2 block, we assign the RHG value according to Equation (5.1)
and choose the rearrangeable block b. After selecting the rearrangeable block b, we
count the number of black pixels and verify the arrangement of black pixels to extract
the value of the bit stream by 7. That means, by table lookup, the embedded data bits
in b; can be determined. After extracting the ‘embedded watermark bit streams, we
convert them to obtain watermark’ signals. “Figure. 5.5 shows a flowchart of the

proposed extraction process.

5.4.2 Detailed Algorithm

Algorithm 2: Watermark extraction.

Input: A given stego-image S.
Output: A watermark .
Steps:
1. Divide S into non-overlapping 4x4 blocks, and divide each 4x4 block B;
further into four non-overlapping 2x2 blocks.
2. For each 2x2 image block b;, count the number N of the black pixels in it
and assign it an RHG value G by the reduced halftone gray function

described by Equation (5.1).
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3. For each 2x2 image block b;, perform the following operations.
3.1.  Find the rearrangeable block 5 of all the four blocks in B; following
the step of choosing a rearrangeable block.
3.2.  Check the positions of pixels in the rearrangeable block and by table
lookup, extract the sub-stream S; from b.

4. Reconstruct the watermark data from several sub-streams.

Divide into non-
overlapping 4x4 blocks

v

Divide each 4x4 block
A Stego-image further into 4 non-
overlapping 2x2 blocks.

1

Count numbers of black
pixels

v

Assign RHG values

Y

Select the rearrangeable
block from the 4 non-
overlapping 2x2 blocks

v

Select the rearrangeable
block from the 4 non-
overlapping 2x2 blocks

+ Reference Table

Check the pixels
arrangement at the
rearrangeable block by
the reference table to get
the embeddedwatermark
substrem

'

Extracted
Reconstruct Watermark

Figure 5.5 Flowchart of proposed extraction process.

5.5 Experimental Results

Several experimental results of applying the proposed method are shown here.
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Figure 5.6(a) and (b) illustrate two binary images of the size 256x256. The results
after embedding watermark signals are shown in Figure 5.6(c) and (d), respectively.
Figure 5.6(e) and (f) show the differences in black pixels after embedding the

watermark bit stream.

(c) (d)
Figure 5.6  Input binary images, output stego-images with watermark signals, the
differences, and the watermark image. (a) A binary image of “Lena”.
(b) A binary image of “Monkey”. (c) and (d) The stego-images after
embedding watermark signals. (e) and (f) The difference between the
original binary image and the stego-image.
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Figure 5.6 Input binary images, output stego-images with watermark signals, the

differences, and the watermark image. (a) A binary image of “Lena”. (b)
A binary image of “Monkey’. (c) and (d) The stego-images after
embedding watermark signals. (e).and: (f) The difference between the

original binary image and the stego-image (continued).

Figure 5.7 shows some other examples-of.the results of our experiments. Figure 5.7(a)
and (b) are the binary document images both of the size 512x512, and Figure 5.7(c)
and (d) show the stego-image after embedding the watermark signals. Figure 5.7(e)
and (f) illustrate the difference between the original image and the stego-image. Table
5.2 shows the statistics about the embedded bits and the different pixels for the
stego-images after embedding the watermark signals. From these experiments, we can
observe that even though the stego-image is embedded with a watermark, we can still
see the words clearly. The amount of embedded bits per block ranges from 2.3 to 2.5

bits.
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Figure 5.7 Input binary document images, output stego-images with watermark
signals, and the differences. (a) A Chinese binary document image. (b) An
English binary document image. (c) and (d) The stego-images after
embedding the watermark signals. (e) and (f) The difference between the

original binary image and the stego-image, respectively.
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Figure 5.7 Input binary document images, output stego-images with watermark

signals, and the differences. (a) A Chinese binary document image. (b) An
English binary document,image. (¢) and (d) The stego-images after
embedding the watermark signals. (e) and (f) The difference between the

original binary image and the stego-image, respectively (continued).

Table 5.2 The statistics about the'.embedded-bits and the difference pixels for the
stego-images after embedding watermark signals.

Lena Monkey Chinese English
Used blocks 3154 10299 6417 3359
Embedded bits 7287 23753 15753 8377
Different pixels 4976 16934 10624 5620

5.6 Discussions and Summary

In this chapter, we have presented a novel watermark embedding method for
copyright protection in binary images. We use the RHG value to select the proper
position to hide data which is called the rearrangeable block. We change the positions

of black pixels in the rearrangeable blocks to obtain and embed watermark signals.
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With the help of the reference table, we can embed 3 bits in a 4x4 block. So during the
extraction process, we can extract the embedded watermark signal by table lookup.
Experimental results demonstrate that the words in the stego-image after embedding
watermark signals can still be seen clearly. As a result, our algorithm can be applied to
not only binary images but also binary document images.

However, the proposed watermark embedding method does not belong to robust
watermarking. This means that the embedded watermark signals are easily tampered

with. In future works, efforts can be made on solving this problem.
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Chapter 6

Hiding Digital Information and
Authentication Signals  behind
Binary Images with  Reduced
Distortion and Enhanced Security

In this chapter, we propose a method to combine both watermark and
authentication signals for binary document images. The method is based on Tzeng and
Tsai [1-2]. By integrating the proposed method of [1] and [2], a watermark and an
authentication signal can co-exist in a binary-document image. The integrity of binary
document images can be verified by extracting the authentication signals and the
watermark signals can be detected for copyright protection at the same time.

The remainder of this chapter~is organized as follows. In Section 6.1, an
introduction is given first. In Section”6.2," the idea of the integration method is
described. In Section 6.3, the watermark and authentication signal embedding
processes are given. In Section 6.4, the watermark extraction process and the image
authentication process are described. In Section 6.5, some experimental results are
given to show the feasibility of the proposed integration method. Finally, in Section

6.6, some discussions and summary are made.

6.1 Introduction

Due to the rapid growth of digital processing, digital images are easy to be copied
or even tampered with. It is necessary to devise a scheme both to protect the copyright

of images and to authenticate the fidelity and integrity of them. The techniques of
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embedding watermark and authentication signals together can be utilized to achieve
these goals. Many researches about these techniques are proposed individually.
However, few researches are about combining them in a single image.

In the proposed integration method, we focus on binary images to embed
watermark and authentication signals. In a binary image, there are only two types of
pixels, black and white, with values 0 and 255, respectively, and if the pixel values are
changed arbitrarily, visible artifacts in the image will be created. It is the reason why
there are few researches about watermarking for binary images according to our
survey. In this chapter, we embed not only watermark signals for copyright protection
but also authentication signals for verifying the integrity of a binary image. And it is
hoped that after embedding watermark and authentication signals, the quality of the

stego-image is still good.

6.1.1 Problem Definitions

Owing to the aforementioned purposes;watermark and authentication signals will
be embedded simultaneously in a binary image. But this is quite difficult. A reason is
that usable properties of a binary image for data embedding are limited. So, the main
issue is to utilize the limited properties efficiently to embed the information properly.
The embedding process should create no conflict in embedding the information of
watermark and authentication signals. Furthermore, it is needed to extract all
embedded information accurately from the stego-image. In this study, we propose an
integration method to find usable properties and utilize them to embed watermark and

authentication signals together.
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6.1.2 Review of Employed Techniques

In this section, techniques employed in our methods are reviewed. These techniques
are based on Tzeng and Tsai[1-2]. In Tzeng and Tsai [1], the main topic is embedding
authentication signals into binary images. And in Tzeng and Tsai [2], the main topic is
embedding watermark signals for copyright protection into binary images. These two
techniques are introduced briefly as follows.

(A). Embedding authentication signals

In Tzeng and Tsai [1], two keys and two random number generators are used to
create the authentication codes and the positions for embedding authentication signals.
The size of a block used to process an image is 3x3. The first key K; with the first
number generator f; generate a sequéence of random numbers as the authentication
codes. The function of the second key K3 with the Ssecond number generator £, is to
select randomly code holders to hold the -authentication codes. Then, by finding the
optimal code holder g, with the, minimum number of different bit values of the
authentication codes and replacing the different bit values, if necessary, the
authentication codes could be held by the g,

As an example, let the pixels in a given 3x3 image block B; in a raster scanning
order be denoted as P; through Py whose contents, when concatenated, are 011110010,
as shown in Figure 6.1(a). Authentication codes f1(K;) are 10,11,01,10 and code
holders f5(K>) are 15, 29, 82. A 2-bit authentication code ¢;=10 generated by f; is to be
embedded in By shown in Figure 6.1(g). In Figure 6.1, the code holders created by f,
with K, are H1=(P1, Ps), H,=(P», Pg) and H;=(Ps, P2). We will select a candidate from
the three cold holders with the minimum number of different bit values with the
authentication code. As a result, In Figure 6.1 (a), we want to embed ¢; into B;, and

find that the code holder H,=(P>,Py)=10 is the same as ¢;. So in B; there is no need to
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modify the pixel value. However, in Figure 6.1(b), we want to embed c; into B,, and
find that the optimal code holder H1=(P1, Ps)=10 is closest to ¢,. So in B,, Ps needs to

be modified to 1 in order to embed ¢, into B,. The result is shown in Figure 6.1(g) and

(h).

¢,=10 c,=11
0 1 1 1 0 0
®n | @2 | @3 Pl | @) | ®3)
1 1 0 1 0 0
P | ®5) | ®6) (Pa) | (P5) | (P6)
0 1 0 0 0 1
®7 | @8 | @y
Wi Py ®7 | @8 | ®9 B
(@) (b)
(P1,P5)=01 (P1,P5)=10
(P2,P9)=10 (P2,P9)=01
(P8,P2)=11 (P8,P2)=00
© (d)
(P1,P5)=01 (P1,P5)=11=c,
(P2,P9)=10=c; (P2,P9)=01
(P8,P2)=11 (P8,P2)=00
(€) (M)
¢,;=10 cy=11
0 1 1 1 0 0
(P1) (P2 (P3) (P1) (P2) (P3)
1 1 0 1 1 0
(P4) (P5) (Pe) (P4) P5) | P6)
0 1 0 0 0 1
(P7) (P&) (P9) (P | (P8) (P9
(@) (h)

Figure 6.1 An example of embedding authentication codes. (a) and (b) A 3x3 block.
(c) and (d) Select a code holder to embed an authentication code for (a)
and (b). (e) and (f) The result after embedding the authentication code. (g)
and (h) The 3x3 block corresponding to (e) and (f).

(B). Embedding watermark signals
In [2], a method to embed watermark signals into a binary image is described. The
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concept of surrounding edge count (SEC) was proposed to represent data

embeddability for binary images. The definition of SEC is defined as follows:
8
SEC,=>"|v,—| (6.1)
i=1

where v means the pixel value of centralized viewpoint of p and v; means the pixel
value of its eight neighbors. As a result, SEC, define as the number of existing edges
between p and its eight neighbors in a 3x3 block. Some examples are shown in Figure
6.2(a), (b) and (c). SEC, is a measure of the structural randomness in a block from the
centralized viewpoint of p. A characteristic of SEC is that the embeddability property
can guarantee the embeddability at the embeddable bits can be preserved so that the
embedded data at these bits can be extracted correctly. The definition of ASEC, is

shown below:
ASECP H SECp —SECP’ (6.2)

where SEC, denote the SEC value after the complementation operation. ASEC, is the
amount of the resulting change of‘the.numbers of edges in a 3x3 block. Figure 6.2(d)
and (e) show the result of SEC, and SEC,, and /\SEC, is equal to 8. A measure of a
pixel p in a 3x3 block B to be data embeddable needs to satisfy the two conditions: (a)
ASEC, = threshold=T}; and (b) p and its eight neighbors in B have not been visited
yet. The condition (a) above restricts the distortion introduced by the
complementation of p’s value to be sufficiently small, so that the resulting image
quality will not be affected too much. And condition (b) requires that embeddable
pixels be disconnected from one another, so that pixel value changes due to secret
embedding will not be clustered or propagated to cause obvious larger-size visual
artifacts. The advantage of Tzeng and Tsai[2] is that pixel embeddability can be
preserved after the secret hiding process.

In our proposed integration method, we will combine both (A) and (B) methods
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into a binary image. Because the size of a block used in both methods is 3x3, if we
directly apply Method (A) and then apply Method (B) into a binary image, it will

cause some conflicts and vice versa.

. - H

SEC,=0 SEC =4 SEC,=8
(b) ©

(a)
B NN
M-

Pl
HEN
SEC,=0

(d) (e)
Figure 6.2 An example of SEC, and ASEC,. (a)-(c) Some examples of SEC,.

(d) An example of SEC,. (e) An example of SECp'.

6.2 ldea of Integration Method

In this section, we will briefly describe how to embed both watermark and
authentication signals into a binary image. Authentication signals are embedded first
into a binary image. Different to the size of a block in [1], we process a binary image
for image authentication with the size of a block being 9x9. After processing the

authentication signals, we will embed the watermark signals. The size of a block for
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watermark embedding is unchanged, which is 3x3. We mark the location to
distinguish between the watermark and authentication signals. As a result, the

authentication and watermark signals will be embedded independently.

6.3 Watermark and Authentication
Signals Embedding Process

6.3.1 Embedding of Watermarks and

Authentication Signals

Authentication signals will be embedded first, and the size of a block for
embedding them is 9x9. And each 9x9, block is partitioned further into nine 3x3
blocks. In each 3x3 block from-a 9x9-block; we will give each 3x3 block a binary
value to represent it according to the even or odd parity of the number of black pixels
in the block. An even number of black pixels-isrepresented by “0” and an odd number
Is represented by “1.” So we can treat’a ‘9x9 block with nine 3x3 blocks as a 3x3
block to embed authentication signals, as shown in Figure 6.3(a). The authentication
signals embedding algorithm is similar to [1], but using a different block size.

The positions for embedding authentication signals and the authentication codes
are controlled by the two keys and two random number generators which are the same
as in [1] and are briefly described in 6.1.2(A). If it is needed to embed an
authentication signal into a 3x3 block, we only modify the even or odd parity of the
number of black pixels according to the authentication codes. We have to mark the
positions for embedding authentication signals in the 3x3 blocks, because the
remaining 3x3 blocks in a 9x9 block can be used to embed watermark signals.

There is one thing needed to be addressed, that is, the central pixel does not
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participate in the accumulation because the central pixel is used to embed watermark

signals.

After embedding an authentication signal into the 3x3 blocks from a 9x9 block,

we have to embed watermark signals in the remaining 3x3 blocks. In [2], Tzeng and

Tsai only modified the center pixel in each 3x3 block. We can apply the same

technique in the remaining 3x3 blocks to embed watermark signals.

Actually, it is not necessary to mark the positions of authentication signals, as

watermark and authentication signals can co-exist in the same 3x3 block. However, to

minimize artificial effects in a binary image, we will embed the watermark and

authentication signals into different 3x3 blocks.
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Figure 6.3 An example of authentication signal embedding process in a 9x9 block (a) A
9%9 block and the number index. (b) An example of 9x9 block. (c) The
corresponding binary value of (b). (d) An example of embedding an
authentication signal into Ps. (¢) The result after embedding authentication

signals.
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Figure 6.4 An example of watermark signal embedding procedure. (a) The positions
for embedding authentication signals. (b) The result after embedding

watermark signals.

Figure 6.4 shows an example of watermark signal embedding. In Figure 6.4(a), the
red parts indicate the positions for embedding authentication signals and the
remaining 3x3 blocks can be used to embed watermark signals. In Figure 6.4(b),
because we set the threshold 7,/t0be 3 which-means-/\SEC,=3, only ps and ps meet
the requirements and can embed watermark-signals. Figure 6.4 (b) shows the result

after embedding watermark signals “1’*and-“0” into p; and ps, respectively.

6.3.2 Detailed Algorithm

The input to the proposed method for integration of watermark and
authentication signals include a binary image 7, a watermark #, two random number
generators G; and G», and two keys K; and K. The output is a stego-image S. The
process can be briefly expressed as an algorithm as follows. Figure 6.5 illustrates a
flowchart of the proposed method for authentication and watermark signal embedding

in binary document images.

Algorithm 1: Watermark and authentication signal embedding.
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Input: A given binary image /, a watermark W, two random number generators G; and
G> and two keys K; and K.
Output: A stego-image S.

Steps:
1 Convert Winto a binary form (wiwows...wp).

2  Generate authentication codes C by K; with G; and code holders H by K,
with Ga.

3  Divide 7 into non-overlapping 9x9 blocks, and divide each 9x9 block B;
further into nine non-overlapping 3x3 blocks D;.

4 For each 3x3 block D; in a 9x9 image block B;, count the number N of the
black pixels and assign it a binary value according to the even or odd parity
of NV.

5 For each B;, perform the following operations to embed the authentication
signals:

5.1. Get the authentication code C; from €.

5.2. Select the code holder H; from H with least distortion and acquire
authentication codes C;.

5.3. Modify the value in H; by changing the number of black pixels in D; if
C/#C,

6  Foreach D;in B;, perform the following operations to embed the watermark

signals:
6.1. Count SEC value.
6.2. If ASEC value is smaller than a threshold 7, and D; does not embed the
authentication codes, then embed the watermark signal by changing the
value of center pixel p in D;.

7 Take the final result as the desired stego-image S.
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Figure 6.5 Flowchart of proposed method for authentication and watermark signal

embedding in binary document images.

6.4 Watermark Extraction Process

6.4.1 Extraction of Watermarks and Authentication

Signals

The embedded watermark and authentication signal extraction procedure is similar
to the embedding one but in a reverse order. We extract the authentication signals first

to verify the integrity of a suspicious image. If a suspicious image suffers from attacks,
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the embedded authentication signals will be different from the original ones and the
location of tampering can be detected.

A suspicious image is divided into non-overlapping 9x9 blocks. Then, each 9x9
block is divided further into nine non-overlapping 3x3 blocks. For each 3x3 image
block B;, the number N of black pixels in B; is counted. And B; is assigned a binary
value according to the even or odd property of N. The authentication codes and code
holders can be generated from two keys which are the same as those used in the
embedding procedure. By checking the difference between the embedded
authentication codes and the generated ones from the key, the 9x9 block can be judged
as being altered or not. In the output images of our experiments, blocks judged as
being tampered with are marked with red color.

If a stego-image does not suffer from any attack in a 9x9 block, watermark signals
can be extracted from it. Because we know the locations for embedding authentication
signals in the 3x3 blocks in a 9x9 block;-the-remaining 3x3 blocks By, are utilized to
embed watermark signals. For eachBy;the SEC value is computed and we determine
if it satisfies the two conditions. If the SEC value satisfies the two conditions, a
watermark signal can be extracted from By according to the value of the central pixel
p. Figure 6.6 illustrates a flowchart of the proposed method for authentication and

watermark signal extraction in binary documents.

6.4.2 Detailed Algorithm

The input to the proposed process for extracting embedded watermark and
authentication signals include a stego image S, two random number generators G; and
G», and two keys K3 and K, which are the same as those used in the data embedding

procedure. The output is an authentication image 4 and a watermark . The process
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can be briefly expressed as an algorithm as follows. Figure 6.6 illustrates a flowchart
of the proposed method for embedded authentication and watermark signals

extraction in binary document images.

Algorithm 2: Image authentication and watermark extraction.

Input: A given stego image S, two random number generators G; and G, and two keys
Ki and K5.
Output: An authentication image 4 and a watermark 7.
Steps:
1. Generate authentication codes C by K; with G; and code holders H by K>
with G,
2. Divide S into non-overlapping 9x9 blocks, and divide each 9x9 block B;
further into nine non-overlapping 3x3 blocks D..
3. For each 3x3 block Diin a-9x9“image block B;, count the number N of the
black pixels and assign it a binary value according to the even or odd parity
of N.
4. For each B;, perform the following operations:
4.1. Get the authentication code C; from C.
4.2. Select the code holder H; from H with least distortion and acquire
authentication codes C;.
4.3. if C;#C;, regard the 9x9 image block B; as being tampered with and
mark the same location in 4 with red color.
5. If B;is not tampered with, for each D, in B; perform the following
operations to extract the watermark signals:

5.1. Count the SEC value.
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5.2. If ASEC value is smaller than a threshold 7; and D; does not embed the

authentication codes, then extract the watermark signal #; according to
the value of the center pixel p in D;.
6. Construct W from W,.

7. Take the final result as the desired authentication image A4 and the

watermark w.

Divide into non-
overlapping 9x9 blocks
) Divide each 9x9 block

A stego image further into 9 non-
overlapping 3x3 blocks.

) ‘ o
Count numbers of black
pixels and assign a binary )
value
Key 2 KT !
Y
Cirte @il ol Select the code holder Create autl;enncatlon
codes
Extracting the
authentication codes
[
Matched (e Unmatched
authentication
codes
Y
The 9x9 block is judged The 9x9 block is judged
as being not altered as being altered
Y
Count SEC value in the
remaining 3x3 blocks

ASEC < Threshold

Figure 6.6  Flowchart of proposed method for authentication and watermark signal

extraction process.
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6.5 Experimental Results

Some experimental results of applying the proposed method for integration of
authentication and watermark signals are shown here. Figure 6.7(a) is a binary
watermark image with size 40x40. Figure 6.7(b) and (c) show two binary document
images both with size 512x512. And the stego-images resulting from embedding
authentication and watermark signals are shown in Figure 6.7(d) and (e), respectively.

Figure 6.7(f) and (g) show their differences in black pixels after embedding
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authentication and watermark signals.
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tional danger hecause of its key role in fighting bird flu and SARS, the
island's health minister said on Friday. Diplomatically isolated Taiwan is pur-
suing its ninth consecutive attempt to win acceptance at the WHO in the face
of stern resistance from Beijing. China, which views the self-ruled island as a
breakaway province, opposes its participation in most international organisa-
tions.

Health minister Hou Sheng-mou urged next week's annual assembly of the
WHO to grant Tafwan oibserver status so that the world health body could
better combat a potential influenza pandemic linked to avian flu. Experts
Warm such an outhreak could kil millions of people

"t Taiwan cannot be a World Health Organisation member, that will be a loss
to Taiwan ... but it will also be ... a danger to the rest of the world " Hou said in
a telephone interview with Reuters. Hou feared Taiwan's continued exclusion
would mean it could not receive or offer vital information in the case of a
deadly disease outbreak. This could prove especially risky now. U.N health
officials say the world faces a high risk of a flu pandemic stemming from Asia
and are on guard for signs that a strain of bird flu is mutating into a form
easily transmissible to humans. "We are facing a new world. Ve are threat-

ened," Hou said. "These diseases don't respect international boundaries."

(©)

Figure 6.7 An embedded watermark image, input binary document images, output
stego-images with authentication and watermark signals, and the
differences. (a) A binary watermark image. (b) A binary Chinese
document image. (c) A binary English document image. (d) and (e)
Stego-images after embedding authentication and watermark signals. (f)
and (g) The difference pixels before and after embedding authentication
and watermark signals.
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Figure 6.7 An embedded watermark image, input binary document images, output
stego-images with authentication and watermark signals, and the
differences. (a) A binary watermark image. (b) A binary Chinese
document image. (c) A binary English document image. (d) and (e)
Stego-images after embedding authentication and watermark signals. (f)
and (g) The difference pixels before and after embedding authentication

and watermark signals (continued).
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Two images which have been tampered with are shown in Figure 6.8(a) and (b).
Figure 6.8(c) and (d) show the respective authentication results. The red parts indicate

the detected areas of tempering. Finally, Figure 6.8(e) and (f) show the embedded

watermark image extracted from (a) and (b), respectively.
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Figure 6.8 Some tampered images, authentication results and embedded watermark

images. (a) and (b) Images tampered with. (c) and (d) Authentication

results. (e) and (f) Embedded watermark images extracted from (a) and

(b), respectively.



6.6 Discussions and Summary

In this chapter, we have proposed a method for embedding both authentication and
watermark signals in binary document images. Because the two methods proposed by
[1] and [2] used identical block sizes to embed watermark and authentication signals,
if we combine these two methods for embedding watermark and authentication
signals together, it will cause some conflicts to occur. In the integrated embedding
process, the size of a block for embedding authentication signals is modified to be
9x9 and the size of a block for embedding watermark signals is unchanged. We treat a
9x9 block with nine 3x3 blocks as a 3x3 block to embed authentication signals by
changing the number of black pixels in appropriate 3x3 blocks. The remaining 3x3
blocks can be used to embed watermark-signals.

We note that in the proposed method for ‘integration of authentication and
watermark signals, we do not- deal with™ entirely black or entirely white blocks.
Therefore, if someone replaces parts of a stego-image with an entirely black or
entirely white region, the region being tampered with cannot be detected. Future

works can focus on solving this problem.
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Chapter 7
Conclusions and Suggestions for
Future Works

7.1 Conclusions

In this study, we have proposed various methods based on information hiding
techniques to solve two application problems, namely, copyright protection and
tampering detection for document images.

First, a method for authentication of grayscale document images has been
proposed, in which a semi-fragile watermark is embedded into each block with
robustness against print-and-scan attacks!| The semi-fragile watermark used as the
authentication signal is a straight line. The eguation of a line is generated by the RHG
value, the block number index, and:a key-in order to increase the security of
authentication. By selecting the best place ‘of'embedding, a line is embedded into each
block. The way to embed an authentication signal into each block is to modify the
gray values of the pixels through which the embedded line passes. In the extraction
process, the embedded line can be extracted by a line fitting technique. With the help
of the extracted authentication signals, block areas within a suspicious image, which
have been tampered with, can be detected and located, thus achieving the goal of
verifying the integrity and fidelity of the image. Using this method, the semi-fragile
watermark can survive print-and-scan operations.

Second, a method for copyright protection of grayscale document images by
watermarking has been proposed, in which we use a technique utilizing edge direction

histograms with circular interpretation to embed a watermark. The relationship
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between mother and child blocks is used to hide data. A mother block can be seen as a
reference block and by modifying the gray values of the pixels in the child block,
watermark signals can be embedded in it. An edge direction histogram (EDH) is
created to collect all edge directions in a block to get a discrete distribution. Circular
interpretation is then conducted to map an EDH into a circle. By adjusting the location
of the center of mass in an EDH circle of the child blocks according to the embedded
data, the child blocks can carry the watermark signals. The embedded watermark
signals can be extracted by checking the location of the center of mass in the mother
and child blocks.

Third, a method for image authentication in color images has been proposed, in
which authentication signals and embedding locations are generated by two keys. The
concept of edge direction is also used in this methed. By modifying the degree of the
edge direction of the child blocks, authentication codes can be embedded in them. The
stego-image in suspicion can bejudged as-being:tampered with or not by checking the
difference between the authentication codes-and the extracted ones from the child
blocks.

Fourth, a method for data hiding in binary images has been proposed. A reference
table is created to hide up to three bits in each block. With the help of a reference table,
data can be embedded with less distortion. In the extraction process, the watermark
signals can be extracted by table lookup according to the reference table.

Finally, a method for integration of watermark and authentication signals in binary
document images is proposed. It is based on the works of Tseng and Tsai [1-2] in
which they proposed a method to embed watermark signals and authentication signals,
respectively. Because the two methods use identical block sizes, if we combine these

two methods for embedding watermark and authentication signals together in a cover
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image, conflicts will occur. We thus proposed an integration method to solve the
problem. It is found in this study that a watermark and an authentication signal can
co-exist in a binary document image. The integrity of binary document images can be
verified by extracting the authentication signals and the watermark signals can be

detected for copyright protection at the same time.

7.2 Suggestions for Future Works

Data hiding methods for tampering detection and copyright protection in digital
images have been proposed in this study. However, some attractive and interesting
topics that are related to this study are worth further research. Several suggestions for
future works are listed as follows.

1. Extending the proposed methods to other Kinds of digital media, such as video,

audio, and other image types:

2. Keeping the document image quakity-good after embedding a large amount of

data.

3. Increasing the capacity of data hiding.

4. Authenticating the integrity of a stego image more precisely.

5. Authenticating the integrity of totally black or white blocks in a binary

document image.
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