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Anonymous connection on the Internet

Student: Chih-Hsing Hsu Advisor: Dr. Wuu Yang

Department of Computer and Information Science

National Chiao Tung University

Abstract

As the computer is connected on internet to communicate with another machine,
there are fields which indicate the locations of source and destination computers in the
packets exchanged between the two computers. Encryption of the content in the
packets can only ensure the information within not easily accessed by the third party,
the encrypted data, however, is unable'to‘conceal the 1dentities of the two
communicating parties. If a third"party-watches these packets on purpose, the two
computers mutually interchanging information will be located.

The research goal of this thesis is meant to protect the two parties
communicating on internet via transferring packets against revealing their real
identities, namely IP address, hence such kind of information would not be gathered
by the foreign intruders. To achieve this goal, the first step is to make the packets sent
by source computer incapable of showing the IP address of the location of destination
computer directly. Then the internet connection is built via transmitting the data
through the proxy server, while several packet-forwarding-functioned computers are
added to the route of connection to relay packets. And the whole packet-transferring
process is combined with encryption procedure to yield confounding the intruder and
heightening the complicities of packets thus making them difficult to be analyzed.
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| socket interface | : :
‘ T ] 1
TCF packet UDF packet
|TCF' a|:||:|J.|:a11un.| UDF | applicaton
trade | dats bk 4
. Y
IF mcket I
|
| —
P | ICHUDE | asoliwion | || 2 [PPhcten
hrader hrader data I = ?
| 4
| =
Bieert| [ | TCHUDP | apelicaton | || B8 | & | %g |!|Eheoet | spplication
teade | header | heade data I sE|TE| g° : header dats
| = 1
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2.4.2 Raw Sockets & it ;.

e Raw Socket Output
Raw socket =i ) 5 12 T SRR

<1> i ¥ mgi;—] 4§ et ed sendto 0 T K TP o

sendto(int sockfd, const void *buf, size_t nbytes, int flags,

struct sockaddr *dest, socklen_t destlen);

<2> 4r% 23 K T IP_HDRINCL £77 > pl& @ % kernel & » e g4 nk -

% 4p T8 e IP header {8 eh% — B =~ oo F] 5 kernel € p {72 1 IP Headere

<3> 4% 5 ® 2 IP_HDRINCL :£78 . B & @& kernel B » g fddedeiznt -
*4p L IPheader 2% — i = ~0@ o Process’ & 24 & i# IP header » 'z 7
(@) Identification #§ = » ¥ 122k 50 » 2% kernel- K3k 22 BHF =& -

(b)checksum # i > kernel ¢ 355 % ff oige

4. 4e¥ 3t s [ AZBYRE 4 5 I MTU > kernel § £ 4e 27 ] o

e Raw Socket Input

<1>Raw socket i » > 6 Fed| % — B AL T - kernel § i o 3]0 1P
packet i# % raw socket *t ?

(a) kernel #74< $] <> UDP packet 2 TCP packet # ¢ & ¥ Raw socket

(b) ~ ¥% 4 7 ICMP packet - kernel id® = ICMP 3t & 2_ %5 > ¢ & % Raw socket

(c)#73 7 IGMP packet & kernel &d® % IGMP 3t & 2 {5 » ¢ & % Raw socket

(d)#r3 ¢ 7 kernel 7 7 ji# 2 4 T4f iz 47 IP packet 5% ¢ B % Raw socket

(e) Kernel ¢ — & & $|#77 « IP fragment #%:£ - £ & % Raw socket
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<2> & B Rawsocket #{ i7crie & > £ 5 338 » 2R iE 1 € B %3% socket :

(@) # # socket function % = P % #ic-—-2£0 o

(b) 4% 5 * bind #& 7 — B ~ %0 IPaddress> B|#:Jc s packet P < IP address
A

(C) 4r% F ™ connect 45 T — 1 i =40 IP address» P 3 fcch %k & IP address F

T& B EZERY o
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3.1 "‘ é.» ’]‘#’Ffﬁ'
e fI3.L1 Y o FBERL R ED Z BICATES  FRREFF LR RS
host ~ &2 3t ¢ 7B T hproxy > 4 % f § packet forwarding #c#% forwarder -
A RF AR E
client: § BEc: Fads (s - 45T kF Dehdte ¢ LE D proxy £ 5
proxy % &g o

- proxy : — 8 proxy [ ¥ BTz E e p #r3 oh forwarder 3 0§ proxy ¥
client i &k ehd & 12 > w3748 457 & € SV A% forwarder > £ #-
e iEd o il%{;fu e 3 server 2w > ¢ GiEvRE forwarder k
fEi% > & d proxy & e

- forwarder @ T I 28> g RATE P FOF N LRI EAT - B
P e o Fp o ,T.%forwarder gk B A 0 FAriE it . Pk
g7 R RS G e 0 B B0 forwarder I 7 Avip iR dt e Rdsihk

Hrl B B P o i%ﬁ?i?* kT u;ba%cjirgé‘r AER Lo

client

forwarder
forwarder
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Client B fx% 8 pF» ¢ 534 800 F chproxy 3 215480 @ proxy Jz | client
SR o € hp ot BT R apeiE - ¥% forwarder o ot forwarder G 2 15 @i
3t PRERRE ¥ ok ts - 5 forwarder(last forwarder) > F15 £ 4 A B3 e > F
¢t proxyA i ) ¢ last forwarder £ LFA » proxyB :£ ) ¢ last forwarder £ LFB -
Flot client # s - & & FIAF MG AT proxyAs Bt R LAY AREE G
% 1% last forwarder -3 IP st &2 LFAkey » ¢ ¥ & LFA 1 ¢ symmetric key > & 7
BT proxy2 > Bt =t R Lap AR 4RiE 5 1T last forwarder (7 IP iyt
LFB.key » ¢t o % LFB } esymmetric key » client £ /&% A =t % & 51 & 1% VR

B proxy ¥l > kB R R & Ehrdte TR LED > o322

= 32 - hit -
Versin | LO00ET [ pore opservice Total length
! length e
[de ntific ation DM Flags and frazment offset
Time to live Protocal(l 31) Header checlksum

32-hit source (client ) IP addess

ALl destination ( proxy A P address

Ferwarding informmation
Last forwarder B® sIF address *
. Header . '
Yersion lenath Twvpe of service Teotal length -
e ntification DM Flags and fagment offset ﬁ i
Time to live Frotocol Header checksum [Er E
32-bitsonre P addess g ;
Pt
32-bit destination [P address ol =
o
i
o
Data =
4 4
¥ ¥

- /B 3.1.2 client i# 31 4t & 4e B 50 -

2T ZUp client £7 server il PRt @ @ yvEan N o B3k client i 3 oserver s i

Ae¢ X 2 &S ¥ e forwarder o i iE S 0 proxy 0 12 % % e ¥ e eh forwarder

S+

\H

IR FELGLP Ao
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€C : Client

@PA e A hProxy > i Boa BT Ao # e forwarder § vt > 2 2
iz1- forwarder & p * & forwarding 1 secret key -

@OF . % - B3 e gx 2 forwarder (24 last forwarder) »

@LFA : Last Forwarder A > % # R 3 e A % 5538 b {8 — ¥% forwarder -

@LFB : Last Forwarder B » % 3:E server o # 15 — 2% forwarder » &2 LFA 4 & %
fe3ri o

@S :client s s p & o

@[ X]{payload}[Y] : & X E ALY endts o

®(Mm)x: & * X #rF 4 crsecret key #-31 4, m4e %ot key 5 &  * % forwardinge

Client £7 server & :i% 3 & s f2 4o ® @

1.C > PA : [C]{ (LFB’s IP addr.,.(m_req)ifb)ifa}[PA]

2.PA> F : [PAI{ (LFA’ IP addr,, (LF’S1P.addr., {m_req)if)ifa ) }[F]
3. F>LFA : [FI{ LF, (m_req)ifb)f2 }FA]

4. LFA > LFB : [LFA]{ (m_req)ifo }LFB]

5.LFB > S : [LFB]{m_req}[S]

6.S > LFB : [SI{m_rep}[LFB]

7. LFBLFA : [LFB]{ (m_rep)ifo} HLFA]

8. LFA PA : [LFAI{ (m_rep)ifo }[PA]

9.PA > F : [PAJ{ {C’ IP addr., (m_rep)if}f}[F]

10. F> C : [F]{ (m_rep)ifo }C]
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3.2 IPlayer /s kL& i%
& TCPNP 22 @ » Fifld g * 425 @ 3] Transport layer 2 {5 » 5d IP &
¢ £~ IP #t¢ > £ A data-link k& i - d F32100FF ,u—JF’T 3]s
UDP/TCP/ICMP/IGMP #t ¢ i# 3 IP layer {¢ > # & €_# ip_output function & IP
packet &2 - ¢ 7 IP header {§ = =32 % - route selection £2 fragmentation & - %]

pUoo F e host i endt e > AW 2 i3 e ip_output function kiE I p e

5
ol
E
%
5
g
T

Metwonds
Intefaces

|

Tetwods

-] 3.2.1 IP K 8 T2 4 -

w IP EAZ > 4 3 <3 - B IP 4t pF - IP & ¢ ip_input function ¢ £ 4& &
IP header ¢ protocol f§ i~ » — 4@ 3 kernel + $%4 fi-/ 48 5 rd2 protocol # = 5
1(ICMP) ~ 2(IGMP) ~ 6 (TCP) » v 17(UDP) 4t & » B} & v 1235 & * raw
socket e 3% o A b B B Ex— 1B raw socket > R dEfx b atw fEE N0 ek et e o

¥ oo JEd rawsocket # bechr il o AT LA A4 - BEEAPFEIP 4
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¢ (Raw IP) » # ® p & 3 & IP header # i+ » ¢ 3= i§&_protocol ~ 32-bit source IP

address 12 % destination IP address % # = % - 2_ {83+ 5 IP checksum ¥ i i) o

3.3 IP Packet Eum

A% Tolient i 41y engte RIEZ T proxy i et é AJE -

3.3.1client $% &
d AP Y client # 0 Kk dhdte o R R E S proxy - w2 3 F Z R R
s e IP header o F]pt » 2%k 34 %k en IP packet 4c + — i IP header » 2 % — 4tz

e € * FlenE 0 L E A4 o Fid :x s en P packet 4o 73.3.1 ¢

P header

Clierr
e

- /£7 3.3.1 client ix 11 % proxy it & -

A R G A 4e F 2 oen IPheader > v AR S Rds IP packet o 3¢ 1@ %5 proxy

{8 £ d proxy AT 3T ke hiFARIT o

3.3.2 proxy 3R &

¥ proxy Jc ¥ client i k # N en IPpacket & 0 § Xk dh- WAL FT 0 &
7 Rimi=nt ~ kiR port 22 P enport (TCP/UDP 3¢ ) » 2 (54345 B # fefs b 5
#ihforwarder > iR Ate bR > R RGRFTIEA KR e KT R o &
s £ A7 B IPheader » X 15 -3+ X ) o BB % 4o £]3.3.2 ¢
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e forw aders

- ] 3.3.2 proxy % % forwarder # 3 & -

3.4 Packet Forwarding

a. request
& * % 5 forwarding * cisecret key #-#t ¢ 2 - k& > d forwarding
information 2| %7 8_F % %3¢ @ fa@Ae g w1 - 5 forwardwer(last
forwarder B » LFB) » & 7 #_-> Ald forwarding.information ¥ it & = — p g >
FAT - BP et o FE N AESEI e W T 0 2t 5 last forwarder o 2z
BHAE (57 0P arserver IP gt 5 B B K RGP mak { 2 i 0 5 forwardwer

1 |P =y > ¥ F 5 TCPchecksum » £ 1& 1% % B & server o

b. reply

Last forwarder 4z | server ¥ % 1packet {& »» i * forwarder # £ = secret key
B S ARk o ¢BIRE 4o b — K IP header > #-pt 4@ @ % w - 3% forwarder >
T LFA o @ LFA Jz 3|t reply £+ {6 » £ @2 %p & #r/fhenproxy » d 3% proxy

A E ¢ oenclient iyt > £ £ H i forwarder #& % v 4 client »
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3.5 Proxy K 4% ~ last forwarder =4 27 £+ ¢ padding

3.5.1Proxy ¥ F @if key ¥ i chf® 58

e ByEiE42 ¢ o last forwarder E_d proxy iz e 1 F o * Kde B R 4ot
¢ ensecret key » #_d last forwarder — B 42 4 {8 0 5 proxy i v % client - 7]
Boproxy < R4t i keye @ § client 3T R E T B TR eTE L gt e ¢
PR K4 B e Keyproxy W AviE o ot € 3 S proxy T Ep it 4t e 2 ok
Sril AP GO server (hE I iyt o

FletF A client Foehig * FE A REFLLFFL VA BBAF
AL RPF o 3 RFEDproxy # & Ko TP & Rproxy Bk g p e on
@ iE T - last forwarder » 4% i€ ¥ last forwarder F= % $84%3 — 4= secret key -

x4 key ¢ 14 client 7 public key Ao S client -

clent

-/ 3.5 client & 4 7% Zid 6!@1;3);-]‘\
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#F client § 4233 B 72 ¥ 2 proxy “7¥ BenF I 0 & F 3% proxy ¢ #rig
%_last forwarder 2. — 3= forwarding * e secret key»> ¥ yj}u{é’ #_¢0 last forwarder
2. IP gk o ptpFEclient 7 iZ £:F 2 H ¢ - IR proxy i ¥ - Bijdte chp e
¥ oood 3% proxy #7/§ e forwarder # % 41 ¢ {4 > 5 last forwarder(fe ke ) 0 £
FLY b B e % 7o last forwarder d ¥ ¢b — 3 %2 e last forwarder i 45
Bl enpoeniservere € 3 Befa 3N R G EART UEL RPN K IP 4te
s secret key > B 5B e proxy » e HkArdey 3%4e key o o B client #ri d ehdte o

proxy ' it f2 % B k¥ A E I chp doserver o

$HH LFL key
{E-F¥0LFB key

/iﬂ'@

client

Q IFheader

T — f

EFEIFB k:a'?]gﬁ

G ryer
FALE £, keI
|zt forwade
B

FEELFE key »
{BFHILFL key \ LFE key

-F]3.5.2 £ i85 B e eh forwarder 3% 4 ¢ -

[RYEIFE &

FPaddiess
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352 ¥t BiEEFFTE mL

2

d A g a3 client ehE R LA R ”ﬁ Proxy st ﬁ?r'i'%_‘ » 7 client zrad

7

AMenp & server a0 PR 2 F Ak proxy F4r e 7 o client enizpk AL
7 % ¢ H ¢ e forwarders > # 3 last forwarder #r3vig o @ = B client #1i% ) en
TCP/UDP #t# ¢ » 3 3 i &+ * < source port numbre ¥ destination port
number > F]pt 2 E Y ;‘%‘d % 1§ source port ¥2 destination port > fic & proxy 4- ¥t
# & £% s enclient S8 e 4 g session number » i * 34 & 3% HE P
R LA A1 e

proxyA | L3t & Bt p @ e forwarder £ 2 - B4 0 § 3%
forwarder #:% 5 % =t % % S0 last forwarder pF > #75 cfp B T30 0 ¢ 3% client
IP =k ~ source port £ destination port if Jz &>~ ¢t > ¥ “b proxy :B ¢ ‘% &-¥ client
- Bie® k3 L@ RpFA 4 hgessionnumber( T AL G AiE— MR LR
vt client #7224 hID) - ¥ e &P LEB > fpty PR gE -
# ¥ o ] F & 4% session number wsourceport »destination port ~ pre-forwarder( =
LFA) » LFB i * p ¢ ersecret key(#key = proxyA #17 seen)fEz B # 2 # 3] R
hedte o ;T}i*ﬂbfr'gg’._ p eriserver IP f=ak o

@ 4 LFB 4T3 server w i endt @ 18 » o server IP = xt ~ source port &2

destination port # ! 44 & ¢ session number > #-session number T3l & % 3 4t ¢
¢ Lw g LFA > & LFA £ w @ % proxyA »

proxyA Jc 3 d LFA #7i% kendte 2 {8 » *ﬁ“ 7% %R last forwarder_ID ~ source
port ~ destination port £ session number > # ! client e IP ixnb » Ragdt T e %
I3e? o L HiE- o forwarders ## ¥ & client o BB & 4 83 g 4740 7 3.5.3

TSR o
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[P+ 14011224121

TCP semrce part HEil ]

TCP destimation port - 23
prefarwarder 1P 148.113.241.26
(Server 1P = 148.113.23.182)
Sessionmamber = 5)

Server IF -
14011323102

farwarders
| Farwarder ID -
Farwarder ID - & | st
A2 FawederlD =6
CientlF adiiess EAFREY I 5 TCF sorce port =23
TCP senrce port HE1 Sz TCP de stingtion port = 2000
TCP destination port - 23 5 e sdon mmber=5
_— .
EEmE X 5 =< CHent IP = 140.113.241.21
ast Farsvarder A
(IF 2 140.115.241 26 ast Farwearder A
([P 140.113.241.2%
‘ Server [P =TT TTZEI T
Segsion mumber |3a. S{ Server [P W18 TCE source T

S TICP de stivetion port = 3000
= Session mimber = §
&pre-forwarder P -
0. 173. 24 1.26

Server I - 14011323102
TP zomme port 3
TCP destination port = 2000

-/]35.3 $7 HLiEE § -
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3.5.3 3 # padding

e = G- 1 forwarder 2> € 5 — = -] % 8 bytes s»forwarding information
A3 % v WAt R T E iR Ate & G- % forwarder {4 i § %] 8 bytes
blde— B+ ] 5 540 bytes 3t > i~ % — B forwarder {8 0 ) K et = 4 {

o J & 1540 bytes 5] 5 532 bytes £ i& » % = i forwarder {5 - I} Rk chdt e <

b g%l 5 B24bytes s et F E RITHF RS TR AT FLAR
Flt Rt e BifiEde o if 0 B fo s LFBtoserver v eh o Hi 25 forwarder
Fenite @ik > 4o < iR Ko
blde s g5 - LFHF A 5 500 bytes e 4 YEPF > 5 4 0 ¥ % DES 4

% s kg 2 8bytes 5 H i > F]pt 500mod8=4>8-4=4> F|t 7 & padding
4bytes » £ 4c » 8 bytes =2 forwarding information » £ % 512bytes » 4- %/ 3.5.4 ;
foE A e WikiEAeY B 35 E e forwarder - ¥ 2 E 4c »~ — 8 bytes ih
forwarding information » ¢ & 3 4e— forwarding information '3 5 8 bytes » #]gt

7 JE & A padding > 4 /7 3.5.5%

F3
7 byes
IP He ader
F
B hymes B bymes
oradrg nintmEton forearding miemation i~
4 bytes padding | 1 4 bytes padding 4 bytes padding ra
& [ =
= 7]
500 bywes s SO0 byes “&‘} 00 bytes 500 byes
&
b b 4 4 ¥

-F]35.4 4 prite <o 7 padding & 8 (i -
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7 bytes

[FHeader
Y
B hyes Bhytes
~
Bhytes B bytes B hytes w
[ama ]
(=
4 hytes padding 4 hytes padding E 4 hytes padding E
h
= =
. i
= i
500 byies B S0 bytes S0 bytes

-#73.5.5 # 4 ¥ & forwarding information-

% % — % forwarder Jx 3|4-®) 3.5.5 &+ ¥ > ~ /] 5 540 bytes it e & 5 &

a‘r% 20 bytes = 1P header - % %P header 2 fg:-» 520 bytes F » P+ r1 5 | %

v

- = forwarder information » d s&4Z ¥ i Faf F R AL+ ] 5 512 bytes > k4% 5
520 bytes a‘r'*,ért 8 bytes 1 forwarderinformation 3= |- » » :T%{;ml A
padding > 2 {5 § £t ¢ & d forwarderl i% i1 i forwarder2 p¥ > 512 bytes e 42
fs o d RIK]2 ",f 7 8 bytes = forwarder information > %]t & 7§ £ padding 8 bytes
g% 0] > B {8 £ 4+ — IP header » 512 + 8 + 20 = 540 bytes » 4= £/ 3.5.6 “77F ° i&

Briwd® 1 4 fe - e ite i~ forwarder £ iR 2 18 0 3 L) 2 gt o

20 ytes A bytes Abyes
IF Heade:x [F Headex IF Headex
& bores 2 byks 4btes paddmg
4 brtes padding
8 hytes A L L
o
4byes padding | (3 %: s %:
S0 byes
& tartes
500 .
bres pedding
2 hyks 2 Totes
N paﬂ.d.img L de-'mg 4

-/ 3.5.6 & % - & forwarding information Z # padding-

7
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2 F % iy 4 7 _padding e -] 0 i (B3t e i~ forwarder 22 ¥ pFEenk o 7 4R
feoo i dte AEd 2 PSR FERl4p M { ac 382 xi?ﬁéo\%frﬁé ER R 0 Ao F]

3.5.7 -

20 brtes 20 bytes
IP Header IF Header

g b}"tES 520 a b}"tES 512

3 hytes 512 E 4 bytes padding §
= Sl
Abytespadding | & 500 tytes ki
300 bytes
B hies
12 bytes padding
padding ¥

B4 A% e 301 B R AL £ A 5= B34 5 A % client ~ proxy

e forwarder o

3.6.1 Client =3

wclient s » 2R FRJILDEA, - F A S F LaE il UE LR L
ite @ g client BEcR L APF > €% A 3800 proxy # 23R 0 B 3% proxy
> %) ¢ i T - - last forwarder > 7t = d proxyA # e @ E 3| 0 last forwarder
#s LFA> ¥ ¢t — proxyB #f e @ i |0 last forwarder £ = LFB2 > @ client 2 &
¢ JxFld proxyAw enF i i ot LFA &0 IP sk~ - 4 LFA + * 3% forwarding
gnsecretkey » fpt 4 H L LFAkey - 2 %2 LFA % proxyA iip pFenID %3 -
’W} L £_proxyA #>+ig=t client & £% %@ 4 % - B session number - f& % 60
= € J€ proxyB <3| F 3t 5 (LFB 1P i=xb~— 4= LFB + * sk forwarding 7 secret
key » tept FLH 5 LFBKeyl s r2 2 LFA % proxyA iif pren|D $hnsh o B 5 )J'*%-L
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proxyB #+>+iz =k client £ £ % %if A% 2 - B session number o & {5 client £

poe i ¥ L server il cndf e PR X LVRIRproxy o AT MR F P AR
client ¢ i F_proxyA # i ¥ 318 % - =k o @ BofS i server  gh- N
forwarder f| 5 LFB o & & #L £7 server i pFiE d1 348 enfi st o

v

- B Raeen P packet #2358 4eF/2.1.1 0 o 3t p R Bdt e @i p e i
proxyA - F]t ¥tk k 0 [P packet £ 4c + — IP header 12 2 forwarding information -

% e 351

=} 32 - bit -
- Header ;
Version length | Twpe of zervice Tobl length
Tde ntific ation ‘D ‘M| Flags and fragment offset
Time to live | Frotocolf131) Header checksum

32-bit soumce {elient) IF address

32-bit destination | proocyd ) IP address

Source port nomber

Destmation port number

0

Packetlength

33-hit LFE (@procoyBEEEARD 1P addess

0

Paclketlength

LFB

D

EH proxord FR 45 7E B se ssion num ber

B proxyERR #5 7E B session number

Header

length

Ve rgion

| Type of zenvice

Tobl length

Identification

|D |M| Flags and fragment offset

2E

Time to live

| Protocol

Headerchecksum

32-bit sowrce (LFA Y IP address

A 4T

32-bit destination [P address

{

Data

Z I vATEE

9.

v

*

WA IR

% R 4 IP packet -

[ forwarding information 5 # =z (4 +

- Source port & Destination port number : = -] 3 £ % 32-bit> ¢ J 4> TCP/UDP 3+

2
g

dAFE -

Fefe 3

wiate

(R4

4‘4";1

- /1 3.6.1 client

"B (B e o T -k g X server w O it @ 4 cliente

i

3T

—

m
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]
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=
:

i 4e b 4 en IP header s JF 4 B 5 forwarding information > @ % B

i» 4p I er1Source port & Destination port number> p =18 2% proxyA



« Packet type & packet length : = - % 32-bit > #» L £ 16-bit 32 O(request) »

J‘P",—t

Fiso 16-bit RIE B A4 B 3t e a0k B (GHE 5 &40 & packet length 3+
¢ o) -

+ 32-bit LFB IP address : 2% LFB =7 IP =4tk o

« Packet type & packet length @ = - % 32-bit > #» L £ 16-bit 3 O(request) »

J‘P",—t

155 16-bit PIE B K4 2w 3¢ ohE B (Y S &40 session number &

},\N(

packet length 3|34 & & #3) -

«LFB’sID : « ] 5 32-bit » }* & &_proxyB % z_ & -
- Session number : % 32-bit > & 16-bit *x proxyA 35 T« session number > i 16-bit
R H_73 2% proxyB #74p T £ session number -

PRLTITTEN

3 rve_r :‘:vb (reply)méfe o Client Jz 3| w % chdf

b2 e client & B AR

¢ e 3,62

=3 32 - hit s
Ve rzion HIGERGE | Twpe of service Tatal lengzth
le nzth
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Time tolive | Protocol{l 320 Header chec keum
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Twpe of service

Totallength

Identification
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Time tolive
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Header chec ksum

|..|

32-bitsource IP address

A SR o
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¥

- /£ 3.6.2 client Jz 7] server w % 3t & $5%-

4R E L oreply 3¢ o A ARGy P U 4@ 0 IPprotocol i i 132
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FF > P client ¥ 4 ip_input fountion * EJ23:%3t¢ - £ & ip_input function # 2 #-
20bytes IP header » £ & * LFB key f& & §|™ 384 > 2R {2 ¥ & session number #
= ¢ last forwader ID €_F &t #& - F &35 F& > A11345 length f§ =2 ér‘ F] 4o BT
padding =38 & » {8 T i 4o server w i 3+ ¢ 0 3% > 431 ¢ IP header # desintation
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t 5 TCPchecksum P4 HptiE 2 A (G472 A IPREE > 26 b - B

AL FEeT) o
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server = % client chdte > pL#g4te & d last forwarder #& %36 ko @ d proxy
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A a A IRA o g AN A K B E- T raw_sock » ¥ & 4%z IP protocol
w131 endte > F TR pREAt e 18 0 Ry — Bdsclient & R F L SpF TS 2eh
last forwarder > 4+ # 2= = 7 F sotables 2 # ' 4% client &0 IP address ¥ ~ Source port
number ~ Destination port number £ session number » £ &J2 18 4§ forwarding 3%
o
<2>:# ¥ forwarder 3t @

proxy ¢ L ¥t B forwarder & = — B % & » 2 t5 % Jc 3] client i % chit ¢ p&
(Fe 3440 £ 3.6.1) - proxy € 1995 L = 3p T 3%30 client o0 last forwarder » 35 1132
forwarder 4 ¢ » #-forwarding information ¢ 133t > » i&{source port &
desionation port number % 47 k > B Z¥0 client A F F LAY ATH KO
session number » — &3 T > e F/3.6.3 FHEFFH B P T35 forwarder i
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W RRE RO EER S ET R K A BA ko B (S 4+~ IPheader {5 £ % 41 o
BB 4t enft N 4o ] 3.6.4 T o

Forwarder 2
/f Forwarder 1 \
Cliert IP address 140 11336 X
Soree portrimmher 3398
Dr estiation p ort noamher 23 rehet)
Sescion roomber o

- ] 3.6.3 last forwarder # -

-t 32 - bit -
Version R ‘ Twpe of zervice Total length
lenzth yp
Tdentification |D |M‘ Flags and fragment offzet
Time tolive ‘ Protocol(131) Headerchecksun

32-bit sovrce | proxy) IP address

32-bit de stination { forwarder 1) [P address

1] length 1
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[— | &
|5
w |2
g |8
F 2 =
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® D 3|5
== B |5
3 7 5|2
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ElEN
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F 3 1&} ¥
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<3>E ) server v % o o % I% forwarder friEiE kit

g F) client i kepdte g o &b K FE- B raw_sock > F Fixfc IP
protocol = 132 it e > F x|t dg4t e & > g Xk IP =atd5 I o secret
key > £ d IP header(20 bytes)+c *+ source port&destination port(4 bytes)£ 4r + 1
byte = session number 2 16-bit 5 TO 5 {5 & B 4o &3 key f2% » 2 {8 £ &L 1S

Hw i % client ek A o eI a3t é fL N 4o F73.65 ¢
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|
e I
5 R
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¥
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secretkey fEE #t# » ¥ B %At T - B P hizp o £ AT

header s £ % ! o

3.7 #iFindz
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3.7.2 #fite
<I>client B % s av fs 0 #75 4+ ¥ € & ip output function # £ 5 i
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2o B iE Ay — 2% forwarderd e

N
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3% Ete B p ehizpk(client)z 15 0 F iE 4% B3R
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AE TR EREPIFE B T FkES ) AL o

41 B HE

AR REF fde @A) AT fEd Ethereal i F A2V B
client ~ proxy ¥ % i forwarder ¥ 3f& enidif 25 5 12 % server > =i 4 >
g g MR fehclient 2 IP address & o B B R S )k SLE Bl #74.1.1
S0 TF T MR Al - B ohub P i RGT e R 0 £ 3] Internet 0
Poigipeoserver > ph3RA U A FENAE kY o Tk

(140.113.23.102 ) 5 i 4303 o

B popyy

forwacderd
forw acdecl

Internat

G

clie ot

“WALL R % s AR -

%\' 4'1‘?1%?1‘:}:%

client FreeBsd 5.1, AMD athlon XP 1800+, 256 MB of RAM

proxy FreeBsd 5.1, AMD Duron 1.8Ghz, 128 MB of RAM

forwarderl |FreeBsd 5.1, Intel CELERON 333 Mhz, 128 MB of RAM

forwarder2 |FreeBsd 5.1, Intel CELERON 300 Mhz, 128 MB of RAM

forwarder3 |[FreeBsd 5.1, Intel Pentiumlll 700Mhz, 128 MB of RAM

H ¥ proxy # & proxyA - forwarderl ¥ forwarder2 F /& group A - forwarder2 # ;%
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421 % ¢+
d 30 Jude e [P header 2- ® 3%3c {8 6 proxy router 2 forwarder #7ig ¢ IP

header 2 {8 » & ¥ 4c i > #700 B35 o AR AR B3t @ FRE 2 o E L ik

Yo en P o @ B3| andt & IPAddress £ 5 00T R

3 42318 % L

1 |source client IP address destination |proxy IP address

2 |source proxy IP address destination |forwarder IP address
3 |source forwarder IP address destination |forwarder IP address
4 |source forwarder IP address destination |server IP address

5 |[source forwarder IP address destination |proxy IP address

6 |source forwarder IP address destination |client IP address

1. Telnet & 2 ;p| & -

AP fRserver 5 i A FFMAE kY w1 vk cissol2 o IP b
% 140.113.23.102 > client 7 IP i=xt B] 5 140.113.241.21 - 12 telnet i& + server >
ST netatat 4p 4 0 F 04 e w2k server &2 vRat client 22 2 i@ AR de g7 4.2.1
PoooF PRI > AP F aop w client & %v} 140.113.241.21 iz i IP iz qt &

server:fism e o
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onsole B]-ES

Session Edit View Bookmarks Settings Help

7 50400 O ESTABLISHED -
cizsol2, 37597 ESZ.muds,net, 4000 58400 0 49640 0 ESTRELIS[ |
HED
cizsol2,==h picadar,Dorm8, HCTU, edu, tw, 4383 65379 0 49840
0 ESTABLISHED
cizzol2,.telnet savikx,Dorml3, NCTU, edu, tw, 2046 65535 0 49640
0 ESTABLISHED
cissol2,.telnet 210,68,135,.8,38749 65535 664 49640 0 ESTRELIS
HED
cigsold,telnet (_140.113.241.21.4915?]66928 2 49840 O ESTARELIS
H
cizsol2,37622 cisserv,8195 33580 0 49640 0 TIME_WAI
T
Active UMIX domain sockets
Addres=z  Type Whnaode Conn  Local Addr Remote Addr
2000397 3ac0 stream-ord 00000000 QQOGO000 {zocketpair:
30003972560 stream-ord 00000000 00000000 —
30003972728 stream-ord 00000000 QOOQ0000 {zsocketpair:
20003973148 stream-ord 00000000 00000000
30003972ak8 stream-ord 30001abered Q0000000 Stmps, K1ll-unix K0
30003973c88 stream-ord 00000000 00000000 el
rootBcis=ol2: 0715 B hd

| Mew [ (] Shen

h
1 Il

-F14.2.1 Telnet I+ # 1 20 5 % -
RFAPEHF LA FHEE telnet 3] server F o — $8 {7 netstst 4 £
R Ao 4220 0 F R B server T sehclient © 0§ — IP g

o

140.113.241.28 1% %5 @ %30 mdgr ¥ H ¢ ==k forwarder ¥

& 3730 % #5(140.113.241.28) + s pl £ % {7 telnet i 5 F| 3% server 2 + 5 ¥ v

,

AP AHnFEE 8 T e V0 servers LT server &2 FE (7R I M

client IP =1t o

B3}~ Shell - Konsole

Session Edit View Bookmarks Settings Help
HED =
ciz=olZ, ssh picadar,Dorm8,MCTU, edu, tw, 4383 B5379 0 49640
O ESTRELISHED
cizzoll,telnet zavikx,Dorml3, HCTU, edu, tw, 2046 65535 0 49640
0 ESTRELISHED
ciszsol2, telnet 210,68,135,8,38749 64848 0 49640 0 ESTAELIS
HED
cizgsold, telnet 140,113,241,21,49157 GE928 0 49840 0 TIME_WAI
s
i ol 2. telnet (1 A0, 113,241 . 28, 491 F\F!)F.F.Q?F! 249840 0 FSTAEI TS
IHED,
cissol2, 37623 cisserv,B8195 23580 0 49540 0 TIME_WAI
T
Active UMIX domain sockets
Address Type Whode Conn Local Addre Femote Addr
3000397 3ac0 stream-ord 00000000 Q0000000 {zocketpair?
20003972560 stream-ord 00000000 00000000
0003972728 stream-ord Q0000000 Q0000000 {zocketpair?
200039731d8 stream-ord 00000000 00000000 1
3000397 2akb8 stream-ord 30001akbe?ed 00000000 Atmp, X1ll-unix"R0
30003973c88 stream-ord 00000000 00000000 e
rootBocissol2:[¥]1% |

| ew ] Shel

h 4
L Il

-] 4.2.2 Telnet 3 7 i SUP|5#-
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2. HTTP(Hypertext Transfer Protocol) 4 F i 4%p| 3

X

% 7 4l client i TI3% server pF > § F 3548 proxy & €3

A R A BT - BT L F A g @

F4.23 ~ F]4.2.4 > server w38 % 5 B v client & * 9 IP i=xt 140.113.241.21 -

ES

T ehi & 4ol

(=] (=] ]
Location Edit iew Go Bookmarks Tools Setings window Halp
X po -
1) &) i oW 2
E» Location: | 8] http-/Asvww all-nettools.com/pr php - | 7|

Proxy serwver not detected

Renote address

148.113.241,21
Renote host

{148,113,241,21}
148,113,241 .21

{148,113,241.21)

-F4.2.3 F T EI TR ¥ ARRIE-1-

i, - Kongueror

Location Edit Miew Go Bookmarks Tools Settings Window Help
T) & i C
e >

A é-";q. =]
E? Location: || ] hitp:#taruo netie/

L.‘] (P (LN
= [l

S2bF < A Ver 0.80a

-FA2.4 # TR L K B SUR|E-2-
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BEAPLPS AN 7@ R 0 @RS R F425 2 F426
¥ AR Sk % o FRIL TR A client imuk 5 140.113.241.28 5 & & % 3% forwarder 0 1P

=ht o @ 2bclient 2 F P =4k o

3 G00x180 Pixe 0 21D [2][=][=][]
Location Edit ¥iew Go Bookmarks Tools Settings ®indow Help
L . —
DICION: BG =N E
E Location: || 8] hitpz/Awwnyall-netionls.comspr.php '| |

Proxy server not detected

Renote address 148.113.241.28 {148.113.241.28}
Renote host 148,113,241, 28 {1408,113,241.28)
Dione

- {1 A5 v THEEE. Do) E-1-

VIGIN: JG =W SN R

E> Location: || &) hitp:/tarun.netie/ v| 7

lir < A Ver 0.80a

; Hongueror,

%-deflate, g=zip, deflate, identity

-FIA26 R THTEF &ilsE-2-
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v oclient srpLgh k3 > B AREFT client o server 5 ez ¥ o & ST
i proxy chimpk o fe client &2 9 4r4t e BikiEaY o ¢ gt forwarder o
¢ wrig AT proxyA f8 £ 4.3 LFA > @ 3|i LFA 2 =0 iR ¢ vt forwarder ,T*u

# ®_client s¢ ;&2 en7 0 o B 4.2.7 9757 o

P
oy ey
Fraveznder]
K (ALY

Touwr swdiesd
(LFE)

client

- B 4.2.7 % % f3=client a2 2).-

7 AL proxy SFEEE 0 R proxy ' ri Ao & ghiE cndt e o client(k k)
FEEE o 2 ET kg iRt forwarder #iEi 4t e (B4 proxy B 7
1) 0 ¥ ?P)*I.%—Ej#é WwiEE e Fld st - o forwarder o W LFA > fe B3

3te F R P chds (server) & LFA 2 123 € % 3oR(fpt 4y LFB) T & 72 7 v > 4o

] 4.2.8 #151 °
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clent

-F4.2.8 F & tE-proxy LRk

¢ ¥ ehforwarder > £ 7 £LE 3§ F e > Rz forwarder & ¢ i ot 4
¢ H d vRiB node i ke W RGET KRB EE NI o A s s last forwarder
sonode » H & F TR S L P coserver kbl E £ R M ehR kg o 27

%k # last forwarder 334w o E_Zuproxy.m L8 1 client » 4o 4.2.9 #r7 °

7

-E14.29 % % +-forwarder g gk-
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4.2.2 »Txe
Poabde BRA chP (TR % DES 4v @kt F M fERINA iy o

AR FEEE S T S P

1. FTP »xig 38 -

AP fRserver 5 i A FFMAF Kk E Y w1 vk cissol2 o IP mab
% 140.113.23.102 - client =7 IP =y P 52 140.113.241.21> + @4 % < | 5 16MB -
Client & #:& + server pF> + @ B X 5 OMB/sec.> F]* % | & fyi st =+ & o

F 2% N H_ ¢ RSk proxy £2 4 2% forwarder(4 %) 2 LFA 22 LFB)

Client - proxy - LFA > LFB - Server

Server > LFB - LFA - proxy - Client

<I> FAme AP o b sy 22 AL e Ethereal #f fidte A rii g m o d
YToproxy i 5 R ¢ R M IPERe > 2 <o) € 421 1500 bytes > F] gt

SR A fragment > 1o € % 3te & € BH 0 &4 client i ¥ proxy - B IP 3t

LN

~ /] §_1496 bytes » & proxy &2 » 4e » z_ {4 forwarders iz gt > & F
3% IP 4+ d Jp L1496 bytes % ~ % 1504 bytes » ]yt i% d et e ¢ & 2] =
Ao RE g @ IPae < B9 kY MTU & ki3> 7
pe A %ﬁﬁ ') client #iE e IP 4F¢ % o > Bl4cd client i ) ehdt e &
Bk 4] S 1492 bytes 0 2 {8374t E T L proxy B 4o T 0 1YL w44
s = -] 4 1500 bytes » 4oyt BIF £ "F i proxy £ #iE 3 e €3

fragment R® 383 4 o

<2> i * i is MTU :g = erfragment P 321> P8 % 5 15 23t = 27 2o B>
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R b B B E S X 6.01MB/sec. » @ & H_E 4c— % forwarder - B P &g B 5
F1 49MB/sec. - & E_F 4% o B+ BiE & 'F 3] 1L.2MB/sec. > F H_L 4v » - 38

forwarder » B+ @ & 54 0.99MB/sec. -

3 4-3 ¢ g - ftp Bl

N ] &/ e be
9.1MB/sec. 4.9MB/sec. 1.2MB/sec.

2. ICMP #f# pl3# -

gL IR A A plzRd client i - ICMP echo request 3+ ¢ % server » % & server
v & echo reply £t & - % 4% round-trip time> & &|i% d1 3¢ @
27 1024bytes » & F £ 13 2%,

MR Rk BLIE - 3% proxy B 5 3R forwarders ot o B i S kg or it £

%4
F

Lo RIRE AR LN proxy ¥ — 3% forwarder iR o

i izt forwarder 22 proxy Z is uf B -

* Hop 2 hosts

(client>proxy->F1->server, server>F1->proxy->client)

% 4-4ICMP Bz -1

=] % 64bytes~512bytes

Packet Size Latency (ms)
64 0.96

512 1.901

1024 2.4

e Hop 3 hosts

(client=>proxy—>LFA->LFB->server, server->LFB->LFA->proxy->client)

% 4-5ICMP jp|zg -2

Packet Size Latency (ms)
64 1.649

512 2.2

1024 2.681
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o
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session number £ ik * & % last forwarder > i} 4= HF IR A | o
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o i AP proxy i = e¥EgFE

SRR U proxy 0T Mo S x;rt TRERERED BT ® Y

forwarder T3t > ~ F B AJEF B LedtE 0 ¢ FHEENE v B TR

e key A 4 B AE

forwarder + eakey » P @ i ek 2 B4 B forwarder £ p A4 0 £ 4 o
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