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A Broadcast Encryption Scheme Considering Routers

Student: Jian-Yu Lan Advisor: Dr. Wen-Guey Tzeng

Institute of Computer and Information Science

National Chiao Tung University

Abstract

Broadcast encryption scheme is ‘a‘method let' manager center broadcast digital
content to large number of users efficiently-and guarantees that only legal users have
the ability to get the content. Broadcast encryption schemes have vast applications
such as broadcasting movies, news on networks, and paid TV.

There are stateful and stateless broadcast encryption schemes. Although stateless
schemes need more message complexity, they don’t need users to keep online all the
time. Among all of the stateless broadcast encryption schemes, subset difference
method is the most practical.

In this paper, we researched subset difference method, and found some
inefficient covers. In the practical applications, we don’t need to revoke all illegal
users immediately. Thus, we propose a new method that reduces its message
complexity to 2/3 of SD’s. Our method can have the perfect revocation in the help of
special routers.

Key Words: broadcast encryption scheme, stateless, stateful, message complexity,
subset difference method.
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