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National Chiao Tung University
Abstract

Distributed key generation (DKG) plays a very important role in the
threshold cryptosystem and the interrelated researches in the distributed
key generation protocol for discrete-log based cryptosystem have been
lasted for several years. Due to their realistic factors in all kinds of
applications, the discussions for:these interrelated research topics are
always hot and extensive.

In spite of there are so many distributed key generation protocols
proposed by scholars, the performances of these DKG protocols are still
not very efficient. Especially when we implement these DKG protocols
for the need of achieving “Verifiable Secret Sharing” in some large scale
system, the necessary sharing messages sent between members will be
very huge. Therefore, the communication load remains so heavy that
there are still hard to conquer the bottleneck in efficiency.

To this end, we will propose a new distributed key generation protocol
which is constructed on “random sparse matrix”. Then we will also put
forward the complete security proof and we claim that there would be
very high successful probability in our random sparse matrix DKG,
Furthermore, our random sparse matrix DKG also corresponds with the

stricter security definition proposed by R.Gennaro etc. in [GJIKR99] for



distributed key generation.

Keywords: Distributed Key Generation, Random Sparse Matrix
Threshold Cryptosystem, Verifiable Secret Sharing,

Discrete-Log.
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