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Abstract

Business software can be defined as two categories. One is software protection
program and the other is software directive program. So far the software protection
programs have various ways to.be“protected, but the difference only depends on
software protection programs themselves. It is very clear and obvious to determine
software protection program and software directive program. Hacker can hack the
software protection program by the clues when running the program.

We can provide amore difficult and complicate way for hacking by the analysis
of the software and the hacking behavior. In this case we can design a double
protection structures on 80x86 CPU/Windows. This will make software protection
software and software directive program to be more associated and harder to be
hacked. Only the hacker who can reprogram the program can hack, otherwise it's not
possible that the program can be hacked after this design.
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80x86 Wi ndows

2.1 80x86 CPU

CPU CPU
(Register)
8088/ 86/ 286/ 386/ 486 V86 CPU

cAX BX CX DX
:SP BP S| DI I P
: CS DS ES SS
- FLAG

¥ E f:!:’i.":’.: b
1. | P( lentsitornu“Pointer)
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2. SP(Stack Pointer)
SP | P | P SP
(St ack)
(Last I n First Ou

( PUSH)
(POP) 2 SP
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3. BP(Base Pointer)
BP SP SP BP
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2.3 80x86

8088/ 8086 df@ﬁvﬂaﬁﬁ,Bx,cx,Dx,S|,D|,SP B
80386 e EAX, EBX, ECX, EDX, ES
EBP
80386 : 8 6
8 6 8086
80386 32 16 16
8086
80386 80386
2A32=4GB 80386
8086 80386
8 6 32
MS- DOS 8 6
8086 1 MB



80386 2732=4GB 8086

1 MB
(Virtual Me mor y)
(Virtual Me mor y) ( Map)
4GB 2GB

2 GB
1.

2GB ( )
2. (Virtual Memory Manager)

( : )
3. (Dynamic-Link Library, DLL)
4 .
5.
1.
2.
3. 4GB
[ 3]

2. 4

Wi n32 ( Wi ndows 95/ 98/ ME/ NT/ 2000/ XP/
PE(Portable Executabl e) PE

PE

(Section)
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5 PE
(Section) : PE
(Section) (Page)
(Section) X 8 6
4 KB 0x1000 X 86
(Section) 0x1000
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(I'nstruction Pointer)
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Wi ndows

Wi ndows

CPU
Vi sual C++ PASCAL

(Di sassembl er) .
"OxEB" "jump short xx"

Vi sual Basic 3.0/ 4.

(Decompil er)

#include "stdafx. h"

10

0

X 86

Vi s



i nt main(int argc, char* argv]|[])
{
printf("Hello World!\n");
return O;
}
6
6 7
7 7
C
1: /'l test.cpp Defiimetsi drh.e entry
2. /]
3: #include "stdafx. h"
4 . i nt main(int argc, char* argv]|[])
5: {
00401010 55 push ebp
00401011 8B EC mov ebp,esp
00401013 83 EC 40 sub esp,40h
00401016 53 push ebx
00401017 56 push esi
00401018 57 push edi
00401019 8D 7D CO lea edi, [ebp-40h]
0040101C B9 10 00 00 00 mov ecx,10h
00401021 B8 CC CC CC CC mov eax,0CCCCCCCCh
00401026 F3 AB rep, stos dword ptr [edi]
8: printf("Hello World!\n");
00401028 68 1C 00 42 00 push offset string "Hello
World!\n" (0042001c)
0040102D E8 2E 00 00 00 call printf (00401060)
00401032 83 C4 04 add esp,4
6: return O;
00401035 33 CO xor eax,eax
7: }
00401037 5F pop edi
00401038 5E pop esi
00401039 5B pop ebx
0040103A 83 C4 40 add esp,40h
0040103D 3B EC cmp ebp,esp
0040103F E8 9C 00 00 00 call __chkesp (004010e0)
00401044 8B E5 mov esp,ebp
00401046 5D pop ebp
00401047 C3 ret
7 C
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Vi sual C+ +
CPU
Softlce TRW2000
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mb

mb

Ti meLOCK 3
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00401000 EE sl ump 35
00401001 03
a0401002
00401003 —  {rFEEE=3
00401004
00401005 33 EB+{if ik
00401006 el R ETS, | E _ B _ 0 | 3 _

9

NOP B NOP 90
E_Batk ‘vqu) EBOO- EB7F
EB80- EBFF - P N 00401000
“3 bytes 00401005

int main(int argc, char* argv][])
{

bool flag=fal se;

i f(flag==fal se)

printf (" Oh My God!\n");
el se

printf ("Hello World!\n");
return O0;

}
11
1: // testt.cpp : Defines the entry point for the console application.
2: //
3: #include "stdafx.h"
4: int main(int argc, char* argv[])
5: {
00401010 55 push ebp
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00401011 8B EC mov
00401013 83 EC 44 sub
00401016 53 push
00401017 56 push
00401018 57 push
00401019 8D 7D BC lea
0040101C B9 11 00 00 00 mov
00401021 B8 CC CC CC CC mov
00401026 F3 AB rep stos
6: bool flag=false;
00401028 C6 45 FC 00 mov
7: if(flag==false)
0040102C 8B 45 FC mov
0040102F 25 FF 00 00 00 and
00401034 85 CO test
00401036 75 OF jne
8: printf(’'Oh My God!\n");
00401038 68 2C 00 42 00 push
(0042002¢)
0040103D E8 3E 00 00 00 call
00401042 83 C4 04 add
9: else
00401045 EB 0D jmp
10: printf("Hello Worldi\n™);
00401047 68 1C 00 42 00 push
"Hello World!\n" (0042001c)
0040104C E8 2F 00 00 00 call
00401051 83 C4 04 add
11: return 0;
00401054 33 CO xor
12:  }
00401056 5F pop
00401057 5E pop
00401058 5B pop
00401059 83 C4 44 add
0040105C 3B EC cmp
0040105E E8 9D 00 00 00 call
00401063 8B E5 mov
00401065 5D pop
00401066 C3 ret
12 11 C
11

ebp,esp
esp,44h

ebx

esi

edi

edi, [ebp-44h]
ecx,11lh
eax,0CCCCCCCCh
dword ptr [edi]

byte ptr [ebp-4],0

eax,dword ptr [ebp-4]
eax,0FFh

eax,eax

main+37h (00401047)

offset string "Oh My God!\n"

printf (00401080)
esp,4

main+44h (00401054)
offset string

printf (00401080)
esp,4

eax,eax

edi
esi
ebx
esp,44h
ebp,esp

__chkesp (00401100)

esp,ebp
ebp

Oh My God!

Hel l o Worl d!
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0040102C¢C 8B 4F EB 19
0040102E 004010460 00401047
Worl d!'\ n");

2: NOP
0040102C 004010146 90 NOP

i f printf (" Oh My God!\n");
Hel l ow Wor |l d!
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Bob A~ PK
3. Alice Vergfy(m, Y, PK Bob m

3.2 RSA

Rivest Shamir Adl eman][ 6]

1.GEN(4((e,n), (d, n))

k/2-bit | ong p q k-bit n=p
e Z d=wmody(n) ed=1(moduy(n)) (e
(d, n)

2.ENC( (e, h)momd) msmwhere m Z
3.DEC( (d, h)mod) =c

14 RSA | |
Key Pair Source
% Has PK,: (e,.n) PK;: (8;n), ...
"
. 2.Gel PK,
Bah ‘-ﬁ‘-,\l Ahee
|
v . 1.m, y = H{m) ** mod ng %
o has
has ¢
: Fublic Key.PK
Public Key:(e;.ng) 5:“';‘ KE‘ s
Secret Key:(dy.ng) e

3.Check Y = H(m)™ mod ng

14 RSA
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TR L EiEamt iR
LB . |
| i [Bb~ g Janpagia o oA i
— B (52 "
ROFATHEBIHE BEATEE Bt
(AR erhAEsE LT
Wi ndows C++

( 17 ) (Section)
1.
2.
( )
3. RS A
RSA
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HEshfE =
FFFFFFFE 0xFFFFFFFF;
el
=
FRINIAE
RN
Bz [
ATHE
B
D001 000 00 000
D000 00 CO0o0anIn
19
1:
1.
A
2

firitfe =l

HEE

BEE=

AR

AEE,

OnFFFEFFFF

R

19

25

D140 1000

000000000

19

i

EEm,

BiER=,

A=,

AT,

E




Aihs
*"*?"ﬁ | EEEE i

i
'& 25=50(H E FHEER (d.n]]
e

% »
o HUEERH) S
PKie.n) /@

SKid.m
Rk e.n)
B R
4 Verify(H{ FHE%E),S (e.n)
20
RSA
20
(e, n) (d, n) H
( (e, n) )
1.
2 H ( ) H (
)
3.
4 .
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RSA
16 21
\
000500000 Cmat \‘\ OxFFFFFFFF ,
\ G,
AET; \
- % Faist
e 2
- ¥ o\ ..
HEILVerify R s E &H f? VerifyBE =
A # A
= \ EmE=
/J'—- B \
FE MR - :
000401000 M % \5 D=,
(en) | — \
0x00000000
21
5. 4
( 21 B,C,D,E,F, G )
(e, n) 2. Verify 3. Verify
1.
( 21 B,C,D,E,F, G )

100
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CEEZ.

Bis
- WEAE:
SEH0x5000008 B HEfT HE ¥
A= SEHV0x50000 1A BT EL #

Ce00500064 I ) et |
: e SEENOX5000644[EE TR
Cx00500000 ﬂiiﬁ

A Z,

EFBE

0x 00401000

0x 00000000
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O0x500000 -
0x5000¢6 4

O0x500000-0x5000¢64

O0x500000-0x5000¢64
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0x500000 ]

int *p=(Ii *)0x300000; 1
i nt ':*(p+80000) 2
i nt =4 bytes 4 bytes

p+80000=0x300000+80000*4=0x500000

2
int j=*(p+0x80000) ;
0040B539 8B 4D EC mo ¥
0040B53C 8B 91 00 00 20 0O mo @00 h]
0040B542 89 55 EB8 mo X
p e c X
ecx O0x200000 edx
edx ]
0x:5.00000 ecx
O0x200000 0 x.500000
p 0x300000
1. 2. ( )
void sort(int *a,const int n)
{
int 1 ,j),k,temp;
for(i=0;1i<n;i++)
{
=i
for(k:|+1,k<n,k++)
if(alk]<al[]])
=k
temp=alil];
a[i]=al[]];
al | =t emp;
}
}

23 Selection Sort

30



01l:void sort(int *a,const int n)
02: {

03:int i,j,k,temp, *m;
04: for (i =0;1i<n;i++)
05: {
06 : jo=io;
07: for(k=i+1; k<n; k++)
08: i f(al[k]<al[j])
09: i =k;
10: temp=ali];
11: i f(temp%2==0)
12: m=(int *)0x300000;
13: a[i]=al[]];
14: al[j]=temp,;
15: i f(temp%4d==0)
16: { temp=*(m+0x42d3c) ;
17: i f(temp == 0x83ec8bb54)
18: ali ] =al+]tl;
19: }
20: }
21:}
24 Sel-ection Sort
23 Selection Sort 24 Selection Sort
11-12: t emp
15-109:
16:
17-18:
(Section) (Secti on
PE
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6. 2
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26
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Microsoft ¥isnal C++

238

&&4198535 ##100
&&4193024 ##200

& & 10
## 10
&&4198535 ##100 4198535=0x401
bytes &&4193024 ‘##2‘0‘2 4193024=0x3f
bytes E
6. 3 ‘ |
1. 6. 1 LR 5048 bits key
2. RSA ‘ ‘crypt.cpp
3. crypt.cpp key n n crypt.cpp

unsigned char mod[] =

FILE *f p;

Unsigned char name[ 20]
fp=fopen("licence","rb"
fread(name, 1, 20, f p);

fread(m, 1,256, fp):

fclose(fp);

fexpm(m, name?2);

I f(strncmp((char *)name, (char *)name?2, 2
|l i cence 20 bytes 2 !

,hame2[512], m[ 5
)

35
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1. 14 1. (e, n) 2 Veri fy 3. Vel
1
Veri fiweri fy
(e, n)
Byte 2048|bi ts 267 byt es 924 byt
1
2. 14
22 bytes 1 byte
1447 bytes *22 =31834 bytes
n 1447 bytes + 1447 bytes *22*
bytes* (22n+1)
7. 2
order
Selection sort
10000
CPU
I nReFMenRidunCPU 2. 80GHz 504MB RAM
:Microsoft Windows XP Professional Versi.
: Microsoft Visual C++ 6.0
10D 1000 10000
Selection soft 328 20329 199
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