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A Key Management Scheme for Secure Multicast

on Mobile Ad Hoc Networks

Student: Shu-Wen Chen Advisor: Dr. Chi-Chun Lo
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Nation Chiao Tung University

Abstract

Along with the technology evolution, and after overcomes the routing and
quality of service problems, the Mobile Ad Hoc Networks, MANET, make the
application in this environment more popular than. before. MANET can self-organize
routing and does not need access.point, so-it is useful for emergency operation,
military environment and conference.-Owing. to’ dynamic topology and wireless
environment its secure problems are more complex than wired or wireless network
environments in the reality applications.

There are many ways for information dissemination during communication, like
point-to-point, point-to-multipoint and multipoint-t-multipoint in the network
environment; but due to the characteristic of MANET the point-to-point method is not
applicable. Multicast is rapidly becoming a more application in the MANET
environment. Therefore, the security problems of secure multicast are more
significant, and focus this in our research. In addition, the cluster-based MANET can
get more efficient than others in the aspect of routing and key management. We will
propose secure scheme and scalable architecture for multicast while some node joins
or leaves from the multicast tree and key management problems in the above

architecture. We make multicast more efficient and secure under the restriction of the



dynamic topology and infrastructureless and wireless network constraint in MANET
environment. Finally, security analysis present the schemes we proposed are more

secure and efficient than the others.

Keywords: Mobile Ad-Hoc Networks, Secure Multicast, Key Management
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AOB kA E L o

EEAMY o F AR WE HA R BB Bk AR T
Uarenif o 6% - @R R- BRIT 5 TBS & 5 - BHMHHF 2o

BEAN S ThoP A X flch nT o RN A Gk frmendp L3S f ol k

|~ .
e
=
3\'
i
Jul

o
F_L

RIS =B f 3T ool o £ W fcom L5 X TRHMRBHLTFE DO

o ¢ it B - & R de /BB Bk ©ov s 4 AE AR Y BBS

3“\ N
%

lE'

-\\

%gi‘*’m s o
EBS & 4 n~k-m ¥ 52 & > 1<k m<ne 2 EBS(n, k, m)
LA AR EE (SBEEREAIL 0l = {1, 2 - n)) hB AR £ 5
T % D=(A, A, A}eF BB tell, nlit LT 5 @&
(A tE&7ran BT PeahkBFREE o
() BT ¢ §fmi#s hewmpPAUAU-UA EBUA =1,
Dl(t) (AFERPAH A FEMBAT ¢ 3 § £ WHE)
# o4 EBS(S, 3, 2)%- BUcEF 4B &4 [ - (A=(5 6, 7, 8,
A,={2, 3, 4, 8}, A={1, 3, 4, 6, 7}, A={1, 2, 4, 5, T}, A={l, 2, 3,

5, 6, 8}} e AT i ks B tell, 8]a T I ALY KM%

PEBHRIRAT 4 d BB AT B GRS T § A
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[1, 8] - {1} = AUA,
[1, 8] - {2} = AUA
[1, 8] - {3} = A UA,
[1, 8] - {4} = AUA
[1, 8] - {5} = AL UA
[1, 8] - {6} = AJUA,
[1, 8] - {7} = A UA
[1, 8] - {8} = A[UA,

- BaR i kK mMDEBSEEM T - &7 &a¥EMY 3 %55 13 ndn
B ﬁ »m B4 FIRE (Key Server) Wg F &8 [ P 55 + k& hifet &
E(PEA)-FALRAET ¥ - 27 IRAEA LR LY 9] & f RS

R AT o et GIEBS(8, 3, 2)A . F XRS5 6T 84T WAL

Aoa%%QA=U4M%H&%ﬁ’%%ﬁﬁﬁﬁﬁmﬁﬁ%%#&ﬁﬁ%’

Torier NS iF A ks A s s T ke R e
i=1

m
F3 SRR T PR E CRERE O B UAY 57 A mmamL L
i=

AT EAR A R Aot FRERE T i) | T R AT R4

YRR R LATHM R R T £ LATHE
BB e P ERTEY R S TGTHM R4, BA)KE NETHA

gt R R TGRSR LR SR AT LT @ AATNA AT A R4

PREAATAL S NEANRGE BE R SR ARy o

M UEAEHEBS ) AN P AT Ehor L kim B2 A3 kB

ST R E o ¥t A ihk femo AP 4 Canonical(k, m) (k”“)'/ & ktm

*

o
3

B Y kBT RS o Bl A=(3) ) 4o W 2-3 457
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e = I

1
e
o o
l
1

_ = = = o
[ = T e S S R
A =
[ I S e

R S

0

B2-3: 35 & A2 R %[18]

PAEE T R R AR EEHMA R 10 ot 2T Ak o AP R 7
2ot g AAfGRE (127 FRARINA) FHFFLEEIAHET D
A (1#27#HF A et 6]? on=l0-k=3 m=2c Flt % § 5 =& f & 4 p
WZum=2 3 B A4 BE drekey L T¥F o BR SR 1 B FE > T LA
(FEF AFE MM~ Mo~ Ms~ Mo~ Mo (Mi 7 S5 5 03 L)) fr A, (8 F A
& Z Mz~ Mo~ Mo~ Mr~ Mo~ Mio) & %) 4r 3 ATHERE D 4 18 32 ) ’E'J“éf"l =R 1 mehen

A Ep, AT E AR

-
)

RS R R R L - G ()
#7 Key String R7 AR ot o VRS B p Tk Sih® 2 o

F AT R e r — AR S e () 2 R e ] Bl

>

g A et Key String feft e ot £ 833 f £ 2 % (")) bl
CURHE SN2 i R e
Htem B AP et 88
zvrvu% TORTAe o~ R R b oG 2R *KB’» RTH Av i B0 & §
Ama ° Bl R 4g PR Ba-L 5 ch kim $= 9f 24 &8 (7 F 3742 chif et 4
) EiE kbl 4 A feipatée » 2 f o
2. H+4v rekey M 4 ehiF =t e
L AT 3 R P EATH Al 2 B XA 0 R AR SRR D
R AT o FP RFIREF AT o kin = e 2R (7
FATAZ it £ R) EE k-1 F A REATI F R
B R ME P M rekey (08 1T TERF P A AT A 4 et £ 8 &

17



e BATEHM DG D R IRE S | & ER fg_“f 7 rekey R A > A
PR B R RARPIRBATE R £ T e B R4EG e £ 8
#c o M E rekey i 4 iE 4 st #ic o

It AT R - BEAM AL S n EME S FV RS SK A n g
(tm)mﬂ'%u Sl RIF RS E S B4R et £ 8 B rekey L E D
=X fge o M E T EBS ek i: it oo

FHRESR y ARG F o BRI R ATy ber DR ETT (2

wARFIEE AR k2 om B AR S frdfi b » X PR

B ¥ R T E(F 5N

BPORXERRFFEH A SRy AR o R

(D#-xfry S N FHM(X oy E] DA FEE &rekey drt & ¥ AL A7)

(2)# 4 B oy w348

(e fy garpehtamf x d1Key String friTai i A

EBS f 4 p 32 2 b et dBATagEAE 2 BBS #TF B chif 2t £ 1B e
rekey U 4 3% 41 =% #c o AL 3 SR FRT SR AR AT

IR ) IY‘T} TP L H A e~ /BB R ARG 0 T RARP Ao g ok
Wk 2EARE S o /B I 0 T AR R EBS 225l 1 &
ARG REREER > T2 & sun of product FEA T F itscdk o T A A
FEN BB AT 2 [17] P 4@ * + FEHA#EH D sum of product @ 125

MG A FE R IT

BoRRERALEREY > BEEL A BRE - ARd E%EF (Router

Domain » # # RDomain) > ¥ — & = A % #* (Member Domain - # # MDomain) » 4=
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FREET G- BE BRSO BRSLI GRRS Bud o g

Fid FAFRRFLERBRHEL FFEE Iﬁ“—l'ﬁ{ (Subgroup Manager) - # % % a3

R EILE g - B § AR EA S ¥ e F 24 (Group Manager) - # & § 32K §
FERE] BRSpFEEFRE A r 2 BRH DA APFEG LT DL e

@ Group Manager
@ Subgroup Manager
Group Member

SR RFAAD - BHFEEFRE 2 HFEERPN D P e AR AT

FoFHEFE LR FEEEA R RSP SR e 2 PR A ARG

SRR ERELF AN AR PR MRS [ NPT A
PlEBIFEERE L O EFE PR PRI FEPRY I T REE

T
B AR oW BRI A MR ET 2ERBENT G TR g

AAEAPTEAHET DALY I W R E R I H L
Td SHEegRERE PRGN A o SRR LS B

FE I E TS TR TS
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FREER P E - B ST AU DR B 2R

B3
"‘B?;W—J w3 "‘E"FIW RS R RPN | LHEE LR S
it 2@ % % > ~a(Complete Binary Tree)en= ;2 k& = = § B &P

i B4 & B2 Kot 4oB 2-5 AT o
LR 25¢ od IFEeFR u;ﬁ%’-q\ﬁéf—'[ﬂ; D g B £ A AT
ﬁj—o g]‘:l & 75‘@%&*@%\“ f@;#‘g%f{?ﬁ%a m = f[%"vzli‘::“' ﬁ :'f”f!;\!'—-ﬁljij‘%\ %‘— fﬁ%i

EAR od MR AMNER PR ERLL S ARG A

[N

Q Key Node

D Member Node

Bl 2-5: % 2 > App= & B & A SuE(17]
e AT AR AT R G- LA 4 A logN |+l $ e

ﬂ
Wes 28 00 NS s A Rapcnd § Bl A5 R Flif e & T 68 o AHT

(root) & gh#-itfe ¥ Ko » feftcns i A& Ba g = g 8:(left child)

# 2
fel 28K, n L#2F &e(right child)pife s £ K, i>0 ® K, oK,
g Ee G
Z R agife - MID(Member ID) & 4 ¥ f $2L0|$HI & 8L 97 55
WAL HE FPFL 273 P S i r el AR E DO £
o MID* = ~ = 8 (Binary String) biibwe---bok 477 » Héniz - ~F3 ¢ ek

BenlogN |» @ h¥ 4 0 & “F 1 4e® 3 ¢ mb MDA 1100 £ ¥ b=l b=l >
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b0 o 4% e & B MIDeb=1 B4 7 30 & F fde » i@ A5 ¢ A pIlK,

F2p=0Tdaiid 3R §ARIK a5 BER Y §ARIK, B ¢ ub

dMIDE 110> & rmb A »FH e R-EEH 28K, » K~ K 2 K

b
top

m2 SMIDE 010 » % 7m2 Aie » H i Mg B @i 20K, « K, ~ K& K

top

BAdL S E S R RBF R AR BER T TR s R ATH
AT ATT A L BRI B o BB 25 cF A mT 2 m2 FpEE A
e 2 mb A » e o MID 000 xt Apel o e o0 MID &4~ 0 &
ETAHRREZSREBEL > Aok 2-1 477 o

5
=

50 &z MID = B B-3pm 3 eiia o

°
i
=

5147 MDSRint Bagmaed

°
i
=

3 X AR NID & FE R 4 r Feit 3 SF 3 NID £ Ay -

221 SR E 52

Input(MID) Output

belbO

000 X

001 1

010 0

011 1

100 1

101 1

110 X

111 0
b2b1b°00 01 11 10 bzbl b 00 0l 11 10
ol x| 1]1]o0 0 I,o?"'(:f:\::_{". 0
1 1 1 0 X 1 :\\1\___‘1,1: 0 X

(a)+ % (b)+ Bl i Bl:E

Bl 2-6: 5 &4 fapd 2+ %Ff§17]
d 5 MID 03 = (bits) b FE % £ F & f 5t cif 02 48 511 A P w10 )
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RN ESRE R AREEA DR G 4 2 fo(sum of product
expression)eh> Nk & w o A @S T L 2 d 2 Ferdeg cnE R et &
X Ao 26 e EE S A L H kD by i R
P ehE 4% (product term) Tt & FIRi> g A f B erE G g e £
Fom DIV M F E 202 atd A o bldob M AR 2K 0 A Kk
mo md 2 ml #TH F oo bby AR EEK,E Ky ¥ 2 omdfoml kT K,
2 Koo @ mb md ~m3d 2 ml pIE_23menziagpd & F o

REENE TS STRES L P EY S L ST S s
T ATHE AT LR o b Y PR AT s T p 2 1 RIRE
ERFEH AT AR Aok i PR AT D WP ACE ] PR
&

${m1—\j&.¢#3#’94$£’\4—b1§. ;}’u,—r‘f Qikég"?ﬁoiﬁj\]}d

PEAE
IR NEE LR R s T A g
Ky (Kyp = T(Ky Ko) ) K 4e 3 ke £ B 0 &
A 5 EA R E AN/ BRI P AT R R EFEET T
%+ ZBE 7 sum of product gt f o ¥ e AR bo 2 B ¥ ek (F2L
Feoop A A3 e 4 | Afeimsh i KRR T HEY FEREE #

NRELEPEE £ FTF o
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Z A EI A /BB e R

X3

AR - RO HEY 0 AHIRABE XD EE e T e h Ty
RS AR mv/I;Jc ok - FEeTAL e éf_é/gkﬁiﬁﬁvg@ﬁzv‘ v 7 fRE A
AT R EEE Z > PR R P AR AR TR RRIRE R Y
EESN 0 AMAES G A0 A 25 AN BB F RS T R

* EBS fot BB RafgE Rehdi HF AR RN - B AE S AR EL

-

MR R R AR AHR AR LA BRFEHAR

B ihs i i 2 e

3.1 MEA

iR EAH B PR T ERFRRR RGO HT A BRI R
IR VARERG - LU SR BERET TE R R 2 B R
* EBS 4 T RFEF R FUAFR O FR AR AT L ET G ERF
FdaRekey A > TR E A | anuF R 2 G f ¥ T 7 ' i< Rekey
Ak GWEE > Tt AT Sk en i At EBS IR At H RS S 2
FH MR AR

Pt m AR - BT RMRER PP F 2 EE L R N 3
B Tt 2 g E A e MR E S A R MR o Ao X 2T o
(ATHE R4 L A%Y B BADRI Vg3 - BRI DRFEIZHA

doie RE B *v,}#_—r e U 3 m:ﬁ%—?‘} FEIP R

'+

L4 ki R
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&G AT B - F erik e EBS #4015 5 et 2 4% 902 Bit String %
ARG AT AR BRARAB R 0 BB F A P E A b x g
BT o doin A3 e BRI AT T A ¢ 0 56 EBS 4+ 2H

AL 0 KT AT S A e AR e B E TS R T AT 0 X S

Flpt AN [LO] 2 ¥ & N EBS B ik 0 A fouE R X r e A

BlEGE G

® it mELEE e LB
BeE e 4G e 28 Bit String 0 BB EREFESY T
FARFFEHIATF KLt £ WL FEN LRFE R
BARNE A RBER ML RN DR Fe o

® i EBSHH|» kT AE I A PR BRBFE 2
Ao i EBS M| TEE A o ABEEFE 2 0 22T A4S A 4o n
[ 5% > % R4 EBS AR EL . 5 BHM AR 2T 2 3

7 Rekey 34 $RiE RSB IE o7 BFF FROETE 0 S A b

HLFE 5% 8 % eng (71 0 %2k % 4% Rekey 1 4 o

® FEEHT T 2EH
AR AR AR Y A e TR N R E LD R R T X 2D
AEBF2 LN DL o N 2D

32 A5 5 Ao /B2 R4k BT

AT - BB AT g i A Y TR n e 0 T R[10]1F K ik

S A H e AR D B i B & AR R AR D] AT X 124 [19]

{373 0 Bk criF (Frn X R 3L % TR ARFEN S A N BB AR { FTHED
A E 2 BE e e S Bt RREE R RGE T
D RT RHARE LS T TR R S T L
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3.2.1 4 | & el iy

AT ANEEEET R E AR B R R T 2EHEA] T

v &
TEREPEEET LR T ORGE TG B X 2 EHL PR 2

TR BEER B RFIZ T R R AR R F o FY s AT APER
Hicfrd B E R 7 (Singlefop) ey + R+ - BEE > F P
I AR ERAR - P FEERE A RERFR T EEE G R
Inter-cluster key 3 4pi i o @ TP — B &I T 4e » NEHF X - 2 8 o
LAETEHY L HYal ¥ AR LR R R TR
I g ‘%éhﬁ’“%%iﬁ%ﬁw THERE ORI FEAPEER S EELE R
M ARG Y R A LA RERROE R ARG W A
SRS SN EE T E N € 5 § 55 (UL SRR § % R TR

FEREEEP LB TR R T ap R 5 1 F R E Bt 2 -
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O Mobile Host
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Bl 3-1 & A7 2 %%ﬁﬁ@ ’ J’-CH%%deﬁ FE S ok SRR L N

g F () 5 Flaedrdly > e 4 -
Sveasuar O

IEs’.Eg 1:
PHEHBHAREEFASnBEE > TGS ={Cluster; |V, =0,....,n-1} ;

E AL nB > A (SE) > TCluster, ={M,; | j=012.}  H¢E B
Bpoens B BET A - 0 M 5 Cluster, g B 5 > %7 5 CHi o
B3k 2:

Mg o 8 #Ed 0L BEFIF 0 v kAL AEBrHe R 2 £ Kb
e e £ ML A B HE LRG> T U RFLrEEN 2R
B d A M, 2% [HBEEZABF Pl i A0 E RS
FEE Y It E RN e YL TR § S § NV Ty
o ¥t R R BHHOAT LR oRE . d v P ki Rk E
HIE T
Bk 3

Moo2 M, ;Vi=12,5n-1FF < 5 Ao iod £4PW, ; 125 - &

BFM 2 b B P g SR M, =120 0 "5 b BT &4
SPW, -

B3k 4:
FENZERFM Al FEFM R L AR e S

ZAHBED o

322 Rk E P

M3t hime ¢ R RgERIAE Y 0 R M BRI A YR

drk 3-1:
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2310 b RAE LS 2V SR

B b
CH, |#ednmky? suhiiiod sy
M, HedMEE o HELIZEREY > HEL jhLE

PW, Fodpa il Pl e KRG F % e

SPW, | a XRS5 T ez B 13 SR 2+ % &4k

A Fra kg > EAEFoge £

A, LE BN TR hif e 4 E

GK H IR E P EM 4 0 T inter-group key
Sub-GK,; | & # & p i * o3 F B %4k > T intra-group key

Erey {data} | i# * ALY 4o R i TR data” 1 B 4 Key” e B

FO) | Ew sk o

d AR L G B S BEE 2 onk v e A Ot E A A TR RIS
b B2 L i 5

S F1[18] #t4 2 EBSH#4] > & ¢ * sum of product 4] 2 Boig b
2P e dopt @ BHBEY T2 W AR 2§43 SRRBHEE > 22 {0 He
BAGF (S KATIOFE O RAFEIIRG SR TR R T e £ R (Pat B
Ko ALY X 2HEBFLRB{P L " FARFTEEEP 2 Réep 2T
SRR S N AR E € NN T SR R ek O

A2 FEEHP AT FLGEEP - SEGEFEEMFEHLY S THEE

Bz Mg Fiamthlé » pil sz £ B84 TEEE2LB80M,,
AL W AT 2 ZE w2 Hir B

3

LT RS BB | e o B T s i

1 & F 4o r Bakd LS
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WP T REE S A e Z RARE B R D g AHTHRERT
PRFRESFTHFL > YT RR-FRFG 5 ARGF »F e (F o g

Bl H A A rF iR e r X B0 PIF - B ¥H BitString £ 10 F £ B

SR A B AT~ | Jof AL ATEH R G IS g o
EREY R RRAT LT o
Flpt A e W B EBS B A 4e 4] B P REAIEE A8 S

A e A x2S B R 0 LT Termap gl A& R de » i B R A B D o
SR wE AL Sz A
(DB s 2|97 E T e i 24 £ 8
(2)% pe Key String fo¥t e 24 £ £ Gl ehfTie » £ F o
() rFres T ELRE 2 5
(DEFFEIA= 2 E /I EEL -
T AR 2 B A
(D FE B g 28 T3 it 22 £ ¢
B E G X S35 B gpde ) e o e M nfE e i) G
ntx o E B R ALY Dot £ Hcp £F 0% ’i(k”")l”?“*“

£ E00 nix o F RS B F A featanKey String fo¥

S es & BB RT A S R o £ 20 F (7)) nix o B

B es £ T dcp o AT A 2 R %0 i o
R o P22 AR 2 | e » 322 Bit String

R @ R - A gt £ 8 £ 2 4 fe Bit String ¥ 47

(2)%~ e Key String e R engf o4 £ &G H RBP4 » 2 f o

FEH AW £ A BV 4ok EBS p 17 2| $7403 4 & B 4
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¥ oot & & ficst A 4 rekey 3L i d B s i(ﬁ+m)<’
R EA nix o W
A, e E B A et £
R AT & R rsehend i A & JRBEATH e
Wt gL A B3 EBFRLFh kin R AT (7
FARTAL it 8 ) EE K]l o AP ATI 2 2 f o
B.  #i4c rekey 3 4 chiE 4
f.vr«% TOATAe o B BEATH b Bt £ A > H 0Ty
FEIEF N LT R T LR AT
s ktm W EE (2 ZRTAL e £8) 2F k-1
PRl ATA N R o
WY bR R e ETIR AL  FR P ATH el s £
i H o DI AR R L F AT i et £ S5 Bl R
B
(3) ks iesr T 2R FoE
e 4 S 4oy 281507 F AL BB 4 F B A EF
ER B4 k) & 4 rekey L E NSO e m) 0 FRF
§ T esr(F e |t > 84~ % 50 Bit String %
fe) o T Dot & | e » Bg S iR ERUH S PTR R B A5
THELSRE S TEALRER
SRR R g Rk FT sk siw 4R Bl B i ek
AR (A e g R e
(DFFFENITEERFEH LT L
% Bit String # A #2=> Fvd FREgNEFEED

A RITHFEE R BB AT LR F AT LR RET D
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FEBH LTS ARG G LR R RAD S | b

S EE AR DEk EE LSS S L I i

M, M, | M, | M, | M, M,
Ay 1 0 1 1 0 0
A, | 0 1 1 0 1 0
Ais 1 1 0 0 0 1
A, 0 0 0 1 1 1

CH Aden—if et £ gD 3R>
%\'ﬁ Mlsét)\%»g:' s CHI %’33:'::;1”:
LSO

Esi-cr, { SUb-GK;’} -> M;,~M,,

Egpw, { SUD-GK,;”, Ay, A} > My

B 3-2: A Mg+ » £ 5i2 Bit String 2 #22 CH, & fiende B34

Mig | My | Mi; | My | M iMigdl Mg
CH A e r g b &£ T Hcp B 4>
Acl 10 [ 1 | 1 (2010 1
= R Mleﬁ?\%\&l ’ CHI N B
Al o 1 1|0 T 01
N
Al 1| 1 L0 |0 [Z0 P11
ESub—GKi { SUb'GKi ’} > M io” M i5
Aol 00| 0 | 1 [ 1 [T o
As | 1 1 1 1 1 0 ESPWQ{SUb'GKi’vAila Az, Ais}'> Mie

F—%‘]S_S é‘ﬁ Miﬁ‘ét %%&IL Blt Strlng%’]‘%_‘;’f’CHl iﬂ:‘?ﬁ%\?%’éﬂ;é

Eomp

DH Ao r B B R Mg B~ E R0 R Bit

String # ¥ 7 4B 3-2. “i7m o FAFEBFCH, Z#iTehs £ 8%

S Sub-GK,” 14 EH I Bshe B 0 B Mo~ My, o E 2 2 SPW, e B

FTEEBHEITM BIEF Tl AR (A, AYZERTE R M 0 4
3247 o L FE Mgt » et £ F 3 K 4e > FIJN 3 29 T rekk o
TESEM e BB G LA L EBS

ez (o

) 7

R AIE R P B A e £ R A YL
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flo Fetk P B AAH I TH S LTS e & T ke Bit String
47 4o 3-3 #77F c XL B F CH, I #¢h 3 #3753 2 % 4% Sub-GK,’

MEE S R B E Mg~ Mg o 52 0t SPW, e B ATH 2 R 4
Mie ’@%"ﬁ ﬁ?ﬂ]ﬁ‘ﬂéf{i( Aila Aig, A@)Ef%?»%ﬁ"%\' ﬁ Mi6 ’ -Qr@ 3-3 #1F o
F15 Mighe » B ot £ 885 FIL G 7 T8 M F B R Mgho

# hBit String %t > T ® 3-2 7 Bit String & # °

Mio | My | Mi; | Mg | My, | Mg | Mg

Al o L | 1] 0 |0 |1

A, | 0 | 1 0 1 0 1

A 1 1 0 0 0 1 1

As| 0 0 0 1 | 1 0

As | 1 | 1 1 1 1 0

<’:; A 4p %—WE%&%&B i%'4\2>

EE MM, s M~ M 480> CH ZiEdatemiy
Eqw o £ SU-GK, ", A3 > M~M,,

Egp, £ SUB-GK, ", Ay, Ay, Agk > My,

Egow, { SUB-GK, ", A, Ay, Agk—> M,

ESPWS{Sub-GKi’,Aig, A, A}> M,

Eeow, { SUD-GK”, Ay, AL, Al -> Mg

B 3-4: *E M;~M;g4e» £ 802 Bit String 2 2 CH, # i ende R L
TESR S Ader o AT LR

-~
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Eol@p 2+ My~ M, ~ Mg~ Miep‘?ﬂ‘é’:ig's‘f)‘%»%i .
et B EA, ~ Ay A TS R AEBS #rik & (1) 0 & 3T 3 n i

4

it o Bit String # #£7 4ol 3-4. #77 o . EE CH, F kg #i7e0

+H B B Sub-CK S E B R RE  EEM M, 0 2 1

Bit String % ¥ > M;~M,, Z#EF As > Fle -t et 2 £ o3 &

BT R E B BB AE M- M, o 2 A UE AT

TrEEFELT TP R EGHBATT AL RE OB RATY B RIET

B4 A FBITE R M ~M, 0 4oB) 3-4 #on o

2. =+ B AR %agp 2T

%?%-*ﬁﬁ%—ﬁ*ﬁ%ﬁﬁ%%%’iﬁﬁ%7“ﬁ@%
EBS i & i sndtyt #of NG AERLAS R > 7 FdEd sum of product
AR LI S E S - RS (RERCE S R L L
e LA i T APRDTELE P o s 0 LR BSOS e

R
Mo R AR AEBS Y ry HAE s m Bk A R
FHoEhim o L g AR GFHERRET L RAEFRESTF L plAcTF
EAGK BN QT Ao B 5 A AR e (7o E iR Y
YLH A B E - s | SRR e 3 R - B %P Bit String & £

PR BEERIT- BHE SR R ol R TR N YT S

TL
S

h

A EBFEL N E R TG oA E AR T HE

4 hgE R T AR

= »

B
Flpt Aem 2 2 IV LA A PR A E TS s s
WEBS chH A B FE 2 50 4 B A EFIREY S T o

fode L el o B T L ARIRE S R R RS X F 4o
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e

GAer X R R (A HLZY B L)X PRk ¥ e s H i

=
Fo wRXUVDE &P i 2R R SRE (1 A A
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