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Abstract

A lot of organizations are dependent on IT resources » and believe that they are
reliable. However > the online security question will become more intricate -~ influential
and expand constantly with time. Once the security of company's assets will be
endangered and caused the calamitous consequence, the losses will be difficult to
estimate to shut down for several days. Today all make the decision under the
incomplete information that should be followed. The standard can lighten the difficulty
caused because of incomplete information. Course that the standard can reduce the
range and demand of simplifying-information.chosen and make policy.

This research is based on draft-new national standard CNS 17799 (ISO/IEC
17799 : 2005 (E)) that enterprises have-already implement to analysing control
measure project improved to remain:in enterprise information security system. And the
solution" Architecture design for enterprise’security patch management is proposed in
the relevant control measure of the standard and it can be used to support the
information security with feasible environment for use. To examine from the new
structure can increase the upgrade rate of the server from 85% to 99%, and reduce the
update time of workstation from 1394 man-day to 32 man-day. The solution is well
approved for malice code protection.

Because electronic commercial activity is frequent day by day - the online security
certainly will become the successful key that the human trading activity of future make
the transition. It is obstacles difficult to dispel in the development in science and
technology of information that electronic virus and system are invaded. This research
Is by analysing the control measure that enterprise's online security should be adopted.
While hoping for personal who is engaged in enterprise's online security planning - can
make the foundation and plan in accordance with this result of study.

Keyword : Information Security Management Systems - Flaw Remediation -~ Standard
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BﬁﬁW»Fﬁ%WQ’f“#%&Wﬁﬁﬁi1mwm1’“ﬂ*fﬁﬁ»\ s
2R FEY REEAEOPRER G m TAE 2 L T HREAE R @_@,
BN aE o i R S 0 R R A A
BEE ;A fp—m%ﬁ'ﬁ'&wﬁb Y B RAFRDT M A SRS T 2 Bt
FEE FEIREL DI R PPN LF PSR :}iﬁrﬁﬁ; R IRE  DHArA &
rr?” SR EH AR R F % 2 0 R FTIRDE T > PR PR IR

SEM R G 2 B R H I‘l,‘);\?""‘ﬁfﬁ:ﬁi; WA EA 4 A RRILE LS A
1"53"‘ Wi RO G g FRE 2 EESF TS AR ERE FF
Rfgiasizz 3 & @ 2EY "—ﬁ-—?%ﬁﬁ? "T;ff‘iﬂif" ME 2APM R TR BT
it ¥ F' i&— ME B2 3T 0FR G *}_ﬁ*ﬁ%ﬂ,jﬂ;1 iT

2.2.1 ISO R %% #

B % 1% = & (International Organization for Standardization - # £ 1SO) = - & 7
frleg > BB 8d hpe 130 BRFSEFFeSE L red (BRHERS R
B)> H 7%k 2850 BHiFL B € (Technical Committee » f# TC)~ » 2% § §
(Subcommittee » # # SC) % 1 i¥-] = (Working Group > f§# WG) { ¥ & 7 W%

T2 e 10T dok 23977 & ISO ,.E‘_?“ e ERg >5 2 TC [5]-
1977 & 1 % 5 p » % Rsf # 20 F 2 -2 (Federal Information Processing
Standards - # # FIPS) ) 5= & (Publication) % 46 5.2 3 i 4c % # 2 (Data Encryption
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Standard > # #- DES)A= » 82 % £ f 2 7R 11987 &6 7 19 ISO % 68 Hjivk
R ¢ (Technical Committee > i # TC 68)%‘1 5_'«“ DES s # 7 ISO8731>= 5 % 1 » ISO
2 FAE 2 ORE LT %ﬂa@ [6~7]-

L TR S 2 _% i F 3758 F U2 (Information processing) %% 2. ISO TC
971981 & 1" 2B % 1=x2 % 11 iv¢ (Worklng Part 1- f§ # WP1)> p 1983 & 42>
TC 97 WP 1 #-pt 38 1 f’vgag i MERE L T R 3R § $(Data
cryptographic techniques) ; 720 4 = (Subcommittee > # £ SC20) » SC20 ~ T % £
w8 2 & i * (Secret key algorithms and applications)z. % 1 1 i%/] % (Working
Group > f# WG 1)~ 2B 24545 & 5L fireni * (Public key crypto-systems an
modes of use)z. WG 2 &2 & id ;U7 i * 4e mjiﬁﬁr(Use of decipherment techniques
in communication archltectures)mWG 3> BREFAE >2FEHRESOG] 210F o

1989 & > d ISOZH%ET 14§ g(lnternatlonal Electro technical Commission -
fAIEC) » ity Pex;i?— 2 X 2RIEAREC R ERAN RS R 2 F LR
T PP F 0T X2 Aol 2.3 o 2 ISO/IEC ¥ 1w e it B € (Joint Technical
Committee f§ # JTC 1) =% 2 #skr(Information Technology - # - IT) % 2 H jis(Security
Techniques » #§ # ST)z % 27 ~ 2% f ¢ (Sub-Committee » f§ £ SC27) - ISO/IEC
JTC1/SC 27 ™ 4+ 3 1 i* &= (Working Group > f§ # WG)A» Wz F % 22 T & %
IR ERE T 2P, 2 T X 2R RPN B e d 24 2 TR AR A
B8 > 4hod 2.5 F_ISO/IEC JTC1/SC27 WGL & = # e it 4 3;“’ 2. FEARE o

V4 232150 gaan d Brgsil % >3 B2 TC

TC 68 Banking ~ securities and other flnanC|aI services #:ﬁ:r:é il g v H T2
1.1. SC 2 Security management and general banking operation 4~ =4 f ¢
1.2. SC 4 Securities and related financialinstruments 4~ =% f ¢
1.3. SC 6 Retail financial services % =% } ¢
1.4. WG 3 Bank-telecommunication-messages ~ =% f ¢
1.5. WG 4 Security coordination » =% £ ¢
TC 154 Processes ° data elements and documents in commerce - industry and
administration » =% B ¢
JTC 1 information technology ~» =4 B ¢ > &}
3.1. SC 17 Identification cards and related devices » =% f ¢ > # T& F
o WG 1 Physical characteristics and test methods for ID-cards

WG 3 Identification cards —Machine readable travel documents

WG 4 Integrated circuit card with contacts

WG 5 Registration Management Group (RMG)

WG 7 Financial transaction cards

WG 8 Integrated circuit cards without contacts

WG 9 Optical memory cards and devices
C 27 IT Security techniques »~ =% § ¢ » 2 T3X 3

WG 1 Requirements ~ security services and guidelines

WG 2 Security techniques and mechanisms

WG 3 Security evaluation criteria

3.2.

I:IDEIU)EIDEIEIDEI
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ISO/IEC JTC 1/SC 27
Information technology-
Security techniques

Working Group 1

: Working Group 2 Working Group 3
Sggt?rlijtlres@revri]é%s Security techniques Security evaluation
y ' and mechanisms criteria

Guidelines

Cryptographic -
Non-cryptographic
and Information Security
Management System

Security Management Security Assurance

AR 2.3 ISO/IEC JTCL/SC 27 =5 7% 4

Vi 24: B*% ﬁ‘—ﬁ'ﬂf T AL

% F# £ (Study Period) @ 32— %2 2 f2bp Nendd L f 4Ty > #H B
% et A f AT IFIE P Fi;‘;’g (New work item Proposal » #§ - NP):& {7
Q j—- o

‘T‘/
371 0638 p 2k A (NP)FFE 1 22 BRJITCIHRYE A2 232 o
1 %% % (Working Draft > f§ # WD)F#Fl: 2384 B ¢ (SC)& 1 (7] &= (WG)p 8=
28 -

i R & ¥ % (Committee Draft s i CD)e"Htjieak £ ¥ % 12 3k (Proposed Draft
Technical Report » #§ # PDTR)f B - § WD & H A8t e L imits > d &30
% B ¢ ISO/EC 2 Fit i1 iE ,EL(Information Technology Task Force - i #i-
ITTF)% b-rs\?CD’ct SCRIHTE A2 3B PREIHRI IR M 2d
JTCl PRIE o

w2 & 3 % (Draft International Standard ' f #- DIS) & L jiw3R 4 ¥ % (Draft
Technrcal Report > #§ # DTR)FF £ : § CD & PDTR 2 L& 343 o & Fjkro 48 8 &
2 1 » SC w ITTF:}%S'.;%;‘J.—GV =~ DISDTR> d JTCLE g A& 432 p
FE T NTH e
] % 4% # (International Standard 4 # 1S) & B iivaE £ (Technical Report > f§ # TR)
fef - B 1S & TR 3 g LR R BN AR TR R AR 2
(Defect Report) SC LUL IS TR ~BHsp# IS& TR o
F1:(Review)l) gLt 5 2 ISA TR &5 #p BEATF2-d SCEFHNISE TR
FRE o~ TR I FEIRIEE S > d JTCL -2 o

W% 25 ISO/IEC JTCL/SC27 WG1 = == &g 7@ 2+ 3

SC27 p+ 7 31 B HEHehI R -1l BEKE EARRE -

SC27TWG1l & =g iFv 2343 ¢

2.1. ISO/IEC 9979 (1999-04-01) : Information technology - Security techniques -
Procedures for the registration of cryptographic algorithms -

2.2. ISO/IEC 11770-1 (1996-12-15) : Information technology - Security techniques
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2.3.

2.4,

2.5.

2.6.

2.7.

2.8.

2.9.

2.10.

2.11.

2.12.

2.13.

2.14.

2.15.

2.16.

2.17.

2.18.

2.19.

- Key management - Part 1. Framework -

ISO/IEC 13335-1 (2004-11-15) : Information technology - Security techniques
- Management of information and communications technology security
(MICTS) - Part 1: Concepts and models for information and communications
technology security management -

ISO/IEC 4™ WD 13335-2 (2004-10-23) : Information technology - Security
techniques - Management of information and communications technology
security (MICTS) - Part 2: Techniques for information and communications
technology security risk management -

ISO/IEC TR 13335-3 (1998-06-15) : Information technology - Security
techniques - Guidelines for the management of IT security (GMITS) - Part 3:
Techniques for the management of IT security -

ISO/IEC TR 13335-4 (2000-03-01) : Information technology - Security
techniques - Guidelines for the management of IT security (GMITS) - Part 4:
Selection of safeguards -

ISO/IEC TR 13335-5 (2001-11-01) : Information technology - Security

techniques - Guidelines for the management of IT security (GMITS) - Part 5:
Management guidance on network security °

ISO/IEC TR 14516 ( 2002-06-15) : Information technology - Security

techniques - Guidelines on the use and management of Trusted Third Party
services -

ISO/IEC 15816 (2002-02-01):* Information technology - Security techniques -
Security information objects. for,access control -
ISO/IEC 15945 (2002-02-01) : Information technology - Security

techniques - Specification of TTP services to support the application of
digital signatures -

ISO/IEC TR 15947 (2002-10-15) : Information technology - Security
techniques - IT intrusion detection framework -

ISO/IEC 2™ FDIS 17799 (2005-02-11) : Information technology - Security
techniques - Code of practice for information security management -
ISO/IEC 1°' CD 18028-1 (2004-12-01) : Information technology - Security
techniques - IT network security - Part 1: Network security managemente
ISO/IEC 2™ FCD 18028-2 (2004) : Information technology - Security
techniques - IT network security - Part 2: Network security architecture -
ISO/IEC 2™ FCD 18028-3 (2004) : Information technology - Security
techniques - IT network security - Part 3: Securing communications
between networks using security gateways -

ISO/IEC 18028-4 (2005) : Information technology - Security techniques -
IT network security - Part 4: Remote access -

ISO/IEC 1% CD 18028-5 (2004-12-03) : Information technology - Security
techniques - IT network security - Part 5: Securing communications
across networks using Virtual Private Networks -

ISO/IEC 2™ CD 18043 (2004-12-10) : Information technology - Security
techniques - Guidelines for the implementation, operation and
management of Intrusion Detection Systems (IDS) -

ISO/IEC TR 18044 (2004-10-15) : Information technology - Security
techniques - Information security incident management -
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2.20. ISO/IEC 1% WD 24742 (2005-01-10) : Information technology - Security
techniques - Information security management metrics and
measurements -

2.21. ISO/IEC FCD 24743 (2004-12-04) : Information technology - Security
techniqgues - Information security management systems requirements
specification - |
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2.2.2 CNS F 34L&

AR OBMATF ML >R S IR ik ISO AP B AR L F] w2 ik Py 0 1995 £ 7T
Fos = B RF A A& 4~ 22 % (National Information Infrastructure » # £ NIl)& % > T &
WE R I ABRBFER 2 - > B PAEENIY EF T FRAT 2R -
A 1996 # 4= » 11 ISO/IEC JTC1/SC 27 WG2 " F # s | 22 ISOTC 68 3 ISO/IEC
JTC1/SC 27 = Nzrw)+ 12 2 4p Rk % % (Identification card and related devices) | 4 & %
Begdlzz Temii+ | 2% ﬂ}iuzfykvAgpwuuaw;ﬁﬁamm%e
National Standard > f§ # CNS)¥ % » £ d CNS I F#l% >k 011 » 2(SC 11) §
T %% &% CNS &% [8]- Zmlﬂi_’w¢i7% S s Tz ARE TR
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WG1 £ WG3 2T Fax 23 2T Fax 2375 4p ¥ W% &% ISO/IEC JTC1/SC
27 e TR Al 1 AiE A7 & T M A 53t ) M ESIRESE > @72 CNS ¥ %
IR o
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FBER) FPR2AFOORBT AL 2AAZR L T4 204 BTE R T
- 7|%Jﬁ9§#§%m*iﬂmﬁ¥ JUA R 0 4 BE 222 1099 & % 4= R,
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TR EA T A JIF;DE\;TL1§ 3 3 & 4ad5 - 2 (National Information and
Communication Initiative Committee > & F# NICI) i 7 A FEERGFE > R TR IR
EEBI IR~ BB (Tl FONPRAEY o~ R PRI T s TR EL T
PR Fe R R R gl fed- Bl f FHRHEFRFLTAL 2AAERL A
1iF B BRE Tl d AL AR FHE AT g R0 LE
PAFCIRRI e & Bk 3 R R E B T

1 7 Fuas a’ii}iﬁﬁr*ﬂ—?

TRELBHMAARTELX > M ITERE -
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RPZEFTUX 2HES 2 o
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ﬂJ Hr

ga b~ WDN

sdAmEIE 2 2 FE PR SRR S C AT 1994 E o2 v R
Fresgrivis # § % 212 2(The Results of The URUGUAY Round of
Multilateral Trade Negotiations)#: =i+ & % 7t % (Agreement on Technical Barriers
to Trade - f§j #£ TBT)*f i+ 1~3(Annex 1~3)z e » & Tk 478 5 1 172 pfadofp i 1
R

1. FHsE 2375 £ b ER|(ISO/EC 15408) ik 7] ~ 3% > ¢ 12(ISO/IEC
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#iEEEE)2 % ‘g (Protection Profile)& H 2 £ fr [ fgp|HjiF2_ 2 § o
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B2 P ARETNL 22 POk ARETEM L -
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2.3

FE > pITE & B —CNS 17799 (ISO/IEC 17799)

REFE it € Fg 2@ v, 7 u @y 1988 & 11 7 > 444
TR rEHEEAR f@;; mzl_d\rr (Common Body of Knowledge - #§ #2CBK) % 3%
P}q_ﬁ&fi& R%E 3 e 0ng ># e ¢ (International Informatlon Sys tem Security
Certification Consortium > Fg?Jf]a-(ISC) ) E Rz fAriag] (Selisbury) 3¢ = o “f
TRERE 2B EAR F’ﬁ&m%&iﬁﬂﬁﬁmw R Tk SRR S S 4
w2 ¢ > 227 HHAFREGEL > £ 28 L HEHB LI N ISO FRZ N F L o

2005 # 6 % 15 p =7 2 ISO/IEC 17799:2005(E)¥ Fi % 22 T & ¢ B i+ 44 2.9
TR “f K FIRLE T B ﬁf%fg,%“ p iz 14 (Dependability) # =+ 3 {4 (Reliability) -
HHEHFTNL 2R "GTES TEFALE D FRZPE - 5 - B 422 4 5 PR it “H‘#i "

% 2102 "l TR ivdpsl 2 TH ';?’%J Z{RA o R 2000& 127 11 p =
2_ ISO/IEC 17799:2000(E) e 3%\«4: 2 A FTREEARE FE PR GTAX }_'glﬂ'
ﬁ’iﬂﬂ# WG AR RARLBIE > AT AFIE  FhA - AR 2 L e p e ik
g ’ﬁ Bl e Eﬁﬁg 4ol F % > 3w ¢ 2 (Information Security Incident Management)J
#‘E" TAldE o =5 114 133 Al s anp s 2 gL ie R g [16] - 25 B~
TAE }_mﬁh@«ﬁm\’b iz 1SO #p Fs,,%%ﬂ} 5 T2 kg 0 2005 £ 6 0 AR %
£ 43 4+ ISO/IEC 17799:2005(E) & 4 4= ¥ if 37 ¢ &% F F 74% % CNS 17799 -

V%\ 2.7 : jt:\%:; ﬂ)f%;mv'\iviﬁs? Q

1. 1990 # ¥ A AL ITHEF & Jw (Organlzatlon for Economic Cooperation and
Development > ?ﬁp_OECD) ﬁ'f 2 PR RGBT e Tﬁ‘«ﬁeﬁp_ﬁ-%& TE
BE 24 4

2. 1992 # : OECD * 1992 « 11 % 26 P & ;Vuii " T3 % %% > 4p o

3. 1993 & ®mRIFE L Mep M T L > B R

4. 1995 £ BRI RIFEBSI799 ¥ - WA T F g > EF AR > T
2 EEEE e %ﬂ« (International Organization for Standardization - Fﬁp.ISO) > &
ISO DISl4980

5. 1996 & :BS7799 % - A H{ I FEEEE P (I1ISO) &2 %% »>> 1996 & 2
124 pRR6 B ehF®KE o LFHLBN G |so R

6. 1997 = :

o OECD »+1997 # 3 * 27 p =% @6 ficke #ﬁi@lﬁ A o
0O FRIMEEHTLE >F IEJ_;,’&T;F_JL o

7. 1998 = :

o ®E2G BS7799 % - 3ne T FEAx rER LR?UJ TLFRE 2 E IR kSRR
F_g_\ IZQJH;:

O ®E* 1995 #10 * 22 Tip A Ffliin 4 > f 1998 £ 10 * 25 p
Azt F4 4 s & fo T § % (Adequacy Standard ) | i A FAL o

8. 1999 = : i3tz BS7799 £ B # < ISO %3k °

9. 2000 £ A2 152 BST799 %3— ML 32000 # 12 * 1 pEiFISO %% 0 =
% ISO/ECL17799 R™% L2 ; % - 300 Xl iF %%k B3 o 2,52 (Corporate
Governance) % R Pz &+ o

10. 2001 =
o 2001 #9 * OECD &4 = i—ﬁg"‘;;v’ £ F 4 ISO/NECL7799 z_ fA# &

BB w A ¥2 FlaE 2 g 2 Fag > g EgR - ISO/NEC JTCL/SC27
WG1 *t & & £ i3 27 |ISO/IEC 17799 2000(E) -
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11.

12.
13.

i

R Y AR R LA TS R TR R TR 3
oo

0 *"E&]*“ 2001 # 11 * = % BS7799-2:2002 ¥ % (Draft) & =~ B #cf 3 & >
FF r' B # ’k@]’gﬁ 2002 # 3 * 31 pumHEEF F]/Z‘ i ﬁimﬁr: P\M_'L"V\
2002 £ 6 ” o0 g {8 2. BS7799-2 % - %A o
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o 2002 #7 % 25 p >OECD = " & sg i > 4p HHE I Poxd
e i ¥ B 1992 E 11 F 26 P iR A o

o 2002 ﬁ 9 * 5 p »BS7799-2: 2002 %<& OECD k& 7 * 25 p4f
T2 TERARAPRERESE — Pt 2o it P PRABE ST N
7 o

o 2002 # 12 * 5 p > AREEAEERSR S 4 B 134 ISO/EC 17799 &
BS7799-2 : 2002 &&= fw ¥ #=3 F K 73 ® CNS 17799 2 CNS 17800 -

2003 & @ Fa= }_%&‘Iﬂ'w&,fﬁ_ ;4 5 1SO17799 R i -

2005 # :

o 2005#6°* 15 p » OECD =% ISO/IEC 17799: 2005(E) 3R E AR
5k 733400 ISO/IEC 17799:2005(E) # A= ¥ i3 37 ¢ # % R K 7#J& % CNS
17799 -

ovkE s R T BN SP A 3iES TR B RT TR

e s <« oF s g 22 Fple L@ % BS7799 -

V% 2.8 : BS7T799-K(ISO/IEC 17799)ph 7 3 i3 prif

r7 1999 i } 13 31 A
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B 4. 9 EESR U end B ¥ oaf R (Trha 545 p ¢ o0 Ethernet Address
R, = DHCP R E>" 3 M IP =4t ~ Netmask - Default gateway -
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AT p o R B P—h&é, Al 4t E ek Rk ~a ¢ % 0000,
p mnih_ﬂlp 255.255.255.255 , #is £ '+ DHCPDISCOVER :n
BA, wRREFRE -

o dn* S s Paapizily IP ma, #7 & DHCPDISCOVER
#Hep gdF HEMAC mnbin i ¥ 2 5 — B XID Sfl ky#%i%dte o
DHCP # PR % ¥ i 17 DHCPOFFER 4t ¢ B ¢ 1dpia TR BLL &
FAE K eh1 (Tzk o 15 P IR Bef ok %> DHCPOFFER 3¢ § ¢ 7 -
BARGH P G o

0 DHCP ®IRE ¢ ¥ - K IP #F,%5 DHCP @R BRI R )a
DHCP #* =3 I\ R 3 7 PR?,‘;;YW\“& IP =R - BBz i
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O ek * S d| et 5 5 DHCP RIRES v, R eEH? - B
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Non-DHCP Client: [ —— DHCP Client:
static IP IP configuration
configuration from
\\/ DHCP server
%’ IP Address1
DHCP Client:

IP configuration
from DHCP server

IP Address?2

DHCP.
Database DHCP

Server

I[P Address3

2. it DHCP % ¢l 5 2  DHCP @R % 5 OFFER » v 11 #
DHCPREQUEST % 'R ® 3% 1 DHCP % 3%, 4cffl 4.10~F 4.11 *F 7 &4t
EHE U m%il%ﬁ‘%% "*—_DHCP Option Field #2 & -

O 4 DHCP * 2 =55 — = % gFieik i iz g o e g
DHCPDISCOVER ¢ % it {7 4 3 - DHCPDISCOVER &
mEF 3 H MAC iznt i > 122 & DHCP Option Field ¢ 4 7 i 4%
4 (Host Name ) sgw]zn g o

O 4cB 4.12~F 4.13 #77 § i PIRE D] DHCP # = syrg o
DHCPDISCOVER #§ B # 4+ ¢ B¥ > 2| %7 MAC ¥ Host Name L;»E? T
FALZAF dok APl PIAL 5 © #2481 (T3 d DHCP R E# P
l—»"’ "‘ Mejphl X T Ew BB Tk o

o & MAC 2% HostName £231p FH T 7 40l BIAR 5 AL (75 0 4o
B 414 4577 LR TR L GUL 0 X R PR E M- MAC a
UL BE D R TR R L (T R R A RS R
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0 8 16 24 31

oP | HTYPE | HLEN | HOPS

TRANSACTION ID

SECONDS | FLAGS

CIADDR

YIADDR

SIADDR

GIADDR

CHADDR(16 bytes)

SNAME(64 bytes)

FILE(128 bytes)

Op Code (OP)

F4_ 1 %1z Packet &% _Client i ! <5 Request
(BOOTREQUEST) » & 5 2> %7+ ¢+ Packet ¥4 DHCP Server ¥ &
(BOOTREPLY)

HTYPE AR %5 %] > Ethernet 5 1

HLEN Ay £ B > Ethernet 5 6

HOPS Fie F U5 router i > Frkde 1 o FhR- R 0 50

TRANSACTION ID DHCPREQUEST B*)i 4 m@:us » 11 ¥ DHCPREPLY P eik 45

SECONDS Client :ggmmwﬁ*(af,) : ‘ 20

FLAGS #_0 1] 15 = 16bits B - bit 3 1 i server #ru R 3o
NBEe B cllent A 5

CIADDR & F_client @ <lé£~‘§x‘é Rz Ez P o RF iR

YIADDR 1é_server i#w client 2 DHCPOFFER ¥ DHCPACK #t& ¢ » gt
BB A% client a7 P sk

SIADDR F client § & 55 HF 1 > & server ¥ 1122 DHCPOFFER -~
DHCPACK -DHCPNACK 3f# © » pL 438 B BB 54755 75 91 & server 2
e ak

GIADDR F R BERFEF DHCP 2 4§ 5 relay agent eniznt » FRIE O

CHADDR Cllent RV B2

SNAME Server - tfF ¢ > 1 Ox00 F k& o

FILE % client § & £ FRRFH- Lb%ﬁﬂ:ﬁ?—#ﬁ VR ARS LR ff e TFTP
[ RE

OPTIONS TR 3R 7 (Vendor-Specific Area) R A SR RO S CLR
Netmask - Gateway ~DNS~ % %) 2 £ & v % » PEB*"#%%‘ BEE
#-EWB2F- B byte FFH Mt,@; His- B byte 5B FTHE

BoBis iBPPNE

A F 4.10 : RFC 2131 DHCP Message #f# ;% & 2 {f = ehg &
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Code Len Host Mame
dmem-- m-m-- omme- e 4----- dmem-- m-m-- m-m-- +- -
| 121 n | hl I hH2 1 h3 1 hd | hS | hb6 |
+----- emm-- +mmm-- +-mm-- +----- +----- emm-- emm-- +- -

A 411 : RFC 1533 DHCP Option

Waiting List ToDo List

Source Add. Abs. Time Source Add. Action

MAC Add.1 11:55:30 MAC Add.1 Permit

MAC Add.2 11:55:35 MAC Add.2 Wanted
All BootP Packet with —
L\:Aoﬁgcf\iorlld\r/s;ixw”List == Source address which

g = didn’t register in ToDo List
- N e

will be labeled as “Wantedx

BootP Packet, § BootP Packet EEEA-E=1]-4:

MAC Add.1 MAC Add.2 —I

= A= |

-
22 e Jat 27
1T %, ot L 1E >

AR 412 A TR R P RIL2 -
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client & blocking network access
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v ress Appear server directly
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Ol R AR S 2 fih A RIEE AR -
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- TTEL Al ~ AR el b e R e R T TR ~ TR
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B LIRS ¢ AL AR AR R -

= RN

AR 414 A ivebz B2 4

4, PIRBFHLATT HE 2B ATAR kR
4r® 4.15 17 3% & ‘,3#‘- SR #?‘K;*ml?ﬂﬂﬁﬁ {A7TR % 2 'iﬁf?ﬁ_}\ %
PIEHE C EEHEA 50 B kA /?'Jpé,, BN Z IMBAN L AT S B - B ks
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Vi 44 d 5 PIRET % 2 BN {300 56 4
s | pper | OFTRCEN oo ROPTERED |
2 ESHPER | Bl (a0 BN sy [P

MS03-026/007 1,200 1,014 84.5% 1,194 99.5%

MS03-039 1,200 1,022 85.2% 1,180 98.3%

MS03-041~44 1,200 1,034 86.2% 1,190 99.2%

MS04-040 1,200 1,017 84.8% 1,180 98.3%

MS04-011 1,200 1008 84.0% 1189 99.1%

MS04-022 1,200 1,022 85.2% 1,193 99.4%

MS04-023 1,200 1,018 84.8% 1,196 99.7%

MS04-025 1,200 1,024 85.3% 1,190 99.2%
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("1=~) (~1=) (=)
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MS03-039 7,000 792 15 777
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MS04-040 9,800 1078 15 1063
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MS04-022 9,600 1069 10 1059
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MS04-025 12,269] 1394 32 1362
E N
1. A/x=%pF/m/60 (~4)/8(Fp1pF)o
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4, BALN{ITTEED (AAUNEF iR E TEZ IR (A/T) 435 B30
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ldentification Stare (3)

Uses of existing network

infrastructure -~ database -~ <1> Query Computer Name=Laptop1l

authentication server for <2> Query Security Patch & Pattent=......
communicable device’s <3> Store to DB

health check and
vulnerability fix Information Inouiry: (1)

<Q> Query Computer Name-=......
<Q> Query Security Patch & Pattent=......

<Ans> Reply Individual Identification
<Ans> Reply Security Patch & Pattent Information

Database/
Authentication sefvers

AR 51 AL (fahf bt BB (L RIT2 -

“1\;.!!;"-" w,! 'ﬂp'll._"::?;.ﬁ.:p ;
- R, 7
- R )

4
Authentication server

export mobile device’s
individual identification to
database. If mobile
device’s individual Pattern=524
identification doesn't matchgf Laptopl Sec. Patch=KB819696
with Security Baseline - JBR\ Paltern=524 KB823182, KB823559,
this will trigger fonactio Access Point Sec. Patch=None K8825119’. ..... ,

hdividual Identificationy  Security Baseline

(4)

Tlake Action
)
pto| <1> Agree to upgrade and enter privilege account
& password in case of non-manageable device
<2> Deny network access if rejected to upgrade
<3> Direct upgrade of manageable device

Lay

Database/
Authentication servers

AR 52 AL ivebp L FEBAH FERIL2 =
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