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Abstract

Nowadays, every company, or,/organization has many kinds of different
application systems. Users usually-need to remember several combinations of user
account and password to logon different Kinds of application systems, even the related
functions. When different companies .or organizations are merged, users will suffer
more painful work. Also, as the technology. evolves daily, users may use many
different kinds of devices (for example: desktop personal computer, notebook, PDA,
mobile phone, or other mobility devices) to access web site or other related
application systems. Users usually need to remember more IP address links or many
combinations of account and password information.

For system managers, they usually need to spent more efforts on the system
maintenance in order to support these different needs. System manager not only needs
to maintain the heterogeneous applications, but also the heterogeneous contents and
databases authentication. It is a very time-consuming activity.

In this thesis study, these problems mentioned above are addressed.
Specifically, we investigate single-sign-on approach and content’s early binding
approach to reduce the maintenance efforts and provide an easy way for users to
logon these systems. Also a DRM mechanism is provided to achieve access control
and created digital contents protection.
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The JAAS infrastructure can be divided into two main components: an

authentication component and an authorization component. The JAAS



authentication component provides the ability to reliably and securely determine
who is currently executing Java code, regardless of whether the code is running
as an application, an applet, a bean, or a servlet. The JAAS authorization
component supplements the existing Java 2 security framework by providing the
means to restrict the executing Java code from performing sensitive tasks,
depending on its codesource (as is done in Java 2) and depending on who was

authenticated.
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It is an information model that describes what you can put in the directory
or a naming model that describes how you arrange and refer to the directory
data, or a functional model that-describes what you can do with directory data,

or a security model that describes how directory data can be protected from
unauthorized access.
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¥ - fa4-K50 oh Adapter iE o

wT R #pe T E 3 F A} Adaptee G b SRR A ¢ R S

qE TR RS & o

i __________ L ‘ Target Adaptee
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B 2 #F %]« Adapter Pattern

23206 BTN FHFEL Biry
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fr 3} DRM ? DRM #_Digital Rights Management g8 o $30 ¢ & & >
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Additionally, it is important to note that DRM is the “digital management of

rights” and not the “management of digital rights”. That is, DRM manages all

rights, not only the rights applicable to permissions over digital content
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In designing and implementing DRM systems, there are two critical
architectures to consider. The first is the Functional Architecture, which
covers the high-level modules or components of the DRM system that together
provide an end-to-end management of rights. The second critical architecture
is the Information Architecture, which covers the modeling of the entries

within a DRM system as well as their relationships.
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ghi=liEtan Content rights Permission
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® 4 DRM % # #
ERERRT 2R A 2 S BHKF 1~ 8 EEUr ¢ (Rights Control)
7Rz ¥ (Contents Control ) 2 447 ¢ ( Permission Control ) - i ¥ %

POE TR 2 A BT

® &'y ¥ (Rights Control) :

iz3%4 ¢ 7 Rights Creation » Rights Validation - §= Rights
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3D Secure 4] &4 VISA B *% yf\ srdg g ATRUE © [2]4°3D Secure

Introduction < ¢ 5 & 1 f2 40T
The 3-D secure protocol underlies a new Visa payment service designed to
enhance and validate payments made through the Internet. 3-D secure is

an authentication technology that uses Secure Socket Layer (SSL)
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encryption and a Merchant server plug-in to:
» Pass information and query participants to authenticate the
cardholder during an on-line purchase.

»  Protect payment card information as it is transmitted via Internet.

#73) 0 3D 4p 57 4_3 Domains : Issuer Domain - Interoperability
Domain > {= Acquirer Domain » 5 8 (Ti§ 422 B (%7 j&R 6 7 endi ko 230

e o AP PR R 40T

® Issuer Domain: The issuer is responsible for managing the enrollment of
their cardholders in the services (including verifying of each cardholder

who enrolls) and authenticating cardholders during online purchase.

® Acquirer Domain: The acquirer is responsible for defining the procedures
to ensure that merchants.participating in the Internet transactions are
operating under a merchant agreement with Acquirer and providing the

transaction processing for authenticated transactions.

® Interoperability Domain: This domain facilitates the transaction exchange

between the other two domains with a common protocol and shared service.
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